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Users AP WLAN Controller ClearPass Fur;iisate Intermet

1. 80211

2. authentication

3. lookup users

4. authentication accept

5. accounting start (without Filter-Id)
—_— .
6. accounting start (Add Filter-Id)

8. accounting response 7-@%’"&%&" Users
9, accounting response
- - |

10. user traffic against “User Group Based Policy”

11. accounting update (without Filter-1d)
—_— 12. accounting update (Add F\\(er-\dj_

14, accounting response 13. interim-update same as start
15. accounting response DO NOT UPDATE "Users Group”
-—

16. accounting stop (without Filter-1d)
— 17. accounting stop (Add Filter-1d)

18. accounting response

19, accounting response

20. user traffic against “User Group Based Policy”
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AAA R 4% | ClearPass 6.9.0. 130064 1

NAD ARUBA 7010 8.6.0.23 1

AP 325 8.6.0.23 1

5 oK 3 FortiGate60F | 7.4. 11 1

AD Win Server 2016 10. 0. 14393. 1737 1

DNS Win Server 2016 10.0. 14393. 1737 1
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2. ZAZABLE

(3) IPEA

WA & Eites] IP address
AAA R %% | ClearPass 192. 168. 1. 150
NAD ARUBA 7010 192. 168. 1. 100
AP 325 192. 168. 1. 32
W5 K 3 FortiGate60F 192. 168. 1. 253
AD Win Server 192. 168. 1. 251
DNS Win Server 192. 168. 1. 251
MK 2 33 F AL

(4) ClearPass WEE

a) ¥Nim NAD

Configuration - Network -Device -Add

Edit Device Details 1

IP or Subnet Address:

Description:

RADIUS Shared Secret:
TACACS+ Shared Secret:

Vendor Name:

Enable RadSec:

-m SNMP Read Settings SNMP Write i CLI i onGi Enfor Attributes
Name: IZRUBATMU |

‘ )

[ arubalZ3 | Verify:
|

[192.168.0.0116 |

(e.g., 192.168.1.10 or 192.168.1.1/24 or 192.168.1.1-20 or 2001:db8:a0b:12f0::1)

Verify: ||

|
Fortinet [=]

Enable RADIUS Dynamic Authorization: Port: |3799
O

[ Copy Ji| Save i Cancel |
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b) #Im Proxy Targets

Configuration - Network - Proxy Targets - Add

Edit Proxy Target

Name: [fortigw |

Description: lsend user group & username to

Hostname: [182.168.1.253
Protocol:
Shared Secret: [ronssamsmcsnans

Verify Shared Secret: [

RADIUS Authentication Port: (Default is 1812)
RADIUS Accounting Port: (Default is 1813)

c) ¥le Authentication Sources

Configuration - Authentication - Sources—Add

® cache timeout 1s

® [ AMIXIE, & AD 4+ F e = B ERK

Authentication Sources - XYM-AD
% Configuration @'m General  Primary Attributes

£} Service Templates & Wizards

£ Services General:
- & Authentication Name: XYM-AD
£} Methods Description:
oEmm Type: w0
72 Idantity Use for Authorization: Enabled

{3 Single Sign-On (550}

{3 Local Users Autherization Sources:

{3 Endpoints Primary:
£} Static Host Lists
£ Roles Hostname: ‘example.com
onnection Security: None
{3 Role Mappings € .
- i Posture Port: 389
£} Posture Policies Bind DN: gaoyuan@example.com
43 Audit Servers Bind Password: EEE e
{3 Agentless OnGuard Base DN: dc=example,dc=com
+ § Enforcement Search Scope: SubTree Search
Policies
g Proiiles Bind User: true
4 +4- Network User Certificate: userCertificate
3 Devices Attributes:
£ Device Groups Filters : 1. (&(sAMAccountName="%{Authentication:L 1e})(objectCl )]
43 Proxy Targets 2. (distinguishedName=%{memberOf})
1§} Event Sources 3. (R(sAMAccountName="%{Host:Name}$)({objectClass=computer))
£} Network Scan 4. (B(sAMAccountName=%<{Onboard: Owner})(objectClass=user))
£} Policy Simulation 5. (distinguishedName="%{Onboard member0f}}
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B JF memberOf 1€ 4 &

Authentication Sources - XYM-AD

Summary Genersl  Primary

Specify filter queries used to fetch authentication and autheorization attributes

Filter Name Attribute Name Alias Name Enabled As
L dn UserDN Attribute
department Department Attribute
title Title Attribute
company company Attribute
Authentication [ memberof memberOf Attribute |
telephoneNumber Phone -
mail Email Attribute
displayName Name -
accountExpires Account Expires -
2. Group en Groups -
3. dNSHostName HostName -
Machine operatingSystem OperatingSystem -
operatingSystemServicePack OSServicePack -
4. | Onboard Device Owner memberOf Onboard memberOf c
5. Onboard Device Owner Group cn Onboard Groups -

d) ClearPass f# )\ AD

® C(learpass Bt & #Y DNS /& Win Server ¥ B F BY R 5
® FQDN 7 Z 72 DNS = ## A7

Join AD Domalin

Enter ' the controller and the short (NetBIOS) name for the domain:
omain Contrter  Wi-cEnRED 5
IPLE

NetBIOS Name: EXAM

In case of a controller name conflict:

® Use specified Domain Controller
© Use Domain Controlier returned by DNS query
O Fail on conflict

(0 use default domain admin user [Administrato
Username 123123 wER
w m& %
Password — |
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e) A% Profiles

Configuration - Enforcement -Profiles

Enforcement Profiles - [Allow Access Profile]

Profile Attributes

Profile:

Name: [Allow Access Profile]

Description: System-defined profile to allow network access
Type: RADIUS

Action: Accept

Device Group List: -

Attributes:

f) A% Policies

Configuration - Enforcement -Policies

Configuration » Enforcement » Policies » Edit - AD[Allow Access Policy]

Enforcement Policies - AD[Allow Access Policy]

m Enforcement Rules

Enforcement:

Name: AD[Allow Access Policy]

Description: Sample policy to allow network access
Enforcement Type: RADIUS

Default Profile: [Deny Access Profile]

Rules:

Rules Evaluation Algorithm: Evaluate all

Conditions Actions

1. | (Date:Day-of-Week Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday) [Allow Access Profile]

g) A|ZE Services

® 5 Jfl Authorization. Accounting Proxy
® Authentication Sources: XYM—AD

® Authorization Sources: XYM-AD. [Local User Repository]

® [Enforcement, #E# f) G|EEK
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® Accounting Proxy: ## b) 6| B

® Zi4/NA ey RADIUS Accounting B, Filter—Id: %{Authoriza

tion: XYM—AD: memberOf}

ClearPass Policy Manager Menu

Configuration = Services » Edit - FortiGate-RSSO-WLAN
Services - FortiGate-RSSO-WLAN

| summary RN Roles Praxy

Service:
Name: FortiGate-RSSO-WLAN
Description 802.1X WLAN Access Service
Type: 802.1X Wireless
Status: Enabled
Monitor Mode: Disabled
[Mnra Options: 3 1. Authorization

2. Accounting Proxy

Service Rule

Operator

1. | radius:1ETF NAS-Port-Type EQUALS. Wireless-802.11 (19)
2. | Radius:IETF Service- Type BELONGS_TO Login-User (1), Framed-User (2), Authenticate-Only (&)
3. | Connection NAD-IP-Address BEGINS_WITH 192.168

Authentication:

Authentication Methods: 1. [EAP PEAP)
2. [EAP TLS]
3. [EAP MSCHAP¥2]
4. [CHAP)
5. [PAP)

XYM-AD [Active Directory]

1. XYM-AD [Active Directary]
2. [Local User Repository] [Local SQL DB]

Role Mapping Policy:

Enforcement:
Use Cached Results: Disabled
Enforcement Palicy: AD[Allow Access Policy]

Accounting Praxy:

ccaunting Proxy Targets: fortigw

be deleted for proxy

Type Name
RADIUS attributes to be added for Accounting proxy

1. | Radius:1IETF Filter-Id = % {Authorization:XYM-AD:memberOf}

¢ Back to Services B e mesis

Apr 22, 2026 14:59:35 CST ClearPass Policy Manager 6.9.0.130064 [FIPS] on C1000V (Trial Version) platfort

(5) EHBNEE

F MR IR IE & 7010 standalone T/ERER,, W XU E BRI N
mynode (EE 7010 B 2% ); H il ARUAB 2 4] 22 4 [ 22 4 #4 BE ) 4 38 48 %
=4

a) WANERS&. RE5BL

® EG|ZEINLARS 2, 24 RADIUS, 3EE HOST. Key
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o FalEINLMFHE, HalZEIALRE 85w A\4L

— Mobility Controller > 7010

Jashboard Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanc

Configuration

WLANs Server Groups 4
Roles & Policies NAME SERVERS FAIL THROUGH
Access Points default ! -
internal 1 -
AP Groups
|Aulhent|r.alion
fortigw 2 -
Services 4+
Interfaces
System Server Group > clearpass-sg Servers Options Server Rules
NAME TYPE IP ADDRESS
Tasks
clearpass RADIUS 192.168.1.150
Redundancy
Jiagnostics
Maintenance
+

Server Group > clearpass-sg > clearpass Server Options Server Group Trim FQDN Server Gro

Name: clearpass

IP address / hostname: 192.168.1.150
Auth port: 1812

Acct port: 1813

Shared key: ceesaenn
Retype key:

b) 4|2 L2 Authentication

#% # 802. 1X Authentication , A+6|Z, WE S EKEFHFEIA

Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced

L2 Authentication 802.1X Authentication Profile: fortigw

© (3 802.1X Authentication Max authentication failures:

Hzz-Test_dot1_aut
G - - Enforce Machine Authentication:

[({ XYM-1X-AUTH-Pro
Machine Authentication: Default Machine Role:

(5 default

8 Machine Authentication Cache Timeout:
default-psk

) Blacklist on Machine Authentication Failure:
3 fortigw

® (B MAC Authenticatio Machine Authentication: Default User Role:
u ntication

@® [ stateful 802.1X Authentication Interval between Identity Requests:

Quiet Period after Failed Authentication:

-10 -
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c) A7 AAA Profiles

® 802.1X Authentication 1 # % b) AR
® 302. 1X Authentication i H # B a) # K
® RADIUS Accounting Server Group 8 % a) R

® AAA Profile 7F B RADIUS Interim Accounting

Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced

AAA Profiles AAA Profile: fortigw
@ [B default-mac-auth Initial role: logon v
@ [ default-open MAC Authentication Default Role: guest v

@ [3 default-tunneled-use...

@ [F default-xml-api
Download Role from CPPM:

© B fortigw o Set username from dhcp option 12:

(3 802.1X Authentication

802.1X Authentication Default Role: authenticated v

L2 Authentication Fail Through:

(3 802.1X Authentication Server Group Multiple Server Accounting:
B MAC Authentication User idle timeout: seconds
[3 MAC Authentication Server Group

Max IPv4 for wireless user: 2

B rRADIUS Accounting Server Group
RADIUS Roaming Accounting:

[ RFC 3576 server

RADIUS Interim Accounting: hd
[B XML API server
RADIUS Acct-Session-Id In Access-Request: v
@ [3 portal
User derivation rules: -None- v
@ B ym
Wired to Wireless Roaming: d

Reauthenticate wired user on VLAN change:

Device Type Classification: v
Enforce DHCP:

PAN Firewall Integration:

Open SSID radius accounting:

Apply ageout mechanism on bridge mode wireless clients:

d) 42 SSID Profiles

B & %4 : Configuration—System—Profiles—/EJf Wireless LAN-
SSID

B N ESSID 4 # . Encryption i## wpa2-aes, EM S RFERIL

-11 -
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= Mohility Controller > 7010

Dashboard

Configuration

WLANS All Profiles SSID Profile: Fortigw
Roles & Policies ® B Hotspot 2.0 v Advanced
Access Points ® (3 LDAP Server
SSID enable:
AP Groups @ [ MAC Authentication
) ESSID:
Authentication @ [B Management Authentication
Services ® [3 RADIUS Server WPA Passphrase:
Interfaces ® [3 RFC3576 Server
| system ® [3 RRMIE
Tasks ® [B Radius Madifier
Redundancy @ [3 ssip
Diagnostics © 5 Fortigw o] Encryption:
Maintenance B so2.11r

(3 EDCA Parameters (AP)

e) A% Virtual-ap Profiles

General Admin AirWave CPSec Certificates SNMP Logging Profiles Whitelist

More

WP

Ret

Bt & %14 : Configuration—System—Profiles—/EJf Wireless LAN-

Virtual AP
® KHRF IR ¢) Gl M AAA Profiles #4K
® CHF IR d) £l H SSID Profiles #R
® S\ VLAN (Jfl P 3k H IP # VLAN ID)

General Admin AirWave CPSec Certificates SNMP Logging Profiles Whitelist

All Profiles Virtual AP profile: Fortigw
@ [5 TSM Report Request
~ General
® [B VIA Client WLAN
® [3 VPN Authentication Virtual AP enable:
© B vl v
© (3 Fortigw o] Forward mode: tunnel v
® [3 80211k
> RF
@ [T AsA
> Advanced
3 Anyspot
> Broadcast/Multicast
@ [3 Hotspot2.0
® [F ssiD
5 WMM Traffic management
® [T Hzz-Test
® [5 X¥YM-1X-VAP-Pro
@ [T default
M = naeeal

- 12 -
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f) AP Group XEkx Virtual-AP

B & % 1. Configuration—AP Groups—default-WLANs—/n & —it £ %

B o) A EMAEMN, B submit, % _F M Pending Changes. Deploy

Mobility Controller > 7010

Select WLAN
Dashboard AP Groups
WLANs 123
NoAuthApGroup

Access Points

Authentication
Services AP Groups > default APs Radio Mesh LMS MultiZone
Interfaces NAR up AE LIM
System ¥ o

Tasks

Redundancy
Diagnostics

Maintenance

- 13 -
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(6) BTREWRE

a) A% RADIUS Servers

= FortiGate&0OF = Q

@8 Dashboard MNew RADIUS Server
b Network

Policy & Objects Name

Security Profiles Authentication method m Specify
VPN NAS IP

User & Authentication [I nclude in every user group @ l

User Definition

User Groups Primary Server

Guest Management IP/Name
LDAP Servers Secret
RADIUS Servers Test Connectivity

TACACS+ Servers Test User Credentials
Single Sign-On
Authentication Settings Secondary Server
FortiTokens IP/Name

= WiFi & Switch Controller Secret
System Test Connectivity

% Security Fabric Test User Credentials

Al | og & Report

b) 4% External Connectors

G KEFEA T4 4 TRE
R B -

Bt & % 4% : System —Security Fabric —External Connectors -

Create New, % RADIUS Connector (RSSO)

- 14 -
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[#d Dashboard |
>

Network

# Edit il Delete

Policy & Objects

Security Profiles

VPN

User & Authentication Radius Connector FSS0 Agent on Windows AD

= WIiFi & Switch Controller

System
Threat Feeds
W Security Fabric

Security Rati AN
ecurity Rating E‘ NWW
Automation g
Fabric Connectors Malware Hash Threat Feed Domain Name Threat Feed

External Connectors

Asset Identity Center
Log & Report

Endpoint/Identity

©®

RADIUS Single
Sign-On Age

Connector Settings

Name rsso
Use RADIUS Shared Secret @D  sessssse
Send RADIUS Responses @D

SARRE.
WAL set sso—attribute Filter—-1d Rt it 44T E, BEWES

ClearPass & [E # J& 14 *F 2 o

edit "rsso"
set acct-all-servers enable
set rsso enable
set rsso-radius-response enable
set rsso-validate-request-secret enable
set rsso-secret ENC TIHxfxIw3buBGmAb9KmnsL2e7x0821LYEmiSs

kXC3soP1NTKEtKV3wPZyz1wMWNFPqy /Nwzev0+D50+wDU/y11mMjY3dkVA
set rsso-endpoint-attribute User-Name
set sso-attribute Filter-Id
next

end

FortiGate6BF #

- 15 -
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c) AZ User Groups
® it ¥ User & Authentication —User Groups —Create New
® Name: 77 1R A H7 4 %
® Type: RADIUS Single Sign—On(RSSO)
® RADIUS Attribute Value:CN=Administrators,CN=Builtin,DC=e
xample, DC=com It AL 7% fm 64 52 ¢ 5 | P A/ AD = e 2812 &
Edit User Group
Name RSSO-JDTEST
Type ((This value matches the value from the RADIUS Accounting Start sttribute)

RADIUS Attribute Value(®) = CN=Administrators CN=Builtin,DC=ex: |

e WwERBIKSTHEET A4, Ni&E FortiGate REEHETE
wRBKERET % N, WFEEALFortiGate MEBEWETE 2.

—4

’

T FortiGate ¥ €]Z ) user group 5 ClearPass Accounting 3 X

# Filter—ID ik — PMBEAT X R %, W TR

FortiGate | FortiGate ClearPass Accounting AD User
Group Name | RADIUS Attribute W F Y
Filter-ID W&

RSSO- CN=Administrators,CN=Builtin | CN=Administrators,CN=Builtin | gaoyuan
JDTEST ,DC=example, DC=com ,DC=example, DC=com
Multiple— | CN=Administrators,CN=Built | CN=Administrators,CN=Built | yanghao
Groups— in,DC=example, DC=com, in,DC=example, DC=com,
Users CN=JDtest,CN=Users,DC=exam | CN=JDtest,(CN=Users, DC=exam

ple,DC=com, ple,DC=com,

CN=PPPPP, CN=Users, DC=examp | CN=PPPPP, CN=Users, DC=examp

le,DC=com le,DC=com

zhangsan

Megtk R &

-16 -
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d) £# Policy

% # Policy & Objects —Firewall Policy —Create New

® MAENA. SHEDX LR

® Source FEXLF 2 PMANZE, — A& Address (F LL#E#F any B B
FN), ZREEHE User (B F X User Group Name)

® A FEFEN AL Destination F L iE#EE User Group

Create New Policy

% Policy & Objects D ]
Firewall Policy Name @ RS50
Incoming interface [® LAN (internal2) x
+
Outgoing interface @ To-Internet x
+
Source Bal x
& RSSO-JDTEST X
@ Multiple-Groups-Users x
edules
+
Virtual IPs
Negate source >
I
Destination Bl x
Pratocol Options +

MNegate destination
Schedule @ always -

Service @ ALL x
+

Action v ACCEPT [E&JolaNNg
Firewall/Network Options

NAT © RN NAT46 NAT64

IP pool configuration [T N EGTL AN ETRN G I Use Dynamic IP Pool
Manage source port ©  Fixed port

Passive health check (B

Protocol options default -

Disclaimer Options
Display disclaimer (B
Security Profiles

AntiVirus [e ]

- 17 -

Select Entries
Search

User -
Address

lose |
Internet Service
Selected 0
a houzz
2 hzz
& libowen
; lius.
& liuxm
= livy
an

& Randyll

o tianl
& userl
& wangn
- wuging
- yanghao
& yangay
& yuh
& zhaowd
— User Group (14)
[ FSSO
% guest
& laibin
l Q Multiple-Groups-Users ]
2 PPTP
@& RSS50 _clearpass_IT

(3 RSSO _clearpass_sales

& SAML
[E§ S50 _Guest_Users
& syslog
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e) UREFETAFARR

(1) WREFEBE

a) WKXBIKE gaoyuan W £ F

® i FAL#E # ESSID: @@Fortigw

@@Fortigw

IR

B Ttk BB it

T Bt

BRE 1P b i BRER

-18 -
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JE: AD K & gaoyuan (X m A T — A4

® 7 AD ¥ gaoyuan K5 %Ex 7 —/> Administrators 4, ClearPas

s B AR T E B “CN=Administrators,CN=Builtin, DC=exam

ple,DC=com”, T EFrI:

&
B admiromater

88 dlomed RODC Passwerd Regicat,
Hhcon Pubishers

B Cloneatie Dormsin Costrollers

B Defoubiscrount

B, Devied ROGC Password Replcato..
B Drsdmins

B Domain Controliers
B8 Domsin Guests
B Domain Users

= =
= [ S
FEE TS AFELOTERNE.
o s mENAREERS
TeE- o8 SUTRSEETEL.

- 3
2R e FRERSEEEan.

T gaoyuen
o Folcy Creator Gamers

B prosecied Lsers
A5 145 Servers

B8 Raad-ordy Do Contralars
B e Ackrins

Btest

Byonghas

Bahangian

® [ K+ UEEE|ZHF gaoyuan A P A E &

zew am  mowEER
whE 2R MRS
st BF  ComAEEEERS
=eE EE  wERAETUNMS.
i AR
3

StarnanIus.
L AR RS
zom. o8
P
P
w2 2R
Ehio- £ EENSRERNT.
EEE TN SRR
2018 8N HESHARENSS
TeE AR SEmAEEREDR
e
.
s

Domai Users

EET I | B Mackosh B
B POSIX WL,

Request Detalls

- RE—

Username:
End-Host Ioentier

Access Desice IF/Fort: 192.168.1.100

Autharization XYM-ADiAccaunt Expires §223372036854775807 [J0928-09-14 10:48:05 CST]

FA-85-DA-6F-BE-D3

[(Rutharization zom-AD:memberaf

[= mple,BC=com

Autharization XYM-AD:Name

| Computed Attributes

AUMIIZATON XYM -AD!USETDN

gaayuan

CN=gaayuan,CNo=USErs DC=axample, DC=£om

< Showing 2 of 1-5 recors» v [ETITETTN (TN

N
4

MM RKRN (=) - (6) -b)/ANT (BRAx R %)

@ Dashboard

Assets & Identities

4 Firewall Users

B Deauthenticate
User Name %
& yanghao
- gaoyuan

© Q Search

IP Address +

192.168.1.72

Method

M Radius Single Sign-... €

User Group =

@ Multiple-Groups-Users

-19 -

Total

Duration =
34m3s
34m12s

HA: Primary > @~ L - O yanghao

Z [ Showal FSSOlogons =~

User Group

B Multiple-Groups-U. . €
@ RS50-JDTEST ]

[SQll Firewall 0N
Traffic Volume = Method &
174.59KiB | @ Radius Single Sign-On
129.02 MiE I & Radius Single Sign-On
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® A& xTIKkE gaoyuan HY E 41z B

80:8d:b7:cf:3a:d0 i a@F w/80:8d:b7:73:ad:12,

® 7iE it ClearPass MEXHFH LUEEEZ X TKS gaoyuan B

accounting f8 x5 &..

BE Ses=FIm B

Time Source Destination oo
2026-84-22 14:35:14.119905 152.168.1.150 192.168.1.100 Access-Challenge 1d=176
2026-04-22 14:35:14,125435 192.168.1.100 182.168.1.150 Access-Request 1d=177
2026-84-22 14135114, 126078 192.168.1. 192.168.1.100 Access-Challenge id=177
2026-04-22 114.139906 192.168.1.100 192.168.1.150 Access-Request 1d=170
14.141635 192.160.1.150 .168.1. Access-Challenge 1d=178
14.144998 192.168.1.100 .168.1. Access-Request 1d=179
2026-04-22 14.145618 192,168.1.150 B Access-Challenge id=179
2026-04-22 14:35:14,148742 152.168.1.100 82.168.1. Access-Aequest 1d=180
14.150003 192.160.1. s Access-Challenge id=180
114.158511 192.160.1.100 19 Access-Request 1d=181
14.209518 192,168.1,150 .168.1. Access-Challenge id=181
14.214549 192.168.1.100 192.168.1.150
2026 14.247462 192.160.1.150
2026-04-22 14135114, 252045 192.168.1. 104
2026 35:14.254064_152.168.1.
14,373448_132,108.1,108
T35

223894220200 e zse

7. 168.1.
2026-04-22 14:35:14.376091 192,168.1,150 192.168.1.253 0 - e (Port unreschable)
2026-84-22 14:35:14.376616 192.168.1. 192.168.1.100

357) packatd:

Attribute Valve Pai S-Port-Type (61 Tess-992.11(19)
Session-T4(44) SEBFIC-50!
26 14:40:48. 000000000 CST
5510n-Td(50] 1=25 val~FABSOAGFBEDS-0000002616
892.11(19) teFramed-1P-Address(8) 1=6 val=102.160.1.6:
AGFBEDS-69E6FAC-5002A . FTIT (=14 V& (=FRNSUREFBEDS
026 14:43:45.000000000 CS o
FABSOAGTBLDI- 00000026 AVP: e ) 6fa3el 2 s a0b 030236
68.1.82
1514 vol=FASSOAGPREDS
val=20403890C
3030303030302365263031

vid=Arubs, a Hewlett Packard Ente:
=Arubs, Packard Enterprise
Packard Enterprise

Packard Enterprise

Packard Enterprise

AT AGTREAETETR: WP et =48 val Fators, OV8ui1tin, Di=exanple, OC
Type: 43 ype
angth ngth: 48
Acct-Authentics MOT Filter-1d: OlAdninistrators,(N=Builtin,0Csexample, 0C=con

V Show packet bytes ¥ Show packat bytes

Help Hep

® 54L& EH & H N Accounting update . >C#F, ClearPass
Tk 2B SN m Filter—1D BN &, 5 H X %W accounting

start X F Filter-1d FE W EHFHE
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® JI|iX F L B ESSID: @@Fortigw

@@Fortigw

EEIEIE

FhR TRtk

T BRI

PR P it ik BRER

EEIP

IPithiik

F R

BEEIER

JE: AD K 5 yanghao Tt N\ 7 =44

® £ AD ¥ gaoyuan k=5 %XBc 7 =4, Administrators. JDtes
t. PPPPP; ClearPass ¥ & #WE|F A5 & “ C(N=Administrator
s,CN=Builtin,DC=example, DC=com, CN=JDtest,CN=Users,DC=ex
ample,DC=com, CN=PPPPP,CN=Users,DC=example,DC=com”, #mT

&l B o -
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]

&%

& Administrator

B Allowed RODC Password Replicati..
B2 Cont Publishers

R Cloneable Domain Controliers

2, Defaultaccount

R Denied RODC Password Replicatio..
B DnsAdmins

R DnsUpdateProxy

8 Domain Admins

B Domain Computers

B Domain Controllers

B Domain Guests

B Domain Users

B Enter
B Ertery Key Admins

B Enterprise Read-only Domain Cont...
& gaoyuan

8 Group Policy Creator Owners
RiGuest

B 1Drest

B Key Admins

8 00000

R prprp

B Protected Users

BRRAS and 1AS Servers.

B Read-only Domain Controllers

B, Schema Admins

& test
&Fangzen

B
zoE-

weiE

et yonghao Bt

| Request Detalls

] ERAMBSENTE
i EEvs ma =57

- gl LTI TN il T summary [EERRY output Accounting
-8 E.’: BEAFM): Username: yanghao
.z 7 5% Active Directory MBS RR End-Host Identifier:  4A-07-AC-3D-1A-63
s o Access Device I/Port; 192.168.1,100
R =
ok | RADIUS Request
-2% 1o | Authorization Attributes
-2R =
2R Authorization:XYM-AD:Account Expires 9223372036854775807 [30828-09-14 10:48:05 CST]
P IS CN=Bulltin, DC=example,DC=cor,
-am oy CN=JDtest,CN=Users,DC=example,DC=com,
- CN=PPPPP,CN=Users,DC=example,0C=com
-3 @ Authorization:XYM-AD:Name yanghao
- P v Authorization:XYM-AD:UserDN CN=yanghao,CNw=Users,DC=example,DC=com

o=
e | Computed Attributes

E= Domain Users

-28 e
Y emTmas ARLEETIWE | WG Macinosh BF
e )| st posix maname,
o wa I« « Showing 1 of 1-5 records » » Show Configuration =
-3ma @
-28
am =y

A

® [ kiFH ¥ LIEFEZZAF yanghao B9 F 4H 15 &

Assets & Identities

WiFi

Q HA: Primary
€ Firewall Users <
Method User Group
M Radius Single Sign-.. @ B Multiple-Groups-U... @
[ RS50-JDTEST [ 1]

/;j
KK]“

@ Deauthenticate | Q, Search
User Name = IP Address = User Group = Duration = Traffic Volume =
& vanghao 192.168.1.72 @& Multiple-Groups-Users 34m 3s 17459 KiB
& gaoyuan 192.168.1.82 @& RSS0-JDTEST 34m12s 129.02 MIE EEE——

WSz

® it ClearPass M@ X HH 7 LLEFEE| X TIKS yanghao HY

accounting f8 % g A..
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481 202684

746 2026-04

748 202604
740 2026-04

750 2026-84.

Accounting 3

c) WRXBIK S zhangsan &R

JE: AD Kk & zhangsan & fr A\ E17 AD 42

1 ClearPass Tracker ¥ 47 LA % T memberOf #yiR A E M

2
™ = :
A= [ e Raquest Detaile

B8 Allowed RODC . B - FiGM f

,Cent Publishers =28 - TUM  SERSARREES Summary m Output__ Accounting

B8, Clonesble Domain Controlers SR -8 | shangsan W T ox T— e

B Defauticeount Lo g

B, Deried ROOC Password Rephcatio.. S - 2t R =E R ERANESERT COM+ End-Host Identifier: AE-4E-66-F3-7D-29

[ esE-wow | WA mE %o ERwe as e [BFT) &s Access Device IP/Port:  192.168.1.100

&, DrsUpdateProy 248 - 20

8, Domain Adming - TR BAQIUS Awquest,

8, Domain Computers T Active Directory MRS TR Authorization Attributes

B Domain Controllers =8 - 28

8, Domain Guests PR Authorization: XYM-ADiAccount Expires 9223372036854775807 [30828-08-14 10:48:05 CST)
B8, Domain Users == Authorization:X¥M-AD:Name zhangsan

B Enterpriae Adeins sa - Authorization: XYM-AD: UserON CN=zhangsan, CN=Users, DC=example, DC=com
B, Enterprise Key Admins 2 - AN

:ewpm Read-anly Domain Cont. :m -mE e

geousn - Lornpites

88, Group Policy Creator Owners P

RiGuest B

&, st #2E - 20

B Key Admins =840 - 28

00000 e - 28 D) -

Fadi - st 1 e o T I N IO K
84S and 145 Servers e A Domain Users

88, Read-only Domain Controllers e SRS SRTETIES W Mainiosh 8=

B8, Schema Admins w28 - 08 WL POSIX WETILREE,

Brest e

=
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==:RTINET

7E FortiGate ¥ #.3% & = T zhangsan # User Group /&M

= Q HA: Primary @- o Oy
% Firewall Use < [ showall FSSO Logons
Method y User Group
ingle Sign-... @ 4 y W Multiple-Groups-U... €
4 [ RSSO-JDTEST L]
| 2
| o
X N
'''''''' L h
A
) ticate [© Q Search o =
User Name = IP Address & User Group % Duration : Traffic Volume % Method
[; zhangsan 192.168.1.68 1m 20s 66.15KiB l & Radius Single Sign-On
& yanghao 192.168.1.72 & Multiple-Groups-Users 1h26m 1.51 MiB @& Radius Single Sign-On
- Baoyuan 192.168.1.82 @, RSSO-JOTEST 1h26m 130,13 MiE E—— & Radius Single Sign-On

(W) HAbmX%F

(1) WiR—

a) JUR&K A

® AD ¥ zhangsan K & RMAETLH

® iPhonel?2 % i# 3T zhangsan i A\ WLAN

® iPhonel3 73 3i¥ zhangsan # A\ WLAN

iy

MAC

IP

iPhonel?2

7e:61:2f.ab:96:0c

192.168.1.71

iPhonel3

12:5d:92:9a:f8:8d

192.168.1.70
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--w ®
User Name & IP Address ¢ User Group = Duration * Traffic Volume & !
& zhangsan 192.168.1.70 55 57.53KiB | @ Radius Single §
& zhangsan 192168.1.71 36s 5653 Mip EE————— @ Radius Single §

SRUTER

EO.example.com] a% w
& Administrator L
B Allowed RODC Password Replicati.. @218 - Tigs
82, Cert Publishers =218 - Tes
B Cloneable Domain Controllers =2l - 28
R Defauitaccount B~
R Denied RODC Password Replicatio.. =&l - Tt
B, DnsAdmins #2148 - To
2 DnsUpdateProxy w2E - 28
R Domain Admins. &2 - 28
% Domain Computers &2i8 - 28
B Domain Controllers woiE - 28
8 Domain Guests =2ig - 28
B8 Domain Users woim - 28
B Enterprise Admins. 08 - 0%
B Enterprise Key Admins =04 - 88
R Enterprise Read-only Domain Cont.. @i - B8
& gaoyuen L]
B Group Policy Creator Owners £24E - 28
R Guest A
8 1Dtest 22828
B Key Admins 22 - 28
8 00000 BRE - 28
8 popPp =il - 28
R Protected Users =20 - 28
R RAS and IAS Servers =44 - Tow
B Read-only Domain Controllers =20 - 28
B2 Schema Admins =44 - W8
B test me
& yanghao A
(EForgean )

b) ZEFE:

=
EEHRDNRER
SIFEHATRANE.
HANRAWATHS.
FURAE R
REERNASwS,
FRFSIaTRA.
DNS Administrators i
FEIFETRISESN00 D,
WEOMERR
WATRFOATN T
el L
AR
Ll
CUNRTRCERR
ANSRFLITHE,
RANSAS YT

BMNERHRATLE
Lo Sobng Ly

HENRETTLIET

HANMREE ENI.
ENETHRSNL
[2 Lozt b ags)
EONATERERA

zhangsan BtE ?
7w o SRR SEAEESEERE  COMs
B mE &~ EEv4 RS @R RET @
RETFM)
=4 Active Directory MRS i3

Domain Users

example.com/Users

(D) WRR)
E= Domain Users
cme SHLEXTIEE RN Macintosh B

I POSIX RENTMEF,

% 3= Kk 5 zhangsan fr \ PPPPP 4, 19:07:40

W2 & & 418 3T RADIUS Accounting Update E#7 Firewall User

roup, ClearPass il .

c) MRER:

X

A I ClearPass & £ Fortigate X F, HFAEFELELLTET

zhangsan Kk =12 &8 Filter—1d F £ ;

ClearPass % T AD ¥y Cache Timeout:1s
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(&) WX &% LIEAE FAQ

[ : FortiGate & T+ 24L& K P Kk Z m# 3| Firewall Users ¥
By 2
: MR E FortiGate B2 E #Y RSSO 5 %% (& & key. attribute. port

&), B ILEL 8 Accounting Start R >C, BN m £ Firewall Users;

H: 7 FortiGate Firewall Users AP X Z HFEEAHE £ X ?
B BRT AA RE2 (KX F 2 ClearPass) KX Hy Accounting
Start # X 5 Accounting Stop # X, — E FortiGate Y Z| stop Bf

ZI Ml Firewall Users ¥ X My 2 4 B o

B: HIKZAELE, “User Group” &4 fd EHTHY?
XK. F~EH, FortiGate R iTiRA| Accounting start XTI E
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Accounting start & ¥ #.

s #E FortiGate #4248 1~ 2| Accounting Stop X, AP K& &
X W
B BANERT 8/ AR, TUREBEBRESH AL, RESH T

config user radius
edit "RSSO"
set timeout 5

set rsso enable

set rsso—radius—server—port 1813

set rsso-radius—response enable

set rsso-validate-request—secret enable

set rsso—secret 12345678

set rsso—endpoint-attribute User—Name

unset rsso—endpoint—block—attribute

set sso—attribute Filter—-Id //MXt4HEH T 1ZE %

set rsso—context-timeout 28800 //RSSO #ht, kil 8 A~/NEf, JEE0>
to <4294967295>, & K% 49710 K

set rsso—flush-ip-session enable// accounting stop i} X & 3 Bt i& &
2,

set rsso—ep-one—ip-only disable

next

end

. K S8 memberOf B ME R EMT AWM X P HFAE?
&: X #4Z ClearPass 7 RADIUS Accounting Request #f X (KA
4 start. interim—update. stop) F ¥ K = & AD % 89 memberOf

1z B3 75 /£ RADIUS Attribute: Filter-Id F;

B ZANLmERE—KSH, FARFEEZRS. AL AD FHET
Bk S 822 K, ClearPass & W17 & i Accounting update?

& RAEMA T BEINE A RADIUS 4 X447, ClearPass & 78 G4
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interim—update | X, H#HE start HC Filter-1d R & —%, &

A Bk AW AD TS memberOf 12 B & /NESEARA XM

Accounting X 5C.
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