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ClearPass® SIAE 32
A 0 = [
Users AP Controller DHCP/DNS ClearPass ClearPass Internet

Portal Server RADIUS Service
1. 802.11 flow

2. Controller assigns initial role

3. DHCP discaver/offer/request/ack

4. DNS lookup request/response (any other traffic)

5. Request web page, Controller spoofs
redirects “login page”
6, DNS lookup request & response for "login page”

7. HTTPS GET:

: o 8. HTTPS Response (Captive Portal logon page)

9. Submit usercredentials & ClearPass response

10. HTTPS POST user credentials to
securelogin.arubanetworks.com by default & Controller response

11. RADIUS Process
12, RADIUS ACCEFT of REJECT

13. Role updated by controller

14, RADIUS Accounting request. response
15. User Interngt traffic
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= WA

3.1. X&R T BRMR A

RERE MR A
7010 8.10
ARUAB AP 8.10
ClearPass 6. 11
BRI AREM | Winll 25H2

3.2. MXLE IP1E 5

R 2 B

ClearPass IP 192.168. 11. 25
T & EHZ TP | 10.99.99. 99

J P 1P 192. 168. 110. 106
SSID portal

J P I E aruba arubal23

q. R

4.1, =4 RBEE NE

4.1.15 ap—group

ap=group "default"

virtual-ap "portal”

4.1.2. virtual—ap profile

vlan 110

wlan virtual-ap "portal”
aaa-profile "portal_aaa_prof"

ssid-profile "portal_ssid_prof"
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4.1.3. aaa profile

aaa profile "portal_aaa_prof"
initial-role "portal-guest-logon”
radius-accounting "portal_dotl_svg"

4.1.4. SSID Profile

wlan ssid-profile "portal_ssid_prof"
essid "portal”

4.1.5. user-role

user-role portal-guest-logon
captive-portal "portal_cppm_prof
access-list session global-sacl
access-list session apprfspertal-guest-logon-sacl
access-list session lagon+=control
access-list sessionycaptiveportal
access-list sesslon v6-logon-control
access-list session captiveportal6

4.%. 6. captive—portal profile & auth server

aaa authentication captive-portal "portal_cppm_prof"
server-group "portal_dotl_svg"
protocol-http
login-page "http://192.168.110.25/guest/Hello_Baby.php?_browser=1"
allow-list "portal_cppm_prof"
[
netdestination portal_cppm_prof
host 10.99.99.243
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host 192.168.110.25 aaa server-group "portal_dotl_svg"
auth-server 192.168.110.25 position 1

|

aaa authentication-server radius "192.168.110.25"
host "192.168.110.25"

key a4d3fd8e470c/fcd3ddab87a6f02592d6a89e6b49060741f

4.2. HIEO WK

4.2.1. WHHFEZE:

Controller 7010

AP

/ W\ F;sharl;

WLAN NIC

Laptop

4.2.2. IIRENR:

J PAERE WLAN 2 87, FEN LA FWIla, EZ A - ZRIAE

4.3. IO,
4.3.1. Emiate

REF -_FF#HRAIMERE, #TFETREHRS, UTER

-5- 2026-03-06




User post credentials

ClearPass User Post Credentials 1% {47552

A O

Users AP Controller DHCP/DNS ClearPass ClearPass Internet
Portal Server RADIUS Service

[

ry (ClearPass donjain name)

onse (ClearPass |P address)

6.3. TCP 3way handshake

7. http/s get (login page)

8, http/s response (Captive Poftal logan page)

9. Submit user credentials & Cl_earpass response (ack)_
10.1. DNS query (Post URL sel:ll.lrelogin.arubanetwcﬂ}k‘.com) 0
10.2, DNS Response {Conrmlle:r‘slP)

10.3. TCP 3way handshake

10.4, HTTP/S Request (Post User's credentials to
securelogin.arubanetworks.com by default)

10.5, HTTP/S Response (ack)

11, RADIUS Process
13, Role updated by controller 12, RADIUS ACCEPT of REJECT

14, RADIUS Accounting request. resgonse
15, User Internet traffic

ARIE AR O RIE O A, IR P BALK F %0 IRAZ TG
WP, 3% B A 6 A AT

4.3.2. E P 3K |P

B PEANTE W%, SSID: portal, #FE 1P, e [ F R, &P ¥

22 J# discover\offer\request\ack

a @ m 3 = ¢ L E

N bootp

No. Time Source | Destination | Protocal |Length Info
8 2026-03-06 13:58:46.246797 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x7cc30203

26-83-96 13:58:46,355239 192.168.110,254 192.168.11@. 186 DHCP DHCP Offer - Transaction ID @x7cc3@203
~06 13:58:46.356089 0.0.0.0 255.255.255.255 DHCP DHCP Request - Transaction ID @x7cc38283
93-06 13:58:46.458975 192.168.110.254 192.168.110. 186 DHCP DHCP ACK = Transaction ID @x7cc3@203

4.3.3. 7 login page iT42

FPENMEE, 3BT IP, 5 Portal Server Zir TCP =k &
%
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F MK 2R 35 & 1 3T ClearPass By 1P HE# 4 & # login page, &
& ClearPass E# 7 https iEH, WA P BEH F ZE DNS query.

ClearPass https iE$ 4% ECC. RSA W ##., ¥ % RSA iEF & & |l
disable https ECC ik .

TEHZ FPik5 ClearPass =k 3B F# K.
ClearPass 1P 192. 168. 11. 25
B P 1P 192. 168. 110. 106
WCF5: 189, 190. 191, MM E+ F% 6.3

]

a i©® mBERE

M [tcp && ip.addr==192.168.110.106 > -] +
; Time | Source Destination |Protocol Length  |[Info
184 2026-03-06 13:58:48,492496 192,168.110.106 95.101,22,211 Tep 54 61164 - 80 [ACK] Seq=571 Ack=466 Win=65024 Len=0

185 2026-@3-86 13:58:48.493175 192.168.110.106 95.101.22.211 TcP 54 61164 - B@ [FIN, ACK] Seq=571 Ack=466 Win=65024 Len=
187 2026-03-96 13:58 . 495437 . 192,168.119.106 TCP 56 B8 - 61164 [ACK] Seq=466 Ack=572 Win=7168 Len=90

189 2026-@3-86 13:58 + 497953 r . 192.168.1108.25 TcP 66 58878 - BO [SYN] Seq=8 Win=65535 Len=0 M55=146@ i
199 2026-93-06 13:58:48,501362 192. 8.2 192.168.118.186 TCP 66 B® - 58878 [SYN, ACK] Seq=8 Ack=1 Win=29208 Len=8 MS
191 2026-@3-086 13:58 +501435 192.168.1108.25 TcP 54 58878 - B@ [ACK] Seg=1 Ack=1 Win=65280 Len=@

192 2026-93-06 13:58:48,501796 79 = 192,168.1108.25 HTTP B99 GET /guest/Hello_Baby.php?_browser=15cmd=1ogin&mac=0
193 2026-83-96 13:58:48.505799 .2 192.168.110.106 TP 60 B@ - 58878 [ACK] Seq=1 Ack=837 Win=31232 Len=p

194 2026-93-06 13:58:48,587143 192.168.118 192,168.110.186 TP 1514 8@ - 50878 [ACK] Seq=1 Ack=837 Win=31232 Len=1468 [T
195 2026-83-06 13:58:48.587727 192.168.110.25 192.168.110.106 TP 11734 88 - 58878 [ACK] Seq=1461 Ack=837 Win=31232 Len=1168
196 2026-93-06 13:58:48,587880 192.168.118.106 192, 168.1108.25 TP 54 58878 - B® [ACK] Seq=B37 Ack=13141 Win=65280 Len=0

4.3.4. I F “2”dogin page

%2 J7i http gety *http response, Fk B T A % ;

WXFFEN92. 207, MR BEFE 7. 8
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a O mEBR@

N [tep && ip.addr==192.168.110.108
No. | Time Source nation Length Info

avs auew ot T S | an s tuns S avs avy s s as s Suure  w imug sdea mAR—a mauseu e
2026-03-06 13:58:48.501796 192.168.118.106 .168.118.25 GET /guest/Hello_Baby.php?_browser=1&cmd=1ogin&kmac=0
2026-03-06 8.505799 192.168.110.25 .168.110. 186 8@ ~ 50870 [ACK] Se
2026-83-06 8.587143 192.168.110.25 .168.118. 106 80 + 50878 [ACK]

2026-03-06 :48.587727 192.168.118.25 .168.118. 106 80 - 50870 [ACK]
-926-03-06 8.587800 192.168.110.106 2,168,110, 25 0 [ACK] Win=65280
2676-03-86 8.587920 192.168.110.25 +168.118. 186 [AcK] Win=31232 Len=146
202, -03-06 148.587953 192.168.110.106 +168.110.25 C [ACK] Win=65280 Len=9
2026- 13-06 8.591078 192.168.110.25 .166.118. 186 [ACK] Win=31232 Len=146
2026-9. -06 25 .168.118. 186 [Ack] Ack=837 Win=31232 Len=146
2026-083- 6 8.591878 192.168.1108.25 .168.118. 106 [ACK] Ack=837 Win=31232 Lel
2026-03-0. 8.591078 192.168.110.25 .168.118. 106 [ACK] Ack=837 Win=31232 Le
2026-03-06 148.591078 192.168.1108.25 2.168.118. 186 [ack] c Win=31232 Le
2026-83-06 1. 8.591878 192.168.110.25 .168.118. 106 [AcK] Ack=837 Win=31232 Le:
2026-03-06 13. 6:48.591078 192.168.110.25 - 168.110. 106 C [ACK] Seq=23361 Ack=837 Win=31232 Len=146
2026-03-86 13:5 48.591208 192.168.1108.106 .168.110. 25 [ACK] Seq=837 Ack=24821 Win=65280 Len=9
2026-03-86 13:58. 9.591408 192.168.118.25 +168.118. 186 HTTP/1.1 208 OK (text/html)}
2026-83-06 4. 501464 192.168.11c..uc 197.168.110.25 50870 - B0 |ACK] Seq=837 Ack=25748 Win=64512 Len=0
2026-03-06 8. 37841 192.168.110.106 48.210.190. /8 Packet 207 - 2026-03-08 captive portal.peapng
2026-93-86 13:58:48.9 1974 48.210.190.78 192.168.110.106
2026-83-06 13:58:48.99% 18 192.168.118.106 48.210.190.78 . R
2026-03-06 13:58:48,9906 ° 192.168.110.106 48,210.190.78 stream index: 81
. P UG sk 218 Jaa [Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: 927]
= Number: 24821 (relative sequence number)
Number (raw): 2479999412
Sequence Number: 25748 relative sequence number)]
Acknowledgment Number: 837 (relative ack number)
ledgment number (raw): 2577732186
o Header Length: 28 byt
: @x018 (PSH, ACK)

[Stream index: B]
[Conversation compl Complete, WITH_DATA (31)]
[TCP Segment Len:
Sequence Number: 1 (relative sequence number)
5 Nuni (raw): 2577731358
[Next Sequence Mumber: B37 (relative sequence number)]
Acknowledgment Number: 1 relative ack number
Acknowledgment number (raw): 2473884592
Header Length: 20 bytes (5)

Flags: @x@18 (PSH, ACK)
Window: 255

lated window siz

[Checksum Status: Unverified]
Urgent Pointer: @
[Timestamps]

[SEQ/ACK analysis)

TCP payload (927 byt

[Checksum Status: Unverified] TCP segment data (927 by

Urgent Pointer: @ o .
g #195(11680), #197(1460),
EQ/ACK analysis]

TCP payload (836 byt

[Expert Info (Chat/Sequence)
Request Method: GET

4.3.5. P& %

AR FILE R aruba arubal23
ClearPass 1P 192. 168. 11. 25
F 1P 192. 168. 110. 106

T g, JA P 1A clearpass post P & fi%5#, clearpass 1E

response;

X JF 5 528, 537, MMM EFE 9
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a @ mElB@E Se=>2EF I E

N [tcp &4 ip.addr==192.168.110.106
No. Time | Source | Destination Protocol  |Length Info

SHaY v v e iust Ausus | ATEtSue aavs ave Fer T ST su e LPm) SLYus t PaR—aTAN Rl i
2026-93-86 13:58:57.347120 192.168.110.106 192.168.118.25 TP 54965 - 80 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=.
2026-03-86 13:58:57.349237 192.168.118.25 192.168.118. 186 TCP 808 - 54965 [SYN, ACK] Seq=0 Ack=1 Win=2928@ Len=@ MS
2026-93-06 13:58:57,349326 192.168.110.106 192.168.118.25 TCP 54965 -« 8@ [ACK] Seg=1 Ack=1 Win=6528@ Len=0
2026-93-86 7.352787 192.168.118.106 192.168.118.25 HTTP POST /guest/Hello_Baby.php?_browse HTTP/1.1  (app
2026-03-86 :157.354775 192.168.110.186 192.168.118.25 TP 63369 - B@ [SYN] Seq=@ Win=65535 Len=@ MS5=1468 WS=2
2326-03-06 . 192.168.110.25 192.168.118. 106 TP 80 = 54965 [ACK] i
192.168.118.25 192.168.118. 106 TCP 8@ - 63369 [SYN, ACK] Seq=@ Ack=1 Win=2920@ Lei
192.168.110.106 192.168.118.25 TCP 63369 - 80 [ACK] = Win=65280 Len=0
192.168.118.25 192.168.118. 186 TP 88 - 54965 [ACK] in=32256 Len=146
192.168.110.25 192.168.118.106 TP 80 - 54965 [ACK] 32256 Len=730
192.168.110. 186 192.168.118.25 TCP 54965 ~ B@® [ACK]
2026-03-06 :157,395361 192,168,118,25 192,168,118, 186 TCP B0 - 54965 [PSH. ACK] Seg=B761 Ack=1206 Win=32256 Le
2026-03-86 . :57.395361 192.168.118.25 192.168.118. 186 HTTP HTTP/1.1 200 OK (text/html}
2026-03-86 56 7.395386 192.168.110.106 192.168.110. .- 54965 - B@ [ACK] Seq=1286 Ack=8876 Win=652808 Len=0

Packet 537 - 2026-03-08 captive portal.pcapng

e Number: 1 (relat number)
e Number (raw): 2269548250
[Next Sequence Number: 1206 (relative sequence number)]
Acknowledgment Number: 1 elative ack number)
ledgment number (raw): 170@773613
(s)

Complete, WITH_DATA (31)]

(relative sequence number)
1700782483
an7e ( *4 ance_numher
1206  (relative ack number)
[Calculated window
[Window size scaling
Checksum: @x62a4 [unverified]
[Ch atus: Unverified]
Urgent Point

o

[calc

Iwindow size scaling factor:
@xddca [unverified]

IChecksum Status: Unverified)

TCP payload (1205 bytes e S
Hypertext Transfer Protocol Ly "’"]"
HTML Form URL Encoded: application/x-www-form-urlencode: DMMV‘ sis)
url® = “http://wwe.msftconnecttest. com/redirect” = S Shoh
" " TCP payload es)
apgroup” = "default
= . " t data (5 bytes)
apname” = “AP345-Hou . : - ) — ¢
portal” TCP Segments (BB75 bytes): #533(14 300), #536(110), #537(
168.110. 10
9 d:8f: =
[Expert Info (Chat/Sequence): HTTP/1.1 208 OK\r\n]
Respanse Version: HTTP/1.1
Status Code: 200

@@ 93 37 8d 8f 86 80 29 aa b8 17 08 0@ 45 @0
1] 91 b5 40 @@ 48 86 4b 41 c® a8 6e 19 c@ ab
8 co de pe gc 3 a7 4 o3 af 2

4.3.6. ] P DNS Query~Post URL

— LT, user=post url X http://securelogin. arubanetw

orks. como
iEH B F % T https ik, WA & # captiveportal-login,

2 & 8. 10. 0.0 User Guide ik :
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Aruba0S-8.10.0.0-User-Guide.pdf
W& 330/1,354

Aruba05-8.10.0.0-User-Guide.pdf

Server Certificate

The Aruba managed device is designed to provide secure services through the use of digital certificates.
The server certificate is installed on the managed device through the Mobility Conductor. A server
certificate installed in the managed device verifies the authenticity of the managed devices for captive
portal.

Aruba managed device ship with a demonstration self-signed certificate. Until you install a customer-
specific server certificate in the managed device, this demonstration self-signed certificate is used by
default for all secure HTTP connections such as captive portal. This self-signed certificate is included
primarily for the purposes of feature demonstration and convenience and is not intended for long-term
use in production networks. Users in a production environment are urged to obtain and install a
certificate issued for their site or domain by a well-known CA. You can generate a CSR on the managed
device to submit to a CA.

The managed device can accept wild card server certificates (CN begins with an asterisk). If a wildcard
certificate is uploaded (for example, CN=*.domain.com), the asterisk in CN is replaced with
'captiveportal-login' in order to derive the Captive Portal logon page URL

| login.domain.com). |

Once you have imported a server certificate from the Mobility Conductor to managed device, you can
select the certificate to be used with captive portal.

Configuring Server Certificate

The following procedure describes how to select a certificate for captive portal:

R b 07 DL AT E W E R BB A, \® 2 show datapath fgdn

(7010) *[mynode] #show datapaff fqdn

Fri Mar 06 14:53:43.091 20360

Datapath FQDN Entrie€§

secureloginda¥ubanetworks. com

2 TR -

W75 540 543, i 1 RAEEFE 10,1, 10.2
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A i mBERE eEFINE 1AW
i [dns && ip.addr==192.168.110.106
o. Time Source Destination Protocol Length Info
2026-03-96 13 7.410163 192.168.110.106 223.5.5.5 L] 89 Standard query @xel62 HTTPS securelogin.arubanetworks.com
2026-03-06 13:58:57.410369 192.168.110.106 223.5.5.5 query xe55b A securelogin.arubanetworks.com
13 7.414056 223.5.5.5 192.168.110.106 query response @xeSsb A securelogin.arubanetworks.com A 10.99.99.99
13:58:57.416775 192.168.110.106 5.5 query @xabc7 A securelogin.arubanetworks. com
7.435819 223.5.5.5 query response @xabc7 A securelogin.arubanetworks.com A 10.99.99.99
158:57.474098 223.5.5.5 query response xel62 No such name HTTPS securelogin.arubanetworks.com SOA n
192.168.110.106 .5.5.5 query 8x11d7 HTTPS edge.microsoft.com
192.168.110.106 query 8x4ca8 A edge.microsoft.com
223.5.5.5 query response @x4ca8 A edge.microsoft.com CNAME edge-microsoft-com.ax-0002.
223.5.5.5 query response ©x11d7 HITPS edge.microsoft. com CNANE edge-microsoft-con.ax-a |
192.168.110, 106 131, query 9x8395 A time.windows.com

23.5.5.5 192.168.110.106 128 Standard
192.168
211.157
192.168
223.5.5 Frame 543: 105 bytes on wire (840 bits), 105 bytes captured (840 bits) on
192.168 Ethernet I, Src: JuniperN_f5:69:c1 (44:14:77:15:69:c1), Dst: IntelCor_8d
192.168 Internet Protocol Version 4, Src: 223.5.5.5, Dst: 192.168.110.106
2026-03-06 § 192.168 User Datagram Protocol, Src Port: 53, Dst Port: 64929
2026-03-06 j 192.168 Domain Name System (response)
2026-93-06 13: 223.5.5 exessb
2026-03-06 i 23.5.5 ndard query response, No error
223.5.5 SR Response: Message is a response
223.5.5 .800 o. 5 Opcode: Standard query (6)
;j.ss,o::z::;:: :::;:; SRR l,\':u":;::;”.,:“;;:':; e asrnpiia for 9 ¢:\Users\lifz>nslookup securelogin.arubanetworks.com
13:59:07.910032 192.168 % BRI Recursion desired: Do query recursively 28 :  UnKnown
13:59:07.913703 223.5.5 tve weve Lees eees = Recursion available: Server can do recursive que Address: 211.157.131.6
13:59:07.915568 192.168 « eeee Bes wuss = 23 reserved (0)
13:59:07.916005 192.168 eeee 0 Answer authenticated: Answer/authority portion
13:59:07.916108 192.168 SRS Non-authenticated data: Unacceptable FA B R
AOLIR PLIRAR EL35 S B 9 Rar M cerreriie) 2R securelogin.arubanetworks.com
5 Eevar uestions: 1 5 : S
RS R Addresses: 2008:8::
Frame 543: 105 bytes on wire (848 bits), 1 FotsaliyeE 10.99.99.99
BN e s P ARt ot ke
Queries
securelogin.aru : type A, class IN
Name: securelogin. arubanetworks. co
IName Length: 29]
{Label Count: 3]
Type: A (Host Address) (1)
Class: IN (9x0e01)
Answers

securelogin.arubanetworks.com: type A, class IN, addr 10.99

M AR [Tine: 0.003687000 seco

4.3.7. P 5 &&=4 % TCRE R IEF

TEH P & # HITP Post ZRIE E#4T TCP Z %k F

N

WX F 5 545, 547 F48, xR ymAEE % 10.3

20 T A TR

mERRE ARe>2EF R

o Source | Destination Protocal | Length Infa
537 2 13:58:57,395361 192,168,110,25 192,168.110,106 HTTP 60 HTTP/1.1 200 OK (text/html)
538 § 13:58:57,395386 192.168.110.106 192.168.110.25 TeP 54965 -+ 80 [ACK]
545 & 192.168.110.106 10.99.99.99 TP
547 6 10.99.99.99 192.168.110. 186 TCP
548 3 8:57 192.168.118.186 10.95.95.99 TP 5 Se: ck=1 Win-65288 Len-8
549 192.168.110.106 10.99,99.99 POST /1 ogin HTTP/1.1 (application/x—www—form-urlencoded)
552 13:58:57.438849 10.99.99.99 192.168.110.186 Tep [ACK]
553 13:58:57,443817 192,168,118, 106 18,99,99,99 5] MS5=1458 WS=256 SACK_PERM
554 13:58:57.446636 19.99.99.99 192.168.110.186 80 - 65432 [SYN, ACK MSS=1468 SACK_PERM WS=512
555 8:57.446722 192.168.110.106 19.99.99.99 65492 -+ 80 [ACK] Seqe1l Ack=l Win=65280 Len=9
557 2 7.493820 10.99.99.99 192.168.110.106 WTTP/1.1 208 0K (text/html)
558 13:58:57.494392 192.168.118.106 10.99.99.99 49669 - 80 [FIN, ACK] Seq=776 Ac n=64256 Len=d
559 8157, 496252 10. 99 192.168.110.186 6 80 - 49669 [FIN, Seq=1246 Ack=776 Win=7688 Len=d
192.168.110.106 10.99.99.99 49669 - 80 [ACK] 77 Ack=1247 Win=64256 Len
10.99.99.99 192. 168,110,106 80 - 49669 [ACK]
192.168. 118,106 10.99,99.99 GET /favicon.ico HTTP/1.1
2026-03-86 10.99.99.99 192.168.110. 186 89 + 65492 [ACK] Sequl Ack=524 Wine7168 Len=d
2026-93-06 10.99.99.99 192.168.110. 186 HTTP/1.1 20@ Ok (text/html)
10.99.99.99 192.168.110. 186 80 - 65492 [FIN,
192.168.110.106 10.99.99.99 65492 - 80 [ACK]
192.168.118. 106 150.171.27.11 62063 ~+ 4
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4.3.8. F P ZAZ HTTP Post

A P it http YR 3T post HFRAK RIEfE R A EEH %

W F 5 549, AR
T BT R

@ maBR@E

192.168.110.106

e EFIHE H

Source
92.168.118.25
192.168.118. 1086
192,168, 110,106
10.99.99.99
192,168,110, 106
192.168.110. 106

Destination
192,168,110, 106
192.168.110.25
428956
8:57.435819

.99,

9 99
192,168,110, 186
9.99

2026-03-06

2826-23-06

2026-03-06

2026-03-06

2026-03-06

2026-03-06
13:58:57. 4
13:58:57, 496330

Frame 549: 829 b)

Ethernet 11, Sre: IntelCor_8d

Internet Protocel Version 4,

Transmission Contrel Protocol,
296

" Por

ource Port
2026-83-06
2026-03-06
2826-83-86

estinati

jgrent Number
nowledgment nusber
@101 .... = Header Length:
exe18 (PSH, ACK)

13:58:57. 540503
8:57. 614963
13:58:57.615653
13:58:57.615659
13:58:57.619185
8:57. 606133

7. 686415
57.696499 192.168.11¢
150,171
192,168, 116
192.168. 116 P p
13:58:57.698012 192.168.11¢
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