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2.1 AMemEk

AR H BAENR CPPM | tacacs THRETEM S IAEE R ASEE R . F 54
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2.2 MWAMARERK

MR Ve #6707 B TC 2 BN B, L5 Vi BBl DA H R 2R A 7 it O ki A
FELLUT dh B

W81 25: R PAL ®IE. F5. CP. ¥R(EHR, imperva

XX AT CPPM 5% KA R
W senmeraaram



ECCOiii

FIE MR E

3.1 CPPMEREE

3.1.1 RIMZEE

Bob KA RE - > W& - O W, Sl AN 1%L
IR g, s BIs

aruba ClearPass Policy Manager Menu =

BN » B » 8%

w!-

£ BabFE

GEs

-

-E;’M i & pETY Bl Go | Ciear Fiter | il =
T 220

p abeiiz s w EB. P RFABIE wm

CEE ooy ) e i ) e )

FEH R EHE P R AN LT 28, IR “ORAE”
vV %K. LabX-MDs (X : 1« ¢ ¢ «6)

vV IP: 10.X.10.0/24 (X : 1 = + «6)

v RADIUS HFE#HH]: arubal23

v TACACS+IL=251L. arubal23

m SNMP RINQ ¥ SNMP EA QR CLI @i OnConnect Enforcement | $:3

B Lab1-MDs

IP S F itk : 10.1.10.0/24 (i, 192.168.1.10 & 192.168.1.1/24)
2A8:

RADIUS 3E®H: = secsecsecsecsee INE:  [esesescessecces
TACACS+ HEMI:  ceecsesecssese INE: | [ooorerecsecrece

R R Aruba v

fEF RADIUS CoA: RADIUS CoA t§[: 3799

Enable RadSec:

3.1.2 FEmAMKSHAE

Wb kB WE - > B - > Me, SilA AR CBRINAnT 1%
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aruvba ClearPass Policy Manager
s P =x - 56 A2
(5= M A8
o en :
L ibabFiee Roles exist indep ntly of an individual service and can be accessed globally through the role-mapping policy of any service.
e
3 1A .
o m‘i Hae: | &R | Ew e B Co ] Clear Fiter |
oy 1.
{3 Single Sign-On (SS0) hd . &R~ )
£ wiame 1 [TACACS Super Admin] Super administrator role for Policy Manager Admin
fel 1 2. [TACACS Receptionist] Receptionist role for Policy Manager Admin
BTEHNR <F [TACACS Read-only Admin] Read-only administrator role for Policy Manager Adm
4 [TACACS Network Admin) Network administrator role for Policy Manager Admin
Q?UL( ‘ T -} [TACACS Help Desk] Help desk role for Policy Manager Admin
T 5
o §AWRG 6. [TACACS API Admin]) APl administrator role for Policy Manager Admin
-+ A 7. [Other] Default role for another user or device
+#4 Profile and Network Scan 8. [Onboard Windows] Role for a Windows device being provisioned
O EBGR 9. [Onboard Mac 0S X] Role for a Mac OS X device being provisioned

RN AE 1 ME DR, MmN NS
v % ¥K: aruba—tacacs—root—admin
voOULE: TR B AR

2R

|aru ba-tacacs-root-admin| |

HBR:

M, ¥ 1R & 18 G147 bR

H2ob: KB BKE - > Sy - SAMAS , silA AR A

2, SR P K
aruvba

own
O i

o P) &R - 86 » 20
e oIS

ClearPass Policy Manager

GRS Clearpass Poiicy Manager lists all local users in the Local Users page.

S E
a9

£ Single Sign-On (SSO)

o ETR

MA

GBS

GRe

& mem

ana:| e io

T 22w

& amn

S

44 Profile and Network Scan
O EBOR

FEA IR (15 1,

» ® MFID. L

NN 8

& SARP
& SEmP
Account Settings

/%20 &)ie#

v HHJ ID: aruba—root—admin (B P HIBEFKS)
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v #: aruba-root-admin-test (RIZIKS A4, HiE—Mr%)
. arubal2d  CZJKSMEREM)
WIEZ RS arubal23 (EJEFHIA IO RE)
JAF A F:  enable (/A)ik)
fith: aruba—tacacs—root-admin CZAERIELE L EIEN)

SN S S

]

FF ID: aruba-root-admin
E=$ R aruba-root-admin
6: esssssseesesses
AEED: cosssessssssses
RAAF: v CGERTEAFMAR)
ENED: (Check to force change password on next TACACS+ login)
A&E: aruba-tacacs-root-admin v
=t

= H

1l

3.1.3 RIMAERRSS

W10 RF WE - > wmelPAT - > REH , AdiA AR B
SERAPATEC B $2 80, 1 s d PR AT e B A

aruvba ClearPass Policy Manager Menu ==
BN » AURG » RS
BEMTREXH
o kR
£ SRS Edch enforcement polly contains enfarcament proies thit metch conditons (roke, pasture, snd tine) t actions (enforcement proies)
GES
Py it aw ¢ Eas Sl Go | Cioar Fitor | 27 (100 3 28
T RE®R * . =W ny wn
& auns 1 [Aerohive - Terminate Session] RADIUS_CoA System-defined profile to disconnect user (Aerohive)
oL 2. [AirGroup Personal Device] RADIUS System-defined profile for an AirGroup pet
3 bes 3 [AirGroup Response] RADIUS System-defined profi
+ i 4. [AirGroup Shared Device] RADIUS System-defined profi e request
A profi >
;r::::nd Notwork:Scon S. [Allow Access Profile] RADIUS System-defined profi
o~ 6 [Allow Application Access Profile] Application System-defined profile to allow access to application

B SCAEETE Y, #N TS
/B LT TACACS BRI

v %FR: task7-aruba—controller—tacacs—root—access
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ECCOini
BB » @FIIT » BLEX# » Add Enforcement Profile
SR HATEC B U

v o

| EF TACACS+ & HIINIT v]
=t H :task7-aru ba-controller-tacacs-root-access
1B | 7
Vi
EaicH TACACS

$#IE: o BY B8 i3

BEANIFE: [ ' Remove
View Details
Modify

--Select-- v
RS EDIRF, BN THSH:
v BRZEH]:  15(Privileged)
v iR %S:  Aruba:Common
v Authorize Attribute Status: ADD

v Aruba:Common Aruba—Admin—-Role = root

15 (Privileged)
Aruba:Common St TACACS+ RETR

~Select-

Authorize Attribute Status: |ADD

FHEF: Ti3005 TACACS+ IR&/[EHE, & L HMEITIR xml - Update TACACS+ Services Dictionary
185t

2o B KE - > BT - > g, SlA BAR I
PATHME” F5HL, BN — A9 SAAT SRS«

aruba ClearPass Policy Manager Menu =

g B samne L mmamaens |

BHIRITHRER &, S EBRT R

o kR : & SHBSRTRE
) ClearPass controls network access by evaluating an enforcement policy associated with the service

g S co [ corier 27 (0007 23
mme ] i
T Re®iR - -
SANRT L TACACS Enforc s to Policy Manager Admin

CSEd ] 2 RADIUS Enforcer s for AirGroup devices

O RRXHE 3 [Aruba Device TACACS Enfor s to Aruba device
<R 4 [Guest Operator Logins] Application access to Guest application
- Profile and Network Scan
o S 5 [Insight Operator Logins) Application Enforcement policy controlling access to Insight application
£ s
6 [Sample Allow Access Policy] RADIUS Sample policy to allow network access

Aruba Hands-On Lab Guider: ClearPass
Page 147 of 201
F2: KA BE - > mEEIHAT - > RS, SdA LA U ineas|
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ECCOini
BTSN L, I R A
PERBBIT IR, ST IS

v #FR: task7-aruba-device—access—enforcement—policy
v RMPATIEAY: TACACS

v BAECE S [ArubaOS Wireless - TACACS Read—Only Access] (1%
AR BSERC IR N

ALE = FWEIT » FE » T

BT

ﬁﬂ&ﬁ SCLUNNE €

£ task/-aruba-device-access-enforcement-policy

hH:

R MITRE: RADIUS ® TACACS+ WEBAUTH (SNMP/Agent/CLI/CoA) HRiEF Event
BB [Aruba0s Wireless - TacACE v (RIS EZTE

FEFMET R, SN S5
v B Sy “Add Rule” , ECEQIT

AR Tips Role MATCHES ALL aruba-tacacs-root—admin, [User
Authenticated]

v BB 4. task7-aruba—controller—tacacs—root—access

EfF
ELAT FEFF:
x*H & E=HE :
1. fTips ole MATCHES_ALL oribs

-tacacs-root-a
[User Authenticated]

BHMITRE

REXH#HE: [ (ask7-aruba-comroller-tamcsmot-access‘
Move Up 1

Move Down |

v

--Select to Add--

EE =3

B2 KA BE - > MRS, Rl BAR USRS Al hn—
AR5 -
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aruba ClearPass Policy Manager Menu ==
L1 ] %%
£ 28 M
o ER ©
L3 IS wis the cu a that ClearPass follow ng authen a 7
Tir Sy BR vAEEY | [GR Go | ClearFiter 27 (1000 v R
Q &6 = :
B et
. 1 1 [Policy Manager Admin Network Login Service] TACACS TACACS | Enforcement o
& BRI
e 2 2 [AirGroup Authorization Service) RADIUS RADIUS Enforcement ( Generic ) ]
GEME 3 3 [Aruba Device Accass Service] TACACS TACACS  Enforcement ]
4 A 4 4 [Guest Operator Logins] Application Aruba Application Authentication ]
1 profile and Network Scan 5. 5 |Insight Operator Logins) Application Aruba Application Authentication (]
3 FHAN | s 7 lab1-mac-user-defined RADIUS 28 MAC ik []
7. 8 lab1-mac Device MAC Authentication RADIUS 285 MAC ik ]
8 a aza test RADIUS RADIUS Enforcement ( Generic ) o
9 10 lab1-portal-user-defined RADIUS RADIUS Enforcement ( Generic ) ]
ERREIR N —E— WK ¥y S L3

FEARSFIETRH, A TS

v B TACACS+ Enforcement

v #FR: task7-aruba—device—access—enforcement—policy
v VLRSI DLUR BT 54

v RS F:

B 1. Connection Protocol EQUALS TACACS

B 2 Connection NAD-IP-Address EQUALS 10.X.50.11 (X :1 « = o « 6
Bl MM [ TP i)

&R » B4 »
%

B PN

TACACS+ Enforcement v

aruba-device-access-enforcement-policy

1. | Connection Protocol EQUALS TACACS B 3

2. | Connection NAD-IP-Address EQUALS 10.1.50.11 B @

GRINTI G S A VNI NTENE S €

v MNIEVE:  [Local User Repository][Local SQL DB]
BE » BS » &M
AR %
12553

Al BN W

AR

[[Local User Repository] [Local SQL DB]

Move Up |
i #| Move Down | J
Select to Add v
HEAPEMD: BALLEELLZESH REIINZIN, BTERrEaSdRE
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FEAEIETR, EAEUEATECE
o RO RS 4
E® = iR » iAM
e

w3y lil: ST WE

—

B e A

| -Select-- v |} Modify |

REq: -
HilEa:

ARLFE G EX: -

FESRBIPAT BT R, HN T IH S E

v OORHIPATHME:  task7-aruba—device-access—enforcement-policy (
HI %5 2

A B 1 R HRAT SR

59

B » B » M

R%
B5 W fe o
BREEAVGFR: #EA L PEFREBORERRRY
SRS B [ task?-aruba-device-access-enforcement-policy ¥ l
RHNITHRG ARG

1PA:

BAREXH: [ArubaOS Wireless - TACACS Read-Only Access]

MDA first-applicable
1 EHMITRE

1 . (Tips:Role . aruba-tacacs-read-only-admin task7-aruba-controller-tacacs-readonly-access
User Authenticated])

2. - (Tips:Role S aruba-tacacs root-admin task7-aruba-controller-tacacs-root-access
User Authenticated])
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3.2 C(Cisco
AEHAHLN 4 e B
username admin privilege 15 secret

$1$aRb8$bt1ydFw. 38g01sc jOKmEnl

aaa new—model

!

aaa group server tacacst cppm
server—private XXXXXXXX key 7 0207164E09075E731F

ip tacacs source—interface GigabitEthernet0/7

aaa authentication login default group cppm local

aaa authentication enable default group cppm enable

aaa authorization commands 15 default group cppm local
aaa accounting exec default start—-stop group cppm

aaa accounting commands 15 default start—-stop group cppm

aaa accounting connection default start—-stop group cppm

aaa session—id common

tacacs—server directed-request

!
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line con 0

line vty 0 4

exec—timeout 30 0
privilege level 15

logging synchronous
transport input telnet ssh

line vty 5 15

End

CPPM | fic & ST F

KR S R AR B BRI AR SE R B P R S, KRR Shell,

root ®tBE N 15

networking

L] W » 38D » WS » Edit Enforcement Profile - cisco-root-policy
[ M SRHIEE X4 - cisco-root-policy

o O _m= muve [EY s

HPE aruba ClearPass Policy Manager
wEE

]

L RSEWESRS =
GES TSR 15 (Privileged) v
S SHRIF TS Shell
3 Fik
ot

- Qs ~Select- v
R ADD v
BEVES: EHRINSHEY TACACS+ B55//%HT, & LFEE4EITH xml - Update TACACS+ Services Dictionary

£ 8—WF(550)
L3 AleEe
£3 Ebbki gk
e
3 temst 1. Shell priv-lvl
s 2. R

S TACACS+ S TH

L3RR
3 RS
£3 TP OnGuard
-2
L
o
4R
GuE
fodeetil
L3 RIAR
L3 BITE
L3 BB

fodd 110}
< EEERAHREL
T o
© Hi9FFi% 2024 Hewlett Packard Enterprise Development LP. Feb 25, 2025 13:58:41 UTC
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v

ClearPass Policy Manager 6.11.10.260785 §J7F CLABV (i BhR) F

Read P WE N 1
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aruba i _M I
HPE NeTworking ClearPass Policy Manager enu —
B L] W » 38D » KM » Edit Enforcement Profile - cisco-read-policy
[ M EHEIS S - cisco-read-policy
o R O _m= muze [T e
L ESELRS pr—
oyl e 1 (Normal) -
S BRI TR Shel S TACACS+ TR
L%
GE
- Q& ~Select- <
Q|—ER(SS0) e e ADD 5
BV ERINAEY TACACS+ B5S/ /T, # LSEEXEITH xml - Update TACACS+ Services Dictionary
msm
1. Shell priv-lvl
2. 0 20
£3 AU OnGuard
- S
G
&
+EE
GeE
s
£ IR
SBHE
£ PSR
L3 R
< EEEENRER =3
K& 2024 Hewlett Packard Enterprise Development LP Feb 25, 2025 13:59:46 UTC ClearPass Policy Manager 6.11.10.260785 §J7F CLABV (il &BhR) F£

B tacacs AR, TFERFHAERH L RFAILE a4, IXFE CPPM
AT T 4

. —
HPE aruba ClearPass Policy Manager prenuy —
oomE

networking

PY o » ) » FERAE » Edit Enforcement Profile - cisco-root-policy
[l M 3BHEE {4 - cisco-root-policy

o R Y mE mExe =S
L RS ESS
1oy 23 | eapsuth Shell O PIX Shell

S BHERITF ALLERDS EEPARIFA LTS

3Tk 2%

QR SRR/ IR 2 RS S [ 5t |
a5 2e SR RIS

£ 8—WR(SS0)
£ AeEe
P

L3 Ko

fed

L3 st
Han

L3RRS

{3 HEHES

£3 AR OnGuard
20

£ 588

&
]

GeE

{pieEs

LRIAR

L3 TR
£ PR
3 HReianl

>

SR 011941 gl G EEMEE v e v

< EEIBREEIERE
o e

S

KiZHi& 2024 Hewlett Packard Enterprise Development LP Feb 25, 2025 14:00:24 UTC
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HPE .05
ER

ClearPass Policy Manager

Py = » 3w » IR » Edit Enforcement Profile - cisco-read-policy
[ M EHEIS S - cisco-read-policy

o Rl Y mE muxe B
L TSRS - -
Foy BRS5SAL: @® shell O PIX Shell
% ST AR O BEMAFALENGS
QT a¢
GE JETEA /I S 6 S Bt
= Q56 8o FIRNSH
gi—ﬁ;(ssm 7 — . - Permit Z
£3 AeEs

fed 7
£ Bty
fe3
£3 iyttt
s
LRRER
L3 HERTEE
£3 AU OnGuard
- EHw
Y]
el
+EE
LHEE
fogct
3 RBAGR
L3R
£ B
£ SR

< EEEERRELH

Kf2HiE 2024 Hewlett Packard Enterprise Development LP

Feb 25, 2025 14:00:12 UTC

E3 3 23

ClearPass Policy Manager 6.11.10.260785 $J7F CLABV (if8hR) £

S X L PR AH 5% A £

HPE:..%5

ClearPass Policy Manager

o for an airGroup protocol verson 1 request

RERH

Defautt roe for read-only sccess to Aruba devics
wmEEAGH

Osfault roe or ot sceass t Aruba device
AnbaEsEE

‘Operators with this profils can visw and mange ther awn provisioned devicas

G BeREss senzrorssE,
Gus
Sasve
i P —
e . C
25 soo
Pr—— PR )
e 5D roew
. - O aruba tacacs read admin
& pEEE ooanee =
¢ 5. O thuba TACACS® reaconty Admind
G sem & | O anbatacas rcoradmin
- n % O thnba acacse rot ndmint
G wnm .
G wem 5
163 Oncunna
1) o
s =
e D o
S 5| D e
Qus 14, O cprroot
Qiewd 1s. [ [Device Registration]
fiemEg 16, O [Employee]
LENE " Plevee]
e 7. [
- diiee w0 sem
9. | O forigatereadony
2 | D fortgmeron
| O e
B O lesder
2 | D ouccmn
=m0 fonbowa smar
26, | O tonbourd Chromebeod
0 onbesion
3 | O fonbord ados:
0. O fonbord macos
st | O tonbourd Windors)
= 0 omen
5. | O paoreat

Ocfauit roe for 3 conractor

Operators vith this prfile can sel-provision thir devices,fo use with MAC authentication and AYGroup sharing.

Ot roe fr an emplayee

Osfauit roe for 3 Gusst
Emacportal

asme

Defauit rol sppied during AC caching

ol for 3n Androld cevic being provisionsc
ol for Chromabook device being proviionsd
Role for n 105 device being provisionsd

ol foran P2 devie being provisined
Rolefor 3 mcos davice baing proviienad
ol for @ Windows devie being provisonsd
Ot roe for anatner user or devic

25 (V) 22

EEDR 1400, R0 0
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[ e -t 0 o 8 - cacacs i
M GEHItEE - tacacs-all

i - KN

s
el

s
w2
SRR
:
A

Tacacs+
[TACAGS + Resc-only Admin]
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ClearPass Policy Manager
w5
MBS - TACACS _all

Il s oous ne an

HPE .20
e .

&S:
s Tacacs_al
it

: Tacacs+ %4
#s Enabied
waR, Dissbled
B

1| connection =

Equas TACACS

- . (Lo ser Raposry) (Locl 1 00
<+ R B
s
REe e
Grean s
o
S aw:
G sz st
s st
< sanms Lon W oo s W e |
Fum
S35 2024 Henlts acard Enerris oevlopmens L7 3 08, 2028 055247 Clnass polcy Hanage 61110260785 1T CLABY () 745
aruba =
HPE .05 ClearPass Policy Manager =
e B en s - m-mcacs.a
MBS - TACACS all
J_wm ms aews we
e
e = = e | s

TACACS - Read-anly Admin]

o b st appicable
i
cisco-roon)
palo-root)
il 0 palo-read)
_— s (rips:role arub tacacs raot admin)
o (rps:iole arus-tacace-reac-admin)
(Tis:Role fotigate-roo)
o (rps:role forigate-readonly)
B (Tps:Role Fs-rcad)
0. (Tpsrale s oct)
1 (Tpsifole cprreac)
2 (Tpsinole epronn)
3. (psikole eader)
< smaEs

© IS 2024 et Packard Entarpris Developm: 3un 03, 2025 10155:20 UTE
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3.3 Palo alto

PA 75 BAE server profile Hiig CPPM [f] tacacs

TACACS+ Server Profile

Profile Name | CPPM

(7] Administrator Use Only
Server Settings
Timeout (seq) | 3
Authentication Protocol | CHAP
(] use single connection for all authentication
Servers

TACACS+ SERVER SECRET

2 JG7E Authentication profile H4R5%E 2 B EEH) CPPM 34

Authentication Profile

Name CPPM tacacs

Authentication | Factors

Type | TACACS

Server Profile | CPPM

[7] Retrieve user group from TACACS+
User Domain

Username Modifier | %USERINPUTS,
Single Sign On
Kerberos Realm

Kerberos Keytab Click “Import” to configure this feld

1E Setup E P IAEEANRACE, #4 Authentication Profile 4FE
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Authentication Settings

Accounting server W B NZ RAIGIEER CPPM server profile

Accounting Server Settings

Accounting Server Profile Sl

&S SE REETHERRRENRYFEERERNERA 15
TR AL B 25
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PaloAlto-Admin-Role is the name of the role for the user. It can be the name of a
custom Admin role profile configured on the firewall or one of the following
predefined roles:

¢ superuser : Superuser (used in this example)

* superreader : Superuser (read-only) (used in this example)
¢ deviceadmin : Device administrator

» devicereader : Device administrator (read-only)

vsysadmin : Virtual system administrator
vsysreader : Virtual system administrator (read-only)

CPPM AC & SCAF ARG 75 B IR LA EZHOBE, superuser NS PE 5

. -________________
HPE aruba ClearPass Policy Manager Menu — I
Bt

networking
By e » @ » RS » Edit Enforcement Profile - pa-admin
Ede M EHEEN - pa-admin
o R O = muze [T
L3 RS SMIS
fed og)
S SHRF RS PaloAlto:firewall ST TACACS+ WS TH
Fedad
el
- Qa6 --Select-- ~
{3 2—HR(SS0)
L3 AR
L3 WA
Ly HbdkhpIE RS
fe3 Eo: ) " = S
{3 ffapist 1.  PaloAlto:firewall PaloAlto-Admin-Role = superuser R @
Hior 2. to a
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el
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3.4 Tkig
AT R AL &
Edited

I use the attached Dictionary and Enforcement Profiles. On
FortiGate the following is configured:

config system accprofile
edit “prof admin”

set secfabgrp read-write
set ftviewgrp read-write
set authgrp read-write
set sysgrp read-write
set netgrp read-write
set loggrp read-write
set fwgrp read-write

set vpngrp read-write
set utmgrp read-write
set wifi read-write

next

edit “prof operator”

set secfabgrp read

set ftviewgrp read

set authgrp read

set sysgrp read

set netgrp read

set loggrp read

set fwgrp read

set vpngrp read

XX AT CPPM 5% KA R
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set utmgrp read
set wifi read
next

end

config system admin

edit “tacacs”

set remote—auth enable

set accprofile “super admin”
set vdom “root”

set wildcard enable

set remote—group “tacacs”

set accprofile—override enable
next

end

config user group

edit “tacacs”

set member “cppm tacacs”
next

end
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config user tacacs+
edit “cppm_tacacs”
set server “XXXXXXXX”

set key ENC
K1ZLi0ii7 jfeya/jtziqTD/fKLER1k+RdQJxB2aFIis]JUbdqlpoJOSLMKPS8TK++KEh5L1
A34wdLqqCb9nN1cBXMRNEX5Amc 1K2E j1qzYAmIBL9t5Zho7aVZ{VP5m/wVC3YP23gM5m5
I18Y6QnwHOAJ/NLVOINCAYZFiH20BhYDZ5JKh93fy1T6Gp013zMkM6W J t jNEw==

set authen—type ascii
set authorization enable
set source—ip “XXXXXX”

next

End

R E WEB 7, HoE 7 B £f Tacacs servers, BI@ARSSxTH:, 5

T AL PE CHAP 2 58 CPPM 2584 %, 1EiX B 306 H KO PAP #i2
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d Edit TACACS+ Server

Name CPPM

AuthenticationType  Auto

Type "PaP -
| Qsearch |

Primary Server ASCII

Server IP/Name CHAP
MSCHAR

Server Secret I I

Connection -0k

Test

Secondary Server

Server IP/Name

Server Secret

Connectionstatus  ©

Tertiary Server
Server IP/Name

Server Secret

© API Preview
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down
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Hrd User Group JE4B5%E CPPM sever
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Dashboard
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Policy & Objects

urity Profiles
VPN
User & Authentication
User Definition
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TACACS+ Servers
Single Sign-On
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System

@ Security Fabric

= Log&Report

F:RTINET

Brid Profile, —> root fUPR, —

Edit User Group

Name  CPPM-group

Type Firewall

Remote Groups

& Edit U Delete

Remote Server & Group Name &

& CPPM
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FortiGate
= FGVMEVB9GUYA4IEA
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© APIPreview
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> ®~ 0O~ @ admin~

Dashboard Edit Admin Profile X
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) Access Permissions
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Administrators
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5 FortiAuthenticator: Unable to connect in GUI with local admin user
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User & Device O None © Read WZAREELIANTE . .
hide admin page
® 7 Answers % 0 Votes 199 Views
Firewall O None © Read WZAIEANGIEY & Custom SAML clock skew issue
® 3 Answers % 0 Votes
Log & Report O None © Read WZALEELANTHEN & Custom See More (7
Network O None © Read WZAIEWANGIEY & Custom
ity Fabric System © None © Read WALECANEE © Custom
Log & Report
Security Profile © None © Read DAY & Custom

VPN © None © Read PALELANATE

= > @« 0O« ®admine
[+ Createnew « | (@ Q Search ‘ Q
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0 [&111 prof_admin Local © Disabled
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\WiFi Controller & tacacs Remote-+Wildcard © Disabled

3 System
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Settings
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Feature Visibility
Certificates
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3.5
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CP BBl E T
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ment » Authentication Servers Configuration

8 DHCP Relay RADIUS Users Default Shell fetcicish >
& 8cr Super User UID: % Y
CaEY

@ 1P Broadcast Helper
&M

£ static Mullicast Routes
& e

& 1P Reachabiity Detection

© Remote users with RADIUS altribute “Super User” will login with this UID.

figuratior
& oser 7] Enable TACACS = authentication
& Route Aggregation
&, Inbound Route Fiters
& Route Redistiibution
& Routing Options

&, Router Discovery
& Policy Based Rouling

. Houting Monitor

Shared Key:

Timeout in Seconds:

User Management

28 Change My Password

20 Users

User UID: %6 v

G2 Cluster

3 & Maintenance

b v v
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& 8o it
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S8 Crange My Password

28 password Palicy
28 Authentication Servers
28 systom Groups
28 GUIClients
22 High Availability
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TACACS + Grants additional permissions (o TACACS+ users

~Togede
0 uss

~ users-access-log Users-access-..
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TACP-15
adminkoe
cloningAdminiole
monitorRole

~ system system

2] TACACS_Enable
~ Upgrade

0 uss
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