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1. BSRYIRE

11. 802.11d

IEEE 802.11d-2001 X IEEE 802.11 MEA—IUMEIE, BIEHN T X “additional regulatory
domains (BRSNS ETE) "MIX$F. 1ZIFEFEME beacon frame ({f5%7). Probe requests
(#RMIEK) F1 Probe responses (BRMMAN) FARMERESTE. BERELETEELT
PEFAHASMARENEDN 802.11 TLEARHMEEENERE, ZEEFEHWPINES
f9 IEEE 802.11-2012 #rfirh, JR4E# 802.11-2016 EITHRER EFMANAT 802.11d HIHH
B beacon frame. probe response frame FERHFEE TEREE
1 BA: 7E Wikipedia iR B Probe request it H country information, S2PRZEfE
iphonel2 Wik H, #MBLT Probe Request Frame AH R XM EERZE L. BERBAHBR
—LHMERHT, M AP HMBFERKAR.

1.2.  802.11h

IEEE 802.11h-2003, fai#k 802.11h, #§HIZ 2003 £/ MNZ IEEE 802.11 FrAEF A A TM
EMAHNNEEERY RNEER. EMATE5REMTLAEMERRN 5 GHz R A4 Tt
B9 ia) . iZARE B 802.11a MIRFEIRM T B AS4E £ 1% (DFS: Dynamic Frequency Selection)
MAE SRS (TPC: Transmit Power Control) . fNRIENEXLEFES, WESBENYIRE
B—MEiE., CEXRCELFESTITEN IEEE 802.11-2007 fRA&H . FHEZE 802.11-2016 11
B—E R
B AHNEEG (TPC) SRS IMNMEREROLLIME (RF) MEINE, MEKX
REME D TR,

B 80211h RETHRM. BEEX 5GHz B2, FERREN T,

B 802.11h EIERAEEX T — M HHRERML 802.11 B&EOZHESER, B U-
NIl-2 # & (UNII-2 Extended; ch100-144)

B DFS{ZiE: U-NII-2: ch52-64. U-NIl-2c: ch100-144
Tips: EESEIMIE, £ U-NII-2. U-NII-2 Extended SRR EHi{E BB, DRMEPBEFILEF
MEEEFEA, SR, FEESNTEMR:



https://en.wikipedia.org/wiki/IEEE_802.11d-2001
https://en.wikipedia.org/wiki/IEEE_802.11#802.11-2007
https://en.wikipedia.org/wiki/IEEE_802.11h-2003
https://en.wikipedia.org/wiki/IEEE_802.11#802.11-2007
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5 GHz Channel Allocations 500 MHz
Frequency 5000+ 5X Ch. Number DFS Channels.
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6 BOMHz 1 ] 0 [:
Do e = e
FCC-US 1,000 mW Tx Power 250 mw w/bdBi Not Currently Available 250 mow w/bdB 120,124,128
Indoor & Outdoor Indoor & Outdoor for Unlicensed Indoor & Outdoor US - Allowed
g pm o7 Nl
ISED - Canada FCC - Excopt Outdoor Same as FOC Same as FCC
Licenne Req. >200 mW Not Allowed
ACMA - Australia 200 mW EIRP 200 mW ERP - DFS & TPC 1,000 mW - DFS & TPC TOWR 1,000 mW - DFS & TPC
o oo Emp DF Sy sy prsoo et [Nt So0mw.cesouy
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20MHe [““F“}F“E‘TE:L_“L‘TCTI | 1]
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1.2.1. DFS BREHITHEE

® BARREXFNGEE, AUEimit
RLER, MR ZE RS KB

4] [(807] (8] (3] (3] (3] (58] (o] (98] (372 [338]

T E
3‘333§23§§ 3

® BARIUMBEEER MUNHEETFAESALH.

AFERFEEZR, BARTMXFEESS

HHRNASHTER, AP ELER, WMEWNTFLFEE).
® BARTMENHFIEENMEMEERSFERLLR.
WMREMENFRIL LS, BEAR \JIﬂ:JH;H’Euﬁ%:F%O

SNE TR, AR T UEFEARNEE

1.2.2. BENSH) DFS Theeana TEM?

¢ SHUBAREXREE DFS FEN, TLEAMLIUEN 60 WiF

&,

¢ MRKRNBIEFEARKD, BALQLEERZEE,
¢ MRAERYA 60 WLEWHRRARNEFL G, WEARTMEZE

3] (45 )
§ 2R %

BRRREMEFE

wirelessLAN
-
U-NI-3 UNI-4

Wavelength 5.1cm - 2.0 ->

FTREK . INRE Pl AN R T T4 M4 6

SEEEAEE (RINEETE ARUBA 1

ek FFBAPT A REKE B C B P,

RF REMZEE LR

8 & 1% beacon;

TIPS: FEMMEZR S ch120. 124, 128 F 4™, EASATUST 10 9450, 2=z

A TDWR (ZEBRSEIR)

ARUBA B3 DFS Ih&E

FF = dotllh, AP £i@&4 802.11d. 802.11h (H4& TPC) YRk

dotl1h Enable advertisement of 802.11d (Country disabled
Information) and 802.11h (TPC or Transmit
Power Control) capabilities. This parameter
is disabled by default.
LB
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AP Groups > default APs  WLANs  Radio Mesh LMS  MultiZone
Profiles for Group default 5 GHz radio profile: rf-dot11a-radio-pro
) |4 RF Management
® (3 2.4 GHzradio 5 GHz radic profile; rf-dot11a-radio-pro =+
General
[ AM Scanning
[§ Adaptive Radio Management (ARM) Advanced
[3 High-throughput radio AM tx mute (radio):
[ RF Event Thresholds Transmit EIRP 15 dBm
(F rF Optimization
Spur Immunity: [
@ [F Wireless LAN
Enable C5A:
CSA Count: 4

Smart Antenna

[ Advertise 802.11d and 802.11h Capabilities: ]

Spectrum Load Balancing
Beacon Period: 100 msec
Beacon Regulate;

ARMANIDS Override: QFF

KI5E) M 802.11h (TPC SifEHmIThEEH]) ThEEMBE. BIAE

A% B 802.11d (
RTEZASE.
ZIMBETT BRXE AP ERE Fugd 802.11 S mirhfE7, M AP E@Z O DFS ThEE 2
TEBRINN, X2FE A BEE MR FMHEER,

ENMENER:

1) FF/3 dotllh BFHMELAY beacon:

1£ |IEEE 802.11 Wireless Management -Tagged parameters FERHF B NN NFRIEFZEEE
B, BEHE. FARKHINE. TPC F5H

Source. 0 Protocol Length

B 11:43:05,204952 ArubaaHe_84:07:90 802,11 2
a1 319 (Beacon frame,
> sSs BI=108, S

24, 36, 48(B), 54, |
187
OTIM @ of 1 b

p
Cade CN, Environment ALT

Haximm Tra

IEEE B02.11
TEEE B02.11 Wireles
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1£ |IEEE 802.11 Wireless Management -Tagged parameters FERHF BN NN FRIEFZEEE
B, BEHE. FARKHINE. TPC FS5H

1.43.08.001.pcap

1EEE 882.11 Probe Respo
882.11 Wirele:
pa
restanp:
Beacon Inte
Capabilities In
Hello Done
pec, Encrypted Hi

5t Channel Number un Transmit Power Leve!
First Channel Number: 36

nun Transeit Power Level:

Radiotap Header vd, Le:
802,11 radio i nat:
IEEE 882,11 Probe Re

3) &FF/E 802.11h BFHNENAY beacon

#ER XBIE

7£ IEEE 802.11 Wireless Management -Tagged parameters FERH%H
FEM X EMABRA tagged FE&

Destination Protocal | Length
.11 Flagss...

2 6B _Acknowledgenent,
Broadc 0 Beacon frame,) o C, BI=100,

hark - Packet 4 - airtool_2024-+

bytes on wire s capt: (2360 bits)
ve, Length 56
882.11 radio information
n frane, Flag
.11 Wireless Management
t 1

551D parameter
Tag Nusber:

P
Frame 4

g Informa

ard Enterprise
ard Enterpri:

ElmEERE
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4) FRFFB 802.11h BFHMEAY probe response

R+, # tag FREEZER

} Lo EF LM M @

1.2.3. ZE FuH) DFS Theednfa TYEM?

& 80211 BAMELENFRAAESEARIL OGNS, ELESH—BRLE o
{£15] DFS {538 % i% probe request.

& EF iR OFS SER, MRMITEIENR{EF1Z DFS {51 %X beacon frame, &
fREZ DFS R EAFAERA G . AL UEMFERHR. SHEIETRE.,

1.2.4. AR, BFw_F&R DFS thE TR CSA HlH

ﬁﬂ%%]\,ﬁﬂg)ﬂﬂalﬁ—ﬁﬁﬁ DFS f5i&, HWEIFARHRS, BARMURE ik

MBEFEE. NRAELRA DFS GURQNEIFILZR, BAREIAXEKNE FinKIEE

EYI#IBE (CSA: Channel Switch Announcement) i, BEE(IVI®E —NMEE, BAS
MEFmEEE 10 HRBEF DFS FiE. BASTRSKIEZA CSA M, HWRFIAE G
BRAYHEE. —MEASSYVIREL DFS ch36, FEEtFiE TRE DFS [Fi S ETE
. ZMEEMIEFEIE,
TARCHNR &, AR DFS Radar Signal Generator %44;
& 5HHRA FCC 06-96
Radar Type 1 -Short Pulse Stream. Fixed

Radar Type 2 -Short Pulse Stream. 1-5 us pulse width
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Radar Type 3 -Short Pulse Stream. 6-10 us pulse width

Radar Type 4 -Short Pulse Stream. 11-20 us pulse width

Radar Type 5 -Long Pulse Stream. with FM chip

Radar Type 6 -Long Pulse Stream. including frequency hopping

Radar Type 7 -Bin 1-Weather radar now under proposal -Generates 30 waveforms.

ARUBA HJ CSA Thée

Parameter Description Range Default

csa Channel Switch - disabled
Announcement (CSA), as
defined by IEEE 802.11h,
allows an AP to announce
that it is switching to a
new channel before it
begins transmitting on
that channel.

Clients must support CSA
in order to track the
channel change without
experiencing disruption.

csa-count Number of CSA 1-16 4
announcements that are
sent before the AP begins
transmitting on the new
channel.

R

CSA: IEEE 802.11h EXMFEEVI#AE (CSA) AW AP ETHRAEZFE LEMZED
T IEAETGREIFHEE

B EF CSA, u@TT¢MME&Tﬂ$ Tk

ZERE B FE E /3 802.11h

CSA-COUNT: AP FHRTEREIE b EM AT ARIER CSA A&EL,

ZRENFEAFZEZ 802.11h, csa

1.2.5. TPC BR&HIThEE

& Pim o] IRIE R S TR SN R B KB

WMFEMATF, BARME A mEFEENRARFNRET
BARTMISERNS B XK BCHE P imE AN INE
BARTRDURIESSFRASHINME S H (MBI HFE) AEER FmaEmIE.,

TIPS: BFimS5EARZEBEEEMIZH DFS 1 TPC BIFEAE R
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EEmIN TR

Type value | Type Subtype value Subtype description

(bits 3-2) description (bits 7-4)

00 Management 0000 Association Request

00 Management 0001 Association Response

00 Management 0010 Reassociation Request

00 Management 0011 Reassociation Response
00 Management 0100 Probe Request

00 Management 0101 Probe Response

00 Management 0110 Timing Advertisement

00 Management 0111 Reserved

00 Management 1000 Beacon

00 Management 1001 ATIM

00 Management 1010 Disassociation

00 Management 1011 Authentication

00 Management 1100 Deauthentication

00 Management 1101 Action

00 Management 1110 Action No Ack (NACK)

00 Management 1111 Reserved

ZHIMian TR

Type value Type Subtype value Subtype description
(bits 3-2) description (bits 7-4)

01 Control 0000-0001 Reserved

01 Control 0010 Trigger

01 Control 0011 TACK

01 Control 0100 Beamforming Report Poll
01 Control 0101 VHT/HE NDP Announcement
01 Control 0110 Control Frame Extension
01 Control 0111 Control Wrapper

01 Control 1000 Block Ack Request (BAR)
01 Control 1001 Block Ack (BA)

01 Control 1010 PS-Poll

01 Control 1011 RTS

01 Control 1100 CTS

01 Control 1101 ACK

01 Control 1110 CF-End

01 Control 1111 CF-End + CF-ACK
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2. 802.11d. 802.11h £ WLAN H IR A

21. HETHEE

fEHE 5GHz T AR 20MHz I T (REEERE), 3£ 13 /) 20MHz fFi&:

Seq PHY Type Allowed Channels | Frequency Range
(MHz)
1. 802.11a 36 (U-NII-1) 5170-5190
2. 802.11a 40 (U-NII-1) 5190-5210
3. 802.11a 44 (U-NII-1) 5210-5230
4, 802.11a 48 (U-NII-1) 5230-5250
5. 802.11a 52 (U-NII-2a) 5250-5270
6. 802.11a 56 (U-NIlI-2a) 5270-5290
7. 802.11a 60 (U-NII-2a) 5290-5310
8. 802.11a 64 (U-NII-2a) 5310-5330
9. 802.11a 149 (U-NII-3) 5735-5755
10. 802.11a 153 (U-NII-3) 5755-5775
11. 802.11a 157 (U-NII-3) 5775-5795
12. 802.11a 161 (U-NII-3) 5795-5815
13. 802.11a 165 (U-NII-3) 5815-5835

TR B EZNRHEE WLAN B THR:

B AP TR ENLHEETE 40-60 MER,
IR IR AY ch52-64 AERFBELL, 1AL ML BT,
AP 9 5GHz T{E]3E 20-40MHz "5,

AP IERE, BHERZE,

L R K R 2

2.2. 802.11h BIEAEIY

AR

® WRLMEEIIF U-NI-2a 51 (FEX chb52. 56. 60. 64), WM&inEiEXFHM
BEENEE, £9MXERNER,

® WHIAREL U-NII-2a EIAERR, XF 802.11h (5 FIHAHE), EAPHEZT
O3 9R{EFA DFS Thgg;

{Enterprise-WLAN-Optimization-ChecklistAruba &2 WM& IR -v7) FEIWFF ELLIIEE



aruvba

a Hewleft Packard
Enterprise company

2024-06-17

sup ueraun

inagement

.4 GHz radio

B AM Scanning

[F Adaptive Radio Management (ARM)

B High-throughput radio

5 GHz radio profile: rf-dot11a-radio-pro

> General

~ Advanced

AM tx mute (radio):
Transmit EIRP:
Spur Immunity:
Enable CSA:

C5A Count:

Smart Antenna:

2 AN TAWY PrUE UYL et auupny

Advertise 802.11d and 802.11h Capabi

Spectrum Load Balancing:
Beacon Period:
Beacon Regulate:

ARM/WIDS Override:

Reduce Cell Size (Rx Sensitivity):

10

100

OFF

dBm

msec

dB
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