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ARiE
EEAGRPRERUTRIE. BXEZER, BESHRPREIBIFRR,

AKM — IAIEFI 2SR E TR

BSS - BEAMRSE

CNSA - Bl ExREZ 28X

DH — Diffie-Hellman

Enhanced Open(1&3&FF14)- &FOWERIWi-FiBX B IAIE
|IEEE - BSHBEFIEINFER

OWE - Hl&M &M=

MFP — EIEM{RIP (IWPMF)

MFPC — EI2MRIPEED

MFPR — EI2MRIFER

PMF — Z{RIFHVEIEN (WMFP)

PMK — XX Z4A

RSNE - S8 AR LML TE

SAE - t8EMERHAIE

WFA — Wi-FiBxE8

Wi-Fi 6 — 2FIEEE 802.11ax (HE)

Wi-Fi 6E — Wi-Fi 63 BEIE3E6 GHzIME
Wi-Fi 7 — ZFIEEE 802.11be (EHT)
WPA2 — Wi-FifRiF 5 Al kit 252

WPA3 — Wi-FifRiPiha iR 43

54m
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R

F— N HEEBENERD, RL2AENWI-FRERBTAILN, MREDAED TIIFFERIRI NS, Wi-FERAEE)
ERNERAMI D, BENWI-FIRBNERBIZEEM, RIPNHBREBHENRLNZ2EBEER.

R FF A AIWI-FifRIFIFE AR A3 (WPA3) Z2Wi-FiEEEE (WFA) MIYUFIWI-FiZein S, SERRAERISWPA2FF
ML =, AT RIZPE B 1EIR X FEAArubaOSE ERVIE R A MAWPAIMEHI ILER, RIT XA M. SLPrrimFl
RIEXRK. HINEETIEHEZEREZNRERSE S E.

IVEFIZSAER (AKM)

EWIi-FINERERN TSRS EHIEEE 802.11FEFMWI-FIBFEEN ., 810N %e
WiNEBERENSHIIEMZHEE (AKM) EFRE (H3S) .

ZAEFERAOULNMIR R ENX TAKME &S, HPANKRREMSHLE, EFinERAKMEBO00-0F-ACHOUIRR. flil, W
PA3-Personal N EH%EF2 (wpa3-sae-aes) H00-0F-AC:8, ZAFrARIBAAIAEIZ00-0F-AC:NFRAIAKM:N,

Wi-FiEX B i@Z AKM, ZEEHMZFRIPIEEN (PMF) AEREXZEINE, UTHFERMVEREXHRES
PIRIESE RS K B 3 W FYWi-FIEXBRIAIE &Y -

AKM:1 = IEEE 802.1X with SHA-1
o WPAZ2-Enterprise
o AKM:2 = FiHZZ4H (PSK)
o WPA2-MA
e AKM:5 = IEEE 802.1X with SHA-256
o WPA3-1l&k
e AKM:8 = 1HZEMEBYIAIE (SAE)
o WPA3-PA (with SHA-256)
o AKM:12 = ERRTECNSAEMIRENZIBHEAP S 7ERIEEE 802.1X5SHA-384
o WPA3-1lER 1921
o AKM:18=HMlaHXTLL&NME (OWE)
o BB FF M

e AKM:24 = iR#EDiffie-
Hellman (DH) AT EMRFEEEHITHERRENIAE (SAE)

o WPA3-PMALL (EFEHSHA-256. SHA-384SHA-512)
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Wi-FiBXE8iAIE

ATFANA T Wi-FEXEREINETRIEXBITE, T—TREE1REZIHPE Aruba NetworkingfEArubaOSH SRR &

2R3

R T SE
Wi-FiBk BRI B A M ASEENX T U TRA:
HETRFC 8110 EX N ENTLMNZ (OWE) RUEERFMRIN (AKM:18)

WPA3 138
Wi-FiEXEBWPASIISEENX T :

WPA3-Personal (AKM:88¢{AKM:24)
WPA3-Personalidi (AKM:2 + AKM:8)
WPAS-Enterprise Only (AKM:5)
WPA3-Enterpriseld BRI (AKM:1 + AKM:5)
WPA3-Enterprise 192{i#81{ (AKM:12)

FTRZEY Aruba Rt

Wi-FiB£E8A3iE ArubaZHEE ArubaZ£1Ex (opmode)
Enhanced Open Enhanced Open enhanced-open
WPAS3-Personal WPA3-Personal wpa3-sae-aes
WPAS3-Enterprise WPAB3-Enterprise (CCM 128) wpa3-aes-ccm-128

WPAS3-Enterprise (GCM 256)

wpa3-aes-gcm-256

WPA3-Enterprise 19211 WPA3-Enterprise (CNSA)

wpa3-cnsa

6 GHz i&17
Wi-Fi 6E2Wi-Fi 6894 &', B¥E6 GHzIRER, FHRIEY EFI6 GHZIRER R —MIS, ATLURRRTE2.4 GHzH5 GHZIRERH1F
ERN—EEREKR,
Wi-FiB%E8 (WFA) JREZERTE6 GHZMER P ERAWPAIZIE B RIEFAREZEE,

U TERZ SRR GHARER R AIFER

WPA2-1 MV kiR s AB R A9 SRR T
WPA2-M A REAER 89T AR 0
Fr. WPARRZS1. TKIPZ{WEP
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ZHRIPRERM

IEEE 802.11w-2009f&1E R (BB AIEEE 802.11-202009—&B43) SINT ZFRIFWEEREM (PMF) , BFHRIPFEANE
B, FEWPASFIERAKZ A, AZHEENMEEENE. BHFWI-FEl BN R, SMEEHTUGRHIEREER
EEZPRSS5, RIPEEMSERIPEGENRFEE, SEPMF, FiESEMEEHENLEN, PMFRIP—HZRANEIER
i, FHioeRT BEFEREEEN (802.11i) MIBEFAIRIF. WPAFIIEERAMERFEHRPMF, PMFEEIRA B IEmi{RIF
(MFP) , FEITICZEIFNEEMERERMNERN, BEAMFPC (ATA) FIMFPR (MF) XLERE, THEITIE
TENWERE XN, TEAKARIEBEY, PMFIIMFPXE N RIBERES ERER,

RIPEENE = Mol semECE

[y 5% ZHPMFRIE P ik REHPMFIE i
2A MFPC=0#IMFPR=0 REPMFRYEFAL SEPMFEEFAL
AIE (AJiEm) MFPC=1#IMFPR=0 PMFEYEF AL S EPMFAYETAE
EE (W) MFPC=1HIMFPR=1 PMFHISFL T &R

PMFEB) FRIFEBANEEMRREME T, XENREAMHEMIERNGN, Bk SENABHEMRGE, AFER
W, HPEERERS—MER. PMFEXEKERIFRZMERMEIRR AR INEMAI R T,

ZARIPHU SRR EMBY RIS
o (EEYHUES

e QoS
o ADDBAWE
e IRACK

o TH&HENE
e ZT2XHK (QA) T
o THEMEER
PMFSZHHERSNEEIHIRSNEFR#IT HEE, BILTEE R, HNMER AN KEXMER P E

v~ Tag: RSN Information
Tag Number: RSN Information (48)
v RSN Capabilities: ©xeee8
Management Frame Protection Required: True
Management Frame Protection Capable: True

1 —RSNIBgERfl, ERMFPC=1fIMFPR=1

ArubaOSE AT .
e WPA3ZEnhanced OpenZ£EXT, PMFAAIHAFEE, MFPC (A]1T) FIMFPR (4%) BB

o
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Enhanced Open

FHRAWI-FIRE LA EmFE &5, Enhanced OpenfZEREFNINENIKIENE, HERIPHIERZHBRIAWI-FiRL

PRIRRBIRE.

M2 HRFC 8110 E XN TLIME (OWE) &ft. FROWE, EFIHMAPHITARLE BHIVIERDiffie-HellmanZ
FAACHE, MMERM—M—X—%5 (PMK) . £RMNZBHEXKEGEHNAREFIRTERREMEEH,

Client
Open System Authentication
Association request
with embedded Diffie-Hellman parameter
X (public key) 2
PMK generation >
x & ra;ndom Association response
X=x . G with embedded Diffie-Hellman parameter
S=x"Y & Y (public key)

PMK = KDF(S, label) _

PMK+Anonce+Snonce

&

%+

l 4-way handshake

Traffic Keys

2 —Enhanced Open (OWE) #{EREE

v

PMK generation

y € random
Y=y*G

S=y*X

PMK = KDF(S, label)

PMK+Anonce+Snonce

I

Traffic Keys

HIEHRIIFARZ, Wi-FIRBLLEZMQAHPSKELR S, ANEARBRSZRERME L, WEERLEGA. (EMNER

M8 LR, Enhanced OpenfEIE M ENE R, FHALHEHITEMEE. KEED.

IR MIEENR. WA XEXPEL MR AT (W T—RE3)

o  AKMEMHIEIRZRN00-0F-AC:18 (OWE)

o —X—FHEHIEIFEIZN00-0F-AC:4 (CCMP-128) . 00-OF-AC:8 (GCMP-128) . 00-OF-AC:9 (GCMP-256)

5%00-0F-AC:10 (CCMP-256) AJ#1THE.
o AFUEEIIEEIF2]/900-0F-AC:4 (CCMP-128)
o AEEZTIIEMNIEFIRN00-0F-AC:6 (BIP-CMAC-128) ,
o RIPEIEMZRF (MFPC=1FIMFPR=1) ,
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v~ Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 26
RSN Version: 1
> Group Cipher Suite: @@:@f:ac AES (CCM)
Pairwise Cipher Suite Count: 1 C?g;hﬂfgijgg
> Pairwise Cipher Suite List @@:0f:ac AES (CCM)
Auth Key Management (AKM) Suite Count: 1
v~ Auth Key Management (AKM) List @€@:@f:ac Opportunistic Wireless Encryption
v Auth Key Management (AKM) Suite: @@:@f:ac Opportunistic Wireless Encryption
Auth Key Management (AKM) OUI: @@:@f:ac AxquL:LS
Auth Key Management (AKM) type: Opportunistic Wireless Encryption (18)
~ RSN Capabilities: 0x00e8
..® = RSN Pre-Auth capabilities: Transmitter does not support pre-authentication

.. ..0. = RSN No Pairwise capabilities: Transmitter can support WEP default key © simultaneously with Pairwise key
.... 10.. = RSN PTKSA Replay Counter capabilities: 4 replay counters per PTKSA/GTKSA/STAKeySA (©x2)
..10 .... = RSN GTKSA Replay Counter capabilities: 4 replay counters per PTKSA/GTKSA/STAKeySA (©x2)
.1.. .... = Management Frame Protection Required: True
T . Mana:ement Frame Protection Cagable: True MEECE1 @nd MEPRE1
...0 .... .... = Joint Multi-band RSNA: False
.. ..@. ..., .... = PeerKey Enabled: False
..@. .... .... .... = Extended Key ID for Individually Addressed Frames: Not supported
PMKID Count: @
PMKID List
v Group Management Cipher Suite: @@:@f:ac BIP (128)
Group Management Cipher Suite OUI: @@:0f:ac BLF—):C_‘/_AC_::']‘ZS
Group Management Cipher Suite type: BIP (128) (6)
B3 -tEEFK (OWE) RSNE
mRfETEE

IR FMUEF TEIFAIRIIF . MHEE. MIMHEE. 2. B, 285 (W5, $815%) FoR, FENEEFRTE
G ETANTIININTIN
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Enhanced Open i3;EiEz
R AHOTERES, (OWETM) BET MKRMBHAFBRWI-FINEZAERANTE, OWETMIRETIEOWERFPim (FF
) FZIFOWERE FimiEiE I E—PWi-FiIREHIEE 1.

XE @M B IERRSE (BSS) , MBS NEMAPD R REERRERB, HIBSSEIOWELERI
E (B4) HEHEM.

e BSS-1BFIFOWERFIREIFAR, IEFERBSS-2,
e BSS-2HTFRE’FOWE, EEZEKERNSSID (fRiE) , IE¥SRBSS-1,

Destination address BSS Id Type/Subtype SSID OWE Transition Mode SSID OWE Transition Mode BSSID Auth Key Management (AKM) type

FF:ff:ff:fF:FF:FFf aB:5b:f7:19:7e:87 Beacon frame “"wpa3technote_owe_compat" _owetm_wpa3technote_owe_446f0799 a8:5b:f7:19:7e:08

ff:ff:ff:ff:ff:ff 2aB:5b:f7:19:7e:08 Beacon frame <MISSING> wpa3technote_owe_compat ag:5b:f7:19:7e:07 Opportunistic Wireless Encryption
IEEE 802.11 Beacon frame, Flags: ........ €

v IEEE 802.11 Wireless Management
Fixed parameters (12 bytes)
v Tagged parameters (367 bytes)
Tag: SSID parameter set: Wildcard SSID
s Jrastunmanteditatos 60A3 9. 0208) 18 #4400 B4 A8 54 #hitlsasde. o e R PREEISR:

.ap: TPC Repu. U wrransmii rowe . is, Link Margin: o

~ Tag: RSN Information

Tag Number: RSN Information (48)

Tag length: 26

RSN Version: 1

Group Cipher Suite: @e:@f:ac (Ieee 802.11) AES (CCM)

Pairwise Cipher Suite Count: 1

Pairwise Cipher Suite List @@:@f:ac (Ieee 802.11) AES (CCM)

Auth Key Management (AKM) Suite Count: 1

Auth Key Management (AKM) List @@:@f:ac (Ieee 8082.11) Opportunistic Wireless Encryption

RSN Capabilities: @xeee8

PMKID Count: @

PMKID List

Group Management Cipher Suite: @@:@f:ac (Ieee 802.11) BIP (128)
- #Tap.ORSS JLoad,Fflpment 802.11e CGM Vemsigp - it

EXt Tag: MU oA For eMecB >eo

v Tag: Vendor Specific: Wi-Fi Alliance: OWE Transition Mode
Tag Number: Vendor Specific (221)
Tag length: 34
OUI: 5@:6f:9a (Wi-Fi Alliance)
Vendor Specific OUI Type: 28
BSSID: a8:5b:f7:19:7e:@7
SSID length: 23
SSID: wpa3technote_owe_compat

4 —HEERAKT (OWE) IEEARSNE R
Fi=BSSHISARANIFMI0E N i 23— PNOWET BERIE, AT HEO0OWE BSSHIBSSIDFISSID,

o  FMABSSHIXEANE PR /EMZRIFIVEIEMIUBNZ 2 E
OWE BSSHI{EFRFH NN G F—NOWES BEIE, AT HEHFMIBSSHBSSIDFSSID,

e OWE BSS)E’\J%ﬁm)ﬁlI%zE'Eé?krEE’\J, HEHERSNEFRAKM:18KIOWE B IIEMEZAERE (AKM) EZREE (
00-0F-AC) o

e OWEBSSEEPMF (MFPC=1¥IMFPR=1) ,
o OWEZEFimENZHTFIMNZEFPMF,
OWEZE Fimidid oo # shiaiE R A TOWE AP,
AE
EEBEARIEXN— MR EE NOWE BSSEEE £— 1N EINIBSS, BEHRITIHE, B— M A2 RINZBNFBBSS,
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WPA3-Personal

FHXWPA2-Personal N B&FHKEEET AARMBEZ+F, =I7EIEEE 802.11-2016F 5| N\ FMRLE£HSIm
ultaneous Authentication of Equals (SAE) BE F 2158 B2 183E /5 /£ B T WPA2-Personal P RIFH Z 250 (PSK), LUK
FHK &, SAEMPSKEEETEBH, B EBFAAE,

HEF iR FER EEMAHEPSKI R EWI-FINLEE, —E A BIRIAAMIINWI-FIRE 2B PSK#ITLZ 2 RIPH,
TR E N IRE BT IR RIPIZE, SAERME T HHHEZEMAHPSKERENETEBRNIED, XEENSAEFSE
NEZHPMK)RUXEFERL, FAPSK, ZRERKETER, MERETLUMRE. FRAASEIEN,

Client AP
Open System Authentication

r 3

v

Association
PMK generation PMK generation
PMK = PBKDF2(HMAC-SHA-1, PMK = PBKDF2(HMAC-SHA-1,
l PSK, SSID, 4096, 256) 4-way handshake lPSK, SSID, 4096, 256)
Traffic Keys Traffic Keys

5 — WPA2-Personal (PSK) i&{EREE

EASAERY, ZBEATFESHMIREAMZERETREEEINEPIHENE—NEETEH (PVMK) , BBEATEHRIZLE
5l — MR, H& LA AZRERIRTRINERES, XENREEBREBRRESIEKTASBEITLER, MEZD
W ERZRSAEMBZMEEEN, ABSAEMBHEEMNEEPMK, ME—EPMKH A EHITSAENZE P IRIAP, XELk
ESAEMMY I ERD. WEHMFHRKXEEFRIR .

Client Probe Request and Response (Security Parameters) AP
PMK generation PMK generation
PWE = f(password) SAE authentication exchange (commit and confirm) PWE = f(password)
i, j € random P » M, n < random
J= -j * PWE (i+j), J > & (m+n), N N =-n*PWE
S = i*(m+n)*N S = m*(i+j)"J
PMK = KDF(S, label) PMK = KDF(S, label)
Association
PMK+Anonce+Snonce PMK+Anonce+Snonce
l 4-way handshake l
Traffic Keys Traffic Keys

6 — WPA3-Personal (SAE) i&{EREE
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WPA3-PersonalfE{E4r. #HMINe sk < BxA T &3 i LU ThaE
o AKMEMIEIZRBRIENAKM:8 (SAE) ZXAKM:24 (SAE) *

AE
UIHEAKM:24 (SAE) BY, sElH1THash-to-Element (H2E) . {EFAKM: 248, MRERZEZE T 5SAE—ERMIDIffie-H

ellman (DH) #H, 30, KERN384MEE (p384) IFERASHA-384M A ESHA-256, Wi-Fi 738 & % AERAKM: 243#1T
WPA3-Personal, BJLU{FERAGCMP-256E N BB EHFBIP-GMAC-2561E A SRR HIT SE%,

. iﬁ%@ﬁ%ﬁ#iﬁ%%ﬁ?ﬂOO-OF-AC% (CCMP-128)

o AFUIRFIZEMILIFE]00-0F-AC:4 (CCMP-128)

o ATEEFIIEMHIEFESZN00-0F-AC:6 (BIP-CMAC-128) ,
o RIPEIEMZREI (MFPC=1HIMFPR=1) .

~ Tag: RSN Information

Tag Number: RSN Information (48)

Tag length: 26

RSN Version: 1

Group Cipher Suite: @0:0f:ac AES (CCM) ~ ~ re

Pairwise Cipher Suite Count: 1 CCM P_128

Pairwise Cipher Suite List @@:8f:ac AES (CCM)

Auth Key Management (AKM) Suite Count: 1

v Auth Key Management (AKM) List 00:0f:ac SAE (SHA256)

v Auth Key Management (AKM) Suite: ©0@:0f:ac SAE (SHA256)

Auth Key Management (AKM) OUI: €@:@f:ac AKM 8
Auth Key Management (AKM) type: SAE (SHA256) (8) —

v RSN Capabilities: @x@0e8

v

v

RSN Pre-Auth capabilities: Transmitter does not support pre-authentication

RSN No Pairwise capabilities: Transmitter can support WEP default key @ simultaneously with Pairwise key
RSN PTKSA Replay Counter capabilities: 4 replay counters per PTKSA/GTKSA/STAKeySA (©x2)

RSN GTKSA Replay Counter capabilities: 4 replay counters per PTKSA/GTKSA/STAKeySA (©x2)

Management Frame Protection Required: True MFPC 1 and MFPR 1

........ 1... ... Management Frame Protection Capable: True

Joint Multi-band RSNA: False

PeerKey Enabled: False

Extended Key ID for Individually Addressed Frames: Not supported

PR
e ® .
w mn n n i n

(]
n

® -
n n

PMKID Count: @
PMKID List
v Group Management Cipher Suite: @0:0f:ac BIP (128)
Group Management Cipher Suite OUI: 00:0f:ac
Group Management Cipher Suite type: BIP (128) (6)

7 — WPA3-Personal RSNE ;=45

m={EICEE
WPA3-Personali& i F LAgi{EFEWPA2-Personalfy B, AATIREEIFNZSE, BMEFERIFEZRZIE, WPA3-Pe
rsonalig Nz H 9381k

BIR-CMAG-128
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WPA3P AT EIRER

WPA3-Personal B] LUIE T EIRR TEHE, AFSAERZFIHMPSKE P ImEZEIIE— M MEREKRSE (BSS) , XBE—MWEAIR
HAVIRE, EFFIRNIMEERSNEREE—MAKMYIER, EFREEPSK (AKM:2) FISAE (AKM:8) .

XEREZRBEWPA2-PersonalflWPA3-Personal Z [/ %, WPA2-Personal W& HAR 572 BIFf B L Hn @K T,
MRKEEBEIHEWPA2-PersonalfR1G RS, PRI LUARIMNES, B EBZEWPA3-Personal =i,

BFRE—1BSSHWPA2-Personal (PSK) FIWPA3-Personal (SAE) EFImIRMHEARS, ¥ FWPA3-Personalid B4,
RIFEEMEEN (MFPC=1HIMFPR=0) .

~ Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 30
RSN Version: 1
> Group Cipher Suite: @@:@f:ac AES (CCM) - ;
Pairwise Cipher Suite Count: 1 CCMP_128
» Pairwise Cipher Suite List @@:@f:ac AES (CCM)
Auth Key Management (AKM) Suite Count: 2
v Auth Key Management (AKM) List @@:@f:ac PSK ©@:0f:ac SAE (SHA256)
v Auth Key Management (AKM) Suite: 0@:8f:ac PSK
Auth Key Management (AKM) OUI: @@:@f:ac
Auth Key Management (AKM) type: PSK (2
v Auth Key ;anage:ent (AK(M) S)uityep: BB:B'F:(ac> sae (sHazse) AKM:20r AKM:8,allowed
Auth Key Management (AKM) OUI: @@:@f:ac
Auth Key Management (AKM) type: SAE (SHA256) (8)
v RSN Capabilities: @x@@a8
RSN Pre-Auth capabilities: Transmitter does not support pre-authentication
RSN No Pairwise capabilities: Transmitter can support WEP default key @ simultaneously with Pairwise key
RSN PTKSA Replay Counter capabilities: 4 replay counters per PTKSA/GTKSA/STAKeySA (@x2)
RSN GTKSA Replay Counter capabilities: 4 replay counters per PTKSA/GTKSA/STAKeySA (©@x2)
Management Frame Pr‘otectl:.on Required: False MERC=1 and MEPR=0
........ Iz w2 momes Management Frame Protection Capable: True e W .

PR T i
e @
TR T T T

....... @ .... .... = Joint Multi-band RSNA: False

wve. 2.8, .... .... = PeerKey Enabled: False

... .... .... .... = Extended Key ID for Individually Addressed Frames: Not supported
PMKID Count: @
PMKID List

v Group Management Cipher Suite: @@:0f:ac BIP (128) . .
Group Management Cipher Suite OUI: 00:8f:ac BIR-CMAC-128
Group Management Cipher Suite type: BIP (128) (6)

8 — WPA3-Personalid JEETRSNE R4l

FE
WPA3-Personalid ;BB — MR 2 BRI T, HEESHMPSKMARSAERIKENMLZ G E, EBFELIFS
AEME FIREZE —NEERPSKML,

EZEAETERUBRSIRERAE, ZEEARARENIEIIVAPHIZIE 95 SHMREENMKRES _FEZEWPA3-Personalf1WP
A2-Personal, HH{REWPA3-PersonalflWPA2-Personal M4 _E{ERREIMEIE,

HXRXLERFANEZEMEER, ESELUDragonblood AR &K HHIER: https://blogs.arubanetworks
.com/solutions/dragonblood-an-analysis-of-the-wpa3-sae-handshake,



https://blogs.arubanetworks.com/solutions/dragonblood-an-analysis-of-the-wpa3-sae-handshake
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KBEETE (H2E)

MAITE (BHMNRAIMAHERGNS) BB TERENE TR (PWE) BINESE, BT SAERIRSSHR
YaMFHAERE (LIRATEIR) A%, BIBRFEIITE, SAE (WPA3-Personal) IS EREHHNFREERIRTRS

o

SAE H2ETHRERTLATERSNY B7t& (RSNXE) BIRSNY REESF B BVEARAER N Sz mi % 2o

v Tag: RSN eXtension (1 octet)
Tag Number: RSN eXtension (244)
Tag length: 1
v RSNX: @x20 (octet 1)
. 000 = RSNX Length: @

..0 .... = Protected TWT Operations Support: @
..1. .... = SAE Hash to element: 1
00 s = Reserved: 0x0
9  —RSNXERfI

ME P IRETINEM AR B R SIE 126 RN ERB T %o

> IEEE 8@2.11 Authentication, Flags: ........ C
v IEEE 802.11 Wireless Management
v Fixed parameters (104 bytes)
Authentication Algorithm: Simultaneous Authentication of Equals (SAE) (3)
Authentication SEQ: exeeel
Status code: SAE authentication uses direct hashing, instead of looping, to obtain the PWE (@xe87e)
SAE Message Type: Commit (1)

10 —SAE JAIEmLRA

ArubaOS{T /9 MArubaOS 8.10F110.4FF 44
o 7£2.4 GHzM5 GHzSRERHIIRIE:
o Bi&aAEITE ( H2E) , BNREFIHAZRF H2E, NATFEN=EIR.
o 7£6 GHzZIMERHVIRIE:
o ®BEIER H2E, FAFEN=.
WNFWPABIAIESE, WMERTER (H2E) HZFEEEHIER. M2021FHE, FFHAIBZIFH2E:
e Android 12+
e Linux wpa_supplicant v2.10+ (80 sae pweBEHITEE)
e macOS Catalina+

e Windows 10 21H2+
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WPA3-Enterprise
ArubaJWPA3-Enterprisef i 7 ZF R ERVIZ(EIRIL: 128 CCM. 256 GCMFICNSA,
o 128 CCMIRMETRIMIZMRBY, GEETERN TIHENZFHWPA2IMENE P if.
e 256 GCMRHIAZIFGCMP-256 ZFBHIWPASIAIER F i,
« CNSARSIT 5WPA3-Enterprise—i2ERMEI AT, SERBHHERENIIE, ECNSAEATRSE
BBV EIB R,

WPA3-{Edl4R 128 CCM
WPA3-Enterprise 128 CCM# & Wi-Filk BB 5 FIWPA3-Enterprise I AR EIR VRV E K,

e “WPA3-Enterpriseid BiR (" FBT IWPA2-EnterprisefIWPA3-Enterprise Z F i (R ZHERE, HIEPMFIZE
A& (1£2.4 GHzH5 GHZSRER R 1ERT) o

o {THRWPASRAARIVNNEE T WPASRWERNBE P iniR (ERIAEIEThEE, HEREFARIEMER LER
PMF, SHEXZERATERNEERN, FHILTH.

ﬁiﬁ*%iﬁ"FE’JWPAMEﬂJﬂZS CCM (BRINTTA) 7£2.4 GHzZHN5 GHARESRER VSR, IRMIMRZ s KB A S I L
TIhgE:

o  AKMEMEFFEEIE00-0F-AC:1 ({FASHA-1#9802.1X) F100-0F-AC:5 ({#FASHA-25689802.1X) &
o TZRIFWEBIEMIEANEMN (MFPC=1FIMFPR=0) 3} BBHI&E,

o HERXTIFNEZIFHWPA2IMER R FIRIEZEZIWPA2 (AKM:1) , UREZEFWPAID IR P isiEiEEl
WPA3 (AKM:5) .

WPA3-1tMV4k128 CCM (AT EBIRNAIWPAS-WRERIRT) 7EiR{ERN2.4 GHZzHI5 GHZSRERHISAR. RTINS
KBRS LA T IhEE

o  AKMEMIEIF2RN00-0F-AC:5 (802.1X with SHA-256) &
o FRIPEEMEBHNER, HENLEREFIME (MFPC=1FIMFPR=1) ,
o IR NZIFAZWPAS-BIREENMEFImEE, FHAWPA3 (AKM:5)

7£6 GHZHMERIR{ERY, WPA3-1Bl£k128 CCM=HNZE N “IXWPAS-BWRIER", HEESH. REMAEEXERT &
i s LU R ThaE

e AKMEH£EE§7900-0F-AC:5 (802.1X with SHA-256)

o RIPEIEMZENTFR, HEIMEE =Y (MFPC=1FIMFPR=1) .

o ERNZFHARBWPAS-EWREENNEFinERE, FRAWPA3 (AKM:5)
WPA3-1E 2k 128 CCMTEFRBIRIEIER RRENR. WETIMR S XX SR IE U TE:

o MWEHERIBEMIEIFEEN00-0F-AC:4 (CCMP-128) ,
o AFUETILEMHILEEIRN00-0F-AC:4 (CCMP-128) o
o AEEZTIHEMHIEIRIRN00-0F-AC:6 (BIP-CMAC-128) »

pEd
WPA3-Enterprise 128 CCMBVZ A E RN ZRIFHVEIEMECEBUR THREMERFN I EBIArubaOSIRAS, TERNZIFMA

rubaOS 8.11F110.57F %8, ArubaOS 8.10F110.4M91TARE, WPA3-Enterprise® F imf{FH2.4GHzM5GHZIEHRY
WPA2H{TEZNE. BEEUTRAENTHRAKER.
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WPA3 Enterprise CCM 128#JArubaOS 8.10#110.443E1TH

HERNEEE R EEEF M,
2.4GHz#5GHZIZ{E:
o 00-OF-AC:1 (802.1X with SHA-1) ERSNEF#H{T&E1%,

pEd

00-0F-AC:5 (802.1X with SHA-256) TEArubaOS 8.105{10. 4 REACCM 128 1T & 5L, XEMNEREBAP S TAK
M:1, RtZEHWPAIHE PRI UWPA2RITIEZEHE.

o PMFRm%ER ( MFPC=1#1 MFPR=0) .

6 GHZIZ1E:
o 00-OF-AC:5 (802.1X with SHA-256) 7ERSNEM[ £,
o PMFEHEMN (MFPC=1FIMFPR=1) .

WPA3RECCM 128MfR R E
MNREREHIEZEENERIEWPAIR W ET"7£8.10810.4Z Z R {ERCCMP-128ZFB0Y, FEEIUTRAAEZNEE

E 0/

WPA2-1 W22, (wpa2-aes) 5 PMFEZE f5&%] ( MFPC=1#1 MFPR=1)
LR EFERAWPAS-1BA (AKM:5) HITERIAEIE, MARWPA2-BI (AKM:1) .

LefRR T AR ERIE R
o “WPAS-XREWER" R FHERRIWPA2- 1Bl F .
o ArubaOS 8.103%10.4 &,

AT EEZXNBRE %, TEMNMLE.
o 1) B2 IZE NWPA2-Enterprise ( wpa2-aes)
o 2) PMFIZE& A& %1% (MFPC=1HIMFPR=1)

» GBI CLI (mfp-capablefll mfp-requiredB#{). Central
template group{Central REST API, XMFP#{TEIRISECE.,

= j@idWebUl. CLIZZASHIREST APIXFAOS 8i#1TMFPEZE,
= j@idCentral REST APIFTAOS 10:#{TMFPEZE,
AEEI
o WARRFERZHE6 GHZIR(E,
o AOS 8 &IETVFEEI:
»  Wi-Fi 5 APHIPMAEER B AEERERT.
»  MWi-Fi 6 APFIAZ FBXEIRTHIPMFIE(E,

o HEPE AR EFH B RIITEE AR ES. 11 hRAES, HTFERAS.11MRAFFEZBMBARLTAEIR,
BEEDAHERG.11.2. 1K FEEARA,
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WPA3{NCCM 128ffRAR (4)
TFArubaOS 8.1082 & ;

# 2.4 GHzH5 cHzMIWPANZIAEIR, fEHwpa2-aes + mfp-capable + mfp-requiredfitE®
wlan ssid -profile " ACME 1X WPA3"

essid " ACME_1X WPA3"

opmode wpa2 -aes

mfp-capable

mfp-required

Rf5ArubaOS 8.103&3iF

(MCR) [mynode] #show wlan ssid -profile ACME WPA3 Enterprise

SSIDECEMfF"ACME 1X WPA3"

S8 B

BFssSID ==z

ESSID ACME 1X WPA3
= wpa2-aes
BREEMFRF (ERFwea2R(ERE) EEH

EREAEEMRP (&R TFwea2iRFE)

No. Delta Time Transmitter Receiver Frame Type Channel SSID Auth Key Management (AKM) type
1 9.000000 19:33:38.804352 ArubaaHe_19:7e:0b Broadcast Beacon 161 "ACME_1X_WPA3" WPA (SHA256)

Frame 1: 453 bytes on wire (3624 bits), 453 bytes captured (3624 bits) on interface ené, id @
Radiotap Header v@, Length 36
802.11 radio information
IEEE 802.11 Beacon frame, Flags: ........ c
v IEEE 802.11 Wireless Management
Fixed parameters (12 bytes)
~ Tagged parameters (377 bytes)
Tag: SSID parameter set: "ACME_1X_WPA3"

o AT, et et i QAL D e O oD st s (PO RPN S N, P ot

— T . re R g
~ Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 26
RSN Version: 1
Group Cipher Suite: @@:@f:ac (Ieee 802.11) AES (CCM)
Pairwise Cipher Suite Count: 1 CEMP-128
» Pairwise Cipher Suite List ©0:0f:ac (Ieee 802.11) AES (CCM)
Auth Key Management (AKM) Suite Count: 1
Auth Key Management (AKM) List 00:0f:ac (Ieee 802.11) WPA (SHA256) AKNM:S
v RSN Capabilities: ©@x@@e8

L S SR R Y e NV o e Sy e Y S e P
v s A . cpae, SUUNCY e ) o . £ Pl v B
........ .1.. .... = Management Frame Protection Required: True MERG=1 and MERR=1
........ 1... .... = Management Frame Protection Capable: True T —— &
NP b T BT st e P MBI _Dn e Jmensmsia, et B N N N Toosuy Sy
A0y BIR-CMAE-128

Group Management Cipher Suite: @@:0f:ac (Ieee 862.11) BIP (128)

11 ~WPA3{YCCM 128 R 75 = HISHTM,

—

$175
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WPA3{YCCM 128fRRAE (48)

o HUALEMZIFEY, 7£2.4 GHzE5 GHZIRERHISHR. IRE I e XBX R S IME LU TINEE: o AKMEHIERE
25900-0F-AC:5 (802.1X with SHA-256) . o JEZILEHIEIFZEN00-0F-AC:4 (CCMP-128)

o AFUEZ I E S EFEEN00-0F-AC:4 (CCMP-128)
o AEIBZIEMHIEIESEN00-0F-AC:6 (BIP-CMAC-128)
o FRIFEEMIE®HIA (MFPC=1FIMFPR=1) ,

o HEEEARLIF, HIUNTEAOS 8 ERIWI-Fi5 APSHIBREIRINA, 7£2.4 GHzE5 GHZIRERBVEHR. IR MM o X BX
r-SaEthE LTINS . o AKMEMIEIR22H00-0F-AC:1 (802.1X with SHA-1) o o WEZILEMIZIZE R

00-OF-AC:4 (CCMP-128)

o AFIEZ I EHIEIRERN00-0F-AC:4 (CCMP-128) o
o RIFEEMMWER (MFPC=0fIMFPR=0) ,

o E—ERBYBINVSERES, SORHIL TR 6 GHZIR(ERUFEREBEXK, BN
LAY 6 GHZRAEMHEY, BEERUTALMEE IS URST
[TEEAEEN L.

o 1)
= AOS8: F4ZF8.11.2.1HE S hkas,
* A0S 10: AZZE10.558 FEFhR4s,

= BLLERXM WPA2-Enterprise (wpa2-aes) B NWPA3-Enterprise CCM 128

(wpaB—aes—ccm—lZS) o
»  PRAEEERXUZRMNERAAKMIBWPA2E F ik 2 1o

o M8.11#110.5FF 842 FWPA3-Enterprise CCM 12803 BN ECE , ZIANBE R T & TAKM:1F1AK
M:50 (@] 3)

» AOSS8: FHENHVAPLEE RIF6GHZIMEL",
» A0S 10: 7EMHRMIWLANERE /5 E6 GHZHMES,



B AEA
WPAS3#IEnhanced Open 101

ArubaOS 8.11#110.5%+ 3 WPA3-Enterprise CCM 128894 E1T 5
o 3% WPA3-Enterprise CCM 128893 E1#E o
o BRAEEN (BUABERT) , THAWT:
0 2.4 GHz#5 GHz®{E:
=  RSNER & 7T00-0F-AC:1 (802.1X with SHA-1) #100-0F-AC:5 (802.1X with SHA-256) o

= REANE PG LUERWPA2EWPAS ST
» PMFEHIES (MFPC=1FIMFPR=0) ,
o 6 GHzIR{E:
=  RSNER[ & 7T00-0F-AC:5 (802.1X with SHA-256) o
= EEPMF (MFPC=1fIMFPR=1)

v Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 30
RSN Version: 1
> Group Cipher Suite: @@:@f:ac AES (CCM)
Pairwise Cipher Suite Count: 1
> Pairwise Cipher Suite List 8@:@f:ac AES (CCM) C;C;ﬁﬂf2:1j28
Auth Key Management (AKM) Suite Count: 2
v Auth Key Management (AKM) List ©@:0f:ac WPA @@:0f:ac WPA (SHA256)
v Auth Key Management (AKM) Suite: @@:8f:ac WPA
Auth Key Management (AKM) OUI: e@e@:ef:ac
Auth Key Management (AKM) type: WPA (1) AVE .
v Auth Key Management (AKM) Suite: ©8:@f:ac WPA (SHA256) AKM:1 or AKM:5,allowed
Auth Key Management (AKM) OUI: @@:@f:ac
Auth Key Management (AKM) type: WPA (SHA256) (5)
v RSN Capabilities: Ox@0a8
............... @ = RSN Pre-Auth capabilities: Transmitter does not support pre-authentication

wess wees wuw. ..0. = RSN No Pairwise capabilities: Transmitter can support WEP default key @ simultaneously with Pairwise key
............ 10.. = RSN PTKSA Replay Counter capabilities: 4 replay counters per PTKSA/GTKSA/STAKeySA (@8x2)
.......... 10 . = RSN GTKSA Replay Counter capabilities: 4 replay counters per PTKSA/GTKSA/STAKeySA (@x2)
B = Management Frame Protection Required: False
........ 1... .... = Management Frame Protection Capable: True MFPC d and MFPR O
....... @ .... .... = Joint Multi-band RSNA: False
- = PeerKey Enabled: False

..@. .... .... .... = Extended Key ID for Individually Addressed Frames: Not supported

PMKID Count: @

PMKID List

v Group Management Cipher Suite: ©0:@f:ac BIP (128)

Group Management Cipher Suite OUI: @0@:0f:ac ELP'QMAQ:12§

Group Management Cipher Suite type: BIP (128) (6)

B 12 — WPA3-1 LT EIET, (CCM 128) RSNER{!
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ArubaOS 8.11#110.5%+ 3 WPA3-Enterprise CCM 128894 E1T 5
o UEAITERRE, WPA3-12ICCM 128MI1TRUIT:

0 2.4 GHzH5 GHzI21E:
=  RSNER[ & 7T00-0F-AC:5 (802.1X with SHA-256) o
= (ERWPA2- R P AER. 2REERISEEIWPA3

i,

= FEPMF (MFPC=1FIMFPR=1) o

o 6 GHzI{E:
=  RSNER[ 4 7T00-0F-AC:5 (802.1X with SHA-256) o

« ZEPMF (MFPC:]_*DMFPR:J.) o

v Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 26
RSN Version: 1
Group Cipher Suite: @@:@f:ac AES (CCM) CEMP-128
Pairwise Cipher Suite Count: 1 e
Pairwise Cipher Suite List @@:@f:ac AES (CCM)
Auth Key Management (AKM) Suite Count: 1
v Auth Key Management (AKM) List 9@:@f:ac WPA (SHA256)
~ Auth Key Management (AKM) Suite: ©0:0f:ac WPA (SHA256)
Auth Key Management (AKM) OUI: @@:0f:ac
Auth Key Management (AKM) type: WPA (SHA256) (5)
v RSN Capabilities: ox00e8

AKM:S

RSN Pre-Auth capabilities: Transmitter does not support pre-authentication

RSN No Pairwise capabilities: Transmitter can support WEP default key @ simultaneously with Pairwise key
RSN PTKSA Replay Counter capabilities: 4 replay counters per PTKSA/GTKSA/STAKeySA (0x2)

RSN GTKSA Replay Counter capabilities: 4 replay counters per PTKSA/GTKSA/STAKeySA (@x2)

Management Frame Protection Required: True

........ Tioww <oms Management Frame Protection Capable: True MEPCE-’] and MFPR;’I
Joint Multi-band RSNA: False

PeerKey Enabled: False

Extended Key ID for Individually Addressed Frames: Not supported

T T
e @
[ T T ' 1}

®
n

® -
non

PMKID Count: @
PMKID List
v Group Management Cipher Suite: 0@:@f:ac BIP (128)
Group Management Cipher Suite OUI: @@:@f:ac BIR-EMAC:128
Group Management Cipher Suite type: BIP (128) (6) T o

13 — WPA3-1tI{RBE (CCM 128) RSNE R
ER{ECEE

WPA3-{ERF Z BifERAWPA2-1 BRI, EAZFERIPHEENUR EINEAKMS (SHA-256) B, ZEFKEREM
o BFNEEASSEAPT L, SIPEAP-MSCHAPV2, CHAPvl, PAPZE, HEEFEAERAMEAPSE, MEAP-TLS, &
BRERTEEXURFHRERE, YZRAPMFHEFHEANEAPMFE, KGERLUETIEALARS (DoS) sHiE AR,

TIER B APRYE MR T KEXRI R F o

ZERIERRMNFIVAP_EEFEWPAS-EnterprisefIWPA2-Enterprise,
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WPA3-12MF 4k 256 GCM

7£ArubaOs 8.5F15| ABYWPA3-Enterprise EH2561i1, PILAEAREECNSAFRBEAPHIE R FEAGCMP-256 B E M
o XFMETN B FRAWPA3-Enterprise Non-CNSA, LU TRATEER. BN XEXR#T S

e AKMEH%£ZEH00-0F-AC:5 (802.1X with SHA-256) o
o —XW—EIBEHIEFESZN00-0F-AC:9 (GCMP-256) »

o AKIBEIIEMIEIFEZ/00-0F-AC:9 (GCMP-256)

o AEEFTINEMHIEFRN00-0F-AC:12 (BIP-GMAC-256)
o RIPEIEMZRFIN (MFPC=1FIMFPR=1) ,

v~ Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 26
RSN Version: 1
Group Cipher Suite: @8:0f:ac GCMP (256) .
Pairwise Cipher Suite Count: 1 GCMP_256
Pairwise Cipher Suite List 00:0f:ac GCMP (256)
Auth Key Management (AKM) Suite Count: 1
v Auth Key Management (AKM) List @@:@f:ac WPA (SHA256)
v Auth Key Management (AKM) Suite: ©@:@f:ac WPA (SHA256) /\F(hﬂ 5

Auth Key Management (AKM) OUI: ©@:0f:ac

Auth Key Management (AKM) type: WPA (SHA256) (5)
v RSN Capabilities: 0x00e8

............... @ = RSN Pre-Auth capabilities: Transmitter does not support pre-authentication

v

v

.. ..8. = RSN No Pairwise capabilities: Transmitter can support WEP default key @ simultaneously with Pairwise key
............ 10.. = RSN PTKSA Replay Counter capabilities: 4 replay counters per PTKSA/GTKSA/STAKeySA (©x2)
.......... 1o . = RSN GTKSA Replay Counter capabilities: 4 replay counters per PTKSA/GTKSA/STAKeySA (0x2)
Ao, = Management Frame Protection Required: True o —

........ 1... .... = Management Frame Protection Capable: True MEPC_1 @ﬂd MEPR_1
....... @ .... .... = Joint Multi-band RSNA: False
... ..@. .... .... = PeerKey Enabled: False
..8. .... .... .... = Extended Key ID for Individually Addressed Frames: Not supported

PMKID Count: ©

PMKID List

v Group Management Cipher Suite: @@:0f:ac BIP (GMAC-256)
Group Management Cipher Suite OUI: @@:0f:ac BlP'GM,AC=256
Group Management Cipher Suite type: BIP (GMAC-256) (12)
14 - WPA3-Enterprise 256 GCM RSNE 7=fjl

AE
HZEBHI, WGCMP-256ZF TP inZIF AT, —LCHNEFIBFREF, XIFGCMP-256H B FGCMP-2
5634 B AWI-Fi 7INIER P iR E K,

mIELER

htZeERERF 2 FiEEWPA2-EnterpriseBN B, AATEABZRIFHNEEMAMELLCCM 128FRMNER, MREFiH

HETEEEHT, HEBMZIFGCMP-256, NEAZ2ER, NERSSEAPTE, WIPEAP-MSCHAPV2. CHAPV1
. PAPE, HEEFIREEEBIERERMNEAPHE, TEAP-TLS, BEFHEANMZIFEXNREESEH, BAFRRIFL
& | FWPA3-Enterprise GCM 256,



B A5EA
WPAS3#IEnhanced Open 101

WPA3-12 k4% CNSA (1921i)

WPA3-Enterprise CNSA (1921i1) 3&&|H1T L Wi-FiIRIZEAICNSA Suite R 24T/
U TABTEER. WU KB T SMineE:

o AKMEM%EIEES/900-0F-AC:12 (802.1X with SHA-384)

o —XW—EIBEHIEFSZN00-0F-AC:9 (GCMP-256) »

o AKIBEIIEMIEIFEZ00-0F-AC:9 (GCMP-256) ,

o AEEFTIEMHIEFRN00-0F-AC:12 (BIP-GMAC-256)

o FIPEEMIEHIA (MFPC=1FIMFPR=1) .

v Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 26
RSN Version: 1
> Group Cipher Suite: @@:@f:ac GCMP (256) ;
Pairwise Cipher Suite Count: 1 GCMP_256
> Pairwise Cipher Suite List @0:@f:ac GCMP (256)
Auth Key Management (AKM) Suite Count: 1
v Auth Key Management (AKM) List ©@:0f:ac WPA (SHA384-SuiteB)
v Auth Key Management (AKM) Suite: 00:0f:ac WPA (SHA384-SuiteB)
Auth Key Management (AKM) OUI: @@:@f:ac
Auth Key Management (AKM) type: WPA (SHA384-SuiteB) (12)
v RSN Capabilities: @x@@e8

.
.

AKM:12

RSN Pre-Auth capabilities: Transmitter does not support pre-authentication

RSN No Pairwise capabilities: Transmitter can support WEP default key @ simultaneously with Pairwise key
RSN PTKSA Replay Counter capabilities: 4 replay counters per PTKSA/GTKSA/STAKeySA (0x2)

RSN GTKSA Replay Counter capabilities: 4 replay counters per PTKSA/GTKSA/STAKeySA (0x2)

Management Frame Protection Required: True <o -
........ 1... .... = Management Frame Protection Capable: True MFPC_1 Qﬂd MFPR_1

....... @ .... .... = Joint Multi-band RSNA: False
eee -.8. = PeerKey Enabled: False
..8. .... .... .... = Extended Key ID for Individually Addressed Frames: Not supported
PMKID Count: @
PMKID List

v Group Management Cipher Suite: @@:@f:ac BIP (GMAC-256)
Group Management Cipher Suite OUI: ©0:0f:ac
Group Management Cipher Suite type: BIP (GMAC-256) (12)

E 15 - WPA3-Enterprise CNSA (1921i) RSNER=ffl

HthEE R

o FEECNSAEMFAMEAP-TLSEREMN (RFC 6460) :
o TLS_ECDHE_ECDSA WITH_AES 256 _GCM_SHA384f$Mp384
o TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384{#Fp384FIRSA > 3kfi
o TLS_DHE_RSA WITH_AES 256 _GCM_SHA384ffRSA > 3k{i

o FEETLSVI2HESHRZA,

o  EHKEMMATF 30001,

o JEPFERIERZBHIME,

o ALIFEAPEIL, EAPEIERISEEAPRXEL IE R MRADIUSARSS 235 =15 HI28 AP, WPA3-Enterprise 19211
(CNSA) HREE{EARADIUSHRSS 28, H EHRIEHRADIUSIRS 2BEFIHTIT. XEKERTIALSETRE P imMA
E’gZI‘EﬂﬁIE’JCNSAE#F%@E’\JSOZ.1X%E§F‘ﬁﬁ”‘ﬁ*ﬂRADlUSHE%%&ZI‘EﬂﬁﬁE’\J, e T B IRFAPZ B hE
JAKM,

BIR-GMAC:256
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WPA3-1®AFCNSA (192111) HHAruba ClearPass (CPPM) MhrZ6.8FF16%#%F, HEIFRFC 7268 HILI FRADIUSIE
4

e WLAN-Reason-Code (185)

e WLAN-Pairwise-Cipher (186)

o  WLAN-Group-Cipher (187)

e WLAN-AKM-Suite (188)

o  WLAN-Group-Mgmt-Cipher (189)
RIEXH
ttx 2R NER T URIERAWPA2- IR AR, ANEAEERFEIPNEREM. BMNEZEAKE. ERNZEMMNCNSAE
HREMEAP-TLSHZENER, XETBHWFESARMENHN. SRHMEMTINER,

B RBEHAM I RE XML LS, EAWPA3-EICNSA (19211) RAFTER.
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PR

IR ST
. FIRIRE |
t%;ﬁig' AKM A% FT AKM g’g =g PMF
s B Bt
WPA3PA @ 2.4 /5 GHz: 2.4 15 GHz: 2.4 /5 GHz: CCM-128 BIP-CMAC-128 2.4 /5 GHz:
TEREREEA AKM:2 SHA-1 AKM:4 MFPC=1
(wpa3-sae-aes) AKM:8 SHA-256 AKM:9 MFPR=0
6 GHz: 6 GHz: 6 GHz: 6 GHz:
AKM:8 SHA-256 AKM:9 MFPC=1
MFPR=1
WPA3PMA @ 24/5/6GHz: 2.4/5/6 GHz: 24/5/6 GHz:. CCM-128 BIP-CMAC-128 2.4/5/6 GHz:
TEEXEZA AKM:8 SHA-256 AKM:9 MFPC=1
(wpa3-sae-aes) MFPR=1
WPA21 kR @ 2.4 /5 GHz: 2.4 /5 GHz: 2.4 /5 GHz: CCM-128 2.4 /5 GHz:
(wpa2-aes) AKM:1 SHA-1 AKM:3 MFPC=0
MFPR=0
WPA31RIL R © 2.4 /5 GHz: 2.4 /5 GHz: 2.4 /5 GHz: CCM-128 BIP-CMAC-128 2.4 /5 GHz:
(wpa2-aes + MFP -R) AKM:5 SHA-5 AKM:3 MFPC=1
MFPR=1
WPA3V K 2.4 /5 GHz: 2.4 /5 GHz: 2.4/5/6 GHz: CCM-128 BIP-CMAC-128 2.4 15 GHz:
128 CCM AKM:1 SHA-1 AKM:3 MFPC=1
TEEKXER @ AKM:5® SHA-256 ©® MFPR=0
(wpa3-aes-ccm-128)
6 GHz: 6 GHz: 6 GHz:
AKM:5 SHA-256 MFPC=1
MFPR=1
WPA3 VR 24/5/6GHz: 2.4/5/6 GHz: 24/5/6GHz:. CCM-128 BIP-CMAC-128 2.4/5/6 GHz:
128 CCM AKM:5 SHA-256 AKM:3 MFPC=1
TERKXEZRA @ MFPR=1
(wpa3-aes-ccm-128)
WPA3 KR 24/5/6GHz: 2.4/5/6GHz: 24/5/6GHz. GCMP-256 BIP-GMAC-256 2.4/5/6 GHz:
256 GCM AKM:5 SHA-256 AKM:3 MFPC=1
(wpa3-aes-gcm-256) MFPR=1
WPA3 IR 24/5/6GHz: 2.4/5/6 GHz: 24/5/6GHz. GCMP-256 BIP-GMAC-256 2.4/5/6 GHz:
CNSA (1921i1) AKM:12 SHA-384 AKM:13 MFPC=1
(wpa3-cnsa) MFPR=1

(1) wpa3-sae-aes5AKM: 2489 4H & TEArubaOSH M R 3z #¥o
(2) BFWPA2E PRI IFRE, BEAEEMAwpaz-aes5PMF—EEE,
(3) BPMFIZ & N FEHwpa2-aesiEMIFRAKM: 1 HRINAKM:5, s&HIEFAWPA3.
(4) MArubaOSs 8.11#110.5F 342 FFWPA3-Enterprise 128 CCMAYZ BRI,
(5) fEArubaOS 8.11#110.551, WPA3-Enterprise 128 CCM{E£2.4 GHz#5 GHZSRER 7RI T i3 BRI FAKM:5 (802.1

X with SHA-256), &

E—

TR, EMBRAKM:1 (802.1X with SHA-1).
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ERANCLINS

AOS 8

(MD) #show
(MD) #show
(MD) #show
(MD) #show
(MD) #show
(MD) #show
(MD) #show
(MD) #show
(MD) #show

ap association

ap bss-table

ap essid

ap owe-tm-info
auth-tracebuf mac <client-mac>

dotlx supplicant-info <client-mac><bssid>
dotlx supplicant-info pmkid

log security

wlan ssid-profile <profile-name>

) #show
) #show
) #show
) #show
) #show
) #show
) #show
) #show

EEEEEEEE
CRCRCECRCEC RS

ap association

ap bss-table

ap debug client-table

ap debugmgmt-frames mac <client-mac>
clients debug advanced

log security

network

network <profile-name>
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IEEE 802.11-2020
e RFC 6460 — Suite B Profile for Transport Layer Security (TLS)

e RFC 6379 — Suite B Cryptographic Suites for IPsec
e RFC 7268 —IEEE 802M4&HIRADIUSE M

e RFC 8110 -¥&XLLMNE

o WPA3FSERRZS3.0

o WPA3FEARAS3.1


https://www.rfc-editor.org/rfc/rfc6460
https://www.rfc-editor.org/rfc/rfc6379
https://www.rfc-editor.org/rfc/rfc7268
https://www.rfc-editor.org/rfc/rfc8110

