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2 UBT &

21 RAPEX

BRSNS RS ESREE SR, MR IR S0 (5 B e Hol 55 i e
ARG F ik il B B s o DU TR

2.2 SHBIK
Aruba CX 6300F1640042 # 4]l 32 :FDynamic Segmentationf¢ R, ZHpETH
HIBhASIEIE  (User-Based Tunneling) .

UBTH PASEIR T H FIAER [ A H P A (LUR) , CRFH o Sl g
%G K 3] Aruba TE 2k 45 il 2, &Aruba%%%ﬁﬂ%ﬁ*%ﬁ@@ikf@%m% WA AR
ClearPassfL & SEHL Al FEMIH P (DUR) , HiClearPassgi— T &K H i,
TCFRAE AN A & P,

UBTSZ PR RP Y A 4 il 25 SR B AR
v' Standalone B &5 45 il e 3 7 3
v’ ClusterZ G il g AR E J5 30
XRZHANELS
v 6300F/M
v 6400
JRAEEK:
v ZZRHL: AOS-CX 10.48 5B
v oS AR AOS 8. 4B R
LicenseZK:
v HFFEHE MM /Standalone Controller 22251 7]
v —B— SRS — AP AIfYLicense (AP. PEF)
UBTEZ i Wi AR 4l
v P

> ZHblUser-Role: I Filad A2 el 113 B HIMACIAIE . Dot1 XiAiE%
AT H O EE, FRINE| A2 User-Role (LUREADUR)
> BahfEil#iUser-Role (Gateway Role) : At ANHiUser-Role N % B 1Y

Gateway Roled # i 1 ClearPass N A& FJAZ #e4/l User-Role | #7 A Y Gateway
Role

v EiE:



> LS Rl il gs 2 18] 857 GREREIE

> H P S AUERE R A2 el User-Role, #R¥EILUser-Role T &5
T Gateway Rolet & HI it 542 75 il o bR 3% & B shis il s, Rk
Gateway Role H] it & K38 1 A2 e AL A Hb A% &, % B T Gateway Role ]
MR GRERR B K B shidil gy, e das g H - &k md
I Gateway Role, Hi#% 3l 4 il #% 52 5 T I Role AR 28 B K 355 55 & A1
AppRFEF3KENE, HAEM s filgs L3t Al iy T AL A 2.

ClearPass Policy Manager
6 RADIUS/Local Mac Authentication

| POLICY

MANAGER

Mobility Controller

Cluster \

Firewall Policy set at | :
controller ( \( (

s L C B N AT

v' LabX-CX-CPPM _L il B 5 il $AAT IR W, 45 22 #eHLF A LURFIDUR (47
gateway role) , FfEIZENAIKS:

ARz A 1% AR
wired—user6 | 123456 dot1x TAIE, S2IX LUR T°RY ubt
wired—user7 | 123456 dot1x JAIE., 2K DUR TAY ubt

v' 1abX-6300-1_Ffl B ubt-client-vlan. ubt zone. LUR (#7gateway role)

v S LabX-CX-MMAEvme1/2_Fuser-role authentication (gateway role) T HL
Evlan



2.3 ERBR

PR TLURIUBTHL B, LASClearPassHfil 4532 4L N A LUR;
PRI TDURMUBTHL B, LAMClearPassHfil 452z ##l N A DUR.,

24 ET LURHK UBTERE

2.4.1 ClearPass Bt & (GUI)
i#3d EVE PC 511 ClearPass GUI #4fi. https://10.x.40.41/

F£1ZRMNERE, FIF BEE > W% > 8E , RALA Ang

& giE, SR THORKZIRE, REUT:
> HAFR: labX-6300
> IP S FRMLE: 10.X.11.Y(B477E 6300 i&&FHiA IP tbiik)
» RADIUS #EZ%4%0: arubal123 JAIE: arubal23
» TACACS+HEZZ4H: arubal233AiE: arubal23
> HNEEFR: Aruba

> J3F RADIUS CoA: 4% RADIUS CoA ix[: 3799

[T Ter ] :
SNMP @E  SNMP SASE CLI@E  OnConnect3i#l it
EHR: flab2-6300] ]

1P B FRIhE: 10.211.4
(0, 192.168.1.10. 192.168.1.1/24. 192.168.1.1-20 & 2001:db8:a0b:12f0::1)
R =
34
RADIUS HE#R: E— L1 R —
TACACS+ HE®4A: Wil
R EFR: laruba
2R RADIUS 751810 ¥ w0 3799
BM RadSec:

£l 3 E3



https://10.x.40.41/

FNEHTH BE > B > AMAP, RELAN RINEAF i, &

B—A P
RARrR# XL AR
wired—user6 | 123456 dot1x TAIE, LI LUR TAY ubt
arvba ClearPass Policy Manager Menu —
- EiR ] EE » 5% » AHAF
= & ;E'f.-ﬁm I
£ BbAbFFIE | Account Settings
3RS ClearPass Policy Manager lists all local users in the Local Users page.
S. s sign-om fssoy L (EEIE Y eat E Go | Clear Filter | g7 (20 %2R
L& Slingle Sign-0On
I # m HFID. 2 b- 1= RS
2 IR —J —I
{2 ESENIIR
QRE
L AEmst
minasiEP
FBF 1ID: wired-user6
B wired-user6
T
TAMEERE: 00 | eessscncsssnee
BRBF: ¥ (GRAEZEAAMER)
B (Check to force change password on n
Bt: [ [Other] 2
B
Rt &

1.| Click to add:..

F2H3TH BRE > BERT> BEMXMH, RALAK RMEERITE

B §EHE, IR FREFRTEENXY (8 ubt BPTA role)
> #&EHR: Aruba RADIUS &&IH1T

> Z¥R: send-tunnel-mc-role



== Next #ZHHFEA B EEERE

1. Radius:Aruba Aruba-User-Role = tunnel-mc

SRHIHATEE X 4
mExt R

«

Aruba RADIUS 38§IH4T

AR
12R8:

send-tunnel-mc-role

E=Sith RADIUS
##IE: o R O B8 O MR
RHATIE:

o

--Select--

SEHIATRCE S

EEXH BE

AR B/ ji-|
1.] Radius:Aruba Aruba-User-Role = tunnel-mc
2.| Click to add...

FEI3ILHFF BE > BEHIT > FEB, Y wired-dot1x-enf, 7Eig%l

HFATERBEEOFR R U ERR, = “Add Rule” RERIMN—5RE
> ZR{&: (Tips:Role EQUALS [User Authenticated])
AND (Authentication:Username CONTAINS user6)
> BEENXHZ: send-tunnel-mc-role

= URET R, BR “RET REARTFRE



L ER P mE > EHIRGT > EE
& R TR i TRINERIHAT R

G &£ SNEHIHITHRE
o B < £, SHBHITHR
{2 EAbFFEA ClearPass controls network access by evaluating an enforcement policy associated with the service.
{2 BRSS
i “S;g e (B ¢ |t wired [ Go | Clear Filter | 87 (20 )3
o B 22WR # & EH. em 8
- § BT 1. ) wired-dot1x-enf RADIUS
ﬂﬁﬁl 2 ) wired-mac-auth-enf RADIUS
3 RBH =5 wired-portal-enf WEBAUTH
S | BRI —/E— e

% Netwnrk Sran

MR
Cihi
R T &4
xE B ERE &
1.}| Tips Role EQUALS [User Authenticated]
Authentication Username CONTAINS useré
CIICKTO add...
EHIATRE XM
EEXHA: [ [RADIUS] send-tunnel-mc-role
[ --Select to Add-- v

BB » JBHHIT » KBS » 4548 - wired-dot1x-enf
SETIHITHRREE - wired-dotlx-enf

BE  EBAGT

AMHEEE: © EEE— TR O EEMELE
Enforcement Policy Rules:

Conditions

(Tips:Role EQUALS [User Authenticated])
AND  (Authentication:Username CONTAINS user6) IRADIUS lisend.tunnshmicrole

Add Rule Move Up 1 Move Down |

Actions

BALHTH BE > RS, RALAN HRS #E, I — T HR
5

> B 802.1XBZ%
> Z¥R: wired-dot1x-auth
> [CECIN: LATFERBE S

> DCECRLN



1. Radius:[ETF NAS-Port-Type EQUALS

2. Radius:lETF Service-Type

Framed-User (2), Authenticate-Only (8)

3. Radius:IETF NAS-IP-AddressEQUALS

Ethernet (15)

BELONGS_TO Login-User (1),

10.X.11.4

ClearPass Policy Manager Menu =
] EE » RS
M RS o RS
& FARS
© & SHRS
This page shows the current list and order of services that ClearPass follows during authentication and
authorization.
o ks (& DESD) [l Go | CiearFilter | 2% (20 %2R
B R e =87
EE AN # m EF. &4 ET] ™ WS
- B ERRT [Policy Manager Admin Network Login
% 1. ‘ 1 ServiZe] 9 9" tacacs TACACS+ Enforcement o
£x Network Scan 2 ‘ 2 [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic ) (V]
£ SRE AT 3 ‘ 3 [Aruba Device Access Service] TACACS TACACS+ Enforcement (V]
i5=
Ll SHRiE A W mE
£ 8021XFEE i)
E wired-dotlx-auth
ik B02. 1X FAIHIIARS
4
AL BRSSP AR
ERZEA: B O WRams O WSl O SRS O IoSE

BEAW

A O FEm © LRAESHE

1. | Radius:IETF NAS-Port-Type EQUALS
2. | Radius:IETF Service-Type BELONGS_TO
3 NAS-IP-Address EQUALS

4

Radius:IETF

F 5 ZREINEAEFIAIER
> 3SNEFE:  [EAP PEAP]
[EAP MSCHAPV2]

> ANIEIR: [Local User Repository]

Wireless-802.11 (19) LY
Login-User (1), Framed-User (2), Authenticate- g
Only (8) N
10.2.11.4 L]



BE » BRSS » AR

AR5
RS WINTE Af  EHHRGT B=E
INIERE: [EAP PEAP]
[EAP MSCHAPV2]
Remove |
[ --Select to Add-- 3
INIER: [ [Local User Repository] [Local SQL DB] ]
[ --Select to Add-- v
FEAPEAN: O BRAMEENESSROANSIR, BTFHBERFEEEE
Service Certificate: [ --Select to Add-- v

% 6 T APHABKRIREIRFRERIA, BXREASERIAN

RE » B » A
ARSS

WS AE WG B
£ (2 IR S (--Select—-

A
v

ARG REFEER
1zR -

HINRE: .
A& A -

&1t Re

£ 7 S ERERBEFRZAEIZR wired-dot1x-enf, RAFRE

BR%5 - ubt

BE  B5 AE B8
EREENER: O ERM E—SEFFEENAB IR EYE
SEBIAT SRR [wired-dot1x-enf v]

EHHTEREEER

i0:
BRIABCE XX [Deny Access Profile]
MNITEEE: first-applicable

(Tips:Role EQUALS [User Authenticated])

1. Do e 2 send-tunnel-mc-role
AND  (Authentication:Username CONTAINS user6)



2.4.2 XHHBEE (CLI)

% 1 £ 7 1abX-6300-1 LEE vlan X11, X 74, X 75, EF#EO1/1/1
BATXLE vian, EBEEREESIEH ip route 10.X.0.0/16 10.X.11.250,
FHiMiXE LabX-CX-CPPM (10.X.40.41) RETEHRIKX, KHEIANBER

£3REXE Vlan 1 (XFRZ native vian211) IP #aiE: 10.X.11.YY,

ERF labX-6300-1 _L:

labX-6300-1# configure terminal

LabX-6300-1 (config)# interface 1/1/1

LabX-6300-1 (config-if)# vian trunk allowed all

LabX-6300-1 (config-if)# exitlabX-6300-1(config)# ip route 10.X.0.0/16 10.X.14.11.250
labX-6300-1(config)# exit

labX-6300-1# ping 10.X.43.41 wvrf default

PING 10.X.40.41 (10.X.43.41) 100(128) bytes of data.

108 bytes from 10.X.43.41: icmp_seqg=1 ttI=63 time=0.614 ms

£ 2 & Fi & Radius fRS 28

A LB radius-server host 10.X.43.41 key plaintext aruba123 vrf <vrf-name>
NOTE
EEEEEA vif &35 radius 15K, KIEENEIARS vrf default

ZRF ]abX-6300-1 _L:
labX-6300-1# configure terminal
labX-6300-1(config)# radius-server host 10.X.43.41 key plaintext aruba123

labX-6300-1 (config)#ip source-interface radius 10.X.11.4 <-TIEME, LRI RPMZA R
B, mRAEAWE, FEKREFRZED IP, & T source-interface, ZHMALRHIHLME AN IP
BEEO KR radius [F5; KiXE source-interface i}, iR radius server ip 2EIEKH,
FEFEEER D ip /8 source ip &g radius &R, ACRIEEERS, ZHRVHRIERBREES
T—Bk ip EEMEED ip /25 surce ip &5 radius R



% 3 &: & Radius Tracking (AI%EE ) - tIheEA TN Radius RS

&AM, RB Radius BRS5=57] HE A EILARS 2R & EINILE

Radius M55 EfE, 5@ radius-server host 10.X.40.41 tracking disable &% %

i tracking, VA% ClearPass ihiaiRizEsH £ 2 AP Radius IAIEIE R,

BRI labX-6300-1 _L:
labX-6300-1# configure terminal

labX-6300-1(config)# radius-server tracking interval 300 <-tracking Byi[E] [E)E, 60-864
00 #, 3KiA 300

labX-6300-1 (config)# radius-server tracking user-name cxadmin password plaintext cxadmin

labX-6300-1 (config)# radius-server host 10.X.40.41 tracking enable

£ 4 %: Bt & Radius IRSE4H

o LAEE server 10.X.43.41 vrf <vrf-name>5EiBZ B VRF &3iX radius &K,

KRIEERZE T VRF default

ERF labX-6300-1 _L:

labX-6300-1# configure terminal

labX-6300-1(config)# aaa group server radius clearpass
labX-6300-1(config-sg)# server 10.X.43.41

labX-6300-1 (config-sg)# exit

% 5 & Bt & Radius fail-through o

HREFFT aaa authentication allow-fail-through 1&g, 2% — Radius FRSZE8A
IEXMEZ 22 E - Radius [RSFFHTINE, BUENELRBISEETEEAN, A

BB T RABIZIEE

<-ZBHE



ZERF labX-6300-1 _L:
labX-6300-1# configure terminal

labX-6300-1 (config)# aaa authentication allow-fail-through

% 6 £ 2B EE TH/S radius B15ENXINEE, HECE radius BISENERF

PN}
Yfg o

REFEFT dyn-authorization A B LAEE radius FTRAFPAEE,

REFRBT dyn-authorization HBELE T dyn-authorization client 2 & LLEID radius

T4 CoA,

ERF ]abX-6300-1 _L:
labX-6300-1# configure terminal
labX-6300-1(config)# radius dyn-authorization enable

labX-6300-1 (config)# radius dyn-authorization client 10.X.43.41 secret-key plaintext arubal2
3

%€ 7 &: 73 Radius Accounting, €& 10 98&X—IX Accounting

Interim (I+2BEH) KR,

BRI labX-6300-1 _L:
labX-6300-1# configure terminal

labX-6300-1 (config)# aaa accounting port-access start-stop interim 10 group clearpass

5 8 & XM LECE ubt-client-vlan, BP tunnel BF{RE vian,

ERF |abX-6300-1 _L:
labX-6300-1# configure terminal
labX-6300-1 (config)# vlan 1000

labX-6300-1 (config-vlan-1000)# exit



labX-6300-1 (config)# ubt-client-vlan 1000

labX-6300-1 (config)# ip source-interface ubt 10.X.11.YY

£ 9 & XM _LEE ubt zone,

£ ubt 2387, FRE lab AFEAZBEM 2 & VMC (Cluster) , vmel: 10.X.41.11,

vmc2: 10.X.41.12,

primary-controller ip 1 backup-controller ip %788 MD K¥I2# 0O IP, REEEE

VRRP IP

MD Cluster R T, RXi&HLEE primary-controller ip BIAJ3KREX cluster 8, X2
15 X backup-controller @ 83 T &% vmc1 ENLE , # L&Y E F5E75 13 ve,

M7TiE3REY cluster 52

BRI labX-6300-1 _L:
labX-6300-1# configure terminal

labX-6300-1 (config)# ubt zone test vrf default

labX-6300-1 (config-ubt-test)# primary-controller ip 10.X.41.11 <-AiEEYEED I
P
labX-6300-1 (config-ubt-test)# backup-controller ip 10.X.41.12 <-3¢& backup-cont

roller ip W[ RA#A vmcl FHUE, #H LK BAHEIEE vmel, TR cluster 558
labX-6300-1 (config-ubt-test)# enable

labX-6300-1(config-ubt-test)# exit

F10%: XY EBE LUR (Local User Role) , &#RA tunnel-mc.,

EREF labX-6300-1 _L:
labX-6300-1# configure terminal
labX-6300-1 (config)# port-access role tunnel-mc

labX-6300-1 (config-pa-role)# gateway-zone zone test gateway-role authenticated



labX-6300-1 (config-pa-role)# exit

£ 11 & B Lab Management REER labX-6300-1 BY SSH RH .

£FEE THE Dot1X IAIE, FHEE Dot1 X INMERIARSS 24 o

ZERF labX-6300-1 _L:
labX-6300-1# configure terminal

labX-6300-1 (config)# aaa authentication port-access dot1x authenticator radius server-grou
p clearpass

labX-6300-1(config)# aaa authentication port-access dot1x authenticator enable

F£12%: M 1/1/10 #FOF/Z Dot1 X IAIE,

ERF abX-6300-1 _L:
labX-6300-1# configure terminal
labX-6300-1 (config)# interface 1/1/10

labX-6300-1 (config-if)# aaa authentication port-access dot1x authenticator enable

2.4.3 =HIEEEE (CLI)

F£1 & HNEHIZENEE, 7 ubt BEERI gateway-role (IXE R
authenticated) TBE VLAN X30, A& tunnel E VMC 231tk
role @i 1tk VLAN 3KBX IP, ARSLIEFRA lab AR VMC-1 1 VMC-2,

ZRAUERE VMM L#HTEEMNES VMC NEE

EFE labX-CX-MM _t:



(LabX-CX-MM) [mynode] #show switches
B|IRE)

All Switches

IP Address IPv6 Address Name Location

Type Model

(BEETHE mm S TR=H

Version

Status Configuration State Config Sync Time (sec) Config ID

10.X.50.21 None
2_73853 up

LabX-CX-MM Building1.floor1
UPDATE SUCCESSFUL 0

10.X.41.11 None
2_73853 up

LabX-CX-VMC-1 Building1.floor1
UPDATE SUCCESSFUL 6

10.X.41.12 None
2_73853 up

LabX-CX-VMC-2 Building1.floor1
UPDATE SUCCESSFUL 8

Total Switches:3

(LabX-CX-MM) [mynode] #show configuration node-hierarchy
BiEE)

Default-node is not configured. Autopark is disabled.

Configuration node hierarchy

Config Node Type Name

/ System

/md System

/md/ubt Group
/md/ubt/00:50:56:ac:60:e1 Device LabX-CX-VMC-2

/md/ubt/00:50:56:ac:bc:49 Device LabX-CX-VMC-1
/mm System

/mm/mynode System

master ArubaMM-VA 8.6.0.

12

ArubaMC-VA 8.6.0.
12

ArubaMC-VA 8.6.0.
12

(BB THRI LA FIRR09E



(LabX-CX-MM) [mynode] #cd /md/ubt (BEXECERRE] /md/ubt)
(LabX-CX-MM) [ubt] #configure terminal

Enter Configuration commands, one per line. End with CNTL/Z

(LabX-CX-MM) [ubt] (config) #vlan X30 (B UBT FIF VLAN)
(LabX-CX-MM) A [ubt] (config-submode)#!

(LabX-CX-MM) ~ [ubt] (config) #write memory

(LabX-CX-MM) [ubt] (config) #user-role authenticated

(LabX-CX-MM) [ubt] (config-submode)#vlan X30

(LabX-CX-MM) ~[ubt] (config-submode)#!

(LabX-CX-MM) ~[ubt] (config) #write memory

(LabX-CX-VMC-1) [MDC] #show rights authenticated
Valid = 'Yes'

CleanedUp = 'No'

Derived Role = 'authenticated'

Up BW:No Limit Down BW:No Limit

L2TP Pool

default-12tp-pool

PPTP Pool = default-pptp-pool
Number of users referencing it = 0
Assigned VLAN = X30

Periodic reauthentication: Disabled
DPI Classification: Enabled

Youtube education: Disabled

Web Content Classification: Enabled
IP-Classification Enforcement: Enabled
ACL Number = 85/0

Openflow: Enabled

Max Sessions = 65535



2.4.4 WIFER

£ 1 H:BENRLKIHEHR Dot X IAERAFPZZH, wired-user6/123456

Advanced settings *
8021 settings

Specify authentication mode

User authentication ~ |} Replace credentials

[oelete credentials For all users

[ClEnable single sign on For this network

Perform immediately before user logon

Perform immediately after user logon

? 10 - Windows Security P
Allov additional dialogs to be displayed during single .

A Replace credentials

This network uses separate virtual LANs For machine <
il e e A i Saving your credentials allows your computer to connect to
the network when you're not logged on (for example, to
download updates).

‘ wired-user6 ‘

— \

OK Cancel

Cancel

F 2 XAABRFRE 1/1/10#0O, PERABZXZ R Dot1 X INIE

RFENEE, ATREXMEOARMEA, TUERNRBEA. IRRER

EERAFZZNE, AILARE lab-admin/arubal23

ERF labX-6300-1 _L:

labX-6300-1# configure terminal
labX-6300-1 (config)# interface 1/1/10
labX-6300-1 (config-if)# shutdown

labX-6300-1 (config-if)# no shutdown

E 3L EFEEE LRI Ethernet! WO BIEFEIRE IP, AJLAE B RimIKEXZ|

10.X.30.0/24 EBRY IP

A

KB tunnel ) vice, & vmce E3KEXEI authenticated @&, ZA R TEE T vian




X30, Zim@EI UL vian FREXRY ip #dlk, WKL FAZOHRAN ,

- Don't touch!!! - Ethernet 2 -~ Ethernet1
%E arubalab.net l?" Disabled ;,E‘ Network 5
@ Intel(R) 82574L Gigabit Net.., @2 Aruba L2 Virtual Adapter 7 Intel(R) 82574L Gigabit Net...
t WIA Connection
Disabled
@ Aruba Virtual Adapter
Network Connection Details X
Network Connection Details:
Property Value e
Connection-specific DN...  arubalab.net
Description e B2E b rgaliehl L
Physical Address 00-50-56-4C-C5-4D
DHCP Enabled Yes
IPv4 Address 10.0.30.100
IPv4 Subnet Mask 256.255.255.0
Lease Obtained Maonday, April 20, 2020 7:26:33 PM
Lease Expires Tuesday, April 21, 2020 7:31:47 PM
IPv4 Default Gateway 10.0.30.250
|Pv4 DHCP Server 10.0.50.20
IPw4 DNS Servers 114114114114
10.0.50.20
IPvd WINS Server
NetBIOS over TepipEn...  Yes
Link-local IPvE Address fe80:951671d:b7aa531a%9
IPvE Default Gateway v
< >

FoLi=hlR LRS!

F1 ZZRAULUEEEE lab FEHR LabX-CX-MM, EE ubt AFPIRE,
BT lab A& A wired-user6 VAR IKERZ 10.X.30.0/24 BB IP,
BREARA lab KiRIKEH ip, ESUL ip ZEAP, IERZAP Aa1pT4et

B#zHlE8, vmel: 10.X.41.11, vmc2: 10.X.41.12

(LabX-CX-MM) [mynode] #show global-user-table list ip 10.X.30.100

Global Users

IP MAC Name Current switch Role Auth
AP name Roaming Essid Bssid Phy Profile
Type User Type



10.X.30.100 00:50:56:ac:c5:4d wired-user6 10.X.41.11 authenticated Tunneled-User

-802.1X 10.X.14.2 Wired tunnel 10 88:3a:30:a24:0f:00 1/1/10 default-tunneled-user
N/A  TUNNELED USER

2 2 %5:183d mdconnect A BB vice (IXE 8 vme-1) , 181 show
tunneled-node-mgr tunneled-nodes WSEERENEIL ubt BFER

SAC (ZEHA) #1S-SAC (&HA)

(LabX-CX-MM) [mynode] #cd labx-cx-vmc-1
(LabX-CX-MM) [00:50:56:ac:3d:ca] #mdconnect

(LabX-CX-VMC-1) [MDC] #show tunneled-node-mgr tunneled-nodes

Tunneled Node Table Entries

Flags: A - Active Switch Anchor Controller(A-SAC),
S - Standby Switch Anchor Controller(S-SAC),
U - Active User Anchor Controller(A-UAC),
X - Standby User Anchor Controller(S-UAC),

C - Convert BC & MC into Unicast,

Name Tunneled Node Mac IP Address Age(d:h:im) Key Tunnel Index SAC IP
Address S-SAC IP Address A-Users S-Users Flags

labX-6300-1 88:3a:30:a24:0f:00 10.X.14.2 00:02:14 deed tunnel 11 10.X.41.11
10.X.41.12 1 0 AUC



2 3 #5:show tunneled-node-mgr tunneled-users <EE tunnel BF

ER, FRZXNEF mac, AIAERIEF vlan 2733 1000 (X30)

H

y I~

F 1000 A tunnel BFPREE vlan (BIEEEM ubt-client-vlan) , X30

AFF vian, BN FEREXR gateway-role (3XE A authenticated) &L

EH vian, TUAERBFE1EE tunnel 10 B A= HI28, aTLLUEE show

datapath tunnel tunnel-id 10 &E&1Z tunnel IFHER

(LabX-CX-VMC-1) [MDC] #show tunneled-node-mgr tunneled-users

Tunneled User Table Entries

Flags: U - User Anchor Controller(UAC),
S - Standby User Anchor Controller(S-UAC),
T - Tagged VLAN,
A - Authenticated on Tunneled Node,

C - Convert BC & MC into Unicast,

User Tunneled User Mac Tunneled Node Mac Vlan UAC IP Address Key T
unnel Index Flags

wired-user6 00:50:56:ac:c5:4d 88:3a:30:a4:0f:00 1000(X30) 10.X.41.11 a tunnel
10 UAC

(LabX-CX-VMC-1) [MDC] #show datapath tunnel tunnel-id 10

Datapath Tunnel Table Entries




Flags: E - Ether encap, | - Wi-Fi encap, R - Wired tunnel, F - IP fragment OK
W - WEP, K - TKIP, A - AESCCM, G - AESGCM, M - no mcast src filtering

S - Single encrypt, U - Untagged, X - Tunneled node, 1(cert-id) - 802.1X Term-
PEAP

2(cert-id) - 802.1X Term-TLS, T - Trusted, L - No looping, d - Drop Bcast/Unkno

wn Mecast,
D - Decrypt tunnel, a - Reduce ARP packets in the air, e - EAPOL only

C - Prohibit new calls, P - Permanent, m - Convert multicast, B - Bgw peer uplink t

unnel
n - Convert RAs to unicast(VLAN Pooling/L3 Mobility enabled), s - Split tunnel
V - enforce user vlan(open clients only), x - Striping IP, z - Datazone

H - Standby (HA-Lite), u - Cluster UAC tunnel, b - Active AAC tunnel, t - Cluster s-
AAC tunnel

c - IP Compression, g - PAN GlobalProtect Tunnel, w = Tunneled Node Heartbeat
B - Cluster A-SAC Mcast, G - Cluster S-SAC Mcast, | - Tunneled Node user tunnel

f - Static GRE Tunnels, k- keepalive enabled, Y - Convert BC/MC to Unicast

Tunnel's: Session Index, Session route/cache Version Number[TSIDX SRTRCV]

# Source Destination Prt Type MTU VLAN Acls
BSSID Decaps Encaps RxBytes TxBytes Heartbeats TSIDX
SRTRCV  ActvAACIP StriplP Flags
10 10.X.41.11 10.X.14.2 47 a 1500 O 0 O 0 0 0
88:3a:30:a24:0f:00 6132 6923 3886963 2742102 0 21
14 0.0.0.0 0.0.0.0 EUPRIY

%F 4 % 1=2HIz2 EE AR debug i< : show station-table .show user..show

tunneled-node-mgr trace-buf count 10



(LabX-CX-VMC-1) [MDC] #show station-table

Station Entry

MAC Name Role Age(d:h:m) Auth AP name Essid Ph
y Remote Profile User Type
00:50:56:ac:c5:4d wired-user6 authenticated 00:00:25 Yes 10.X.14.2 - 1/1/10
No default-tunneled-user TUNNELED USER

Station Entries: 1

(LabX-CX-VMC-1) [MDC] #show user

This operation can take a while depending on number of users. Please be patient ....

IP MAC Name Role Age(d:h:im) Auth
VPN link AP name Roaming  Essid/Bssid/Phy Profile
Forward mode Type Host Name User Type

10.X.30.100 00:50:56:ac:c5:4d wired-user6 authenticated 00:00:25 Tunneled-User-80
2.1X 10.X.14.2 Tunneled tunnel 10/88:3a:30:a4:0f:00/1/1/10 default-tunneled-
user tunnel TUNNELED USER

User Entries: 1/1

Curr/Cum Alloc:1/1 Free:0/0 Dyn:1 AllocErr:0 FreeErr:0

(LabX-CX-VMC-1) [MDC] #show tunneled-node-mgr trace-buf count 10

TNM Trace Buffer



Apr 20 17:43:40 sos SW hb tun created 10.X.14.2 tunnel 11.

Apr 20 17:43:40 * SW BS Ack not sent 10.X.14.2 bucket map absent.

Apr 20 17:43:40 gsm Nodelist not sent 10.X.14.2 SW bootstrap ack not yet sent.
Apr 20 17:43:40 * SW BS Ack not sent 10.X.14.2 bucket map absent.

Apr 20 17:43:40 gsm Bucketmap not sent 10.X.14.2 SW bootstrap ack not yet sent.
Apr 20 17:43:40 <-- SW Bootstrap Ack 10.X.14.2 SBY=10.X.41.12

Apr 20 19:24:16 --> User bootstrap req 10.X.14.2 00:50:56:ac:c5:4d rsvd-vid=1 vian=1
000 key=10 role=authenticated flags=6 mtu=1500 server=0.0.0.0.

Apr 20 19:24:16 sos User tunnel created 10.X.14.2 00:50:56:ac:c5:4d dormant=0 tunnel
10.

Apr 20 19:24:16 gsm Publish tun user 10.X.14.2 00:50:56:ac:c5:4d.

Apr 20 19:24:16 <-- User bootstrap ack 10.X.14.2 00:50:56:ac:c5:4d assigned vlan=X3
0 L2=1 S-UAC=10.X.41.12 idx=36 status=1:Success.

% 5 & ERFIZE L license BIERE: show license-usage ap

(LabX-CX-VMC-1) [MDC] # show license-usage ap

AP Licenses

Type Number
AP Licenses 10

RF Protect Licenses 10

PEF Licenses 10
MM Licenses 10
MC-VA Licenses 10
MC-VA country cn
Controller License True

Overall AP License Limit 10



Type Count
Active CAPs 0
Active RAPs 0

Remote-node APs 0

Active MUX 0
Active PUTN 1
Total APs 1

Remaining AP Capacity

Type Number

CAPs 9
RAPs 9
o] Wml: LR

% 1 &:7E labX-6300-1 ki@t show aaa authentication port-access
interface all client-status & ZKIHINERSKREF role, &1 show

port-access role &% role IS

ZRF ]abX-6300-1 _L:
labX-6300-1# show aaa authentication port-access interface all client-status

Port Access Client Status Details



Client 00:50:56:ac:c5:4d, wired-user6

Session Details

Port :1/1/10

Session Time : 1500s

Authentication Details

Status : dot1x Authenticated

Auth Precedence : dot1x - Authenticated, mac-auth - Not attempted

Authorization Details

Role : tunnel-mc

Status : Applied

labX-6300-1# show port-access role

Role Information:

Name : tunnel-mc

Type : local

Reauthentication Period
Authentication Mode
Session Timeout

Client Inactivity Timeout
Description

Gateway Zone : test



UBT Gateway Role : authenticated
Access VLAN

Native VLAN

Allowed Trunk VLANs

MTU

QOS Trust Mode

PoE Priority

Captive Portal Profile

Policy

% 2 £ X L E A debug < : show ubt. show ubt state . show ubt
statistics . show ubt information. show ubt users all. show ubt users

count

ERF labX-6300-1 _L:

labX-6300-1# show ubt

Zone Name : test
Primary Controller : 10.X.41.11
Backup Controller : 10.X.41.12

SAC HeartBeat Interval : 1

UAC KeepAlive Interval : 60

VLAN lIdentifier : 1000

VRF Name : default
Admin State : Enabled
PAPI Security Key : Disabled

labX-6300-1# show ubt state
Local Master Server (LMS) State:

LMS Type IP Address State




Primary : 10.X.41.11 ready_for_bootstrap

Secondary : 10.X.41.12 ready_for_bootstrap

Switch Anchor Controller (SAC) State:

IP Address MAC Address State
Active 1 10.X.41.11 00:50:56:ac:3d:ca Registered
Standby 1 10.X.41.12 00:0c:29:a3:e0:b6 Registered

User Anchor Controller(UAC): 10.X.41.11

User Port State

Bucket ID Gre Key

00:50:56:ac:c5:4d  1/1/10 registered 36

labX-6300-1# show ubt statistics

UBT Statistics

Control Plane Statistics

Active : 10.X.41.11

Bootstrap Tx 01 Bootstrap Ack Rx : 1
Nodelist Rx : 0 Nodelist Ack Tx : 0
Bucketmap Rx : 0 Bucketmap Ack Tx : 0
Failover Tx : 0 Failover Ack Rx : 0
Unbootstrap Tx : 0 Unbootstrap Ack Rx : O
Heartbeat Tx : 10720 Heartbeat Ack Rx : 10720

Standby : 10.X.41.12

Bootstrap Tx 01 Bootstrap Ack Rx : 1

10



Nodelist Rx : 0
Bucketmap Rx : 0
Failover Tx : 0
Unbootstrap Tx : 0

Heartbeat Tx : 10720

UAC : 10.X.41.11
Bootstrap Tx 1 2
Unbootstrap Tx : 1

Keepalive Tx : 0

UAC : 10.X.41.12
Bootstrap Tx : 0
Unbootstrap Tx : 0

Keepalive Tx : 0

Data Plane Statistics

Nodelist Ack Tx : 0

Bucketmap Ack Tx : 0

Failover Ack Rx : 0

Unbootstrap Ack Rx : O

Heartbeat Ack Rx : 10720

Bootstrap Ack Rx : 2
Unbootstrap Ack Rx : 1

Keepalive Ack Rx : 0

Bootstrap Ack Rx : 0
Unbootstrap Ack Rx : O

Keepalive Ack Rx : 0

UAC Packets Tx Packets Rx
10.0.50.67 : QO 0
10.X.41.11 i 1256 1500
10.X.41.12 . 0 0

labX-6300-1# show ubt information

SAC Information :

Active 1 10.X.41.11

Standby : 10.X.41.12



Node List Information :

Cluster Name : selab-ubt

Node List

10.X.41.11

10.X.41.12

Bucket Map Information :

Bucket Map Active : [0...255]

Bucket ID A-UAC S-UAC Connectivity
0 10.X.41.11 10.X.41.12 L2
255 10.X.41.12 10.X.41.11 L2

labX-6300-1# show ubt users all
Displaying All UBT Users for Zone: test
Downloaded user roles are preceded by *

Port Mac-Address Tunnel Status

Secondary-UserRole

Failure Reason

1/1/10 00:50:56:ac:ch:4d activated

labX-6300-1# show ubt users count

Total Number of Users using ubt Zone : test is 1

authenticated



2 3 & 7E LabX-CX-CPPM £&EEFDIRIZES, AILATFERILE dot1x IAIE
B INRIIER, Login Status 8 ACCEPT, RZIAEIEREFABKIEME
BERmE, ITHHE®ER-K, EEHNTEENHE R send-tunnel-mc-role,

TA&7T Aruba-User-Role B,

L
i *) 8as S Go | Clear Fitter | 27 (100 %) e

[ I
Username | Service Login Status

|+ Live_Monitoring
(onzal
o it 2% 1.

RADIUS 2020/04/20

19:31:52

wired-useré wired-dotlx-auth ACCEPT

e m

SEEIMATEEE [send-tunnel-mc-role]

RARIIRTS: UNKNOWN (100)
It RERRE: UNKNOWN (100)
RADIUS [fIEL

I Radius:Aruba:Aruba-User-Role tunnel-mc ]

25 ETF DURH UBTEE
2.5.1 ClearPass Bt & (GUI)

1507 BE > 56 > ABP, SALAN RS 5, §
t— B

RR# AT L

wired—user7 | 123456 dot1x JAIE, 2K DUR TAY ubt




aruvba ClearPass Policy Manager Menu —
B} ®E > 51 » StAF

o
AR BN
- & SikmF
£ LA FFEA |2r Account Settings
L3 RS ClearPass Policy Manager lists all local users in the Local Users page.
= S_ e om0 (550, | T8 BED mat) [Go ] Clear Filter | 27 (20 30
12 5ingle 5ign-0On
| # = RPID. & Bt RS
foY 1=t =
L3 BSENIIR
fo |-}
L FAtEmRET
HBAERAP
FF 1D: wired-user?
B wired-user?7
B | leeeseseseassees
INEEERS: T
BRAF: v (&R HAF)
EHER: ) (Check to force change password on
=R ([Other] | 1)
Bt
43 E

1.| Click to add...

# ® HAFID. B RE &

1 wired-userl wired-userl [Other] Enabled
2 wired-user2 wired-user2 [Other] Enabled
3 wired-user3 wired-user3 [Other] Enabled
4. ) wired-user4 wired-userd [Other] Enabled
5 wired-user5 wired-user5 [Other] Enabled
6 wired-user6 wired-useré [Other] Enabled
7 wired-user? wired-user?7 [Other] Enabled

F2H4TH BE > BFRT-> REXMH, RALAN HIaHEHRITE

EXM 957, SIB—NERREIRTEEXMY (8 ubt BF T4 DUR)

> 1EHR: Aruba RADIUS &&I#1T

> ZR: send-DUR-tunnel-mc2-role



= Next #ZiHA B HEERE
1. Radius:Aruba Aruba-CPPM-Role = <THE&mZS>

port-access role tunnel-mc2
gateway-zone zone test gateway-role authenticated

exit

sEHIA TEC B

E!I‘FF Bt W=

iR (Aruba RADIUS 38#IHAT | %
=R send-DUR-tunnel-mc2-role

HAA
E-Fil Y RADIUS
1R1E: ° BT O BE O W
wEATIR:

( --Select-- B %) -
SEFIHATECE S

BEEXfF EE =

port-access role tunnel-mc2
gateway-zone zone test gateway-role
authenticated

14 Radius:Aruba Aruba-CPPM-Role =

exit

2.| Click to add...

EILHTH ME > EFIRT > R, fAUNENPRE

i}

wired-dot1x-enf, fEiRHIHTREEE O PR N #EIRK, = “Add Rule”

NI —5R R IR
> % (Tips:Role EQUALS [User Authenticated])
AND  (Authentication:Username CONTAINS user7)

> BLEXMHEZ: send-DUR-tunnel-mc2-role



= URET R, BR “RET REARTFRE

C U ER ] BB » SBHIRAT » REE
et} ° = e IRINGEBIHAT S
| BT =ikl
ey BE © 2, SHERINITHRE
{3 BTG ClearPass controls network access by evaluating an enforcement policy associated with the service.
13 RS
: ‘S;g e (B 1 (ma?) wired [ Go | Clear Filter | 2R
-, # W &W. £ 8
- 8BS il () wired-dotlx-enf RADIUS
agﬁ[ﬁl 28 ) wired-mac-auth-enf RADIUS
£ BB S 3. | © wired-portal-enf WEBAUTH
. +?i§ . | BRBEME—E— 25 |
% Natwnr| ran
SEHIHATREE - wired-dotlx-enf
BE  ENAT
FMF R EE: © EEE-LE O EEFMBEE
Enforcement Policy Rules:
Conditions Actions

1 (Tips:Role EQUALS [User Authenticated])

i A (Authentication:Username CONTAINS userl)
2 (Tips:Role FQUALS [User Authenticated])

. (Authentication:Username CO NS user2)
3 (Tips:Role EQUALS [User Authenticated])

: (Authentication:Username CONTAINS user3)
a (Tips:Role EQUALS [User Authenticated])

. (Authentication:Username CONTAINS userd)
5 (Tips:Role EQUALS [User Authenticated])

3| / (Authentication:Username CONTAINS user6)

[Allow Access Profile]
send-vlan
send-employee-role
send-DUR-role

send-tunnel-mc-role

FUNIERSE 2R

ECs
ICES AT ARE &ft
1.|| Tips Role EQUALS [User Authenticated]
2. || Authentication Username CONTAINS user?
3. | Click to add...
EBHATECE X

EEXHE: [RADIUS] send-DUR-tunnel-mc2-role

Remove

| --Select to Add--




WE  ESnG
FNFHHEE: o JEEE—TLE JEEFRAE LES
Enforcement Policy Rules:

Conditions Actions

(Tips:Role [User Authenticated]) ’
L. (Authentication:Username userl) [Allaw.Aceess Protile]
(Tips:Role [User Authenticated]) y
2 (Authentication:Username user2) gelEdsddn
3 (Tips:Role [User Authenticated]) o ——
: (Authentication:Username user3) RRY
(Tips:Role [User Authenticated])
+ (Authentication:Username userd) RERAERIDREIC
(Tips:Role [User Authenticated]) ) o
= (Authentication:Username user6) sench-tunnel-mesrole
(Tips:Role > [User Authenticated]) . . 7 _
e (Authentication:Username user7) [RADIUS] send-DUR-tiRgg=miRgrage
Add Rule |i§ ) i |

2.5.2 X#HEE (CLI)

ARETME AP X wired-user7/123456 58h% Dot1X iAME/E, ClearPass T4 DUR

(tunnel-mc2) BN, F T AL role B9 gateway-role A authenticated,

EF DUR B9 UBT, RN EAFEFEEAMA role (Bl port-access role

NOTE tunnel-mc2) , H ClearPass TA&lt role & role THEE .

ELI DUR, Xt L EELE ClearPass HTTPS IREZZ|IEHBHIHRIES (Root CA),
ClearPass EEESIZEE T user role REHKF, XELNAZTEL—FHN “&@

i Dot1X IAUESEHE DUR” B, XEARBNA,

£ 1 & XM LB E ubt-client-vlan, B tunnel BF{RE vlan 1000, iX
HOEREE “EF LURNUBTEE ETHERM, HWAEEBEE,
535 abX-6300-1 £

labX-6300-1# configure terminal

labX-6300-1 (config)# vian 1000



labX-6300-1(config-vlan-1000)# exit
labX-6300-1(config)# ubt-client-vlan 1000

labX-6300-1(config)# ip source-interface ubt 10.X.11.4

% 2 & XN LECE ubt zone, XEDEERE "EFT LURN UBTEE” =

THESK, AAREFEBRE,

ERF labX-6300-1 _L:

labX-6300-1# configure terminal

labX-6300-1(config)# ubt zone test vrf default
labX-6300-1(config-ubt-test)# primary-controller ip 10.X.41.11
labX-6300-1 (config-ubt-test)# backup-controller ip 10.X.41.12
labX-6300-1 (config-ubt-test)# enable

labX-6300-1(config-ubt-test)# exit

£ 3L MM 1/1/10 #FEOFS Dot XGAIE, XEPLEERE “EF LURK

UBTEE" ETHERTMN, WEAFTESEE,

ZREF labX-6300-1 _L:
labX-6300-1# configure terminal
labX-6300-1(config)# interface 1/1/10

labX-6300-1(config-if)# aaa authentication port-access dot1x authenticator enable

2.5.3 =4I3ZEE (CLI)

£ HETREIEENESR, & ubt BBERM gateway-role (XEH
authenticated) TEE VLAN X30, FFIEE tunnel  VMC 231t

role @I ItE VLAN 3REX IP , ANSLIRFRA lab AR VMC-1 #1 VMC-2,



ZRAUERE VMM L#HTEEMNES VMC NEEE ., (ZEoHIEE

(d
i

£ 543 ETHNA)

25.4 WiIFER

$ 1 £ 5ENRLKRIREK Dot X INERFPZ%8, wired-user7/123456

Advanced settings *
8021 settings

Specify authentication mode

User authentication ~ |} Replace credentials

[oelete credentials For all users

[ClEnable single sign on For this network

Perform immediately before user logon

Perform immediately after user logon
15 10 & Windows Security X
Allov additional dialogs to be displayed during single

! Replace credentials
sign on

This network uses separate virtual LANs For machine

Savin ur credentials allows your computer to connect t
and user authentication g yo tials allows your compi 0

the network when you're not logged on (for example, to
download updates).

wired-user7

OK Cancel

g
E 2L XBHBXRFAEB 1/1/10#20A, UMAB%ZLIR Dot X AIE

ERF labX-6300-1 _L:

labX-6300-1# configure terminal
labX-6300-1 (config)# interface 1/1/10
labX-6300-1 (config-if)# shutdown

labX-6300-1 (config-if)# no shutdown

E 3L EFEEE LRI Ethernet! WO BIEFEIRE IP, AJLAE B RimIKEXZ|

10.X.30.0/24 EBRY IP

A

KB tunnel ) vice, & vmce E3KEXEI authenticated @&, ZA R TEE T vian




X30, Zim@EI UL vian FREXRY ip #dlk, WKL FAZOHRAN ,

- Don't touch!!! - Ethernet 2
.$5 ar et L’ Disabled

@ Inte (R) 82574L Gigabit Net... & Aruba L2 Virtual Adapter 574L Gigabit Net..,
l‘ WIA Connection

M5 Disabled

@7 Aruba Virtual Adapter
Network Connection Details X

Network Connection Details:

Property Value
Connection-specific DN...  arubalab.net
Description SntellB1 825741 Gigahit Metwark Connect
Physical Address 00-50-56-AC-C5-4D
DHCP Enabled Yes
IPv4 Address 10.0.30.100
IPv4 Subnet Mask 255.255.255.0
Lease Obtained Monday, April 20, 2020 9:55:37 PM
Lease Expires Tuesday, &pril 21, 2020 9:55:37 PM
|IPv4 Default Gateway 10.0.30.250
IPv4 DNS Servers 114114114114
10.0.50.20

IPv4 WINS Server
NetBIOS over TepipEn..  Yes

Link-local IPvE Address  fe80::951b:671d:b7aa:531a%9
IPvE Default Gateway

IPvE DNS Server

< >

Close

FoLi=hlR LAIR<:

F1 &5 ZRALUEERE lab KEHR LabX-CX-MM, &F ubt FAFPIRE,
HFE lab HEBE AR wired-user7 LAKIKERE) 10.0.30.0/24 RHI IP,
BREARAE labX KiHIKEH IP, @It IP EEBF, iCRiZBFPYEI

RepiEHlEE, VMC-1: 10.X.41.11, VMC-2: 10.X.41.12

(LabX-CX-MM) [mynode] #show global-user-table list ip 10.X.30.100

Global Users

IP MAC Name Current switch Role Auth
AP name Roaming Essid Bssid Phy Profile
Type User Type



10.X.30.100 00:50:56:ac:c5:4d wired-user7 10.X.41.11 authenticated Tunneled-User

-802.1X 10.X.14.2 Wired tunnel 10 88:3a:30:a24:0f:00 1/1/10 default-tunneled-user
N/A  TUNNELED USER

2 2 &:@83d mdconnect HA B PR VMC (X E 3 VMC-1 ), i&1d show
tunneled-node-mgr tunneled-nodes WSEERENEIL ubt BFER

SAC (ZEHA) #1S-SAC (&HA)

(LabX-CX-MM) [mynode] # cd labx-cx-vmc-1
(LabX-CX-MM) [00:50:56:ac:3d:ca] #mdconnect

(LabX-CX-VMC-1) [MDC] #show tunneled-node-mgr tunneled-nodes

Tunneled Node Table Entries

Flags: A - Active Switch Anchor Controller(A-SAC),
S - Standby Switch Anchor Controller(S-SAC),
U - Active User Anchor Controller(A-UAC),
X - Standby User Anchor Controller(S-UAC),

C - Convert BC & MC into Unicast,

Name Tunneled Node Mac IP Address Age(d:h:im) Key Tunnel Index SAC IP
Address S-SAC IP Address A-Users S-Users Flags

labX-6300-1 88:3a:30:24:0f:00 10.X.14.2 00:04:13 deed tunnel 11 10.X.41.11
10.X.41.12 1 0 AUC



2 3 #5:show tunneled-node-mgr tunneled-users <EE tunnel BF

ER, FRZXNEF mac, AIAERIEF vlan 2733 1000 (X30)

H

y I~

F 1000 A tunnel BFPREE vlan (BIEEEM ubt-client-vlan) , X30

AFF vian, BN FEREXR gateway-role (3XE A authenticated) &L

EH vian, TUAERBFE1EE tunnel 10 B A= HI28, aTLLUEE show

datapath tunnel tunnel-id 10 &E&1Z tunnel IFHER

(LabX-CX-VMC-1) [MDC] #show tunneled-node-mgr tunneled-users

Tunneled User Table Entries

Flags: U - User Anchor Controller(UAC),
S - Standby User Anchor Controller(S-UAC),
T - Tagged VLAN,
A - Authenticated on Tunneled Node,

C - Convert BC & MC into Unicast,

User Tunneled User Mac Tunneled Node Mac Vlan UAC IP Address Key T
unnel Index Flags

wired-user7 00:50:56:ac:c5:4d 88:3a:30:a4:0f:00 1000(X30) 10.X.41.11 a tunnel
10 UAC

(LabX-CX-VMC-1) [MDC] #show datapath tunnel tunnel-id 10

Datapath Tunnel Table Entries

Flags: E - Ether encap, | - Wi-Fi encap, R - Wired tunnel, F - IP fragment OK



W - WEP, K - TKIP, A - AESCCM, G - AESGCM, M - no mcast src filtering

S - Single encrypt, U - Untagged, X - Tunneled node, 1(cert-id) - 802.1X Term-
PEAP

2(cert-id) - 802.1X Term-TLS, T - Trusted, L - No looping, d - Drop Bcast/Unkno

wn Mcast,
D - Decrypt tunnel, a - Reduce ARP packets in the air, e - EAPOL only

C - Prohibit new calls, P - Permanent, m - Convert multicast, B - Bgw peer uplink t

unnel
n - Convert RAs to unicast(VLAN Pooling/L3 Mobility enabled), s - Split tunnel
V - enforce user vlan(open clients only), x - Striping IP, z - Datazone

H - Standby (HA-Lite), u - Cluster UAC tunnel, b - Active AAC tunnel, t - Cluster s-
AAC tunnel

c - IP Compression, g - PAN GlobalProtect Tunnel, w - Tunneled Node Heartbeat
B - Cluster A-SAC Mcast, G - Cluster S-SAC Mcast, | = Tunneled Node user tunnel

f - Static GRE Tunnels, k- keepalive enabled, Y - Convert BC/MC to Unicast

Tunnel's: Session Index, Session route/cache Version Number[TSIDX SRTRCV]

# Source Destination Prt Type MTU VLAN Acls

BSSID Decaps Encaps RxBytes TxBytes Heartbeats TSIDX
SRTRCV  ActvAACIP StripIP Flags
10 10.X.41.11 10.X.14.2 47 a 1500 0 0 O O O O
88:3a:30:24:0f:00 32 81 5055 7119 0 21
14 0.0.0.0 0.0.0.0 EUPRIY

% 4 & 1528 L5 B debug < : show station-table .show user .show

tunneled-node-mgr trace-buf count 10

(LabX-CX-VMC-1) [MDC] #show station-table

Station Entry



MAC Name Role Age(d:h:im) Auth AP name Essid Ph
y Remote Profile User Type

00:50:56:ac:c5:4d wired-user7 authenticated 00:00:04 Yes 10.X.14.2 - 1/1/10
No default-tunneled-user TUNNELED USER

Station Entries: 1

(LabX-CX-VMC-1) [MDC] #show user

This operation can take a while depending on number of users. Please be patient ....

IP MAC Name Role Age(d:h:m) Auth
VPN link AP name Roaming  Essid/Bssid/Phy Profile
Forward mode Type Host Name User Type

10.X.30.100 00:50:56:ac:c5:4d wired-user7 authenticated 00:00:05 Tunneled-User-80
2.1X 10.X.14.2 Tunneled tunnel 10/88:3a:30:a24:0f:00/1/1/10 default-tunneled-
user tunnel TUNNELED USER

User Entries: 1/1

Curr/Cum Alloc:1/1 Free:0/0 Dyn:1 AllocErr:0 FreeErr:0

(LabX-CX-VMC-1) [MDC] #show tunneled-node-mgr trace-buf count 10

TNM Trace Buffer

Apr 20 21:52:19 gsm Publish tun user 10.X.14.2 00:50:56:ac:c5:4d.



Apr 20 21:52:19 <--
L2=1 S-UAC=10.X.41

Apr 20 21:54:46
10.

->

Apr 20 21:54:46 sos

User bootstrap ack 10.X.14.2 00:50:56:ac:c5:4d assignedvlan=30
.12 idx=36 status=1:Success.

User Unbootstrap Req 10.X.14.2 00:50:56:ac:c5:4d reason=5, key=

User tunnel removed 10.X.14.2 00:50:56:ac:c5:4d tunnel 10.

Apr 20 21:54:46 gsm Delete tun user 10.X.14.2 00:50:56:ac:c5:4d.

Apr 20 21:54:46 <--
1:Success.

Apr 20 21:54:52 -->

User Unbootstrap Ack 10.X.14.2 00:50:56:ac:c5:4d key=10 status=

User bootstrap req 10.X.14.2 00:50:56:ac:c5:4d rsvd-vid=1 vlan=

1000 key=10 role=authenticated flags=6 mtu=1500 server=0.0.0.0.

Apr 20 21:54:52 sos
el 10.

User tunnel created 10.X.14.2 00:50:56:ac:c5:4d dormant=0 tunn

Apr 20 21:54:52 gsm Publish tun user 10.X.14.2 00:50:56:ac:c5:4d.

Apr 20 21:54:52 <--
L2=1 S-UAC=10.X.41

User bootstrap ack 10.X.14.2 00:50:56:ac:c5:4d assignedvlan=30
.12 idx=36 status=1:Success.

% 5 L mERFIEE L license BITEEE: show license-usage ap

(LabX-CX-VMC-1) [MDC] # show license-usage ap

AP Licenses

Type

AP Licenses

RF Protect Licenses
PEF Licenses

MM Licenses
MC-VA Licenses
MC-VA country

Controller License

Number

10

10

10

10

10

cn

True

Overall AP License Limit 10



Type Count
Active CAPs 0
Active RAPs 0

Remote-node APs 0

Active MUX 0
Active PUTN 1
Total APs 1

Remaining AP Capacity

Type Number

CAPs 9
RAPs 9
o] Wal: LR

% 1 &% 1F 1labX-6300-1 _Li@3d show aaa authentication port-access

interface all client-status EHZXIHINERSKEF role, &

port-access role EEZ role lIS#(

ERF labX-6300-1 _L:

labX-6300-1# show aaa authentication port-access interface all client-status

Port Access Client Status Details

Client 00:50:56:ac:c5:4d, wired-user7

Session Details



Port :1/1/10

Session Time : 105s

Authentication Details

Status : dot1x Authenticated

Auth Precedence : dot1x - Authenticated, mac-auth - Not attempted

Authorization Details

Role : send_DUR_tunnel_mc2_role-3012-1

Status : Applied

labX-6300-1# show port-access role

Role Information:

Name : send_DUR_tunnel_mc2_role-3012-1
Type : clearpass

Status: Completed

Reauthentication Period
Authentication Mode
Session Timeout

Client Inactivity Timeout

Description
Gateway Zone : test
UBT Gateway Role : authenticated

Access VLAN

Native VLAN



Allowed Trunk VLANs
MTU

QOS Trust Mode
PoE Priority

Captive Portal Profile

Policy

5 2 & X L E AR debug < : show ubt. show ubt state . show ubt
statistics . show ubt information. show ubt users all. show ubt users

count

ERF labX-6300-1 _L:

labX-6300-1# show ubt

Zone Name : test
Primary Controller : 10.X.41.11
Backup Controller 1 10.X.41.12

SAC HeartBeat Interval : 1

UAC KeepAlive Interval : 60

VLAN lIdentifier : 1000

VRF Name : default
Admin State : Enabled
PAPI Security Key : Disabled

labX-6300-1# show ubt state
Local Master Server (LMS) State:

LMS Type IP Address State

Primary : 10.X.41.11 ready_for_bootstrap

Secondary : 10.X.41.12 ready_for_bootstrap



Switch Anchor Controller (SAC) State:

IP Address MAC Address State
Active 1 10.X.41.11 00:50:56:ac:3d:ca Registered
Standby 1 10.X.41.12 00:0c:29:a3:e0:b6 Registered

User Anchor Controller(UAC): 10.X.41.11

User Port State Bucket ID Gre Key

00:50:56:ac:c5:4d  1/1/10 registered 36 10

labX-6300-1# show ubt statistics

UBT Statistics

Control Plane Statistics

Active : 10.X.41.11

Bootstrap Tx 01 Bootstrap Ack Rx : 1
Nodelist Rx g0 Nodelist Ack Tx : 0
Bucketmap Rx : 0 Bucketmap Ack Tx : 0
Failover Tx : 0 Failover Ack Rx : 0
Unbootstrap Tx : 0 Unbootstrap Ack Rx : O
Heartbeat Tx : 15655 Heartbeat Ack Rx : 15655

Standby : 10.X.41.12

Bootstrap Tx 01 Bootstrap Ack Rx : 1
Nodelist Rx : 0 Nodelist Ack Tx : 0
Bucketmap Rx : 0 Bucketmap Ack Tx : 0

Failover Tx : 0 Failover Ack Rx : 0



Unbootstrap Tx : 0

Heartbeat Tx : 15655

UAC : 10.X.41.11
Bootstrap Tx 5 7
Unbootstrap Tx : 6

Keepalive Tx : 0

UAC :10.X.41.12
Bootstrap Tx : 0
Unbootstrap Tx : 0

Keepalive Tx : 0

Data Plane Statistics

Unbootstrap Ack Rx : O

Heartbeat Ack Rx : 15655

Bootstrap Ack Rx : 7
Unbootstrap Ack Rx : 6

Keepalive Ack Rx : 0

Bootstrap Ack Rx : 0
Unbootstrap Ack Rx : O

Keepalive Ack Rx : 0

UAC Packets Tx Packets Rx
10.0.50.67 . 0 0
10.X.41.11 : QO 0
10.X.41.12 : 0 0

labX-6300-1# show ubt information

SAC Information :

Active ¢ 10.X.41.11

Standby : 10.X.41.12



Node List Information :

Cluster Name : selab-ubt

Node List

10.X.41.11

10.X.41.12

Bucket Map Information :

Bucket Map Active : [0...255]

Bucket ID A-UAC S-UAC Connectivity
0 10.X.41.11 10.X.41.12 L2
255 10.X.41.12 10.X.41.11 L2

labX-6300-1# show ubt users all
Displaying All UBT Users for Zone: test
Downloaded user roles are preceded by *

Port Mac-Address Tunnel Status

Secondary-UserRole

Failure Reason

1/1/10 00:50:56:ac:c5:4d activated

labX-6300-1# show ubt users count

authenticated

Total Number of Users using ubt Zone : test is 1



% 3 5.7 LabX-CX-CPPM EEEIHDIRERES, AIIAEEEILIK dot1x IAIE
B INRIIER, Login Status 8 ACCEPT, RZIAEIEREFABKIEME
SRE, fIFmEERF, BEHRTiENXSN

send-DUR-tunnel-mc2-role, A&7 Aruba-CPPM-Role B,

L

5 m Clear Filter Bi® (100 ¥ 2%

| Source | Username Service Login Status 'Request
Timestamp »

2020/04/20

22:02:50

RADIUS wired-user7 wired-dotlx-auth ACCEPT

BE_ HA
EITERS | send-DUR-tunnel-mc2-role |
RERSIDIRE: UNKNOWN (100)
BRI UNKNOWN (100)

RADIUS [z

Radius:Aruba:Aruba-CPPM-Role send_DUR_tunnel_mc2_role-3012-1
port-access role tunnel-mc2

gateway-zone zone test gateway-role authenticated
exit

26 ERE&H

ZRF labX-6300-1 _L:
1labX-6300-1# write memory
Configuration changes will take time to process, please be patient.

1labX-6300-1# copy running-config checkpoint task3-done-labX (Fic B AT
F LA flash 1)

Configuration changes will take time to process, please be patient.

1labX-6300-1# show checkpoint list

CPC20200408031408



CPC20200408032505
task2-done-1labX
task3-done-1labX
startup-config
CPC20200408035054
AUT020200408035118
CPC20200408100133

ZERO-1abX

IR EE T H A AT #AL (LabX-8400-1. 1abX-8400-2 fil 1abX-8400-core) &#H{AEXE FHEMAELELM
BiE.
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