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Lab Objective

This lab will enable the reader to gain hands-on experience with Virtual Network-Based Tunneling, which uses local user roles
over L2 Virtual Extensible LAN (VXLAN) and Ethernet VPN (EVPN), which is called Virtual Network-Based Tunneling at Aruba
(VNBT).

Lab Overview

This lab as shown in Figure 1 will allow you to provide end hosts (Virtual PC Simulator - VPCS) on the same subnet with L2
overlay network connectivity across the VXLAN data plane tunnel created by EVPN control plane using local user roles to apply
the end points into VNBT tunnels (role-based clients using VXLAN).

OSPF is used as the IP underlay Interior Gateway Protocol (IGP) to provide loopback connectivity for IBGP peering (AS#65001).
IBGP EVPN with Route Reflectors (RRs) are used in this example to prevent the need for full mesh IBGP peers.


https://www.eve-ng.net/index.php/documentation/howtos/howto-add-aruba-cx-switch/
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VXLAN EVPN scales better compared to flood and learn static VXLAN and allows use cases such as distributed L3 anycast
gateways. Take note that L3 VXLAN does not currently work with AOS-CX VMs.

Spinel/Spine2 will function as IBGP EVPN RRs, while Leafl/Leaf2 will function as IBGP EVPN RR clients.

VLAN 110 will be mapped to VXLAN Network Identifier (VNI) 110 to provide L2 overlay connectivity across the leaf/access
switches.

Lab Network Layout
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Figure 1. Lab topology and addresses

Lab Tasks
Task 1 — Lab setup

For this lab refer to Figure 1 for topology and IP address details.

e Start all the devices, including VPCS hosts
e Open each switch console and log in with user “admin” and no password

e Change all hostnames as shown in the topology:
configure
hostname ..

e On all devices, bring up required ports:
int 1/1/1-1/1/6



no shutdown
use “exit” to go back a level

e Validate LLDP neighbors appear as expected on each switch
show 1ldp neighbor

Leafl
Leafl(config)# sh 11d neighbor-info

LLDP Neighbor Information

Total Neighbor Entries : 2
Total Neighbor Entries Deleted 0
Total Neighbor Entries Dropped 0
Total Neighbor Entries Aged-Out : O
LOCAL-PORT CHASSIS-ID PORT-ID PORT-DESC TTL
1/1/2 08:00:09:8a:14:fa 1/1/2 17172 120
1/1/3 08:00:09:12:8e:9e 1/1/2 1/1/2 120

Task 2 — Configure IP Underlay Interfaces

e Configure interfaces, IPs and required VLANSs on the 4 switches

Leafl

Leafl(config)# int 1o O
Leafl(config-loopback-if)# ip add 192.168.2.3/32
Leafl(config-loopback-if)# ip ospf 1 area O

OSPF process does not exist.

Do you want to create (y/n)? y

OSPF Area is not configured.

Do you want to create (y/n)? y

Leafl(config-loopback-if)# router ospf 1
Leafl(config-ospf-1)# router-id 192.168.2.3
Leafl(config-ospf-1)# int 1/1/2
Leafl(config-if)# ip add 192.168.4.1/31
Leafl(config-if)# ip ospf 1 area O
Leafl(config-if)# ip ospf network point-to-point
Leafl(config-if)# int 1/1/3

Leafl(config-if)# ip add 192.168.4.5/31
Leafl(config-if)# ip ospf 1 area O
Leafl(config-if)# ip ospf network point-to-point

Leaf2

Leaf2(config)# int 1o O
Leaf2(config-loopback-if)# ip add 192.168.2.4/32
Leaf2(config-loopback-if)# ip ospf 1 area 0O

OSPF process does not exist.

Do you want to create (y/n)? y

OSPF Area is not configured.

Do you want to create (y/n)? vy

Leaf2(config-loopback-if)# router ospf 1
Leaf2(config-ospf-1)# router-id 192.168.2.4
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Leaf2(config-ospf-1)# int 1/1/2
Leaf2(config-if)# ip add 192.168.4.3/31
Leaf2(config-if)# ip ospf 1 area O
Leaf2(config-if)# ip ospf network point-to-point
Leaf2(config-if)# int 1/1/3

Leaf2(config-if)# ip add 192.168.4.7/31
Leaf2(config-if)# ip ospf 1 area O
Leaf2(config-if)# ip ospf network point-to-point

Spinel

Spinel(config)# int 1o O
Spinel(config-loopback-if)# ip add 192.168.2.1/32
Spinel(config-loopback-if)# ip ospf 1 area O

OSPF process does not exist.

Do you want to create (y/n)? y

OSPF Area is not configured.

Do you want to create (y/n)? vy

Spinel(config-loopback-if)# router ospf 1
Spinel(config-ospf-1)# router-id 192.168.2.1
Spinel(config-ospf-1)# int 1/1/2
Spinel(config-if)# ip add 192.168.4.0/31
Spinel(config-if)# ip ospf 1 area O
Spinel(config-if)# ip ospf network point-to-point
Spinel(config-if)# int 1/1/1

Spinel(config-if)# ip add 192.168.4.2/31
Spinel(config-if)# ip ospf 1 area O
Spinel(config-if)# ip ospf network point-to-point

Spine2

Spine2(config)# int 1o O
Spine2(config-loopback-if)# ip add 192.168.2.2/32
Spine2(config-loopback-if)# ip ospf 1 area O

OSPF process does not exist.

Do you want to create (y/n)? y

OSPF Area is not configured.

Do you want to create (y/n)? y

Spine2(config-loopback-if)# router ospf 1
Spine2(config-ospf-1)# router-id 192.168.2.2
Spine2(config-ospf-1)# int 1/1/2
Spine2(config-if)# ip add 192.168.4.4/31
Spine2(config-if)# ip ospf 1 area O
Spine2(config-if)# ip ospf network point-to-point
Spine2(config-if)# int 1/1/1

Spine2(config-if)# ip add 192.168.4.6/31
Spine2(config-if)# ip ospf 1 area O
Spine2(config-if)# ip ospf network point-to-point

o Verify OSPF neighbors appear as expected between the switches

Leafl(config)# sh ip os neighbors
OSPF Process ID 1 VRF default

Total Number of Neighbors: 2

Neighbor 1D Priority State Nbr Address

192.168.2.1 n/a FULL 192.168.4.0

Interface

Lab Guide



Lab Guide

192.168.2.2 n/a FULL 192.168.4.4 1/1/3

e Verify OSPF routes are learnt as expected, you should see ECMP routes towards LoO of the other leaf, this is supposed to
allow VXLAN traffic to be load shared across the ECMP routes (this works with real hardware, however AOS-CX VMs do not
currently support ECMP)

Leafl(config)# sh ip

ro ospf

Displaying ipv4 routes selected for forwarding

"[x/y]" denotes [distance/metric]

192.168.2.1/32,

192.168.2.2/32,

via 192.168.4.4,
vrf default

192.168.2.4/32,

via 192.168.4.4,
via 192.168.4.0,
vrf default
via 192.168.4.0,

192.168.4.2/31,

192.168.4.6/31,

Task 3 — Configure IP Underlay with EVPN

e On spine switches, configure EVPN Route Reflectors (RR) towards the leaf switches (RR clients) using leaf loopback IPs as

neighbors

Spinel

vrf default
via 192.168.4.0,
vrf default

vrf default
via 192.168.4.4,

Spinel(config)# router bgp 65001
bgp router-id 192.168.2.1

Spinel(config-bgp)#
Spinel(config-bgp)#
Spinel(config-bgp)#
Spinel(config-bgp)#
Spinel(config-bgp)#
Spinel(config-bgp)#

Spinel(config-bgp-12vpn-evpn)#
Spinel(config-bgp-12vpn-evpn)#

neighbor 192.168.2.3
neighbor 192.168.2.3
neighbor 192.168.2.4
neighbor 192.168.2.4
address-family 12vpn
neighbor
neighbor

[110/100], ospf
[110/100], ospf
[110/200], ospf
[110/200], ospf
[110/200], ospf
[110/200], ospf

&ECMP to Leaf2 LoO

remote-as 65001

update-source loopback 0
remote-as 65001

update-source loopback 0
evpn
192.
192.

168.2.3
168.2.3

activate
route-reflector-client

BGP Session with this peer will be restarted

Spinel(config-bgp-12vpn-evpn)#
Spinel(config-bgp-12vpn-evpn)#
Spinel(config-bgp-12vpn-evpn)#

neighbor
neighbor
neighbor

192.
192.
192.

168.
168.
168.

send-community extended
activate
route-reflector-client

N NN
DWW

BGP Session with this peer will be restarted

Spinel(config-bgp-12vpn-evpn)#

Spine2

neighbor

Spine2(config-if)# router bgp 65001
bgp router-id 192.168.2.2

Spine2(config-bgp)#
Spine2(config-bgp)#
Spine2(config-bgp)#
Spine2(config-bgp)#
Spine2(config-bgp)#
Spine2(config-bgp)#

Spine2(config-bgp-12vpn-evpn)#
Spine2(config-bgp-12vpn-evpn)#

neighbor 192.168.2.3
neighbor 192.168.2.3
neighbor 192.168.2.4
neighbor 192.168.2.4
address-family 12vpn
neighbor
neighbor

192.168.2.4 send-community extended

remote-as 65001

update-source loopback 0O

remote-as 65001

update-source loopback 0O

evpn

192.168.2.3 activate

192.168.2.3 route-reflector-client

BGP Session with this peer will be restarted

Spine2(config-bgp-12vpn-evpn)#

neighbor

192.168.2.3 send-community extended
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Spine2(config-bgp-12vpn-evpn)# neighbor 192.168.2.4 activate
Spine2(config-bgp-12vpn-evpn)# neighbor 192.168.2.4 route-reflector-client
BGP Session with this peer will be restarted

Spine2(config-bgp-12vpn-evpn)# neighbor 192.168.2_.4 send-community extended

Leafl

Leafl(config)# router bgp 65001

Leafl(config-bgp)# bgp router-id 192.168.2.3

Leafl(config-bgp)# neighbor 192.168.2.1 remote-as 65001

Leafl(config-bgp)# neighbor 192.168.2.1 update-source loopback 0
Leafl(config-bgp)# neighbor 192.168.2.2 remote-as 65001

Leafl(config-bgp)# neighbor 192.168.2.2 update-source loopback 0
Leafl(config-bgp)# address-family 12vpn evpn

Leafl(config-bgp-12vpn-evpn)# neighbor 192.168.2.1 activate
Leafl(config-bgp-12vpn-evpn)# neighbor 192.168.2.1 send-community extended
Leafl(config-bgp-12vpn-evpn)# neighbor 192.168.2.2 activate
Leafl(config-bgp-12vpn-evpn)# neighbor 192.168.2.2 send-community extended

Leaf2

Leaf2(config-if)# router bgp 65001

Leaf2(config-bgp)# bgp router-id 192.168.2.4

Leaf2(config-bgp)# neighbor 192.168.2.1 remote-as 65001

Leaf2(config-bgp)# neighbor 192.168.2.1 update-source loopback 0
Leaf2(config-bgp)# neighbor 192.168.2.2 remote-as 65001

Leaf2(config-bgp)# neighbor 192.168.2.2 update-source loopback 0O
Leaf2(config-bgp)# address-family 12vpn evpn

Leaf2(config-bgp-12vpn-evpn)# neighbor 192.168.2.1 activate
Leaf2(config-bgp-12vpn-evpn)# neighbor 192.168.2.1 send-community extended
Leaf2(config-bgp-12vpn-evpn)# neighbor 192.168.2.2 activate
Leaf2(config-bgp-12vpn-evpn)# neighbor 192.168.2.2 send-community extended

e Validate EVPN neighbors are up on the leaf switches

Leafl(config)# show bgp 12vpn evpn summary
VRF : default
BGP Summary

Local AS : 65001 BGP Router Ildentifier =: 192.168.2.3

Peers -2 Log Neighbor Changes : No

Cfg. Hold Time - 180 Cfg. Keep Alive : 60

Neighbor Remote-AS MsgRcvd MsgSent Up/Down Time State AdminStatus
192.168.2.1 65001 5 5 00h:01m:59s Established Up
192.168.2.2 65001 5 5 00h:01m:59s Established Up

¢ On leaf switches, configure the desired VLAN to be VXLAN encapsulated, this VLAN will be enabled towards Host1, Host2.
Specify the same vlan under evpn.

¢ RD and route-target can be left as auto for IBGP EVPN, these are advertised to other devices via “send-community
extended” configured previously

Leafl

Leafl(config)# vlan 110
Leafl(config-vlan-110)#
Leafl(config-vlan-110)# evpn
Leafl(config-evpn)# vlan 110
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Leafl(config-evpn-vlan-110)# rd auto
Leafl(config-evpn-vlan-110)# route-target export auto
Leafl(config-evpn-vlan-110)# route-target import auto

Leaf2

Leaf2(config)# vlan 110

Leaf2(config-vlan-110)#

Leaf2(config-vlan-110)# evpn

Leaf2(config-evpn)# vlan 110
Leaf2(config-evpn-vlan-110)# rd auto
Leaf2(config-evpn-vlan-110)# route-target export auto
Leaf2(config-evpn-vlan-110)# route-target import auto

Task 4 — Configure Leaf Switches with VXLAN

e Configure the VXLAN interface, the source IP based on LoO and the desired VLAN to VXLAN Network Identifier (VNI)
mapping
Leafl

Leafl(config)# interface vxlan 1
Leafl(config-vxlan-if)# source ip 192.168.2.3
Leafl(config-vxlan-if)# no shutdown
Leafl(config-vxlan-if)# wvni 110
Leafl(config-vni-110)# vlan 110

Leaf2

Leaf2(config)# interface vxlan 1
Leaf2(config-vxlan-if)# source ip 192.168.2.4
Leaf2(config-vxlan-if)# no shutdown
Leaf2(config-vxlan-if)# wvni 110
Leaf2(config-vni-110)# vlan 110

e Validate the VXLAN interface is up with correct source, destination VTEP peer IPs via EVPN and VNI/VLAN mapping.

Leafl(config)# sh int vxlan

Interface vxlanl is up

Admin state is up

Description:

Underlay VRF: default

Destination UDP port: 4789

VTEP source IPv4 address: 192.168.2.3

VNI VLAN VTEP Peers Origin

e The leafs automatically create a VXLAN tunnel between them as they are both interested in the same VNI
e Setup and start wireshark packet captures

O right click on a leaf switch -> Capture -> 1/1/2 -> Ethernet

O also right click on the same switch, other uplink -> Capture -> 1/1/3 -> Ethernet

e Only 1 link might show the desired packet captures as ECMP is not supported on the AOS-CX VMs

Task 5 — Configure Leaf/Access Switches for MAC Authentication

e Validate the switch has connectivity to ClearPass.



Switch-A# ping 10.10.0.105
PING 10.10.0.105 (10.10.0.105) 100(128) bytes

108 bytes
108 bytes
108 bytes
108 bytes
108 bytes

from
from
from
from
from

10.10.0.105:
10.10.0.105:
10.10.0.105:
10.10.0.105:
10.10.0.105:

icmp_seq=1 ttl=64
icmp_seq=2 ttl=64
icmp_seq=3 ttl=64
icmp_seq=4 ttl=64
icmp_seq=5 ttl=64

--- 10.10.0.105 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time
rtt min/avg/max/mdev = 1.055/1.379/2.175/0.411 ms

e Configure the RADIUS server.

SwitchA(config)#radius-server host 10.10.0.105 key plaintext admin

« From the configuration context, configure a local role on the switch using the port-access role command.
Leafl(config)#

port-access role rolel
vlan trunk allowed 110
Note: Ensure to add “vlan trunk allowed 110" to test the client connectivity.

of data.

time=1.36
time=2.17
time=1.17
time=1.05
time=1.12

e Configure Interface 1/1/1 on both Leafl and Leaf2 for MAC Authentication

Leafl

Leafl(config)# aaa authentication port-access mac-auth enable
Leafl(config)# int 1/1/1
aaa authentication port-access client-limit 5

aaa authentication port-access mac-auth

enable

Leaf2

Leaf2(config)# aaa authentication port-access mac-auth enable

Leaf2(config)# int 1/1/1
aaa authentication port-access client-limit 5
aaa authentication port-access mac-auth

enable

Task 6 — Configure Hosts (VPCS)

ms
ms
ms
ms
ms

4004ms
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e Configure Hostl, Host2 with the desired IP and default gateway (the default gateway doesn't exist on the network as L2

VXLAN is used but is a required config in VPCS, so we assume a .254 as the default gateway)

Hostl

ip 10.0.110.1/24 10.0.110.254

Host2

ip 10.0.110.2/24 10.0.110.254
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Task 7 — ClearPass Configuration

e If running ClearPass from within the EVE-NG lab, open the Linux instance, log in using the credentials created in the Lab
Setup Step 2 (default credentials - eve/eve).

3 ) L wedApr 7, 23:09

Figure 2. Ubuntu Desktop in EVE-NG

e Open the Firefox Web Browser in the Linux window and navigate to 10.10.0.105.

@ vew @ ty 4 % wedapr 7, 23:1
@ ClearPass - Aruba Networks - Mozilla Firefox o

Q) clearPass - Aruba Netw: % | 4
&= & 0

aruba

© | & hitps;//10.10.0.105/tips/welcome.act m o &

- @

2 = o

ClearPass

[ f; ClearPass Policy Manager 'E ClearPass Guiest
ClearPass Onboard ’J ClearPnas Insight
© Copyright 3020 Hewd ol Sackaid Enoiiiss Dovalopmen LB

|‘_5 ClearPass - Aruba Net... |

Figure 3. ClearPass Home Page in Ubuntu Window — EVE-NG

e Click on the “ClearPass Policy Manager” Button and log into ClearPass with the following credentials, ‘admin/admin123’ (or
whatever password was created during setup.
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aruba ClearPass Policy Manager

¥ou have 30 day(s] to activase the moduct

o ArED MY
o |
LT |
Log In

Figure 4. ClearPass Login Screen
o Navigate to “Configuration = Network = Devices” and click on Devices, then click on “Add”

aruba ClearPass Policy Manager . —

[-] Corfigusation » Network

b Network Devices

&, Export All

1 Senice Templates & Wizands & Discovered Devices

3 Senices
= Autherbeation
{5 Methods

0 Sources Filter: | Name v || contains v
£ ermty - i
T Postne
$ enforcement Ll e |
43 Policies
{3 Profiles
4 nersark

9
b 1 Device Groups
5 Proxy Targets
{3 Event Sources
3 Metanrk Scan
£} Policy Simulanon

Figure 5. ClearPass Devices window

o Enter the name of the Switch that will be identified as the authenticating device in ClearPass then enter the RADIUS key and
confirm it. This should match the radius-server configuration done previously on the switch.

m SNMF Read Settings SNMFP Write Settings CU Settings OnConnect Enforcement Attributes

Name | leaF1 f

1P or Subnet Address: (10.10.0.122

(e.g.. 192.168.1.10 or 192.168.1.1/24 or 192.168.1.1-20 or 2001:db8:a0b:1210::1)

Descripbon

RADIUS Shared Secret [ R = ) Verify R
TACACS+ Shared Secret ( ‘ Verify

Vendor Namse: [-‘-mh_a I '_|

Enabie RADIUS Dynamic Authorization Port [ 1799 1

Enable RadSec:

[ copy I sove I carcer

Figure 6. ClearPass Add Device Context
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Note: The following steps are used to create a ClearPass Enforcement Policy for the purposes of this lab. For best practices in

creating ClearPass enforcement policies in production environments, please refer to the ClearPass Policy Manager

Documentation - https://www.arubanetworks.com/techdocs/ClearPass/6.9/PolicyManager/Content/home.htm. Also note that this
is using MAC Authentication. 802.1x can also be used but for the purposes of this lab,

e Click on Configuration - Enforcement - Profiles > Add.

ClearPass Policy Manager Meny —

Enforcement » Profile

3 Service Templates & wizards Each enforcement policy contans enforoament profiles that milch conditions. [role, postine, and time) Io actions [enforcament profila
L Senvices
= Authenbcabon
Fiiter | Name s contains Vv + Show | 20 V¥ | records
£ Methods
£ Sources Name . Description
. (dentty 1 [Aerchive - Terminate Session] RADIUS_CoA System-defined profile to disconnect user (Aerohive)
T Posture = =
2, [#irGroup Personal Device] RADIUS System-defined profile for an ArGroup personal device request
§& enforcement =
3 [irGroup Responsa] RADIUS system-defined profile for any AirGroup request
£ Polices
- [ 4 [AirGroup Shared Device] RADIUS System-defined profile for an ArGroup shared device request
o 5

Figure 7. ClearPass Enforcement Profiles

e Select the template “Aruba RADIUS Enforcement” and give the new profile a name (Ex: ROLEL). Click Next.

arvba ClearPass Policy Manager meny =—
9 E amen = Profiles » Add Enforcament Profile
o Enforcement Profiles
: m Atibutes  Summary
2 St e Te lates & Wizard:
© servce Temples & wizards |
{3 Senvices Aruba RADIUS Enforcement ~
= Authentcabon
2 idensty B | roLEY|
T Posure Det .
serpuon

& Enforcement b

£} Policies
e e RADIUS
“+ Network o o

Action A

{3 Devices coept Regpct Drop

£} Device Groups Device Group List:

£ Proxy Targeis

£} Event Sources
) Network Scan
3 Policy Simulation ~Select- hd

€ Back o Enforcement Profies o
T e e

Figure 8. ClearPass Enforcement Profile creation

e Select as type “Radius:Aruba”, Name “Aruba-User-Role”, and value as the value created in the switch setup, “role1”. Click
the “Save” icon (floppy disk). Click Save. Note: The role name must match the role that is configured on the switch.

aruba ClearPass Policy Manager Menu —
Dashboard Co "" Rilal Enforcement = Profiles » Add Enforcement Profile
[Z] monitoring bl Enforcement Profiles
e ) _rone SR e
(3 Senice Templates & Wizards Type Name value
) Senices 1
1| |Radius:Aruba =l iAruba-User-Role (1) 1= = rolel B o =

- Authentcation
+ [ Idensty
T Posawe

al

Figure 9. Aruba User Role Attribute creation
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e In ClearPass, click on Configuration - Services, then click on “Add”.

+ T poumss
- erorcesam
{3 Poicies
0 Pmies
- Nt
i Dmvipes
O Device Groups
£ Progy Teges
3 Event Soeces
105 Network: Soan
Iy Policy Simulation

Figure 10. ClearPass Services

ClearPass Policy Manager
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e Select “MAC Authentication” from the drop down and give it a name (Ex: LAB1). Click “Next”.

aruba

h_. Authenteabon

£ 1dentty
T Posure
& Erforcement
{3 Polices
3 Profiles
4 Network
{3 Devices
{3 Device Groups
£} Proxy Targets
£} Event Sources
3 Network Scan
{3 Policy Simulabon

ClearPass Policy Manager weny —
ABL
Rokes

| LAB1
Description MAC-based Authentication Service
Type: MAC Authentication
Status: Enabled
Maonaor Mode: Enabie 10 monitor network access without enforcemant
More Options: Authorization Audit End-hosts Profile Endpoints Accounting Proxy

Service Ruse

Matches anror @ A of the following conditions:

Ethernet (15), Wirskess-802 11

1. | RadusiETF NAS-Pori-Type BELONGS_TO (%) R
2. | RadusIETF Service-Type BELONGS_TO Logn-User (1), Cal-Check (10) Wy =
3. | Connection Client-Mac-Address EQUALS {Radius IETF:User-Name} R =
4

£ Back to Services

(o oo conce

Figure 11. ClearPass MAC Authentication Service
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Select “Endpoints Repository” from the “Authentication Sources” dropdown, then click “Next”. Click “Next” again to skip the

configuration of roles (not needed for this lab).

aruvba ClearPass Policy Manager weru
L g
M Services
R . e
wce e s & Wizard:
mplates & Wizands PR A AT AE TR Atk New Ausherocaton Wethod
F
& enforcoment
4 Natwork
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QQDIIH Simulanon e —
At hew Asthenscasin Saurce

ALthentication Sources

| ~Select ta Add--

Strp Usarname Rules Enabie to speciy a comma-separated st of nses i sirip usemame prefies o suffues

Figure 12. ClearPass MAC Authentication Sources

From the “Enforcement” tab, click on “Add New Enforcement Policy”.

.
Services
Service A ation Rpies m Summany
Use Cachad Rosults Uise cachisd Moles and Postune asniaes lrom previous sessons
Enforcement Policy; Fample Allow Access Policy} 2 I Add Mew Enlorcemam =a|.|I|_'|r|

Figure 13. ClearPass Enforcement Policy
Give the new Enforcement Policy a name (Ex: AOS-CX_ENFORCEMENT) and select “Deny Access Profile” as the default

profile. Click “Next”.

aruba -

Dashboard

ClearPass Policy Manager

Enforcement » Polices » Edit - LABI-ENFORCEMENT

Enforcement Policies - LAB1-ENFORCEMENT

Monitoring

Rules

{3 Service Templates & Wizards i
£} Services g LAB1-ENFORCEMENT
« b Authenbcabon Descrption

« K \dentity

T Posture

$ Enforpement Enforcement Type RADIUS
‘m Default Profile Add New Enforcement Prodile
13 Prafiles [Deny Access Profile] v i

Figure 14. Adding a new Enforcement Policy

e Click on Rules and then “Add Rule”.

s Enforcement » Policie
Enforcement Policies

Enforcement m Summary

Rules Evaluation Algarithm O select first match Select all matches

Enforcement Policy Rules:
Conditions Actions

. Add Rule l
Figure 15. Adding a new Enforcement Policy

For the purposes of this lab, we will match on the client's MAC address, this is the MAC address that was copied from the
switch configuration. Enter the Type: Connection, Name: Client-Mac-Address-Colon, Operator: BEGINS WITH, and Value
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as the first 3 numbers of the client MAC Address previously retrieved from both hosts (Ex: 00:50:79). Click “Save” when

finished.

Cosstisrs

Mabziy ALL of [he fokedng condions

¥nlue

O 80TE i

Chent-Mnc-Address.- Colon BEGIMG WITH

Eirlaresean Broties

Profie Nomes [RADILS] ROLEY

~Zelect to Add—

Figure 16. Adding a rule to an enforcement policy

Task 8 — Client Verification and Troubleshooting

Open the switch console and run the command “show port-access clients”. You should see output like the following:
Leafl(config)# show port-access clients

Port Access Clients

Status codes: d device-mode

Port MAC-Address Onboarding Status Role
Method
1/1/1 00:50:79:66:68:05 mac-auth Success rolel

Note: If there is no client showing, check the access tracker in ClearPass to see if the authentication is successful. You can
find that in Monitoring > Access Tracker. A successful authentication should appear as in Figure 17.

aruvba ClearPass Policy Manager Meny =
[£8) monsaning J  Access Tracker jun 23, 2021 2200:06 UTC © Auo Refresh

4 Live Monitoring The Accots Tracker Dage ar an the salected server or domain

™Y “ccess Tracker
& ~ccounting W[4l Requests] § CP-LAB (10.10.0.105) #ia" Last 1 day before Today m
J OnGuard Actiaty

B snalyss & Trending

B system Monaor
{# profiler and Network Scan Filter.| Request ID v contains v + Clear Filter show | 20 v | records
Viewes Z 7

& Event Viewer
1 | 10.10.0.106 RADIUS 00507666805 LAB1 ACCEPT 2021/06/20 20-08:06

o Data Filters |
2. |10100105 RADIUIS DOSDTOBSEE0T LAB1 ACCEPT 2021/06/29 200753

& Blackiisted Users

Figure 17. Successful Authentication in ClearPass Access Tracker

If the authentication were NOT successful, it would appear as a red line.

2[00 RADILIS O DGO MACALTH REECT HACLOLDE 185137

Figure 18. Unsuccessful Authentication in ClearPass Access Tracker
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Click on the line and click on “Alerts” in the resulting window to see the reason why it was rejected.

Figure 18. Unsuccessful Authentication in ClearPass Access Tracker

Also ensure that the user role name on the switch matches what is in the Aruba-User-Role attribute configured in Figure 9.

e Runthe command “show port-access role local”, this gives the details of the local user role that was previously configured.

Leafl(config)# show port-access role local
Role Information:

Name : rolel
Type : local
Reauthentication Period :
Cached Reauthentication Period :
Authentication Mode :
Session Timeout :
Client Inactivity Timeout :
Description :
Gateway Zone :
UBT Gateway Role :
UBT Gateway Clearpass Role :
Access VLAN :
Native VLAN :
Allowed Trunk VLANs - 110
Access VLAN Name :
Native VLAN Name :
Allowed Trunk VLAN Names :
VLAN Group Name :
MTU :
Q0S Trust Mode :
STP Administrative Edge Port :
POE Priority :
Captive Portal Profile :
Policy :
GBP :

e Run the command “show port-access clients interface 1/1/1 detail”. This gives authentication information on the interface as

well as for the role that is applied to the interface.
Leafl(config)# show port-access clients interface 1/1/1 detail

Port Access Client Status Details:

Client 00:50:79:66:68:05, 005079666805

Session Details
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Role

Name
Type

Port

Session Time
I1Pv4 Address
IPv6 Address

17171
5309s

AN Details

VLAN Group Name :

VLANs Assigned : 110--
Access
Native Untagged
Allowed Trunk

110--
thentication Details

Status

Auth History

: mac-auth Authenticated
Auth Precedence : dotlx - Not attempted, mac-auth
: mac-auth - Authenticated, 5211s ago

- Authenticated

mac-auth - Authenticated, 5309s ago

thorization Details
Role
Status

Information:

rolel
local

Reauthentication Period
Cached Reauthentication Period
Authentication Mode
Session Timeout

Client Inactivity Timeout
Description

Gateway Zone

UBT Gateway Role

UBT Gateway Clearpass Role
Access VLAN

Native VLAN

Allowed Trunk VLANs

Access VLAN Name

Native VLAN Name

Allowed Trunk VLAN Names
VLAN Group Name

MTU

QO0S Trust Mode

STP Administrative Edge Port
POE Priority

Captive Portal Profile
Policy

GBP

110

Lab Guide
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Task 9 — Final Validation

e Ensure L2 connectivity works between hosts — user roles should be applied and hosts should be placed into VLAN 110
which is attached to VNI 110 — Test connectivity through the tunnel
VPCS> ping 10.0.110.2

84 bytes from 10.0.110.2 icmp_seq=1 ttl=64 time=1.787 ms
84 bytes from 10.0.110.2 icmp_seq=2 ttl=64 time=3.202 ms
84 bytes from 10.0.110.2 icmp_seq=3 ttl=64 time=3.999 ms
84 bytes from 10.0.110.2 icmp_seq=4 ttl=64 time=3.055 ms
84 bytes from 10.0.110.2 icmp_seqg=5 ttl=64 time=3.375 ms

e Validate local and remote MACs are seen on the leaf switches as expected

LeafFl# sh mac-address-table
MAC age-time : 300 seconds
Number of MAC addresses : 2

MAC Address VLAN Type Port
00:50:79:66:68:05 110 dynamic 1/71/71
00:50:79:66:68:07 110 evpn vxlan1(192.168.2.4)

o Validate local and remote MACs are also seen in the EVPN table

Leafl# sh bgp 12vpn evpn

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed

Origin codes: i - IGP, e - EGP, ? - incomplete

EVPN Route-Type 2 prefix: [2]:[ESI]:[EthTag]:[MAC]:[OriglP]
EVPN Route-Type 3 prefix: [3]:[EthTag]l:[OriglP]

VRF : default

Local Router-1D 192.168.2.3

Network Nexthop Metric LocPrf Weight

Path

Route Distinguisher: 192.168.2.3:110 (L2VNI 110)

*> [2]:[0]:[0]:[00:50:79:66:68:05]:[] 192.168.2.3 0 100 0 ?
*> [3]:[0]:[192.168.2.3] 192.168.2.3 0 100 0 ?
Route Distinguisher: 192.168.2.4:110 (L2VNI1 110)

*>i [2]:[0]:[0]:[00:50:79:66:68:07]:[] 192.168.2.4 0 100 0 ?
* 1 [2]:[0]:[0]:[00:50:79:66:68:07]1:[1 192.168.2.4 0 100 0 ?
*>i [3]:[0]:[192.168.2.4] 192.168.2.4 0 100 0 ?
* 1 [3]:[0]:[192.168.2.4] 192.168.2.4 0 100 0 ?

Total number of entries 6

e Validate VXLAN traffic is seen in the wireshark capture
222 467.568626857 10.0.110.2 10.0.118.1

223 468.573783975 10.6.1168.2 18.9.118.1 ICMP 148 Echo (ping) reply id=0x18bd, seq=3/768, ttl=64
A _AROD _ETTIMERCT 1A A 114 3 1n & 1A 1 Trvp 140 Crhn (ninal eanlis dd_mr1nhd can—_AL1Aa72A ++1_&84
Frame 222: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits) on interface 0
Ethernet II, Src: HewlettP Ba:14:fa (08:00:09:8a:14:fa), Dst: HewlettP 16:7b:7e (08:00:09:16:7b:7e)
Internet Protocol Version 4, Src: 192.168.2.4, Dst: 192.168.2.3
User Datagram Protocol, Src Port: 25721, Dst Port: 4789
Virtual eXtensible Local Area Network
b Flags: 0xB806, VXLAN Metwork ID (VWNI)
Group Policy ID: @
VXLAN Network Identifier (VNI): 118
Reserved: 0
b Ethernet II, Src: Private 66:68:07 (00:50:79:66:68:07), Dst: Private 66:68:85 (00:50:79:66:68:05)
» Internet Protocol Version 4, Src: 10.0.110.2, Dst: 10.0.118.1
b Internet Control Message Protocol

dvwrww
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Validate EVPN mac address advertisements
194 429.671778871 192.168.2.3 192.168.2.1

170 UPDATE Message

Frame 194: 170 bytes on wire (1360 bits), 178 bytes captured (1360 bits) on interface 0
Ethernet II, Src: HewlettP 16:7b:7e (08:00:09:16:7b:7e), Dst: HewlettP 8Ba:14:fa (08:00:09:8a:14:fa)
Internet Protocol Version 4, Src: 192.168.2.3, Dst: 192.168.2.1
Transmission Control Protecol, Src Port: 41637, Dst Port: 179, Seq: 172, Ack: 153, Len: 184
Border Gateway Protocol - UPDATE Message
Marker: ffffffffffffffffffeffriffferriffe

Length: 104

Type: UPDATE Message (2)
Withdrawn Routes Length: @
Total Path Attribute Length: 81

« Path attributes
b Path Attribute
» Path Attribute
b Path Attribute
b Path Attribute
* Path Attribute

ORIGIN: INCOMPLETE
AS PATH: empty
LOCAL_PREF: 1080
EXTENDED COMMUNITIES
MP_REACH NLRT

b Flags: ©0x90, Optional, Extended-Length, Non-transitiwve, Complete
Type Code: MP _REACH NLRI (14)

Length: 44

Address family identifier (AFI): Layer-2 VPN (25)
Subsequent address family identifier (SAFI): EVPN (70)
Next hop network address (4 bytes)
Number of Subnetwork points of attachment (SNPA): @
« Network layer reachability information (35 bytes)
~ EVPN NLRI: MAC Advertisement Route
Route Type: MAC Advertisement Route (2)
Length: 33
Route Distinguisher: ©001cPa8e203006e (192.168.2.3:110)
b ESI: 00:00:00:00:00:00:00:00:00:00
Ethernet Tag ID: @
MAC Address Length: 48
MAC Address: Private 66:68:05 (00:50:79:66:68:05)
IP Address Length: 0
b IP Address: NOT INCLUDED
00oe 0000 0000 0080 0110 .... = MPLS Label 1: &

18



e If you face issues during your lab, you can verify your configs with the configs listed in this section

e If configs are the same, try powering off/powering on the switches to reboot them

Hostl
VPCS> show

NAME
1P/MASK
GATEWAY
DNS

MAC

LPORT
RHOST - PORT
MTU

Host2
VPCS> show

NAME
1P/MASK
GATEWAY
DNS

MAC

LPORT
RHOST :PORT
MTU

Leafl

VPCS[1]
10.0.110.1/24
10.0.110.254

00:50:79:66:68:05
20000
127.0.0.1:30000
1500

VPCS[1]
10.0.110.2/24
10.0.110.254

00:50:79:66:68:07
20000
127.0.0.1:30000
1500

Leafl(config)# show run
Current configuration:

Version ArubaOS-CX Virtual .10.07.0004

Texport-password: default
hostname Leafl

user admin group administrators password ciphertext

Lab Guide

AQBapSPZp78qvC94j6b3r6cBrCT4vpXIZiAtwZlk+YIEmnu3YgAAAKXOJzj7Q1g23YpjdsY0+48GczjpQ5zSXLeRoQQe

yWLbPhKUGKs5HoR 1Y 1 gkW1nHVH35KYbOFIVGOYS jmESE/sZ8m5FfymhMh
fL/s1PPcBoahvPCPKUcOxv8Y1jpuSPg9oTZc

led locator on

no usb

ntp server pool.ntp.org minpoll 4 maxpoll 4 iburst
ntp enable

radius-server host 10.10.0.105 key ciphertext
AQBapdAz4irjSK61Z2g/CFArsNYWKbn1LObgDD/v9SH1eMQ6ABQAAADY261iu vrT mgmt
!

ssh server vrf mgmt

vlan 1,110
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evpn
vlan 110
rd auto
route-target export auto
route-target import auto
interface mgmt
no shutdown
ip static 10.10.0.122/24
default-gateway 10.10.0.1
port-access role rolel
vlan trunk allowed 110
aaa authentication port-access mac-auth
enable
interface 1/1/1
no shutdown
no routing
vlan access 1
aaa authentication port-access client-limit 5
aaa authentication port-access mac-auth
enable
interface 1/1/2
no shutdown
ip address 192.168.4.1/31
ip ospf 1 area 0.0.0.0
ip ospf network point-to-point
interface 1/1/3
no shutdown
ip address 192.168.4.5/31
ip ospf 1 area 0.0.0.0
ip ospf network point-to-point
interface 1/1/4
no shutdown
interface 1/1/5
no shutdown
interface 1/1/6
no shutdown
interface loopback 0O
ip address 192.168.2.3/32
ip ospf 1 area 0.0.0.0
interface vlan 110
interface vxlan 1
source ip 192.168.2.3
no shutdown
vni 110
vlan 110

router ospf 1
router-id 192.168.2.3
area 0.0.0.0
router bgp 65001
bgp router-id 192.168.2.3
neighbor 192.168.2.1 remote-as 65001
neighbor 192.168.2.1 update-source loopback O
neighbor 192.168.2.2 remote-as 65001
neighbor 192.168.2.2 update-source loopback 0O
address-family 12vpn evpn
neighbor 192.168.2.1 activate
neighbor 192.168.2.1 send-community extended
neighbor 192.168.2.2 activate
neighbor 192.168.2.2 send-community extended
exit-address-family
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1
https-server vrf mgmt

Leaf2

Leaf2# show run

Current configuration:

1

Version Aruba0OS-CX Virtual .10.07.0004
Texport-password: default

hostname Leaf2

user admin group administrators password ciphertext

AQBapfookpxvh5DM2qek95LChaP i ZFKVOPVFIu6y8vK5XzeJYgAAAEZ3ZgwT6 rM8PgWTMwpD1zWncpp4KVh4NG IgPIXTumZ

g01tJg5pkJQxQDa631 10Kb4gA4n5vr IkEAQJKOMDi 1TWDTu2uQhnB
49zhS0JCZ5gi07JomKdyFHHVOqOMMF i 1COQa

led locator on

no usb

ntp server pool.ntp.org minpoll 4 maxpoll 4 iburst

ntp enable
!

radius-server host 10.10.0.105 key ciphertext
AQBapdAz4irjSK61z2g/CFArsNYWKbn1LObgDD/v9SH1eMQ6ABQAAADY261iu vrT mgmt

ssh server vrf mgmt
vlan 1,110
evpn
vlan 110
rd auto
route-target export auto
route-target import auto
interface mgmt
no shutdown
ip static 10.10.0.120/24
default-gateway 10.10.0.1
port-access role rolel
vlan trunk allowed 110
aaa authentication port-access mac-auth
enable
interface 1/1/1
no shutdown
no routing
vlan access 1
aaa authentication port-access client-limit 5
aaa authentication port-access mac-auth
enable
interface 1/1/2
no shutdown
ip address 192.168.4.3/31
ip ospf 1 area 0.0.0.0
ip ospf network point-to-point
interface 1/1/3
no shutdown
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ip address 192.168.4.7/31
ip ospf 1 area 0.0.0.0
ip ospf network point-to-point
interface 1/1/4
no shutdown
interface 1/1/5
no shutdown
interface 1/1/6
no shutdown
interface loopback O
ip address 192.168.2.4/32
ip ospf 1 area 0.0.0.0
interface vlan 110
interface vxlan 1
source ip 192.168.2.4
no shutdown
vni 110
vlan 110

router ospf 1
router-id 192.168.2.4
area 0.0.0.0
router bgp 65001
bgp router-id 192.168.2.4
neighbor 192.168.2.1 remote-as 65001

neighbor 192.168.2.1 update-source loopback 0O

neighbor 192.168.2.2 remote-as 65001

neighbor 192.168.2.2 update-source loopback 0O

address-family 12vpn evpn
neighbor 192.168.2.1 activate

neighbor 192.168.2.1 send-community extended

neighbor 192.168.2.2 activate

neighbor 192.168.2.2 send-community extended

exit-address-family
1

https-server vrf mgmt

Spinel

Spinel# show run

Current configuration:

!

IVersion ArubaOS-CX Virtual .10.07.0004
Texport-password: default

hostname Spinel

user admin group administrators password ciphertext

Lab Guide

AQBapVFPYNr i FKtbaTxf6gZ+VDUpQHXCp/bSZdYdYHZADPOOYgAAABIKKOTGF I FEibICwaaE6O I 1 ITKWY 1G8Kpy81Q8r3G4

9ri jqjB7LhYSACHILFUjJ/qoXTWDAGBUj tY8n/B5 I1BpTAWR39uLbluL IW

1pYCQBRucybBZvDF2Qjnbyb+tnQFokFKB
led locator on
no usb

ntp server pool.ntp.org minpoll 4 maxpoll 4 iburst

ntp enable
1
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1
ssh server vrf mgmt
vlan 1
interface mgmt
no shutdown
ip dhcp
interface 1/1/1
no shutdown
ip address 192.168.4.2/31
ip ospf 1 area 0.0.0.0
ip ospf network point-to-point
interface 1/1/2
no shutdown
ip address 192.168.4.0/31
ip ospf 1 area 0.0.0.0
ip ospf network point-to-point
interface 1/1/3
no shutdown
interface 1/1/4
no shutdown
interface 1/1/5
no shutdown
interface 1/1/6
no shutdown
interface loopback 0
ip address 192.168.2.1/32
ip ospf 1 area 0.0.0.0

router ospf 1
router-id 192.168.2.1
area 0.0.0.0
router bgp 65001
bgp router-id 192.168.2.1
neighbor 192.168.2.3 remote-as 65001

neighbor 192.168.2.3 update-source loopback 0O

neighbor 192.168.2.4 remote-as 65001

neighbor 192.168.2.4 update-source loopback 0O

address-family 12vpn evpn
neighbor 192.168.2.3 activate

neighbor 192.168.2.3 route-reflector-client
send-community extended

neighbor 192.168.2.

neighbor 192.168.2.4 activate

3
4

neighbor 192.168.2.4 route-reflector-client
4 send-community extended

neighbor 192.168.2.

exit-address-family
1

https-server vrf mgmt

Lab Guide
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Spine2

Spine2# show run

Current configuration:

1

Version Aruba0OS-CX Virtual .10.07.0004

Texport-password: default

hostname Spine2

user admin group administrators password ciphertext AQBapRCkK24BKPCzJkY l1e2XC31Moe9Pb5j)
Y8DJIW/Vvigce5rLYgAAAOOFR1zTFO5CEXXGkkwGkX0ODA9J0u4S260MIvzR13DS+v/H7 1LhaP10660TQHaYhvVuX
5QrzZtwk5 jvMmgzasPg6sS048r809ajdVvVz30tgwuSYUXuOPKVaY8JFTLKyJewDgnb

led locator on

no usb

ntp server pool._ntp.org minpoll 4 maxpoll 4 iburst

ntp enable

1

1
ssh server vrf mgmt
vlan 1
interface mgmt
no shutdown
ip dhcp
interface 1/1/1
no shutdown
ip address 192.168.4.6/31
ip ospf 1 area 0.0.0.0
ip ospf network point-to-point
interface 1/1/2
no shutdown
ip address 192.168.4.4/31
ip ospf 1 area 0.0.0.0
ip ospf network point-to-point
interface 1/1/3
no shutdown
interface 1/1/4
no shutdown
interface 1/1/5
no shutdown
interface 1/1/6
no shutdown
interface loopback 0O
ip address 192.168.2.2/32
ip ospf 1 area 0.0.0.0

router ospf 1
router-id 192.168.2.2
area 0.0.0.0

router bgp 65001
bgp router-id 192.168.2.2



neighbor 192.168.2.3
neighbor 192.168.2.3
neighbor 192.168.2.4
neighbor 192.168.2.4
address-family 12vpn
192.
192.
192.
192.
192.
192.

neighbor
neighbor
neighbor
neighbor
neighbor
neighbor

168.2.3

168.2.
168.2.
168.2.
168.2.

exit-address-family

https-server vrf mgmt

Pre-Requisites:

remote-as 65001
update-source loopback 0O
remote-as 65001
update-source loopback 0O
evpn

168.2.

activate
route-reflector-client
send-community extended
activate
route-reflector-client
send-community extended

Lab Guide

e An Aruba Support Port account will be required to download the ClearPass OVA as well as EVAL licenses.

Steps

1. To firstinstall the ClearPass OVA into the EVE-NG environment, follow the instructions at this link:

This lab uses the latest ClearPass OVA v. 6.9.0, which can be downloaded from the Aruba Support Portal:

2. Once installed, and the node is created in the EVE-NG lab file, follow the configuration steps for ClearPass. First login to
ClearPass using the default credentials (appadmin/eTIPS123). Once entered, the configuration process will begin.

Setting

nitializing disk

alculated during system boot and available in °

Getting system configuration. This might take a few minutes. .

Current system conf iguration:

I0PS will b

on the

Figure 19. ClearPass Installation

Setting up partitions on cde



https://www.eve-ng.net/index.php/documentation/howtos/howto-add-aruba-clearpass/
https://asp.arubanetworks.com/downloads

Select the CLABYV installation, click “Y” to proceed and “Y” to encrypt data.

Lab Guide

3. Once prompted, enter the IP address as “10.10.0.105”, the mask as “255.255.255.0", the gateway as “10.10.0.254", and the
DNS as “8.8.8.8” (not needed for this exercise). Configure a new password, this lab example used “arubal23".

ERROR: Inwalid Pr ,im-,i,r,'l_J DS, enter aga in

Figure 20. ClearPass IP Configuration

4. Configure the date and time manually as well as the time zone.

Do you want to confi m date time information’ [yinl: y

Pleast :t the date time conf iguration options.

antic Ocean

tralia

Figure 21. ClearPass Date and Time Configuration
5. Confirm the correct date, time, and time zone.

The following information

Wi Mon Apr 5 18:41:14 UTC

r ahove information OET

Io yon want to enable FIFS M
Figure 22. ClearPass Date and Time Settings Confirmation

1) quit
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6. Confirm the configured settings are correct. Press Y to save settings.

length

nlN1-qli}11

roagain

Figure 23. ClearPass Configuration Confirmation

Lab Guide
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7. ClearPass will then reboot and will then allow the user to log in to add licenses. Enter the platform license key retrieved
from the Aruba Support Portal Licensing Management System - https://Ims.arubanetworks.com/.

Add License -]

License Key:

Terms and Conditions:

Aruba Networks, Inc. End-User Software License Agreement
("Agreement")

IMPORTANT

¥OU SHOULD CAREFULLY READ THE FOLLOWING TERMS BEFORE INSTALLATION OR USE OF
ANY SOFTWARE PROGRAMS FROM ARUBA NETWORKS, INC. AND ITS AFFILIATES OR
AIRWAVE WIRELESS (COLLECTIVELY, "ARUBA"). INSTALLATION OR USE OF SUCH SOFTWARE
L PROGRAMS SHAIL| BE DEEMED TO CONFIRM YOUR ACCEPTAMCE OF THESE TERMS, IF THESE 7|

|'1 agree to the above terms and conditions.

Figure 24. ClearPass Platform License entry

8. Once logged into ClearPass, enter the licensing section (Administration = Server Manager - Licensing). Click on “Add
License”.

k3

Licensing

[ e

Cluster License Summarny

License Type Total Count Used Count Upnciaded &1

Onboard a o 202L040T 174503

Figure 25. ClearPass Add New Server License

9. Add the new license and agree to the terms and conditions. ClearPass will then be ready to configure for authentication.

Add License -]

License Key:

Terms and Conditions:

Aruba Networks, Inc. End-User Software License Agreement
("Agreement")

IMPORTANT

¥OU SHOULD CAREFULLY READ THE FOLLOWING TERMS BEFORE INSTALLATION OR USE OF
ANY SOFTWARE PROGRAMS FROM ARUBA NETWORKS, INC. AND ITS AFFILIATES OR
AIRWAVE WIRELESS (COLLECTIVELY, "ARUBA"). INSTALLATION OR USE OF SUCH SOFTWARE
L PROGRAMS SHAIL| BE DEEMED TO CONFIRM YOUR ACCEPTAMCE OF THESE TERMS, IF THESE 7|

|'1 agree to the above terms and conditions.

Figure 26. ClearPass Server license entry
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