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® (Captive Portal: PAP

® EAP-Termination disable: 4% A4 Ak % % EAP-TLS

® EAP-Termination enable: 5 & i\ i ik % 2 EAP-TLS with CN lookup
® External Captive Portal {# fl XML-API: PAP

® MACAIE: PAP
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1) Client access credential

2) Key reply attributes
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> XF PAP A P authmgr % i % A5 i m %5 SHA-1 # 7|18
» %tTF EAP Termination disable # 5 7, #f# EAP-TLS 354

> XTCNERWAF, 7 EXIST Er%

> % 3% MAC Address 624 0

> EAP-TLS AiE® & 7 3%, Survival server certificate FEMZ ¥ E X ik &+, 3+
€ # Trusted CA

> EAP Termination disable # EAP-TLS i\ # % F 3, issuer cert s2%f # Trusted

CA = # Intermediate CA & )\ 54| &

1) Survival Server & —“ Free RADIUS Server #2 MySQL # ¥ &E 4 &, CHEE H
B % A E A8 RADIUS Requests, Jf# MySQL # # & credential fz Key reply
attributes.

1.1.  fail through disable. server group ¥ # 1 & servers # 7T 12 I\ AR
%
1.2.  fail through enable. server group # E > & — & R % 2 T = #2 A E AR
% (00S)
2) BT %1 credential 1 Key reply attributes 4 76 4% % i 8] /5 & 24, kA 4 24h
3) EWwTHRIT, &7 4% H 2 AAH Survival Server = fifl f& .

3.1.  fail through disable, Fl /i 1f 43k AR 52 A IE 5 K
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3.2.

fail through enable, J 7 1£ /A server group F B A A IE AR £ 2 0 E 34 %
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Parameter Description Default
cache-lifetime | t % %45 & A H Survival Server # 4 %t 5 |5 % 15 6 £ 4 F | 24
<hrs> B O(DUNE Y B, S RNEFEFHEIBEN, ZFFE | hours

EIE M Survival Server % & = il 4,
EREEHR 1 8] 72 /At

enable %581 % 4 server group I H AR 5 &AL T AR5k A8 | Disabled
& & A Survival Server. 1ZZ# L= 4 server group ¥4
51#8 RADIUS = LDAP ff % g\ IERE, & &R P i E Rk F
i % Survival Server ., & & MD L5 fl =2 A o k.
HE: wWEHHBIERS E dead time BE ¥ 0, auth-
survivability % %

server-cert 5B AU EE AN Survival Server FERBRE BIEBH L | -
o AM Survival Server £ T kB AOS BB IR & &
o ALK EF RHBIER TN MD, #5486 R 5 HIEH
2Bk A Survival Server,

EE: EHEREY, BUMBEINES RS EILES.

€ Mobility Controller > 7010

Sy Q
=K ~  Dashboard y .
Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced

> Mobility Controller

WLANSs Survivability
Roles & Policies Enable auth survivability:
Access Points Auth server certificate -NONE- ¥
AP Groups Local cache lifetime: 50 Hour
Services
> RADIUS Client
Interfaces
> TACACS Client
System
Tasks > DNS Query Interval
Redundancy > EAP Fragmentation IP MTU
Diagnostics

Maintenance



ArubaOS 8.6.x.x CLI Reference Guide

WARNING: This system is for the use of authorized clients only.

] Individuals using the computer network system without
authorization, or in excess of their authorization, are
subject to having all their activity on this computer
network system monitored and recorded by system
personnel. To protect the computer network system from
unauthorized use and to ensure the computer network systems
is functioning properly, system administrators monitor this
system. Anyone using this computer network system
expressly consents to such monitoring and is advised that
if such monitoring reveals possible conduct of criminal
activity, system personnel may provide the evidence of
such activity to law enforcement officers.

Access is restricted to authorized users only.
Unauthorized access is a violation of state and federal,
civil and criminal laws.

(7010) [mynode] #
(7010) [mynode] #configure terminal
Enter Configuration commands, one per line. End with CNTL/Z

(7010) [mynode] (config) #aaa auth-survivability

cache-lifetime lifetime of cached credential for survival server
enable Enable Auth Survivability

server—-cert Server Certificate for Survival Server

(7010) [mynode]l (config) #aaa auth-survivability

. A

#show aaa auth—survivability
Auth-Survivability: Enabled (Running)
Survival-Server Server—Cert: server—cert

Survival-Server Cache lifetime: 24 hours

# show aaa auth—survivability—cache

Auth—Survivability Cached Data

Station User Name Authenticated Using Authenticated By
Authenticated On
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64:27:37:7F:BC:34 test1 PAP
RadServer1 2014-04-01 01:54
64:27:39:AF:BC:FO  vpnclientcert2K—xyz EAP-TLS RadServer2

2014-04-01 18:21

Local Survival Server JERZ F 1z R

# clear aaa auth—survivability—cache station 12:34:56:79:01:34 username test-—
00065844

1 entry are deleted from Survival Cache
# clear aaa auth—survivability—cache all

Survival Cache is cleared

7~. Debug

Auth-survival H&#id Security.logs &
#logging level debug security process survival

#logging level debug security process authmgr subcat aaa

H8 K gk
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