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!" #$% Auth survivability？&

l 456789:;<=>?@AB;CDEFGH9:;IJKLM@NOP!

l 456QRS9:;TUHV?@WX@YZF[\=>?@AB;]^W_`!

l 456a6bcdRS?@HVWef!

 

'" ()*+,-./01&&

l Captive Portal: PAP 

l EAP-Termination disable: =g?@AB; EAP-TLS 

l EAP-Termination enableh=g?@AB; EAP-TLS with CN lookup 

l External Captive PortalGH XML-API：PAP 

l MAC?@iPAP 

!

2" Auth-Survivability34567 

Auth-Survivability!"#$%&'()*+,-./+, 

+0123456/78-9:;<1=>?@#$%A"BCMySQL DB 

1j Client access credential 

2j Key reply attributes 
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DE2341 username-FG=>HIJAKL 

Ø kl PAPHV authmgrTUmnWom SHA-1pqr 

Ø kl EAP Termination disableWHVFTU EAP-TLSstu 

Ø kl CNvwWHVFTU EXISTstu 

!

AK=>1MNOPL 

Ø xVyMAC Addressz6{| 0 

Ø EAP-TLS?@WxVyFSurvival server certificate}~���<xVy���F�

�� Trusted CA 

Ø EAP Termination disableW EAP-TLS?@WxVyFissuer cert���� Trusted 

CA�� Intermediate CA��9:; 

!

Survival Server"QGRSG(TU234VWXYZ7 

1[ Survival Server \]^ Free RADIUS Server _MySQL`abcd-e@fgh

ijBCkl1 RADIUS Requests-m"MySQLnop credential_ Key reply 

attributes. 

1.1. fail through disableqserver groupn1rs serverstuvNw/7x

y 

1.2. fail through enableqserver groupnz{s]|xy%uvNw/7x

y}OOS[ 

2[ rs~A1 credential_ Key reply attributes ?"~A8����-./h 24h 

3[ "QGRSG-~AO�?�BC Survival Servern�DL 

3.1. fail through disable, �356��/7xy%/7�� 
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3.2. fail through enable, �3�� server groupnrs/7xy%/7t�

� 

4[ � 10���D]�6�O� 
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8" 9: 

 

Parameter Description Default 
cache-lifetime 
<hrs> 

!"#$%&' Survival Server ()*+,-./+012
3456789:;<=$%+)*0*3>37?)*+,-

.@AB Survival ServerCD(EF< 
GHIJ8 1 > 72 67< 

24 
hours 

enable K"#LM= server group(NGOPQRSTUQRVW7
XYZ[ Survival Server<K"#\LM= server group(G
]^ RADIUS _ LDAP QRS`@7?XYA[a,-.@*
bc Survival Server(<cdeMDfg[_h[!ij< 
klmnopqr@QRS dead time st8  0?auth-
survivabilityuH 

Disabled 

server-cert K"#vwxy&' Survival Server Z[+QRS@z+{
|<&' Survival Server }~��� AOS +�`QRS@
z<���A�aQRS@z��MD?���jAQRS@z
�s�&' Survival Server< 
klmc^���(?����>�aQRS@z< 

- 
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1()#*2(+,-,'.-/-)03&45'./67&89(55-5:;&

&

2(+,-,'/*26+,6+&26+,6+*<6+)3&"6+,6+*=6+)&

&

2(+,-,'/*26+,6+&<'=#6&/->6)-?63&@A&#$(+"&

&

&&

&

!&"#$%&'''&'()#*"(+,-,'.-/-)0*='=#6&

&

&1()#*2(+,-,'.-/-)0&<'=#67&B')'&

&
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2)')-$5&&&&&&&&&&&C"6+&D'?6&&&&&&&&&&&&&1()#65)-=')67&C"-5:&&1()#65)-=')67&E0&&

1()#65)-=')67&F5&
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MMMGNVAA&
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K&65)+0&'+6&76/6)67&>+$?&2(+,-,'/&<'=#6&
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=" Debug 

Auth-survival 日志通过 Security.logs 查看 

!/$::-5:&/6,6/&76.(:&"6=(+-)0&P+$=6""&"(+,-,'/&
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