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* |AP Introducti

 VLAN

« DHCP

« Authentication
* Firewall

* AirGroup

« ARM
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JB3Z T{E ( Standalone )
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// \ AC ( Access Controller )
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AP *iﬁ Mobility Master (MM)

Mesh Point

T o= = - — = . Virtual
| Campus AP (CAP) \ Appliance
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evice ( MD/MC)
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I Spectrum Analyzer (SA
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UAP Discovery Process

Factory Default Activate reachable and Does Activate have a
UAP boots up provisioning rule exists? newer Instantimage?

Upgrade image from

Connect to AirWave and

Activate: Match AirWave upgrade image

Connect to Central and

Activate: Match Central upgrade image

Activate and reboot

Activate: Match CAP/RAP Connect to controller and

upgrade image

AirWave discovery

Connect to Airwave / Central

Provisioningrule in flash? and upgrade image

Controller discovery

Connect to Instant VC and

Instant VC discovery upgrade image

Broadcast Provisioning
SSID “SetMeUp-xx:xx:xx”

Manually upgrade, provision
and/or debug UAP



IAP Clusters

Radio Features Firewall Services

« Adaptive Radio Management « Stateful firewall / User based roles / * WLAN 802.1X, MAC auth, captive portal
» Client Match WLAN based rules » OS fingerprinting

« Spectrum analysis » Extended actions / Voice ACLs / AppRF « Cloud based content fi
(Layer 7) (OpenDNS. Brightcloud)
* Webcc
*loT
» WiFi Calling

IDS/IPS Management

* Rogue AP detection and classification * AirWave integration

» Aruba Central cloud-based
management

* Activate automates deployments

O MOD 1-8



Aruba Instant VC Cluster

N
O
DO

Max 128 IAP per cluster

Q MOD 1- 11



Master Election Process

|APs are capable of operation in one of
4 possible states:

* Initial

 Slave

* Potential Master

* Master

Q Footer content

IAP Boots Up In
INIT State

Listens for Beacons

Master
Beacon
Received ?

Becomes Potential
Master

Higher

Priority

Beacon
Received?

Becomes Master

Becomes Slave




Election beacons

are broadcast and
unicast L2 frames

ooooooooooooo



Preferred Master

Q Footer content

Preferred
Master

Preferred Master Designated

Preferred
Master

Preferred
Master

Preferred Master Fails

New Master Elected

Preferred
Master

Preferred Master Restored
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Multiple Preferred Masters

Q Footer content

Preferred
Master

Cluster

Preferred
Master

Preferred
Master

Cluster 1

Preferred

Master

Cluster 2

11



Multi-model AP Cluster

Q Footer content

6.5.4.0

6.5.4.3

Master
IAP
225

Cluster

6.5.4.3

12



Management Plane

T

“kl.

Master:
IAP

"
1111t

T

[T

T TR LTS

é Slave :E E: Slave :5
= IAP & = AP =
A HH 15 S

-—-——4»-—’

Management
Plane

External

Image VPN
Management Mag:rgveer:\sent Magic VLAN DHCP Server Functions

Config Sync Monitoring
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Control Plane

Q Footer content
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IAP
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IDS/IPS

14



Data Plane
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Data Plane

Client VLAN
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Management Options — Airwave

Q Footer content

AIRWAVE
NETWORK

MANAGEMENT

/\

Master
IAP

Slave
IAP
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Management Options — Central’

Q Footer content

ARUBA
CENTRAL

—
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Deployment

Q Footer content

VLAN 10
VLAN 20

-
gl 4
Core Switch

DHCP Server

|

Server

m

Cluster 1

IAP

Cluster 2
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Local Initial Setup

aruba -
a Hewlett Packard

SetMGUP'AABBICC Enterprise company
))(open) Welcome to Instant
wmin - FHF43 admin
)> SetMeUp-AA:BB:CC T SNKS

open Ll
iopan) Deuisch

Cngish v English

http://instant.arubanetworks.com Frangais
Hungarian
Enable Cloud Management X Italiano
Japanese
Free 90-day cloud management for your Wi-Fi Network Korean
« Anytime/Anywhere network visibility and troubleshooting Pyc
« Centralized management and zero-touch config for dispersed Wi-Fi networks Espaiiol
« Network summary reporting for both APs + Switches Turkish
« Upcoming Features: Visitor Management, Application level visibility and control, Network heat W
o3 Rl

Activate Your 90-Day Free Trial of Aruba Central

Q tRILUEuplink IPE#E] , BAIABKEEVCitiE




WLAN Wizards

o Basic 6 VLAN ° Security ° Access

Name Virtual Controller Assigned  Enterprise
Employee Default Personal
Voice Custom Open Role Based
- , Network Based
Guest Default Captive Portal Unrestricted
Static

Dynamic



VLAN Assignment R © (IR uplink FRASHESE )
Q: © » default : Suplink—%{

 static : I§%Evlan ID

Client IP & VLAN Assignment

Client IP assignment © Virtual Controller managed ° dynamiC . *E}EE'HEEJJ%&—FEVLAN
Network assigned

s [0 o o
Custom

Client IP & VLAN Assignment
Client IP assignment ' Virtual Controller managed

© Network assigned

@}l’\)\}%ﬁﬂ%&%ﬁfi . Client VLAN assignment © Default
« default : 172.31.98.x 7 Static
Dynamic

e Custom : EIFEXL , Z:EVCEE%dth m—

Q .




VC managed

Q Footer content

\

172.31.98.X
or
10.254.98.X
or
Custom

NAT

10.1.10.56 \ <™

Create new network 0 Basic

Client IP & VLAN Assignment

Client IP assignment

Client VLAN assignment

° VLAN

© Virtual Controller managed du—

Network assigned

© Default

Custom

23



Network assigned

VLAN 10

[

10.1.10.57

Q Footer content

L e

[

10.1.10.1

]

Create new network ° Basic

Client IP & VLAN Assignment

Client IP assignment

Client VLAN assignment

© v

' Virtual Controller managed

© Network assigned

© Default
Static

' Dynamic

24



Network Assigned -Static

[

10.58.5.78 (VLAN 5)

(

[

172.16.16.56 (VLAN 16) J

- s

Q Footer content

10.1.10.56

SSID Teachers
VLAN 5

SSID Student
VLAN POOL 16,17,18

VLAN 10
802.1q (—_>
>
[VLAN: 5,16, 17,18 ]

Client IP & VLAN Assignment

Client IP assignment

Client VLAN assignment

VLANID

Virtual Controller managed

© Network assigned

Detault
© Satic

Dynamic

5

25



Network Assigned -Dynamic

10.1.10.56

[ssno School ]

[ \10.58.16.78 (VLAN 16) ]

802.1q

Vian 10

Client IP & VLAN Assignment

Client IP assignment

Client VLAN assignment

VLAN Assignment Rules

Default VLAN: 5

+

Virtual Controller managed

© Network assigned

Default
Stalic

© Dynamic

o m——
—-———

b Y

Q Footer content

ClearPass
RADIUS
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IAP Forwarding Modes

External DHCP
Local

Local L2

Local L3
Distributed L2
Distributed L3
Centralized L2

Centralized L3

Q Footer content

Local external DHCP Server and Default Gateway(DG). Not used with VPN

VC is the DHCP Server and DG

VC is DHCP Server and DG is outside the |IAP

VC is DHCP Server and DG assigns IP address from local subnet

VC is DHCP Server and DG is corporate network

VC is DHCP Server and the VC is the DG with a Corporate subnet. Traffic is routed

DG is Controller or a router in the Corp and DHCP server is also in the Corp

DHCP server is corporate network and VC is DG. Traffic is routed

27



Security — Authentication

Authentication

Q Footer content

PSK
(WPA/WPA2)

Enterprise
(WPA/WPA2)

Authentication Type Employee Guest
Recommended with a higher-
Open Not Recommended level authentication method
WEP Not Recommended Not Recommended
Recommended for devices Can be used but the PSK key
PSK that do not support stronger | should be rotated in a regular
authentication basis
802.1X Recommended N/A
WISPr N/A Recommended ||? public
places such as airports
Captive Portal N/A Recommended

28



Access Rules-Role

- << (-2

H Employee
10.12.12.5

Q Footer content

Unrestricted- SSID

Network-based- SSID

Rule1
Rule2
Rule3

Role-based-SSID

Role-employee  Role-IT
Rule1 Rule 3
Rule2 Rule 4

29



Rule

New rule
Rule type Service
Access control v © Network
,
VLAN assignment Application
Captive portal
CALEA :
lication catego
Bandwidth Contract e "
Redirect Page URL
Redirect Blocked HTTPS Web category
Web reputation
Options Log
Blacklist

Many standard protocols

predefined

Q Footer content

any
v any

CUSTOM
adp

bootp
cfgm-tcp
cups

dhcp
dhcp-v6
dns

esp

ftp

gre
h323-tcp
h323-udp
http-proxy2
http-proxy3
http

https

icmp
icmp-v6

Aclion
Allow

v Allow

Deny

Source-NAT
Destination-NAT

802.1p priority

Destination

to all destinations v

v to all destinations
to a particular server
except to a particular server
to a network
except to a network
to domain name
to AP IP
to AP network
to master IP

= -

30



ARM Best Practices

Q Footer content

Sparse AP | Dense AP Recommended High
Feature Default Setting with Data with Data Settings for Interference
Only Only Voice and Video Environment
Scanning Enabled Enabled Enabled Enabled Enabled
Client Aware Scanning Enabled Enabled Enabled Enabled Disabled
Backgrour'ld S!aectrum Disabled Disabled Disabled Disabled Enabled
Monitoring
Client Match Disabled Enabled Enabled Enabled Enabled
Prefer Prefer Prefer Prefer Prefer
Band Steering
5Ghz 5Ghz 5Ghz 5Ghz 5Ghz
Airtime Fairness Default Access | Fair Access| Fair Access Fair Access Fair Access
Min Transmit Power 18 18 9 18 12
Broadcast Filtering Disabled All ARP ARP. (D|sablgd i ARP
running Multicast)
Multicast Disabled Enabled | Enabled Enabled Enabled
Optimization
Dynam.lc .Mul.tlcast Disabled Disabled Disabled Enabled Disabled
Optimization
Interffarence ) 5 ) ) 2%
Immunity Level
Beacon Interval 100ms 100ms 100ms 100ms 100ms
Wide Channel Band 5GHz 5GHz 5GHz 5GHz 5GHz
Local Prob Req
Threshold (db) 0 0 25 25 25
Dynamic CPU Automatic Automatic | Automatic Automatic Automatic

Management

31



The Aruba AirGroup Solution

| have AirPrint P1

| have AirPlay ATV1 mDNS Proxy

/ /7\ Classifies servers and users
D D O D Cache of services

Multicast to unicast

Location attributes

Users

Q Footer content



Wired Access Introduction

Ethernet O
Uplink port
Or Mesh

VLAN 15

-

o>

-

Printe

Q Footer content

(_—) Trunk
(_—) VLAN 15,16,17

Ethernet 1
Wired port - TRUNK

=

Ethernet O

Uplink port

Ethernet 1
- Access

>

>

];] -
Ethernet 2
- Access

A

33



AppRF Enabled

Q Footer content

lad Dashboard
Overview
Networks
Access Points

Clients

- £ Configuration

Networks

Access Points

) sysem

RF
Security
IDS

Routing

Tiimmalins

v General

Name

System location

Virtual Controller IP
Allow IPv6 Management
Virtual Controller IPvE
Dynamic RADIUS Proxy
Dynamic TACACS Proxy
MAS integration

NTP server

Timezone

Preferred band

AppRF visibility

URL visibility

SetMeUp-32:8E:A4

0.0.0.0

34



Zone

— ((

employee

Guest

employee
Guest

35



e

Operation

& Troubleshooting::::: iy
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IAP OS

Aries
Centaurus
Draco
Hercules
Gemini
Scorpio
Lupus
Ursa

Vela

Q Footer content

Arubalnstant_Aries_8.6.0.8_79369

Aruba Instant code for RAP-155 series
Arubalnstant_Centaurus_8.6.0.8_79369

Aruba Instant code for IAP- 220/224/225/228, |IAP-210/214/215, |IAP-270/274/275
Arubalnstant_Draco_8.8.0.1_80393

Aruba instant code for |IAP 340/344/345 (UAP) 510/518/570
Arubalnstant_Hercules_8.8.0.1_80393

Aruba instant code for IAP 310/314/315/318 320/324/325 374/375/377/387
Arubalnstant_Gemini_8.8.0.1_80393

Aruba instant code for IAP 500/500H/560
Arubalnstant_Scorpio_8.8.0.1_80393

Aruba instant code for IAP 530/550

Arubalnstant_Lupus_8.8.0.1_80393

Aruba instant code for IAP 330 series (UAP)
Arubalnstant_Ursa_8.8.0.1_80393

Aruba instant code for |AP 303/304/305 360/365/367 303H
Arubalnstant_Vela_8.8.0.1_80393

Aruba instant code for IAP 203H/207/203R/203RP

IAP Imagei %
https://arubase.club/archives/6126

37



Image Upgrade

I Dashboard
Overview
Networks
Access Points
Clients

Mesh Devices

& Configuration

»,‘ Maintenance

About

’ Firmware

Configuration

Q Footer content

Firmware
-] Manual
Current Version 8.8.0.0_79697 (Digitally Signed - Production Build)
» Image file
ALL |IAPs in this Cluster
Image URL

Image file for new version (Ursa)

Reboot all APs after upgrade ( )

=] Automatic

Check for New Version
| Gheckionenveion [0 o

38



Multi Class IAP cluster

Firmware

~| Manual

Current Version 8.8.0.0_79697 (Digitally Signed - Production Build)

URL for AP214/215/224/225/228/274/275/277 (Centaurus)
URL for AP303/303H/303P/304/305/365/367 (Ursa)

Reboot all APs after upgrade (

| Automatic
- No new version available -

http://<IP-address>/Arubalnstant_Ursa 8.4.0.0 xxxx
tftp://<IP-address>/Arubalnstant_Ursa 8.4.0.0 xxxx
ftp://<IP-address>/Arubalnstant_Ursa 8.4.0.0 xxxx
ftp://<aruba:123456>@<I|P-address>/Arubalnstant Hercules 8.4.0.0 xxxx

39



Backup and Restore

N
|4 Dashboard Current Configuration
version 8.8.0.?-8.8.0
Overview virtual-controller-country US

virtual-controller-key cc6e6a6501F

name VC-T14-Venu
Networks virtual-controller-ip 10.45.140.104

terminal-access

clock timezone none 00 00
Access Points rf-band all

e
onfirm Clear Configuration X q

Doing a complete configuration clear (equivalent to a factory reset) may cause connection issues with mesh
allow-new-aps

allowed-ap 20:4¢:03:3d:4¢:04
allowed-ap 20:4¢:03:3d:7¢c:88

routing-profile
route 10.253.0.0 255.255.0.0 1

Clients deployment.

+ Remove all configurations including per-AP setlings and certificates
Mesh Devices

£ Configuration ‘ Cancel ‘ Clear Configuration

"- Maintenance Start Over ?

ina-mode prefer-Sahz

About

’Conﬁguration baCkUp.Cfg

Certificates

Restore Configuration

Reboot

Q Footer content



Reset

1. Power off IAP

2. Press and hold Reset (use
a paperclip)

3. Power on |IAP without
releasing Reset (Power LED
flashes within 5 seconds)

4. Release Reset (IAP
reboots with factory defaults)

O Footer content



Converting |IAP

Remote APs managed by a Mobility Controller

s Dashboard Convert

Campus APs managed by a Mobility Controller

Uverview Convert one or more Access Points 10

Standalone AP

Networks Hostname or IP Address of Mobility Controller

Access Points After conversion, all Access Points will be manage

Single AP

L‘l ‘-A‘rWIb m

O Configuration
— # Maintenance

- Convert

Reqgulatory

Standalone AP

This feature allows you to deploy an Instant AP as an autonomous
Instant AP,which is a separate entity from the existing virtual controller
cluster in the Layer 2 domain.

Single AP mode is a new AP deployment mode suitable for Instant
deployments with only one AP in a site.This mode is a type of standalone
AP deployment with additional security when the AP is directly facing a
WAN connection.When configured as a single AP,the AP will not send or
receive management frames such as mobility packets,roaming
packets,hierarchy beacons through the uplink port.
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Management frames

Ll {%&AR XH

1 #<: AP Management Frames w BiR: Iris ~ 1B1T BahiaeT
FlE Iris
BAR
EEEEE RS RS RS E RS SRS RS SRR R SRR E SR SRR SRR SRR SRS EE RS RS EEEE SR EEEEE SRR EEEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEEE S
s 10/28/2022 11:12:59 AM Target: Iris Command: show ap debug mgmt-frames
%Fufﬁ IR R R E SRR SRR E R RS SRR SRR SRR RS RS E RS EEE R RS SRR EEEEEEEE RS SRR EEEEEEEEEEEEEREEEREEEEESEEEEEES]
Traced 802.11 Management Frames
AR 2815 55 Timestamp stype SA DA BSS signal Misc
Oct 28 11:12:46.449 action f4:2e:7f£:79:5a:10 36:19:df:31:c1:34 f4:2e:7f:79:5a:10 15 radio-reg-tsm
Oct 28 11:12:44.034 action f4:2e:7£:79:5a:10 d6:cf:d6:d4:7e:8e fd4:2e:7£:79:5a:10 15 neighbor-resp
" BcE Oct 28 11:12:44.034 action d6:cf:d6:d4:7e:8e f4:2e:7£:79:5a:10 f4:2e:7£:79:5a:10 0 neighbor-req
Oct 28 11:12:43.933 assoc-resp f4:2e:7£:79:5a:10 dé6:cf:d6:d4:7e:8e f4:2e:7£:79:5a:10 15 Success
Oct 28 11:12:43.928 assoc-req d6:cf:d6:d4:7e:8e f4:2e:7f:79:5a:10 f4:2e:7£:79:5a:10 42 -
C Qﬁyﬂ Oct 28 11:12:43.926 auth f4:2e:7£:79:5a:10 d6:cf:d6:d4:7e:8e fd4:2e:7£:79:5a:10 15 Success (seq num 0)
- ct : : . aut :cf: H :7e:8e t2e: : :5a: t2e: : :5a: -
'd (¢} 28 11:12:43.926 d6:cf:d6:d4:7e:8 f4:2e:7f£:79:5a:10 f4:2e:7£:79:5a:10 92
Oct 28 11:12:33.921 disassoc d6:cf:d6:d4:7e:8e fd4:2e:7£:79:5a:10 f4:2e:7£:79:5a:10 40 STA has left and is disassociated
Oct 28=TITIZTZZ. 437 action qo:Cr a6 dd:/e:88 1h:2€:/t:/9:5a:10 1d:2e:7/f:/9:5a:10 0 Tadio-resp
>> S5 Oct 28 11:12:24.432 action d6:cf:d6:d4:7e:8e f4:2e:7f:79:5a:10 f4:2e:7£:79:5a:10 O link-resp
- ’ Oct 28 11:12:24.409 action f4:2e:7f£:79:5a:10 d6:cf:d6:d4:7e:8e f4:2e:7f:79:5a:10 15 link-req
Oct 28 11:12:24.409 action f4:2e:7f£:79:5a:10 d6:cf:d6:d4:7e:8e f4:2e:7f:79:5a:10 15 radio-reg-beacon
Oct 28 11:12:17.394 action f4:2e:7£:79:5a:10 36:19:df:31:cl:34 f4:2e:7£:79:5a:10 15 link-req
Oct 28 11:12:17.394 action f4:2e:7f£:79:5a:10 36:19:df:31:c1:34 f4:2e:7f:79:5a:10 15 radio-reg-beacon
Oct 28 11:12:04.370 action f4:2e:7£:79:5a:10 d6:cf:d6:d4:7e:8e f4:2e:7£:79:5a:10 15 radio-reg-tsm
NAad 270 110110922 £Nn77 At AN AL e~nFeAL AN eTAaOA FANeNAaTFaTQaREAaa1N FANeNAcTFaTQaREAa1N n vradiA vAcA

Q Footer content



Authentication Frames

ol YRR
590
B
BAR
B
ERNSESEe
o 2
< 4P
' XHF

Footer content

Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct

Oct

Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct

AP Authentication Frames BiR: s v BT
28 11:15:49 rad-req -> 72:41t:25:e7:f2:7e fd4:2e:7f:79:5a:12/InternalServer 18 330 192.168.10.172
8 11:15:49 rad-resp = 72:4f:257€eT7:1t2:7e tfd:ZetTi:79:5a:IZ/Intérnalserver 18 -
8 11:15:49 eap-req <- 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12 3 1024
8 11:15:49 eap-resp -> 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12 3 6
8 11:15:49 rad-req -> 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12/InternalServer 19 195 192.168.10.172
8 11:15:49 rad-resp <- 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12/InternalServer 19 -
8 11:15:49 eap-req <- 72:4f:25:e7:f2:7e f4:2e:7£:79:5a:12 4 377
8 11:15:49 eap-resp => 72:4f:25:e7:f2:7e f4:2e:7£:79:5a:12 4 160
8 11:15:49 rad-req -> 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12/InternalServer 20 349 192.168.10.172
8 11:15:49 rad-resp <- 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12/InternalServer 20 -
8 11:15:49 eap-req <- 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12 5 81
8 11:15:49 eap-resp -> 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12 5 6
8 11:15:49 rad-req -> 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12/InternalServer 21 195 192.168.10.172
8 11:15:49 rad-resp <- 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12/InternalServer 21 -
8 11:15:49 eap-req <- 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12 6 59
8 11:15:49 eap-resp -> 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12 6 59
8 11:15:49 rad-req -> 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12/InternalServer 22 248 192.168.10.172
8 11:15:49 rad-resp <- 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12/InternalServer 22 -
8 11:15:49 eap-req <- 72:4f:25:e7:f2:7e fd4:2e:7£:79:5a:12 7 59
8 11:15:49 eap-resp -> 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12 7 59
8 11:15:49 rad-req -> 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12/InternalServer 23 248 192.168.10.172
8 11:15:49 rad-resp <- 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12/InternalServer 23 -
8 11:15:49 eap-req <- 72:4f:25:e7:f2:7e fd4:2e:7f:79:5a:12 8 59
8 11:15:49 eap-resp -> 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12 8 59
8 11:15:49 rad-req -> 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12/InternalServer 24 248 192.168.10.172
8 11:15:49 rad-accept <- 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12/InternalServer 24 -
8 11:15:49 eap-success <- 72:4f:25:e7:f2:7e fd4:2e:7f:79:5a:12 8 4
8 11:15:49 wpa2-keyl <- 72:4f:25:e7:f2:7e fd4:2e:7f£:79:5a:12 - 117
. . Z=RCY<Z - 7 Bl 20 €7 1LZ0TE LasZe /L 77:0d.14 - 117
28 11:15:49 wpa2-key3 <- 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12 - 151
28 11:15:49 wpa2-key4d -> 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12 - 95
28 11:15:54 station-up * 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12 - - wpa2 aes
28 11:15:54 wpa2-keyl <- 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12 - 117
28 11:15:54 wpa2-key2 -> 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12 - 135
28 11:15:54 wpa2-key3 <- 72:4f:25:e7:f2:7e f4:2e:7f£:79:5a:12 - 151
28 11:15:54 wpa2-key4 -> 72:4f:25:e7:f2:7e f4:2e:7£:79:5a:12 - 95
28 11:18:38 station-up * 72:4f:25:e7:f2:7e f4:2e:7£:79:5a:12 - - wpa2 aes
28 11:18:38 eap-id-req <- 72:4f:25:e7:f2:7e fd4:2e:7f£:79:5a:12 1 5
28 11:18:38 eap-id-resp -> 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12 1 8 123
28 11:18:38 rad-req -> 72:4f:25:e7:f2:7e fd4:2e:7£:79:5a:12 25 180 192.168.10.172
28 11:18:38 rad-resp <- 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12/InternalServer 25 -
28 11:18:38 eap-req <- 72:4f:25:e7:f2:7e fd4:2e:7f:79:5a:12 2 6
28 11:18:38 eap-resp -> 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12 2 141
28 11:18:38 rad-req -> 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12/InternalServer 26 331 192.168.10.172
28 11:18:38 rad-resp <- 72:4f:25:e7:f2:7e f4:2e:7f:79:5a:12/InternalServer 26 -
28 11:18:38 eap-req <- 72:4f:25:e7:f2:7e f4:2e:7£:79:5a:12 3 1024
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SENHE

Instant VRD 2.0.pdf
https://higherlogicdownload.s3.amazonaws.com/HPE/MigratedAttachments/1F47B

C48-DAFB-4B48-9FF1-2973BB3C2F87-8-Instant%20VRD %202.0.pdf

User-Guide.pdf

https://www.arubanetworks.com/techdocs/Aruba-Instant-8.x-Books/810/Aruba-
Instant-8.10.0.0-User-Guide.pdf

Aruba Support

https://asp.arubanetworks.com/

Aruba SE Club

https://arubase.club/
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