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1 ARUBA RADSEC GUIDE

11 BRER

Z4tRADIUS : WNRIRETTICEFRAIRADIUSHNES, LEAIERANE TIER, LUESRRY
RADIUSTIHY B HATRE ? BRI JEBRAIERADIUSEIR B R 2, RAZEAIRADIUSIY, b
SMAFA. IPHUIIERATESSE, NRMEFHIRTXLERADIUSEER, TEFEE, EHaLA
EFEIMAREER—OIN, ARREHA, BMAREERTEMIGIE, LIRXNRFRIIP
HHERMHA, XEEEERADIUSHNY EEBEREN.

Hitt, BRINEEBEXRARENT ekeykINZRN, BEREFERTHABHNINER EZ—
XBEE—NLTERRAHkEL, BIRADIUSIREEE RN E(EIATEMLEE L), BRizin{aIscil
RADIUSHMY YL 2 40E?

mEA—#FEFCloud Auth, ZEIBRADIUSIAIEEREInternet HEH, I TIFRIEBAIEEEE
EEERN _ HERNZe M,

IHEB—E P EEENMFEREIEAIRADIUSINER XL 2M (3=HI28F0RADIUS Serverz
BERNZeHE, BIEENRADIUSIRIGHITLZEINE) , BLEAAANEKSEREHTN, SHE
2N,

ISNEMZMIRERE, B MIEEEIZMIIPSec VPNEFE, ERFHEREREHRADIUS
B, LML 2EE, BRXNESTEREGTYMIIPSec VPN, IPRERREEI—MMEE
HAENASFIRADIUSEPSLHISZ#FRadSec, BEIFAIRE ZEIEIITLSHEE. RadSecH] AT Ha
RIHBIAME, ELAIMAC, DotlxsiCaptive Portal, SEAZRRADIUSHMYIEERLMELE AHMLE &
e iR,

1.2 MBI

RadseciiEEFTLSEFE FHIRADIUS  (BIRADIUSIRSCEIEEETLS ) . BB4A, RadSec
AT ARIEFRADIUSTIAFERARAIE?



X/ Radsec27ERADIUSERSZESFINAS (TEENBIBIFHiZIERArubaizHlzsE) z aigHt—
NReBE. FIUAER EREARIXRADIUSIEKIEZZEIRADIUS ServerZgl, REI— M2
TLSEXE. EIt, TILATEInternetEALR LML L, AL SR SEMAIZRADIUSIAUEFOLT 2
#HWE. RadSectIERXEN A—PMELMN, BEERFC 6614FhBFEN. MA, ZTLSIHIGEA
RADIUSHIEBH TR ERITLSIR S, FrLLIXEZHUDPIRIL,

RadsecsRFBRADIUSIR:L, FHEIZIRLEEEZITLSEEEEATLSAYE . RADIUS over TLSHY
REBERIROZTCP 2083, BMHWIE. IHESIENEEAEFREZEMZINGO, EABEESR
EFAIEEFRUDP 1812i% OMSHISIEFIEMA, UDP 1813imOf#it+2:. BE1ERadSecyflF+,
BAIRFEXLIRSS (FiG B AAAIRSS) FERBE—iwO, BITCP 2083, BEIER FXIFAOS, %
ThEeb FERRES. B, MRFE, EMRADIUSIRSEEAXRADIUSIRY 28I, (RHEEBRIZ
KA BEERSI TLSPRIE.

RadSec Client Certificate RadSec Server Identity

mTLS

. s
DS nsmme @ RADIUS ACCOUNTING | srwe @
| ~ RADIUS DYNAMIC AUTHORIZATION ;

RadSec Client RadSec Server

ArubasFHIES:
1) FrEMAruba &= HIssa8isTFXME M, 2356.4.3.0 ESRA.
2)  FrAfYAruba ClearPasstRISETREE ST HIXMFIE, iF v6.8 xR EBARA,



H11E TFRADIUS over TLSHORSEZE ISR :

CONTROLLER RADSEC SERVER
Client Hello T

- Server Hello
(Server's certificate)
(Request for client's certificate)
(Server key exchange)

(Client's certificate) -
Client Key Exchange
Change Cipher Spec

Finished
) Change Cipher Spec
Finished
RADIUS Access-Request -
- RADIUS Accept-Access

Controller Hif& RadSec Client , tHY/E TLS Client
ClearPass Hl/ RadSec Server, tIY{E TLS Server

1) Client-------- - Server ( Client Hello)

2) Client&---—---- Server (Server Hello ----7l%F Server certificate, request for a client
certificate, server key exchanges information)

3) Client-------- - Server (4 1% Client certificate and key exchanges, some cipher
specification)

4) Cleint€------- - Server (— H.FijE Y the cipher certifications have been finished,
TLS tunnel jit 2@ A7)

5) 7F TLS Tunnel B[ AZ H. Access —Request Fll Access-Accept/Reject %5 (FTLA
RADIUS #R SURHENNESTE TLS Tunnel 218 B i 1Y)



BAIREBHINGH, MRadSec ServerfIBERE, B HRERTNE, XEWERSEY
VAR UERE.

STASHIFEIM
RadSecirF5=5n] 1540 ERADIUSERSS 3R Ea—1F, BERTLARTLSIRS::, BRI LAZRADIUSAR

$EE—IXEKE, RADIUSHIREBAEER—IRSEELE, FifRadSec TLSEHEHAREEER
HIRSESE ., BkE, BATLSIRXERADIUSIRN EMREER— N IRSZEE L.

AR :

XEBEHRNTEHSIRSEE, Eitt, XEKETLSHESERIEIRSSE HRE, EERIBRSS
JGIXLEERADIUSIR N B & 48 IS EISEFRAIRADIUSIRSS 88 |, IXEEF I LIERER B I—FhEE SR,
XAEISCE, ERINRGEEFERE TRADIUSIREEE, MEATISTLSRIEZRSE, FRLAATLL
ECERE— N FIIRIERSEECPPM, ERIBIRSEEFIEHIEE BB TLSEE, HERER
22T LB RADIUSIE KR St & 44 G E SERRAIRADIUS IRSS 28, MAINZ P /EEHRADIUSE
RHIRHE.

1.3 BELE

1.3.1 MEHRINSE



hiE

Controllerip : 172.16.0.254
VLAN 1: 172.16.0.254
VLAN 101: 10.1.101.254 (FnCPPME EXibiil)

—‘_]

{Aruba7010_9A_D5_D7)[mynode] #show ip radius nas-ip 10.1.101.254 —
Wed Jan 26 11:34:12.837 2022 10.1.101.20

RADIUS client NAS IP address =172.16.0.254
RADIUS client NAS IPv6 address =::1

(Aruba7010_9A_D5 D7)[mynode] #showip radius source-interface p
Wed Jan 26 11:34:17.054 2022
Global radius client source IP address =0.0.0.0, vlan 0

Global radius client source IPv6 address=::, vlan 0
Per-server clientsource IPv4/6 addresses:

SsSID

L1

BXRFIRA :
CearPass*1 v6.9.8 (ClearPass M v6.8.x FRIRIF=3245F RadSec)
AOS*1 v8.6.0.15 (Standalone t&2=)

XEFMHYXNEBEIZ ClearPass B TLS Server tftf RADIUS Server

1.3.2 ClearPass IficE

B, BIIFELCEFEXAITLS Client UEBFITLS Server uEH, XFIEBEE, FH(1E
B FEAIRIRRS:

BIRFRATFEEIFISSENTLS Client, fNER7ERADIUS ProfiledaAijFHHRadSec Client CertfyiF,
AR\ FERZREANERDevice Certificate (B) TPMIEH) RFOTLS Serveri@ifl, BE2E4
VMCRETPM, FRLAMREZEATLS Client iEH, EBSE( M CLEARPASS V6.9.8FF, A&IiX



WRABICLEARPASS TG AfFRANIER CN=Aruba Networks Trusted Computing Root CA 1.0 3£
IGUFEHIZREIITPM(TLS Client) IE$, FTLARRMIARECESR —fEFIONboard CASRLSHE{H=HIZEF
CLEARPASSZE&TLS ClientiEHBFHSAZE) CLEARPASS (fE/9RadSec ServeriE$) FHzHIZE (/E
79 ServerCert)

1=HEsmERt2TLS Client, CLEARPASSHIAEGEZTLS Server, ATEIZTLS Tunnel,
TLS Client #OTLS ServerzZ BB B R FUERIALE,

B I eabRFClearPass Onboard CARZ—& & HTTPsKBURNIES, RFZERIFHIIE
FEENZITLS Server (HCLEARPASSSIZECSR, HClearPass Onboard CARE AHTTPsZEENE
B, {5 RadSeciRSSE8IEH) FATLS Client (AJLAStMClearPass -SHRadSechRSSEEIEH, &
=3 PKCS12, &Private Key; siEHEHIESE#ECIZECSR, HHClearPass Onboard CARE &
HTTPsZEBME, {9 ServerCert)

FETLS Server_EifNOnboard Root CAZITrust Listd (BRIAREE, {BEAi%usage=RadSec)

EEETLS Client E=E {£ClearPass Onboard Root CA{EJTrustedCA (418 TLS
Server2HFIUEH, IPMBHEGZEZIED LEEIEFIEE L, fF/9PublicCert) , HEBIEAY
HTTPsEBIFH{E S ServeCert , SAFTEELERADIUS server profileft, FEERadsec Trusted
CA Namei@TrustedCAZERLIFH, RadSec Client Certi@FEServerCertZ:8%IFH,

TLS ClientZEZI6UFTLS ServeniF$ (BPRadSec Server CertfRS3S8IUEF) , IXTLS ServerilE
FHEC(ClearPass Onboard Root CAZAHRIHTTPsZEENFFH, HClearPass Onboard Root CAE£
eI HI2sRYTrustedCARR, FRLAMEIE.

TLS ServerEEEIGIF TLS Client ifF (X%TLS ClientiE B2/ RE—ClearPass Onboard
Root CAS AHIHTTPsZEBUUFH, HClearPass Onboard Root CABL7EClearPassfyTrusted
Listsh, PRLAt2(EERY)

Note: WE{H=HI2s, EBECERADIUS server profilefid, RadSec Client CertdNERigEERBIEEIE
B, R HHEEIRASRARBTPMIER{ES TLS ClientiF$, CLEARPASSEEFARBHIES

CN=Aruba  Networks  Trusted @ Computing Root CA  1.0,C=US,O=Aruba
Networks,OU=0perations,OU=DeviceTrust RIGuF (FEIRFNIREUsage=RadSec, HBF
Be) .



Aruba RadSec fit & Tt

Subject DN: CN=Aruba Networks Trusted Computing Root CA
1.0,C=US,0=Aruba
Networks,OU=0perations,0U=DeviceTrust

Issuer DN: CN=Aruba Networks Trusted Computing Root CA
1.0,C=US,0=Aruba
Networks,0U=Operations, OU=DeviceTrust

Issue Date/Time: Sep 14, 2007 11:12:06 CST

Expiry Date/Time: Sep 14, 2032 11:21:14 CST

Validity Status: valid

Signature Algorithm: SHA1WithRSAEncryption

Public Key Format: X.509

Serial Number: 155386889284515228762147431949179635633
Enabled: false

Usage: Aruba Infrastructure ‘

1L £ ClearPass 70 Device (BPiERI0 NAS i&%%)
ZREF| ClearPass Policy Manager 185 HE, S$AnZl Configuration » Network » Devices T[],
REA LAY Add %4

aruba ClearPass Policy Manager Menu =
Dashboard Configuration » Network = Devices

(& Monkoring Network Devices
ki Configuration i £ Export All
£ Service Templates & Wizards & Discovered Devices
£ Services A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.
S Authentication
£ Methods Filter: [Name ~ J[contans « | i
£} Sources
2 Identity
£} Single Sign-On (SS0) Copy Export Delete
£} Local Users
£ Endpoints
£} Static Host Lists
13 Roles
£ Role Mappings
-+ Posture

£} Posture Policies

£ Audit Servers

£} Agentless OnGuard
- & Enforcement

£} Policies

£ Profiles

£3 Proxy Targets
£ Event Sources
£ Network Scan
£3 Policy Simulation

© Copyright 2021 Hewlett Packard Enterprise Development LP Jan 28, 2022 21:15:57 CST ClearPass Policy Manager 6.9.8.132694 on CLABV (Trial Version) platform

HEEEZRI, KIIEETHT Aruba 1548849 RADIUS #R3ZHI NAS-IP #1 Source-IP 24RFERY,
Standalone 2=, ZKiA NAS-IP=Controller-IP
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Aruba RadSec Fit & Tt

MM+MD #&z(T, BXIA NAS-IP=MM-IP, tNRFEIFA7T Cluster HFEEE T Cluster VRRP-IP,
BB NAS-IP=Cluster VRRP-IP

MizHI2SAIBAA RADIUS #2325 1P #HiIEE BUARRH EIEO/ IP s & EE ClearPass g9 IP,
F&IAERBCE T38E[Y Source Interface VLAN,

7£ Device EIIEH,
> Name: BMABSEXHIETR
> IP or Subnet Address: SIAIZHIZERY NAS-IP ((EE: XEAEERE RADIUS $RIZAYIR IP bk, 1%ZFE
EREXFIFTAEA RadSec fY RADIUS iREH. )
> RADIUS Shared Secret: #j\ radsec (EE2/NE=FH)
> Enable RadSec : 4)i%

Add Device

m RadSec Settings SNMP Read Settings SNMP Write Settings CLI Settings OnConnect Enforcement Attributes

Name: |aruba-md |

1P or Subnet Address: [172.16.0.254 |
(e.g., 192.168.1.10 or 192.168.1.1/24 or 192.168.1.1-20 or 2001:db8:a0b:12f0::1)

Description:

RADIUS Shared Secret:

TACACS+ Shared Secret:

Vendor Name:

Enable RADIUS Dynamic Authorization:
| Enable RadSec: |

Note:lEnainng RadSec changes the shared secret to "radsec”. Please ensure the same is correct in the network device configuration. |

(s J Cancel |

#£ RadSec Settings &R,
> Source Override IP Address HIA#Z=$2869 RADIUS $RXCAGVE IP Ml (GEER: ARERE NAS-IP it
Ik, WNSRE4IEEFN ClearPass Z[E)i&H Firewall NAT Outside, BRiXAN IP ihhitat 2488 FAY
RADIUS 3R3ZHYIR 1P, #NER#x#I2870 ClearPass 2 A% Firewall NAT Outside, BRAizitbitatE
Firewall NAT [Sf9 IP ih)

Page 11 of 36 aruvba



Aruba RadSec Fit & Tt

RADIUS/TLS (RadSec)
Sample NAT Topology

aWws
CAMPUS INTERNET >

Source IP Override

10.54.20.101
® 198.51.100.11
203.0.113.96
10.54.20.102 caurus NI /il "‘.!.".—' 198.51.100.12
T CORE imm T ® eI
Name: campus-yme-1
IP or Subnet Address: 1054.20.101
[ Name: campus-vme-2
1 05420 1 03 i IP or Subnet Address: 10,54,20.102
Name: campus-vme-3
il 1P or Subnet Address: 10.5420108
14
SNMP Read Settings SNMP Wrj
Source Override IP Address: 203.0.113.96

Ramd Add %51

Add Device

Device RadSec Settings SNMP Read Settings SNMP Write Settings CLI Settings OnConnect Enforcement Attributes

Source Override IP Address: [10.1.101.254 | |

Validate Certificate: [No Authorization Checks ~ | (Trust, Validity Period and Revocation Only)

Note: Source IP Address may be different from NAD IP Address, if this device is behind a NAT boundary.

Page 12 of 36 aruvba



Aruba RadSec fic & Tl

aruba ClearPass Policy Manager Menu =
Dashboard Configuration » Network » Devices
[£] Monitoring Network Devices ¥ Add
&, Tmport
&, Export All
£} Service Templates & Wizards @ Discovered Devices
£} Services Device aruba-md added
S Authentication
£ Methods
a muﬁfjurm Filter: [Name < [contains ~ Sl Go | Clear Fiter | Show [20 v ] recards
£} Single Sign-On (SSO) Device Groups
£3 Local Users aruba-md
£3 Endpoints
{3 Static Host Lists
£} Roles
{3 Role Mappings
7 Posture
£} Posture Policies
£ Audit Servers
13 Agentless OnGuar:

2, Configuration

f devices ir

Device (NAD) must belong tc

he ClearPass database in order to connect to ClearPass

Showing 1-1 of 1

a

$ Enforcement
£} Policies
£3 Profiles
4« Network

£} Device Groups
13 Proxy Targets
{3 Event Sources

¥ Network Scan

£¥ Policy Simulation

Administration o

© Copyright 2021 Hewlett Packard Enterprise Development LP Jan 28, 2022 21:22:30 CST ClearPass Policy Manager 6.9.8.132694 on CLABV (Trial Version) platform

25 ¥ Onboard CA ig& Usage &% RadSec

E3RE| ClearPass Policy Manager SR E, SfnZl Administration » Certificates » Trust

List 3@, fE Filter: Subject, contains [F#IN onboard, /5 Go #%$H, 13iE Onboard iF$,
525K ClearPass Onboard CA:

CN=ClearPass Onboard Local Certificate Authority

CN=ClearPass Onboard Local Certificate Authority (Signing)

arvba ClearPass Policy Manager Menu =
Dashboard Administr

(=) Monitoring Certificate Trust List w Add

Configuration TH
¢ Administration

#* ClearPass Portal | Filter:| Subject v | contains v | onboard

displays a list of tru

Show | 100 + | records

S Users and Privileges Subject 4 Usage Validity Enabled
#* Admin Users emailAddress=36036f1a-617b-4026-8da2-15c51e47c761 @example.com,CN=ClearPass Onboard Local Certificate
& Admin Privileges Authority,0=Aruba Networks,L=Sunnyvale,ST=California, C=US
i@ Server Manager - o emailaddress=36036f12-617b-4026-8da2-15c51e47c761@example.com,CN=ClearPass Onboard Local Certificate
P Server Configuration Authority (Signing),0=Aruba Networks,L=Sunnyvale,ST=California,C=US
& Log Configuration Showing 1-2 of 2
#* Local Shared Folders
& Licensing
& Device Insight
i@ External Servers
& SNMP Trap Receivers
P Syslog Targets
& Syslog Export Filters
#* Messaging Setup
#* Endpoint Context Servers
#* File Backup Servers

EAF, Others Valid Enabled

EAP, Others Valid Enabled

#* External Accounts

Certificates
J Certificate Store
pe
#* Revocation Lists

Dictionaries
J*RADIUS
#* RADIUS Dynamic Authorization Tem
# TACACS + Services

O S
‘ »

© Copyright 2021 Hewlett Packard Enterprise Development LP Jan 28, 2022 19:45:20 CST ClearPass Policy Manager 6.9.8.132694 on CLABV (Trial Version) platform|
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Aruba RadSec fit & Tt

DAREEKIES, HEAZFEMECER, 7 Usage TEHAY Select to Add, i&#EIEIN RadSec, &
famdE Update #2581

View Certificate Deta

Subject DN: 1.2.840.113549.1.9.1=#163033363033366631612d363137622d343032362d386461322d313563353165343763373631406578616d706c652e636f6d, CN=ClearPass
Onbeard Local Certificate Authority,0=Aruba Networks,L=Sunnyvale,5T=California,C=US

Issuer DN: 1.2.840.113549.1.9.1=#163033363033366631612d363137622d343032362d386461322d313563353165343763373631406578616d706c652e636f6d,CN=ClearPass
Onboard Local Certificate Authority,O=Aruba Networks,L=Sunnyvale,ST=California,C=US

Issue Date/Time: Jan 28, 2022 18:27:25 CST
Expiry Date/Time:  Jan 29, 2032 18:57:25 CST
Validity Status: Valid

Signature Algorithm: SHAS12WithRSAEncryption
Public Key Format:  X.509

Serial Number:

Enabled:

Usage:

(Select to Add--

View Certificate Details

Subject DN: 1.2.840.113549.1.9.1=#163033363033366631612d363137622d343032362d386461322d313563353165343763373631406578616d706c652e636f6d, CN=ClearPass
Onboard Local Certificate Authority (Signing),0=Aruba Networks,L=Sunnyvale,ST=California,C=US

Issuer DN: 1.2.840.113549.1.9.1=%163033363033366631612d363137622d343032362d386461322d313563353165343763373631406578616d706c652e636f6d, CN=ClearPass
Onboard Local Certificate Authority,0=Aruba Networks,L=Sunnyvale,ST=California,C=US

Issue Date/Time: Jan 28, 2022 18:27:25 CST
Expiry Date/Time:  Jan 29, 2032 18:57:25 CST
Validity Status: Valid

ig SHAS12Wi ryption
Public Key Format: ~ X.509
Serial Number: 2
Enabled: true

Usage: EAP
Others

REHIA, XK Root CA i Usage ##BE# T RadSec, BIAZEE Enabled

Page 14 of 36 arvba
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Aruba RadSec fit & Tt

. —
aruba ClearPass Policy Manager Menu =
Dashboard ] Administration » Certificates » Trust List
. . Add
et b Certificate Trust List -
e M 7his page displays a list of trusted Certificate Authorities (CA). You can add, view, or delete & certificate.
'@ Administration @
#*ClearPass Portal = | Filter:[Subject ~ | contains | pnboard # Show records
- By Users and Privileges

Subject Usage Validity Enabled

# Admin Users
# Admin Privileges.

[ emailAddress=36036f1a-617b-4026-8daz-15¢5 1e47c761@example.com, CN=ClearPass Onboard Local Certificate
Authority,0=Aruba Networks,L=Sunnyvale,ST=California,C=US
i# Server Manager 2. o emailAddress=36036f1a-617b-4026-Bda2-15c51e47c761@example.com, CN=ClearPass Onboard Local Certificate
 Server Configuration Authority (Signing),0=Aruba Networks,L=Sunnyvale,ST=California,C=US
# Log Configuration Showing 1-2 of 2
# Local Shared Folders
# Licensing
# Device Insight
- il External Servers
#* SNMP Trap Receivers
& Syslog Targets
#* Syslog Export Filters
#* Messaging Setup
#* Endpoint Context Servers
# File Backup Servers
#* External Accounts
= & Certificates
#* Certificate Store
st List
#* Revocation Lists
- LI Dictionaries.
##RADIUS
#* RADIUS Dynamic Authorization Tem
# TACACS + Service

1. EAP, RadSec, Others

EAP, RadSec, Others

Delete

»
© Copyright 2021 Hewlett Packard Enterprise Development LP Jan 28, 2022 19:47:17 CST ClearPass Policy Manager 6.9.8.132694 on CLABV (Trial Version) platform

3L £ ClearPass Policy Manager 6172 CSR, #AJSH Onboard Root CA k& k—
5Kk HTTPs IEH, REBESAZ ClearPass I, Fefk ClearPass Radsec Server iEPRIZ A

SinEl Administration » Certificates » Certificate Store , miEAa LAY Create
Certificate Signing Request, {X{X#iA\ Private key Password Bie], &g Submit &1

Common Name (CN): |cppm-demo
Organization (0):

Organizational Unit (OU)

Location (L):
State (ST):

[

[

[

[
Country (C):

Subject Alternate Name (SAN): |

Private Key Password: |
Verify Private Key Password:  [rmemeeen ]
Private Key Type: 2048-bit RSA v
Digest Algorithm: [SHASG12 »|

Page 15 of 36 arvba
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Aruba RadSec fit & Tt

185 CSRIEBSZiFRMY, M Download CSR, &304 FEZIBRAN ( IBIERFNEREZ,
BIA 4 FRE CertSignRequest.csr )

MIICs3iCCAZOCAQAWFDESMBAGAIUEAWWIY3BWbS1kZW1vMITBT JANBgkghkiGow0R
AQEFAA IBCQRCAQEAWDThSLE£7KLjUCASTDiG0001 120N

4BHMEYe 647! 1 030vl i b8. 11
XCEntIl 'ygDIB3/ 120 JEYVu¥225E &l
1XZXDY6rkdyx]CdSwAXOmENDYkokeT 2MTXeGNY 1 vORKb1 +40MkHi £EDVUOFOE VK]
a InBhu3JURZAAL HwGhS1IeX]6pCATulpx7IDel
K1X7DbG7 SWmAXnTZQTLELARXL/ONVgROLTV1eu2 £2¢7 3101 DAQABOFKWVWY JROZT
¥

hveNa T on:
BWMOMBOGA1UADGOWBBRZWX0ZT 89/ 6£YVSPVQLPS 2 +nt GUDANBgkghkiGIWOBAQOR
AROCAQE. AOVEcaIEL D3 SECESTEERN
SEiCU EfIrroh2 iNVA1£2iLraMY20mbwB23h]1ws
BMANCTpYWSSbWSNWETVNqE IFa i K1E4wodOCUEIP) swdml tRRWGOE+Qk)ZCOINIKD
yrz++8l SMYD/W4U+gRSby+x3zMkr T, 53 oU
WSE! LChE22vEih, 3¢ POCL+yvedimgitf3lp
ix2g geFgJdc0/EpiTL

WY BBOUHAWMGCCSGAQUE

aruba ClearPass Policy Manager
Dashboard Administration = Certificates = Certificate Store © Policy Manager
S y T
St Certificate Store T oreste S aoues
Configuration z Import L@ Onboard
3# Administration Q)| & Insight
JClearPass Portal . | Alows you ta create multiple service certificates, each of which can be associated with a specific ClearPass service.
& Help
S5 Users and Privileges
# Admin Users Service & Client Certificates @ support
J Admin Privileges & Logout
@ Server Manager Select Servers: [cppm-demo (10.1.101.20) ~ Select Usage: | RADIUS/EAP Server Certific ~ :gr:':nl(f:l%er)
nistrator’
# Server Configuration Subject: 0=PolicyManager, CN=cppm-demo
:t"ﬁ T;:'lgu;a;lu‘: Issued by: 0=PolicyManager, CN=cppm-demo
ocal Shared Folders
# Licensing Issue Date: Jan 28, 2022 18:41:45 CST
4 Device Insight Expiry Date: Jan 28, 2023 18:41:45 CST
- i External Servers validity Status: Valid

# SNMP Trap Receivers | petails:
& Syslog Targets
# Syslog Export Filters
# Messaging Setup
& Endpoint Context Servers
J* File Backup Servers

# External Accounts

= & Certificates

P
& Trust List
#* Revocation Lists

L Dictionaries
#*RADIUS
# RADIUS Dynamic Authorization Tem

IR
© Copyright 2021 Hewlett Packard Enterprise Development LP Jan 28, 2022 19:53:25 CST ClearPass Policy Manager 6.9.8.132694 on CLABV (Trial Version) platform

SinEl Onboard » Certificate Authorities TQ[E, #E# Local Certificate Authority, A58
TEMRESE, =t EditiEiH, #AZRERT,

Page 16 of 36 arvba
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https://10.1.101.20/onboard/mdps_index.php
https://10.1.101.20/onboard/mdps_ca_list.php

Aruba RadSec Fit & Tt

aruba ClearPass Onboard Menu ==

Guest Home = Onboard » Certificate Authorities
¢% Create new certificate authority

# Devices Certificate Authorities
@ onboard Q

oning or authenticating
se enroliment over HTTPS to fall on 105 and IPadOS devices.

ver cestificate configuration that will prevent devices from prov
r root certificate Is not trusted by Apple, This will
server certificate will cause some models of Android d

There are errors with the s
i\ cppm-demo: The Clearfass HTTRS sen
cppm-demo: Self signed ClearPass RADIL

authenticate.

Management and Control
i View by Device & How do I fix this problem?
@ view by Usemame
[E5] View by Certificate
#* Usage

Your license does not presently allow for the use of ClearPass Onboard.
‘You may continue to use the management facilities of the Onboard plugin, but devices will not be provisioned.
¥ Configurstion
phy Network Settings Use this list to manage certificate aut
& i0S Settings
-51 Windows Applications
- l' Deployment and Provisioning
& Confi Profile: 0 = i .
i Configuration Profiles Q show Deta-IJ Duplicate. ¥, Show Usage ) Trust Chain =] Certificates ¢y Renew & Delete Client Certificates
[ Provisioning Settings e
wing 1 -
Refresh
C pefres = 20 rows per page

# self-service Portal

Mode Status Expiry OCSP URL

Name
o Vvalid 2032-01-29T18:57:25+08:00 http:/{cppm-demo/onboard/mdps_ocsp.phps 1

< Local Certificate Authority
This is the default certificate suthority.

[ Back to Onboard

€& Back to main

Configuration

Administration
@ Coopvriaht 2022 Hewlett Packard Enterprise Develooment LP ClearPass Onboard 6.9.8.132694 (Trial Version) on CLABV olatform
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& Validity Period:3650 X (10 £F) , &famihtx FEAY Save Changes #%H

aruba ClearPass Onboard Menu ==

m-demo: Self signed ClearPass RADIUS server certificate will cause some madel:

ndroid devices to fail to authenticate. -
4 How do I fix this problem?

Your license does not presently allow for the use of ClearPass Onboard.

You may continue to Use the management faciities of the Cnboard plugin, but devices will not be provisioned

3. Management and Control
) view by Device
@ view by Username
5] View by Certificate @ This certificate wil

Use this form to new ce

wthority.

hown as the "issuer” on all client certificates created with the certificate authority.

% Usage

@ Configuration
¢l Network Settings * Name:
& I0S Settings
@_} Windows Applications
i Deployment and Provisioning
& Configuration Profiles
§ Provisioning Settings

[ self-Service Portal A description of the certificat

Local Certificate Authority
Enter a name to identify

riificate 2

This 1s the default certlficate autharity.

Descriptian:

itharity.

Mode: Root CA

Certificate Issuing
These options control b

ertificates are Issued by this certificate auth

Do not include OCSP Responder URL v
* Authority Info Access:  Select the Information about the certificate suthority to Include in the client certificate.
Note that when an OCSP UR ided, clients may need to access this URL in order to determine If the certificate is still valid.

ate.

3660 % | days

Maximum validity period for dlient certificates (in d
15
A

* validity Period:

* Cock Skew Allowance:

date cert

Nt to pre/po te vall

period (In minutes).

Include device information in TLS client certificates
t the device in the sub
or Iater is

Subject Alternative Name:

ame extension of the

) enable this feature,

Configuration

Administration

* Digest Algorithm:
© Copyright 2022 Hewlett Packard Enterprise Development LP

ClearPass Onboard 6.9.8.1326%4 (Trial Version) on CLABV platform

aruvba ClearPass Onboard Menu =

sver oerver
Thes

to the SCEP server for this CA. =

Enable access to the SCEP server

Allows this CA to

SCEP Server:

EST Server

to the EST

for this CA.

%, Management and Control
@ view by Device EST Server:
Q view by Username

O Enable access to the EST server
Allows this CA to issue tis-client certificates via EST

Identity

5] view by Certificate

~ Country: US

% Usage

State: Califernia

@ configuration

T Network Settings Locality:  Sunnyvale

B 105 Settings Organization: ~Aruba Networks

Q} Windows Applications Organizational Unit:
8 Deployment and Provisioning Commen Name: ClearPass Onboard Local Certificate Authority

& c . .
Y Configuration Frofiles Signing Common Name: ClearPass Onboard Lacal Certificate Autherity (Signing)
[f; Provisioning Settings

Email Address: 36036f1a-617b-4026-8da2-15¢51847c761 @example.com
[ self-service Portal

Private Key
Key Type: 2048-bit RSA
Self-Signed Certificate
CA Expiration: 3653
Digest Algorithm: SHA-512

Save Changes

* required field
&= Back to Certificate Authority Settings

@ Back to Onboard

“. Configuration

Administration & Back to main

© Copyright 2022 Hewlett Packard Enterprise Development LP ClearPass Onboard 6,9.8,132694 (Trial Version) on CLABV platform

S#rZl Onboard » Management and Control » View by Certificate TU@E, sma /AN
Upload a certificate signing request 1%,

aruba
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Aruba RadSec Fit & Tt

aruba ClearPass Onboard Menu =
Horm

Certificate Management

» Onboard » Management and Control » View by Certificate

£ Upload a certificate signing request

',4 Generate a new certificate signing request
£¢ Upload a code-signing certificate

s Certificate Authorities £ Upload a trusted certificate

@ onboard

%3, Management and Control
@ View by Device
’ View by Username
[l View by Certifi
#® Usage Your license does not presently allow for the use of ClearPass Onboard.
@7 Configuration
iy Network Settings
& i0S Settings
Q} Windows Applications
= @/ Deployment and Provisioning @ Quick Help Columas
& configuration Profiles

1 that will pre:
t certificate is not trusted by Apple. This will cause enrol

errors with the s t devices from prov

ppm-demo: The ClearPass HTTPS server

& How do I fix this problem?

You may continue to use the management facilities of the Onboard plugin, but devices will not be provisioned.

Use this list view to manage certificates.

Certificate Authority:

@ Provisioning Settings

Certificate Type: | TLS Client
@ self-Service Portal

Filter:

No matching items
| 20 rows per page v ||

@ Refresh

2, Back to management and control
§ Back to Onboard

Configuration €& Back to main

Administration

© Copyright 2022 Hewlett Packard Enterprise Development LP ClearPass Onboard 6.9.8.132694 (Trial Version) on CLABV platform

> Certificate Authority i%#% Local Certificate Authority,
> Certificate Signing Request EFEZBIRFZIEBKA’EAY CSR 34 (CertSignRequest.csr
)
> Certificate Type &% HTTPS (ERXEER HTTPS ZEHEH)
> Approval (Issue this certificate immediately) 4%
> Expiration i¥& 3650 days
e/ Submit Certificate Signing Request &, 5% HTTPS iE$

ClearPass Onboard [re—
‘e Guest Home » Onboard » Management and Control » View by Certificate

Devices Certificate Signing Request £g Create a new certificate request

: There are errors with the server certificate configura s fram provisioning or authents

£y Certificate Authorities Spm-d he ClearPass HTTPS server rox by This will cause enroliment o

2. Management and Control ved ClearPass RADIUS server will ¢ els of Andraid devices to fail
@ view by Device

® View by Username

i that will prevent d

§ How do I fix this problem?

E iew by Certificate four license does not presently allow for the use of iearPass Onboare
View by Certificat Your | d it tly allow for th f ClearPass Onboard
#% Usage You may continue to use the management facilities of the Onboard plugin, but devices not be provisioned

- 7 configuration
Py Network Settings

form to submit a certificate -ate authority.

[ 105 Settings
% Windows Applications

Local Certificate Authorty v

[ Depl t and P *
W Deployment and Provisioning Certificate AUhOrEY:  coject the certificate authonty that will be used to sign this request.

& configuration Profiles

BTG | CertSignRequest csr
Choase a digital certificate signing request to upload. This should be a PEM encoded PKCS#10 certificate request file.

HTTPS A

Select the type of certificate to create from this signing request.

@ Provisioning Settings * Certificate Signing Request
# self-Service Portal
* Certificate Type:

Issue this certificate immediately
To modify the subject of the certific

|2850 | days
The number of davs before the certificate will expire,

Submit Certificate Signing Requ

Approval

before signing, do not select this checkbox.

Expiration

* required field
F°F Back to view by certificate

%, Back to management and control

“. Configuration

i Back to Onboard

Administration .

@ Copyright 2022 Hewlett Packard Enterprise Development LP ClearPass Onboard 6.9.8.132694 (Trial Version) on CLABV platform
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aruvba ClearPass Onboard Menu =

£ Upload a trusted certificate

rors with the
The Clearf:

Self signed Clear

@ onboard 0

e 3 Certificate Authorities
%, Management and Control & How do I fix this problem?
@ View by Device
@ View by Username x .
,_J You may continue to use the management facilities of the Onboard plugin, but devices will not be provisioned.

#® Usage

Your license does not presently allow for the use of ClearPass Onboard.

Use this

view to manage certificates.

@7 Configuration

¥ Network Settings © Quick Help [T Columns

& i0S Settings
ertificate Authority: [ Local Certificate Authority v

- - Certificate Authority: | Local Certificate Authority

Windows Applications

&

§/ Deployment and Provisioning GeriicaasType: fl i — 2
8 configuration Profiles Filter:
@ Provisioning Settings Common Name Certificate Authority Type Valid From valid To Device Type
@ self-Service Portal
ey ClearPass Onboard Local ) .
i | i Local Certificate Authority 1c 2022-01-28 18:27:25+08:00 2032-01-29 18:57:25+08:00 J None
Certificate Authority
i =7 < Onpoar Loct Local Certificate Authorit 2 2022-01-28 18:27:25+08:00 2032-01-29 18:57:25+08:00 [£] None
= Certificate Authority (Signing) T Ceriicnte-NIthoty e i 125+08:00 [T None
.5 cppm-demo Local Certificate Authority 3 https 2022-01-28 19:48:34408:00 2023-01-28 20:18:34+08:00 ._J None
[ B cppm-demo Local Certificate Authority 4 https 2022-01-28 19:54:17+08:00 2032-01-26 20:24:17+08:00 __J None
c Refresh 1 Showing 1 - 4 of 4
|20 rows perpage v |
%, Back to management and control
@ Back to Onboard
%, Configuration
5 5 o k m
Administration i Becicromiin =
© Copyright 2022 Hewlett Packard Enterprise Development LP ClearPass Onboard 6.9.8.132694 (Trial Version) on CLABV platform

EPEAIFRT HTTPS UE, PSSR, =i Export certificate 1%, BHSHIRE,
> Format j%&#® Base-64 Encoded (.pem)
» Trust Chain (Include certificate trust chain) 4%k

/e Export Certificate #%8H, SHBBRAN (CEHRFER PRERPIUGEE

cppm-demo.pem)

aruba
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—
aruba ClearPass Onboard Menu =
Your license does not presently allow for the use of ClearPass Onboard -
You may continue to use the management facilities of the Onboard plugin, but devices will not be provisioned.
& onboard Q
this list view to manage cert
% Certificate Authorities Use this list view ta manage ce
%, Management and Control @ Quick Help [ columns
B view by Device
@ View by Usemame Certificate Authority: | Local Centificate Authority ~
= by Certificate Type: | — Al — -
#* Usage Filter: |
¥ configuration
Ty Network Settings
(105 Settings fry Clearpass Onboard Local - [
i S ey N Local Certificate Authority 1ca 2022-01-28 18:27:25+08:00 2032-01-39 18:57:25+08:00 [L] None
&4 Windows Applications Certificate Authority
‘ Deployment and Provisioning ., Clearfass Onboard Local ~ "
S . Local Certificate Authority 2 ca 2022-01-28 18:27:25+08:00 2032-01-2% 18:57:25+08:00 [L] None
¥ configuration Profiles Certificate Authority (Signing)
@ Provisioning Settings £ cppm-dema Local Certificate Authority 3 https 2022-01-28 19:48:34+08:00 2023-01-28 20:18:34+08:00 [L] None
I self-Service Portal £ cppm-dema Local Certificate Authority 4 https 2022-01-28 19:54:17+08:00 2032-01-26 20:24:17+08:00 [1~] None
E=] view certificate =) Trust Chain Fi@ Export certificate |FZ) Revoke certificate € Delete certificate
* formag: | [Base-84 Encoded { pem)
elect the file format for the exported item.
N Include certificate trust chain
Select this option to include the certificates for the CA and any intermediate certificate authorities in the PKCS
I Export Certificate
* required field
; C' Refresh 1 __Showing 1 -4 of 4
4. Configuration 20 rows per page v
9 %, Back to management and control hd
© Copyright 2022 Hewlett Packard Enterprise Development LP ClearPass Onboard 6.9.8.132694 (Trial Version) on CLABV platform
E34— ~ = s 52 . Y oy =5
SR AR tEM 1280, sEHsE Policy M IETE
bl:\l*/j‘/\\\EE enu ] S ;M olic ana erl jeas :‘:I =) R °
aruvba ClearPass Onboard

nt devices from p
cppm-demo: The ClearPass HTTPS server root o by A This will cause enroliment over HTTPS to fail on iOS and iPadOS devices. & Guest
cppm-demo: Seif signed ClearPass RADIUS serv ste will cause some models of Android devices to fail to authenticate.

£ onboard @ @ Onboard
4 How do I fix this problem?

¢'py Certificate Autherities s Insight
%@, Management and Control Your license does not presently allow for the use of ClearPass Onboard. 2 Help
View by Device . . . .
i v be You may continue to use the management facilities of the Gnboard plugin, but devices will not be provisioned @ Support

R view by Usemame

—-J eralrplCetineats Use this list view to manage

tificat
> Usage
¥ configuration @ Quick Help [ Columns
T Network Settings Certificate Authority: [Local Gertficate Authority ~
i i
& 105 Settings Certificate Type: [—AlI— ~

&4 Windows Applications

Filter:
§/ Deployment and Provisioning |

& configuration Profiles ‘ommon Name

[#; Provisioning Settings
[ Self-Service Portal

=y Clearfass Onboard Local
~ Certificate Authority

Local Certificate Authority 1 2022-01-28 18:27:25+08:00 2032-01-29 18:57:25+08:00 [L7] None

ClearPass Onbeard Local .
E cal fi h c -01- :27:25408:| -01-29 18:57: :00 [
= Certificate Autharity (Signing) Local Certificate Autharity 2 ca 2022-01-28 18:27:25+08:00 2032-01-29 18:57:25+08:00 [IZ] None

w

B3 cppm-demo Local Certificate Autharity https 2022-01-28 15:48:34+08:00 2023-01-28 20:18:34+08:00 [L7] None

£ cppm-demo Local Certificate Authority 4 https 2022-01-28 19:54:17+08:00 2032-01-26 20:24:17+08:00 [} None

F7] view certificate EL‘ Trust Chain [ Export certificate F) Revoke certificate €9 Delete certificate

G Refresh 1 Showing 1 -4 of 4

%%, Back to management and control

@ Back to Onboard

Configuration

Administration e Back to main

https://10.1.101.20/tips ylete Packard Enterprise Development LP ClearPass Onboard 6.9.8.132694 (Trial Version) on CLABV platform

SinEl Administration » Certificates » Certificate Store TaE, mEA_LEHEAY Import

Certificate &,
> Certificate Type i%&#E Server Certificate
» Server &% {FINEFEER] ClearPass node
> Usage %% RadSec Server Certificate

aruba




Aruba RadSec fit & Tt

> Upload Method 1## Upload Certificate and Use Saved Private Key
> Certificate File IEFRIEEBRPELIFH HTTPs IER, KBl H.pem (RXERPHEEE
cppm-demo.pem)

&aE/Ri Import &3

Import Certificate

Certificate Type: Server Certificate v
Server: cppm-demo (10.1.101.20) -l
Usage: RadSec Server Certificate ~

Upload Method: [Upload Certificate and Use Saved Private Key ~ |
Certificate File: AR | cppm-demo. pem

Cancel

TRHE#E7R Server Certificate uploaded successful 5, Select Usage i%#% RadSec Server
Certificate, BESATFH HTTPS IEREEEHUEIEH.

aruba ClearPass Policy Manager Menu ==

Dashboard Administration = Certificates » Certificate Store
N 4 Create Self-Signed Certificate
Certificate Store 4 Create Certificate Signing Request

& Import Certificate

=] Monitoring

o
L
Configuration o
¢ Administration @

# ClearPass Portal =
- By Users and Privileges Allows you to create multiple service certificates, each of which can be associated with a specific ClearPass service.

Server Certificate updated successfully.

& Admin Users
 Admin Privileges
i Server Manager

L Service & Client Certificates

4 Server Configuration Select Server: |cppm-demo (101101 20) ~ | Select Usage:

* Log Configuration

#* Local Shared Folders Subject: CN=cppm-demo

P Licensing Issued by:  EMAILADDRESS=36036f1a-617b-4026-8da2-15c51e47c761@example.com,|CN=ClearPass Onboard Local Certificate Authority (Signing), I)=Amha Networks, L=Sunnyvale, ST=Califg

P Device Insight Issue Date:  Jan 28, 2022 19:54:17 CST
& External Servers ‘ Expiry Date:  Jan 26, 2032 20:24:17 CST
#* SNMP Trap Receivers Validity Status: Valid

T
# Sydog Torgets Detas:

# Syslog Export Filters
#* Messaging Setup Intermediate CA Certificate:

) Endpoint Context Servers Subject: EMAILADDRESS=36036f1a-617b-4026-8da2-15¢51e47c761 @example.com, CN=ClearPass Onboard Local Certificate Authority (Signing), O=Aruba Networks, L=Sunnyvale, ST=Califc|
* File Backup Servers lssued by:  EMAILADDRESS=36036f1a-617b-4026-8da2-15¢51e47¢761 @example.com, CN=ClearPass Onboard Local Certificate Authority, O=Aruba Networks, L=Sunnyvale, ST=California, C=U
#*External Accounts Issue Date:  Jan 28, 2022 18:27:25 CST
@ Certificates Expiry Date:  Jan 29, 2032 18:57:25 CST
st Lt - Validity Status: Valid
# Revocation Lists Detalls:
_ |_IDictionaries Root CA Certificate:
#* RADIUS Subject: EMAILADD: 36f1a-617b-4 da2-15c51e47c761 com, CN=ClearPass Onboard Local Certificate Authority, O=Aruba Networks, L=Sunnyvale, ST=California, C=U .

o/ RADIUS Dynamic Authorization Tem | ¢ | ’
#* TACACS+ Services
e _ ,

@ Copyright 2021 Hewlett Packard Enterprise Development LP Jan 28, 2022 20:23:13 CST ClearPass Policy Manager 6.9.8.132694 on CLABV (Trial Version) platform
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Aruba RadSec fit & Tt

Certificate Details

Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Authority Key Identifier:
keyid:6B:E4:28:69:60:52:CA:2D: 1F:FA:C4:14:86:66:48:DF:A7:

X509v3 Subject Key Identifier:
OF:4F:0C:67:99:C1:E1:9D:D9:4E:8C:35:F3:8B:00:F7:67:68:AB
X509v3 Key Usage: critical
Digital Key

X509v3 Extended Key Usage:

TLS Web Server TLS Web Client
ignature Algorithm: shas12WithRSAENCryption
8c:0f:7d:70:c9:a1:be:f7:df:be:cf: 3e:8c:41:55:ec: 21:fd:

#£ CLEARPASS HERIEE&ESARINM radsec server certificate fRSZ2]IEF
(HTTPs £8K9) , BRSS9 PKCS12 &=, (& Private Key) , MREIRE secret key,

SinEl Administration » Certificates » Certificate Store TaH, Select Usage i%#% RadSec
Server Certificate, ABNEFREIRME, KEMEFNEIGE, = Export &1

aruba

Dashboard

=] Menitoring

Configuration

&* Administration

#*ClearPass Portal

= By Users and Privileges
& Admin Users
& Admin Privileges

- & Server Manager
& Server Configuration
& Log Configuration
# Local Shared Folders
& Licensing
# Device Insight

- i External Servers
4 SNMP Trap Receivers
& Syslog Targets
& Syslog Export Filters
# Messaging Setup

#* Endpoint Context Servers
#* File Backup Servers
#* External Accounts

# Revocation Lists
- L Dictionaries
# RADIUS

# RADIUS Dynamic Authorization Tem

& TACACS + Services

Page 23 of 36

I
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ClearPass Policy Manager Menu ==
Administration » Certificates » Certificate Store

Certificate Store

4 Create Self-Signed Certificate
4 Create Certificate Signing Request
A&, Import Certificate

Allows you to create multiple service certificates, each of which can be associated with a specific ClearPass service.

s o ot

Select Server: | cppm-demo (10.1.101.20) ~| Felect Usage: [RadSec Server Certficate v |
Subject: CN=cppm-dema
Issued by: EMAILADDRESS=36036f1a-617b-4026-8da2-15c51e47c761@example.com, CN=ClearPass Onboard Local Certificate Authority (Signing), O=Aruba Networks, L=Sunnyvale, ST=Califc

Issue Date: Jan 28, 2022 19:54:17 CST
Expiry Date:  Jan 26, 2032 20:24:17 CST
Validity Status: Valid

| bei:

Intermediate CA Certificate:

Subject: EMAILADDRESS=36036f1a-617b-4026-8da2-15c51e47c761 @example.com, CN=ClearPass Onboard Local Certificate Authority (Signing), O=Aruba Networks, L=Sunnyvale, ST=Califc
Issued by EMAILADDRESS=36036f1a-617b-4026-8da2-15c51e47c761@example.com, CN=ClearPass Onboard Local Certificate Authority, O=Aruba Networks, L=Sunnyvale, ST=California, C=U
Issue Date: Jan 28, 2022 18:27:25 CST

Expiry Date: Jan 29, 2032 18:57:25 CST

Validity Status: Valid

Details:

Root CA Certificate:

Subject: EMAILADDRESS=36036f1a-617b-4026-8da2-15c51e47c761@example.com, CN=ClearPass Onboard Local Certificate Authority, O=Aruba Networks, L=Sunnyvale, ST=California, C=U .

« ,

Jan 28, 2022 20:26:44 CST ClearPass Policy Manager 6.9.8.132694 on CLABV (Trial Version) platform
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aruba ClearPass Policy Manager Menu ==

Dashboard Administration » Certificates = Certificate Store

N ¢ Create Self-Signed Certificate
Certificate Store 4 Create Certificate Signing Request
& Import Certificate

) Monitoring

Configuration
&* Administration

& Clearpass Portal
-1 & Users and Privileges
# Admin Users
& Admin Privileges
& Server Manager
& Server Configuration
#* Log Configuration
# Local Shared Folders
& Licensing
4 Device Insight
= il External Servers
# SNMP Trap Receivers
& Syslog Targets.
& Syslog Export Filters
& Messaging Setup
#* Endpaint Context Servers
#* File Backup Servers Jan 28, 2022 18:27:25 CST
# External Accounts e: Jan 29, 2032 18:57:25 CST
& Certificates stus: Valid

Allows you to create multiple service certificates, each of which can be associated with a specific ClearPass service,

Loy gl Service & Client Certificates

:
iate CA Certificate:

EMAILADDRESS=36036f1a-617b-4026-8da2-15¢51e47¢761@example.com, CN=ClearPass Onboard Local Certificate Authority (Signing), O=Aruba Networks, L=Sunnyvale, ST=California, C=US
EMAILADDRESS=36036f1a-617b-4026-8da2-15c51e47c761@example.com, CN=ClearPass Onboard Local Certificate Authority, O=Aruba Networks, L=Sunnyvale, ST=California, C=US
Jan 28, 2022 18:27:25 CST

e: Jan 29, 2032 18:57:25 CST

atus: Valid

View
‘ertificate:
EMAILADDRESS=36036f1a-617b-4026-8da2-15¢51e47c761@example.com, CN=ClearPass Onboard Local Certificate Autherity, O=Aruba Networks, L=Sunnyvale, ST=Califernia, C=US
EMAILADDRESS=36036f1a-617b-4026-8da2-15c51e47c761@example.com, CN=ClearPass Onboard Local Certificate Authority,

=Aruba Networks, L=Sunnyvale, ST=California, C=US

B ) 0 e e

i

P Trust List
& Revocation Lists

- L Dictionaries
# RADIUS 1 |»
& RADIUS Dynamic Authorization Tem
& TACACS+ Services

« I L
© Copyright 2021 Hewlett Packard Enterprise Development LP Jan 28, 2022 20:28:21 CST ClearPass Policy Manager 6.9.8.132694 on CLABV (Trial Version) platform

I Secret Key (A4S S Private key B PKCS12 #&z0IE+) , SAfEmath Export %4,
(REFZIBENALE (CERFERERE, BUA4EZ RadSecServerCertificate.p12)

Export to file

Export file with password protection: @ Yes

Secret Key: [sveseass
Verify Secret: [eesss

protection will export Certificate and Private Key in
PKCS12 format. Otherwise, only Certificate will be exported in PEM format.

=]

55 %% onboard root ca 8¢ Onboard root CA(signing) SHEIBEKAM (18
73 .pem)
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BirmEa L Menu #%5H, BHZEAF, 1%F Onboard, #AZ Onboard EIEH,

ClearPass Policy Manager

aruba

© Policy Manager

Certificates = Certificate Store

Dashboard Administration
itori i Create S
[=) Monitoring Certificate Store : Create ¢ 2ot
3¢ Administration . Insight
Allows you to create multiple service certificates, each of which can be associated with a specific ClearPass service.
#* ClearPass Portal & Help
& Users and Privileges )
# Admin Users Service & Client Certificates @ Support
& Admin Privileges © Logout
@ Server Manager Select Server: cppm-demo (101,101 20) - Select Usage: | RADIUS/EAP Server Certificz ~ admin (Super
# Server Configuration el erinletrntor)
> 9 Subject 0=PolicyManager, CN=cppm-demo
Log Configuration
iL d . ‘g“d rl \d Issued by: O=PolicyManager, CN=cppm-demo
0Cal ares olders
P Licensing Issue Date: Jan 28, 2022 18:41:45 CST
& Device Insight Expiry Date: Jan 28, 2023 18:41:45 CST
Validity Status: Valid

& External Servers
# SNMP Trap Receivers Details:
& Syslog Targets m
# Syslog Export Filters
# Messaging Setup
# Endpoint Context Servers
& File Backup Servers
# External Accounts
& Certificates
#
& Trust List
#* Revocation Lists
L Dictionaries
# RADIUS
#* RADIUS Dynamic Authorization Tem
## TACACS+ Services

B Eiene

. >
@ Copyright 2021 Hewlett Packard Enterprise Development LP Jan 28, 2022 19:53:25 CST ClearPass Policy Manager 6.9.8.132694 on CLABV (Trial Version) platform

SnFl Onboard » Management and Control » View by Certificate T3,
> Certificate Authority i%#¢ Local Certificate Authority (Z5AUR{REIE T EHAhAY Root CA, 1%
AN AIEBEZFREPA])
> Certificate Type 15%#% Certificate Authority
#%64% ClearPass Onboard Local Certificate Authority iF, 3#HHFEREEE, A Export

certificate 3%%H,

Menu s

ClearPass Onboard

aruvba
Home » Onboard » Management and Control » View by Certificate -
Certificate Management 3 Upload a certificate signing r.aquct
[4 Generate a new certificate signing request
@ onboard © Eg Upload @ code-signing certificate
£ Upload a trusted certificate

£ Certificate Authorities

. Management and Control
ng or authenticating

the server certi

There are errors
E View by Device a 3: The ClearPass HTTPS & use enrallment over HTTPS to fail on iOS and iPadOS devices.
View by Username
e § How do I fix this problem?

P Usage Your license does not presently allow for the use of ClearPass Onboard.

inue to use the management facilities of the Onboard plugin, but devices will not be provisioned

@ configuration x . . may co
iy Network Settings

(& 105 Settings Use this list view ge certificates.
&% Windows Applications
/ Deployment and Provisioning @ quick Heip [ columns
ff Configuration Profiles Certificate Authority:  [Local Certificate Authority « |
- Provisioning Settings Certificate Type: | Certificate Authority v

[ self-Service Portal
Filter;

o pibaion 1ca 2021-07-01 21:17:50+08:00 2031-07-02 21:47:50+08:00 [] None
Certificate Authorty o . o - 8

£7] View certificate [F} Trust cn

o

ClearPass Onboard Local § .
E Co Local Certificate Authority 2ca 2021-07-01 21:17:50+08:00 2031-07-02 21:47:50+08:00 [I] Mane
Certificate Authority (Signing)
Showing 1 - 2 of 2

C' Refresh 1
20 rows page ¥
“. Configuration %, Back to management and control
Administration N
B Aacl rn Anhased
ClearPass Onboard 6.9.8.132694 (Trial Version) on CLABV platform

€ Copyright 2022 Hewlett Packard Enterprise Development LP
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https://10.1.101.20/onboard/mdps_device_device_management.php
https://10.1.101.20/onboard/mdps_cert_management.php?type=tls-client

Aruba RadSec fic & Tl

> Format j%#% Base-64 Encoded (.pem)
> Trust Chain (Include certificate trust chain) 4%

i Export Certificate £, SHEBERAN (ICERFREZE, RAGEE
ClearPass Onboard Local Certifixate Authority.pem)

& Serial
Number

Common Name Certificate Authority

-, ClearPass Onboard Local

- — - p=n SEE . 07 a7 - fi=
i | G Tratte Aty Local Certificate Authority 1 ca 2021-07-01 21:17:50+08:00 2031-07-02 21:47:50+08:00 |__j None

] View certificate E‘j Trust Chain [ﬂ Export certificate 'l.. Show Usage

Export Certificate

\Base—ﬁrl Encoded (.pem) v |
Select the file format for the exported item.

* Format:

R T Include certificate trust chain
"__Select this option to include the certificates fdr the CA and any intermediate certificate authorities in the PKCS#12 container.

P — m

* required field

Zlite, (RAVERAN R B RRGKIET :

o __onboard root ca -
ClearPass_Onboard_Local_Certificate_Authority.pem 2KB PEM File 2022/1/28 20:40

"4 RadSecServerCertificate.p12 radsec server certificate SKB Personal Information Exchange 2022/1/28 20:30

AT RFSHATERIRARR, BAITTLUEX TR, ETamEmEHER ERSAEE.

| | onboard-root-ca.pem | 2 KB PEM File 2022/1/28 20:40
“» RadSecServerCertificate.p12 5 KB Personal Information Exchange 2022/1/28 20:30

1.3.3 {=HlsREE

F1L: ERIEAY Onboard root ca  (.pem #&=;) #0 clearpass radsec server
certificate (PKCS1218=) #BSAEZHIEH

SnEl Configuration» System » Certificates » Import Certificates , s FERY+ &8, #r
E—MIEF

aruba
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MOBILITY CONTROLLER ACCESS POINTS CLIENTS ALERTS ®

QrUbQ Aruba7010 9A D5 D7 admin

= Mobility Controller » Aruba7010_9A_D5_D7 ©

Dashboard General  Admin  AirWave  CPSec SNMP  Logging  Profiles  Whitelist  More
=
WLANS - Import Certificates

Roles & Policies Import Certificates

Access Points NAME TYPE FILENAME REFERENCES EXPIRED
AP Groups

Authentication

Services

Interfaces

| System

Tasks » Export Certificates
Redundancy > CSR

Diagnostics
g » Revocation Checkpoint

Maintenance
» Enrollment over Secure Transport (EST)

> Certificate name IREB SENXAIBFR, XB&ERA trust-root-ca
> Certificate filename %% onboard-root-ca.pem

> Certificate format %% PEM

> Certificate type #£#% TrustedCA
&

RfEmd Submit IRHRACEC S

General Admin AiriWave CPsec Certificates SNMP Logging Profiles Whitelist More

~ Import Certificates

Import Certificates

NAME TYPE FILENAME REFERENCES EXPIRED

+

New Certificate

Certificate name: trust-root-ca
Ceruificate filename: 3 t-ca.pes Browse
Optional passphrase:

Retype passphrase:

Certificate format: PEM v
Certificate type: TrustedCA -
> Export Certificates -

Page 27 of 36 arvba
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MOBILITY CONTROLLER

arubQ  aruba7ot0.9a.ps.07

= Maobility Controller > Aruba7010_9A_D5_D7

Dashboard General Admin
Configuration
WLANs ~ Impaort Certificates
Roles & Policies

Access Points NAME

Airwave CPsec Certificates SNMP

Import Certificates

ACCESS POINTS

Logging Profiles

FILENAME

Aruba RadSec fic & Tl

CLIENTS ALERTS

Whitelist More

REFERENCES EXPIRED

AP Groups trustrootca

TrustedCA

onboard-root-ca pem

No

Authentication
Services
Interfaces +
| system
Tasks » Export Certificates
Redundancy 5 CSR
Diagnostics

Maintenance

» Revocation Checkpaint

» Enroliment over Secure Transport (EST)

e+ &H, HINBIM—IKIER.
> Certificate name IREB CSENXAIBFR, XEB&ERA radsec-client-cert

> Certificate filename j%&# RadSecServerCertificate.p12

> Optional passphrase B\ ZBISHH radsec server certificate IEBATHY Secret Key

> Certificate format i%&# PKCS12
> Certificate type 1% ServerCert

Rfamth Submit IRHIR S

General Admin

AirWave CPSec Certificates SNMP

~ Import Certificates

Import Certificates

NAME

trust-rootca

New Certificate

Certificate name:

Certificate type:

radsec-client-cert

Certificate filename: Browse
Optional passphrase: | sewesses
Retype passphrase. | sewesses

Certificate format PKCS12 v

Servercert v

» [Export Certificates

BEMSKIEB_ HEMID, tNREALEAR Pending Changes, B IRFEERE,

Page 28 of 36

Logging  Profiles

FILENAME

nboard-root-capem

Whitelist More

REFERENCES EXPIRED

o

@  admin v

Pending Changes ()

aruba



MOBILITY CONTROLLER

Aruba RadSec Bt & Tt

ACCESS POINTS CLIENTS ALERTS

aQrubQ  Arubaro10.9a ps o7 @  admin ¥
== Mobility Controller > Aruba7010_9A_D5 D7 &
Dashboard General Admin AirWave CPSec Certificates SNMP Logging Profiles Whitelist More
Configuration T
WLANs < Import Certificates
Roles & Policies Import Certificates
Access Points NAME TYPE FILENAME REFERENCES EXPIRED |
AP Groups TrustedCa onboard- capem No
Authentication Servercert Radsacsenvercanic o
Services
Interf;
nterfaces +
| system
Tasks > Export Certificates
Redundancy » CSR
Diagnostics
2 » Revocation Checkpoint

Maintenance

» Enroliment over Secure Transport (EST)

2

7E#5%158 6132 Radius Server Profile

SinEl Configuration» System » Profiles, FEFf Wireless LAN

MOBILITY CONTROLLER
Aruba7010_9A_D5_D7

arvba

= Mobility Controller > Aruba7010_9A D5 D7

Dashboard

General Admin AirWave CPSec Certificates
WLANs All Profiles
Roles & Policies ® & vee -
Access Points
AP Groups ® [ 80211k
Authentication @ [@ so2.11r
Services ® [3 802.1X Authentication
Interfaces ® [ Ass
@ [F ANQP 3GPP Cellular Network
Tasks @® [F ANQP Domain Name
Redundancy @ [B AMQP IP Address Availability
Diagnostics @® [B ANQP NAI Realm
Maintenance @ [ ANQP Network Authentication
@ [3 ANQP Roaming Consortium
® [@ ANQP venue Name
® [ Adverusement -

Page 29 of 36

ACCESS POINTS CLIENTS ALERTS

admin

&

SNMP Logging Whitelist ~ More

RADIUS Server: New Profile

RADIUS Server: 4




Aruba RadSec Fit & Tt

KR ERIRmD RADIUS Server, EABEOS, M+ &, #FE—1 RADIUS Server

MOBILITY CONTROLLER

aQrubQ  Arubaroto sa s b7

= Mobility Controller > Aruba7010_9A_D5_D7

Dashboard
Configuration
WLANs All Profiles

Roles & Policies @ [ Hotspot 2.0

Access Points @® [3 LDAP Server
AP Groups @ [@ MAC authentication

Authentication @ [F Management Authentication

Services © [ RADIUS Server
Interfaces @ [F radsec-cppm
| system @ [F RFC3576 Server
Tasks ® G RRMIE
Redundancy @ [@ Radius Modifier
Diagnostics ® [ ssio
Maintenance @ @& sso

@ [F server Group
@ [F stateful 802.1X Authentication

@ [F stateful Kerberos Authentication .

Radsec A%k

BF VYV VY VY Vv

BfEa Submit ZERIRAT

Page 30 of 36

General ~ Admin AirWave  CPSec  Certificates

Profile name MIABSEXHETR, X
Host i\ {REYIMEHRESLH ClearPass #Y IP bt
Key N radsec (/& radsec, RFC —EKAY, A&

ACCESS POINTS CLIENTS ALERTS

SNMP Logging Profiles Whitelist More

RADIUS Server: New Profile

RADIUS Server:

RadSec Trusted CA Name &% trust-root-ca
RadSec Client Cert %% radsec-client-cert

SESA radius-radsec

N =]
BEE:

@ admin v

HAthHY key)




General Admin AirWave CPSec Certificates

All Profiles.

@ [3 Hotspot 2.0

@ [ LDAP server

@ 3 mAC authentication

@ 3 management Authentication
@ [B radsec-cppm

© [ RFC 3576 Server

@ [ RRMIE

@ [ radius Modifier

® [ ssip

® @ ss0

® [ server Group

@® [ stateful 802.1X Authentication

@ [T stateful Kerberos Authentication -

General  Admin  AirWave  CPSec

Certificates

SNMP Logging Profiles

RADIUS Server: New Profile

Whitelist More

Aruba RadSec Bt & Tt

| profile name: radius-radsec |
Enable IPv6: Ll
Host: 10.1.101.20 |
Key Key:
Retype:
CPPM credentials: Cppm_username:
Cppm_password:
Retype:
Auth Port: 1812
Acct Port: 1813
Radsec Port: 2083
Retransmits: 3
Timeout: 5 sec
NAS ID:
SNMP Logging  Profiles  Whitelist ~ More
MAS IPvE:

Source Interface: Vianid:
IpvGaddr:

Use MODS: O

Use IP address for calling station 1D:

Mode: v

Lowercase MAC addresses: O

MAC address delimiter; none ¥
—Senvice-type of FRAMED-USER

Radsec: ~

RadSec Trusted CA Name: trust-root-ca v

Radsec Server Cert Name:

Radsec Client Cert:

called-station-id:

Csid_type: macaddr -
Include_ssid: disable
Csid_delimiter: colon ¥~

Page 31 of 36
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MOBILITY CONTROLLER ACCESS POINTS CLIENTS ALERTS

arubQ  awubaroto.ss s o7 @  aomin v
— Mobility Controller > Aruba7010_9A D5 D7 Pending Changes &

Dashboard General Admin AlriWave CPSec Certificates SNMP Logging Profiles Whitelist More

Configuration
WLANs All Profiles RADIUS Server: New Profile

Roles & Policies @® [B Hotspot2.0 RADIUS Server: =+

Access Points @ [@ LDAP server

AP Groups @ [F MAC Authentication
Authentication ® [B Management Authentication
s
Interfaces @ [§ radiusradsec
| System @ [F radsec-cppm
Tasks ® [3 RFC 3576 Server
Redundancy @® [ RRMIE
Diagnostics @ [B Radius Modifier
Maintenance @ [ ssio

@ [T ss0
® [ server Group

@ [@ stateful 802.1% Authentication .

F35: FEi=428 HBlz RFC3576 Server
SnEl Configuration» System » Profiles, fEFf Wireless LAN

MOBILITY CONTROLLER ACCESS POINTS CLIENTS ALERTS o)

arubQ  Anbazeto oa bs b7

<

= Mobility Controller > Aruba7010_9A D5 D7

Dashboard

General Admin AirWave CPSec Certificates SNMP Logging Whitelist More

All Profiles RADIUS Server: New Profile

Roles & Policies -
@ 3 uc RADIUS Server: 4

Access Points © [@ wireless LAN
AP Groups @ [ 80211k
Authentication ® [ s02.11r
Services ® [T 802.1X Authentication
Interfaces @ G A

@ [F ANQP 3GPP Cellular Network

Tasks @® [G ANQP Domain Name

Redundancy @ [ angQP IP address Availability
Diagnostics @® [3 ANQP Nal Realm
Maintenance @ [F ANQP Network Authentication

@ [F ANQP Roaming Consortium
® [3 ANQP Venue Name

@® [ Advertsement -

HKEIFHERFRmD RFC 3576 Server, EABNEOS, mh+ &, #FIE— RFC 3576 Server




aruba

MOBILITY CONTROLLER
Aruba7010_9A_D5 D7

= Mobility Controller > Aruba7010_9A_D5_D7

Dashboard
Configuration

WLANs

Access Point:

AP Groups

Services
Interfaces
| system
Tasks
Redundancy
Diagnostics

Maintenance

General

Admin AirWave CPSec Certificates

All Profiles

Roles & Policies

s

Authentication

@ High-throughput 5sID a
® [3 Hotspotz.0

@ (3 LDAP Server

@ [@ MAC Authentication

@ [B management Authentication

(@ [F RADIUS Server

@ [@ RFC 3576 Server
@ 10.0.001.20
3 raMIE
@ [ radius Modifier
@ [F ssio
@ @ ss0
@ [@ server Group
@ (3 Stateful 802.1x Authentication

(@) R Stateful Karharns Athentication

1£ RFC 3576 Server J#48@E

Page 33

Aruba

ACCESS POINTS CLIENTS ALERTS
@1
SNMP Logging Profiles Whitelist More
RFC 3576 Server: New Profile
RFC 3576 Server:

> Server IP BIN{FIMEFHISCER ClearPass g3 IP

> Key ¥ radsec (W42 radsec, RFC F—ERAY, RREEEMIIFRH)

> Radsec 4%k
BfEmts Submit %0

General

Admin  AirWave  CPSec  Certificates

All Profiles

@® [3 High-throughput SSID a
® [ Hotspot 2.0

® [3 LDAP server

@® (3 MAC Authentication

@® [T management Authentication

® [F RADIUS Server

© [ RrFC 3576 Server

of 36

3 1000120
® B rRRMIE
@ (5 Radius Modifier
® [ ssip
@ 3550

® [ server Group
® [3 stateful 802.1X Authentication

@ % stateful Kerherns Aithentication

SNMP Logging  Profiles  Whitelist Mere
RFC 3576 Server: New Profile
Server IP: 10.1.101.20
Key: Key:
Retype: e
Radsec v
Replay Protection:
Event-timestamp mandatory
Window Duration: 300

RadSec fic & T

®  admin v

4
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REmdA AN Pending Changes &4, {RFECES

MOBILITY CONTROLLER
Aruba7010 9A D5 D7

sssssssssssssssss

= Mobility Controller > Aruba7010_9A_D5_D7 Pending Changes ()
Dashboard General Admin AirWave CPSec Certificates SNMP Logging Profiles  Whirelist More
WLANS All Profiles RFC 3576 Server: New Profile

@ [3 High-throughput SID

Roles & Policies
RFC 3576 Server: +
Access Points

AP Groups
Authentication
Serv
Interfaces
G 104
Tasks
G 10
Redundancy
® [ RRMIE
Diagnostics
® [F Radius Modif
Maintenance
@ @ sl
@ @ sso
@ [F server Group
@ s

1.3.4 B&iF TLS Tunnel B&EES7FEIN

BrIELSBEIZERY Radius Server #1 RFC 3576 Server ERZEHRFERIFEX Server Group 1
AAA profile BtEH (XEBEEHR)

fEiElEs E, MATER CLI Sk&EZF RadSec IRZ, In Service EEE Yes 1Y

(Aruba7010_9A_D5_D7) [mynode] #show aaa authentication-server radius radius-radsec radsec
status

RADIUS Server "radius-radsec" RadSec Status

In Service Yes
Connected Sockets 1

EHEER L, WATEAR CLISK#HTT AAA test

(Aruba7010_9A_D5_D7) [mynode] #aaa test-server pap radius-radsec test 1234567890
Authentication Successful
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f£ CLEARPASS B3 Event Viewer &%l RadSec Service #£7= TLS Client 10.1.101.254 UP

ClearPass Policy Manager

- H Live Monitoring
& Access Tracker
& Accounting
& OnGuard Activity
B Analysis & Trending
B system Monitor

- H3 Profiler and Network Scan
' Endpoint Profiler
& Network Scan Results
& Discovered Devices

& audit Viewer

& Data Filters
FBlacklisted Users

Page 35 of 36

Monitoring » Event Viewer

Event Viewer

The Event Viewer provides reports about system-level events. All attempted upgrade, patch, and hotfix installations are logged here.

Filter:|Source

~ | contains ~ | Go

Source Category

RadSec Service INFO TLS Client 10.1.101.254 UP
RadSec Service INFO TLS Client 10.1.101.254 UP
RadSec Service INFO TLS Client 10.1.101.254 UP
Policy Manager UI INFOQ Logged in

Policy Manager UI INFO Session destroyed
Admin UI INFO Export
Admin Ul INFO Server Certificate
Admin UL INFO Export
Admin UL INFO Export

Event System INFO Database Certificate Trust List
Event System INFO Database Certificate Trust List
Event System INFO Database Certificate Trust List
Admin Ul INFO Add License

Policy Manager UT INFO Logged in

olicy r Ul L Failed
Admin UL INFO Add License

Monitor INFO Fdb
Cluster INFO Setup

Request Details

Summary m Output  Accounting

None

None
None
None
None
Success
Updated
Success
Success
Updated
Updated
Updated
None
None
None

None

Success

Connection :Client-Mac-Address
Connection :Client-Mac-Address-Colon
Connection :Client-Mac-Address- Dot
Connection :Client-Mac-Address-Hyphen

Connection :Client-Mac-Address-NoDelim

EACAB83B3CBS
ea:ca:b8:3b:3c:bS
eaca.b83b.3cb5
ea-ca-b8-3b-3c-bs
eacabB83b3cb5

Connection :Client-Mac-Address-Upper-Hyphen EA-CA-B8-3B-3C-B5

Connection:Dest-IP-Address
Connection:Dest-Port
Connection:NAD-IP-Address

127.0.0.1
1812
172.16.0.254

Connection :Protocol

RadSec

Connection:Src-1P-Address
Connection :Src-Port
Connection:SS1D

Date:Date-Time

127.0.0.1
37963
dot1x
2022-01-29 09:48:47

14 « Showing 1 of 1-69 records » » [ Show Configuration

Select Server: | cppm-demo (10.1.101 20) ~

Timestamp v
Jan 28, 2022 21:22:54 CST
Jan 28, 2022 21:22:54 CST
Jan 28, 2022 21:22:54 CST
Jan 28, 2022 21:15:42 CST
Jan 28, 2022 21:12:58 CST
Jan 28, 2022 20:31:03 €ST
Jan 28, 2022 20:23:04 CST
Jan 28, 2022 20:07:15 CST
Jan 28, 2022 19:52:17 CST
Jan 28, 2022 19:47:25 CST
Jan 28, 2022 19:46:35 CST
Jan 28, 2022 19:46:25 CST
Jan 28, 2022 19:43:12 CST
Jan 28, 2022 19:39:16 CST
)z 28, 2022 19:39:10 C5T
Jan 28, 2022 19:39:00 CST
Jan 28, 2022 19:00:05 CST
Jan 28, 2022 18:45:14 CST

Show 100+ | recards ‘

aruba
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Request Detal

Output  Accounting

Login Status: ACCEPT

Session Identifier: RO0000010-01-61f49cff

Date and Time: Jan 29, 2022 09:48:47 CST
End-Host Identifier: EA-CA-BB-3B-3C-BS

Username: test

Access Device IP/Port: 172.16.0.254 (aruba-md / Aruba)
Access Device Name: 172.16.0.254

System Posture Status:  UNKNOWN (100)

Service: test
Authentication Method EAP-PEAP
Authentication Source: Local:localhost

Authorization Source: [Local User Repository]

Roles: [Employee], [User Authenticated]

14 4 Showing 1 of 1-69 records » # Show Configuration Show Logs

Request Details

Summary  Input  Output Accounting

‘CoA Action® 1

Date and Time

Application Name

RADIUS CoA Action Type
RADIUS Co Action Name [ArubaOS Wireless - Terminate Session]

Status Code

Status Message

RADIUS CoA Attributes

Jan 29, 2022 09:48:46 CST
Policy Manager

Disconnect

1
Radius [ArubaOS Wireless - Terminate Session] successful for client eacab83b3cb5.
Calling-Station-1d = EACAB83B3CB5

Page 36 of 36

14 < Showing 2 of 1-63 records » » Show Configuration =3
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