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1. Ansible &7}

Ansible 2E7F Python FF&RR), — P BEIMIZHRIELR. EHITR (%% Ansible
BIEH) BIRIMER (Role) BEWERIIRERHRIBITRE (Inventory) HITEZ

RO ERFINERE (BfEEAPRT: SSH, RESTAPIES) .

Ansible - Overview

-

’

J1L

Playbook Control-Machine
(Linux)

SSH-Connection -

[3' | _li Target System

CLl Interface Modules Inventory
Plugins

L

Ansible {F3 FHRRIB Mtz T EE LR AEHRESHERZR. JLVFREH
EEIRE (BENZRE. T2RE. T, BUNLFESFSE) BEXESHT Ansible,
XANASSEEBRNEE Ansible FINIIEER. LANFIA Ansible SEBI Aruba MM RIE

HAE & ECEIDRE.

2. Ansible &%

MTFEHTIR (=17 Ansible BIHER) | ERTLAERE@RERT Python 3.8 BEHT

IRANBUHEE, XE3E Red Hat, Debian, CentOS. macOS. {Ed BSD &%, =& I5



B2 Ansible fZHT5 RASFF Windows, 15IE Matt Davis fYiEEERBERIERE

NEZES.

2.1. {EH pip &% Ansible

pip & Python BEBTE, ZTERMHTXY Python GHIEK. TH. &3,
RITHEE., ESCHRIRLEET python3.x 1 pip3,

python3 --version # Python3.x &%& python [RA#H<S

pip3 --version # Python3.x & pip IREATHm<S
2.1.1. {E[ pip %% Ansible

{8 pip &2 ansible

pip install ansible

2.1.2. &M pip 7% Ansible

1. EM&EMRZA ansible: pip uninstall ansible

pip uninstall ansible
Found existing installation: ansible 2.8.4
Uninstalling ansible-2.8.4:

Would remove:
/Library/Frameworks/Python.framework/Versions/3.7/bin/ansible
/Library/Frameworks/Python.framework/Versions/3.7/bin/ansible-config
/Library/Frameworks/Python.framework/Versions/3.7/bin/ansible-connection
/Library/Frameworks/Python.framework/Versions/3.7/bin/ansible-console
/Library/Frameworks/Python.framework/Versions/3.7/bin/ansible-doc

/Library/Frameworks/Python.framework/Versions/3.7/bin/ansible-galaxy


http://blog.rolpdog.com/2020/03/why-no-ansible-controller-for-windows.html
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/Library/Frameworks/Python.framework/Versions/3.7/bin/ansible-inventory
/Library/Frameworks/Python.framework/Versions/3.7/bin/ansible-playbook
/Library/Frameworks/Python.framework/Versions/3.7/bin/ansible-pull
/Library/Frameworks/Python.framework/Versions/3.7/bin/ansible-vault

/Library/Frameworks/Python.framework/Versions/3.7/lib/python3.7/site-packages/ansible-2.
8.4-py3.7.egg-info

/Library/Frameworks/Python.framework/Versions/3.7/lib/python3.7/site-packages/ansible/*
Proceed (Y/n)?y

Successfully uninstalled ansible-2.8.4

2. EFf&% ansible: pip install ansible

pip install ansible
Collecting ansible
Downloading ansible-4.9.0.tar.gz (36.6 MB)
R  36.6 MB 91 kB/s
Preparing metadata (setup.py) ... done
Collecting ansible-core<2.12,>=2.11.6
Downloading ansible-core-2.11.7.tar.gz (7.1 MB)
I RN 7.1 MB 3.6 MB/s
Preparing metadata (setup.py) ... done

Requirement already satisfied: jinja2 in /Library/Frameworks/Python.framework/Versions/3.7/lib
/python3.7/site-packages (from ansible-core<2.12,>=2.11.6->ansible) (2.11.2)

Requirement already satisfied: PyYAML in /Library/Frameworks/Python.framework/Versions/3.7/
lib/python3.7/site-packages (from ansible-core<2.12,>=2.11.6->ansible) (5.1)

Requirement already satisfied: cryptography in /Library/Frameworks/Python.framework/Version
s/3.7/lib/python3.7/site-packages (from ansible-core<2.12,>=2.11.6->ansible) (2.3.1)

Requirement already satisfied: packaging in /Library/Frameworks/Python.framework/Versions/3.
7/lib/python3.7/site-packages (from ansible-core<2.12,>=2.11.6->ansible) (16.8)

Collecting resolvelib<0.6.0,>=0.5.3

Downloading resolvelib-0.5.4-py2.py3-none-any.whl (12 kB)
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Requirement already satisfied: asn1crypto>=0.21.0 in /Library/Frameworks/Python.framework/V
ersions/3.7/lib/python3.7/site-packages (from cryptography->ansible-core<2.12,>=2.11.6->ansi
ble) (0.24.0)

Requirement already satisfied: six>=1.4.1 in /Library/Frameworks/Python.framework/Versions/3.
7/lib/python3.7/site-packages (from cryptography->ansible-core<2.12,>=2.11.6->ansible) (1.1
5.0)

Requirement already satisfied: cffi!=1.11.3,>=1.7 in /Library/Frameworks/Python.framework/Ver
sions/3.7/lib/python3.7/site-packages (from cryptography->ansible-core<2.12,>=2.11.6->ansibl
e) (1.14.0)

Requirement already satisfied: idna>=2.1 in /Library/Frameworks/Python.framework/Versions/3.
7/lib/python3.7/site-packages (from cryptography->ansible-core<2.12,>=2.11.6->ansible) (2.6)

Requirement already satisfied: MarkupSafe>=0.23 in /Library/Frameworks/Python.framework/V
ersions/3.7/lib/python3.7/site-packages (from jinja2->ansible-core<2.12,>=2.11.6->ansible) (1.
1.1)

Requirement already satisfied: pyparsing in /Library/Frameworks/Python.framework/Versions/3.
7/lib/python3.7/site-packages (from packaging->ansible-core<2.12,>=2.11.6->ansible) (2.3.1)

Requirement already satisfied: pycparser in /Library/Frameworks/Python.framework/Versions/3.
7/lib/python3.7/site-packages (from cffi!=1.11.3,>=1.7->cryptography->ansible-core<2.12,> =2.
11.6->ansible) (2.20)

Using legacy 'setup.py install' for ansible, since package 'wheel' is not installed.
Using legacy 'setup.py install' for ansible-core, since package 'wheel' is not installed.
Installing collected packages: resolvelib, ansible-core, ansible

Running setup.py install for ansible-core ... done

Running setup.py install for ansible ... done

Successfully installed ansible-4.9.0 ansible-core-2.11.7 resolvelib-0.5.4
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3. &% aos-wlan-ansible-role

Ansible BB TRSINEERIRINIRERITIRIF. Ansible EFSEAFIRA I API
FHTIIREES]. MEAN AECHSERT Ansible FFABIZ4EAER (7£ Ansible
BN Role) , Aruba £Z&FIF=RESIE Ansible, FH Aruba EAAENRII=REE
FEFIFFA& Ansible Role,

AEPHZEZLEE Ansible Role: aos-wlan-ansible-role, X4 Ansible Role &7
79 ArubaOS (AOS) Mobility Master FIHI7#=HI28i%1T.

Role ZLEEWMAT,, —FEM Github 22, —FEIEIT Galaxy (FRATFTLUE
SHFRZ Ansible BEIREIN A7) R,

£Z: https.//github.com/aruba/aos-wlan-ansible-role

3.1. M Github &3

Github E— P EMRFRERMAERHMBEMTEYS, RE X TECTRET
Ansible Baitiz4EIE tB&H7E Github £, Aruba tB7£ GitHub -BFREHIINE,

MWAA9BIER . https://github.com/aruba
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Aruba, a Hewlett Packard Enterprise company

© santa Clara, California ¢ m b .com  (Verified )

(R Overview [J Repositories 34 @ Packages A People 4 [ Projects

Pinned People
" . " . . [=]
i aos-switch-ansible-collection [ aoscx-ansible-collection  Public 3 pycentral | Public ¥ 6
Public Ansible collections for AOS-CX switches Aruba Central Python SDK

Ansible collection for AOS-Switch switches

@Python w19 ¥ @Python w9 ¥ 10 @Python 175 %12 Top languages
@Python © JavaScript @ Shell @C#+
i 3 . ®PHP
[_:l aoscx-ansible-dcn-workflows Q aruba-central-ansible-role Q clearpass-exchange-snippets
Public Public Public
repository to hold Ansible workflows for AOS- Ansible Role for Aruba Central ClearPass Exchange integration snippets .
CX Data Corters Most used topics
aruba  ansible  python
@python  Tr6 %3 @Python 178 ¥ 8 Wiz ¥

campus-network  python3.
[ Repositories

Q Find a repository... Type ~ Language - Sort ~

aoscx-ansible-collection ' Public
Ansible collections for AOS-CX switches

@®python 179 ¥ 10 (4 190 Updated 10 hours ago

B, BATSTF2EIF=RIRESTS Ansible Banitiz4#, HEESEF 7B R
B9 Ansible Role,
FF AOS8 £&5 role, 1&Bid Github ATLAA ansible-galaxy TEM Github £%

*.

ansible-galaxy install git+https://github.com/aruba/aos-wlan-ansible-role.git

3.2. M Galaxy &3%

Ansible Galaxy (Rgit: https://galaxy.ansible.com/) B—MRHEKNESE

Ansible Role F95Z& (28! Apple APP Store ) , i@ Galaxy $2HAY role ATLALRZER

ZAith Ansible FEEE JREBEF BT E LM FEAITIRE.


https://galaxy.ansible.com/

# Home

@ About @ Help Documentation =) Login

Q‘ Most Popular

Cd system </> Development &5 Networking & Cloud £ Database
Ll Monitering © Packaging Playbook Bundles & Security Q@ Web
& Download &% Share W Featured

Jump-start your automation project with great content
from the Ansible community. Galaxy provides pre-
packaged units of work known ta Ansible as roles and
collections.

Content fram roles and collections can be referenced in
Ansible PlayBooks and immediately put to work. You'll find
content for provisioning infrastructure, deploying
applications, and all of the tasks you do everyday.

Use the Search page to find content for your project, then
download them onte your Ansible host using ansible
galaxy, the command line toel that comes bundied with
Ansible.

Help other Ansible users by sharing the awesome roles
and collections you create.

Maybe you have automation for installing and configuring
a popular software package, or for deploying software
built by your company. Whatever it is, use Galaxy to share
it with the community.

ansible-galaxy install arubanetworks.aos_wlan_role

You're invited to AnsibleFest 2021 Explore ways to
automate, innovate, and accelerate at AnsibleFest 2021
Join our free virtual event September 29-30. Register now.

Keep up with what's happening in the Ansible universe
Read the latest from The Inside Playbook

FF AOS8 Z&FIfY role, i®id Github ATLAA ansible-galaxy TEM Galaxy %%t
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4. Inventory

Ansible AJEIIREBRBT—MERNZEENSE RS, BHNEN (SiReE) ZERIX
KB inventory XHAHELE. BUABISIGERIR )T /etc/ansible/hosts

Inventory EX T Ansible FERERIBRKESEL, &E: IPivlt, ERAF
2. EREB. eBsAEE,

Inventory SHAEIVER YAMLIESHEN (—FRIMETVLEERRNES, KU
JSOM, XML%F) , BETH YAMLIESIEETLENX:

https://www.runoob.com/w3cnote/yaml-intro.html

4.1. Inventory ik

£ Inventory RFREE NFER(ER MM SE IR TEROEHIRSIS ST

v ansible_host: f=HI285E MM RY IP 3teut

v ansible_user: #=#I285iEF MM NERBFPE

v ansible_password: 1=#lg88E MM BUERERD

v ansible_connection: httpapi (EIE£%£0)

v ansible_network os: aos (EES%])

v ansible httpapi_port: 4343 (EIE£%)

v ansible_httpapi_use ssl: True (&9 AOS8 {3 HTTPS {E83 REST API)
v ansible _httpapi_validate certs: False (iZ%& True 8 False, E{REURTF

Ansible EFZRXISIF MM B HTTPS iIEE, BRIAIRE False)
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4.2. Inventory 5fl

XELA Aruba SECLUB LAB1 #95ll, inventory.yml AT :

all:
hosts:
lab1-mm:
ansible_host: 10.1.50.11
ansible_user: admin
ansible_password: aruba123
ansible_connection: httpapi
ansible_network_os: aos
ansible_httpapi_port: 4343
ansible_httpapi_validate certs: False

ansible_httpapi_use ssl: True
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5. Playbook

Playbook FNERERIE, MEENECEUTZ1BMIZERNES, FiHEIRE]
—HHREIXEAESS, FRLWRZARIA (Playbook) . Playbook BfE=tH2 YAML B

oW
5.1. Playbook 7:fl: Github &3

ER Role M Github L%E0Y, Z4E role iI&¥E& 9 aos-wlan-ansible-role, =540

T, X4 playbook BERE— paly, %3 MM gJ#— radius server,

- hosts: all
roles:
- role: aos-wlan-ansible-role
tasks:
- name: Create a radius server
aos_api_config:
method: POST
config_path: /md/SLR
data:
- rad_server:
- rad_server_name: test-dot1x
rad_host:

host: 1.1.1.1
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5.1.Playbook 7=ffl: Galaxy 3%

N5 role 2M Galaxy %29, E4E role IR&E A arubanetworks.aos_wlan role,

- hosts: all
roles:
- role: arubanetworks.aos wlan_role
tasks:
- name: Create a radius server
aos_api_config:
method: POST
config_path: /md/SLR
data:
- rad_server:
- rad_server_name: test-dot1x
rad_host:
host: 1.1.1.1



6.

M ERBaSNEiE

6.1. SEIBER

FAER ansible SCIIEHIBEIRNINEEZ AT, S8 TNRAH ansible, FA1ZE40

A SCIECE R DAY,

1) &%, HENMEEREI mm LA "backup config <filename>" aHEECERD
F| flash

2) BESMIBECERR configbackup.tar.gz ({RIgFEA1IKE filename £
configbackup)

3) W\BiY ftp. tftp & scp IEFDECE copy FHEEMIIRSSE

4) EHFESHITIZENF

ETRBEAIMEECXME(FLL ansible BaE A7, BHISEI 7 EAIRIBR.

6.2. Ansible SEIBEIRNECE

6.2.1. iZE Inventory

FAILA lab1 595, HBA inventory 4RI LAYRER 4.2 BEE 9 inventory.yml RSN
:
all:
hosts:
lab1-mm:

ansible_host: 10.1.50.11
ansible_user: admin
ansible_password: aruba123

ansible_connection: httpapi



NETWORKS

ansible_network_os: aos
ansible_httpapi_port: 4343
ansible_httpapi validate certs: False

ansible_httpapi_use ssl: True

6.2.2. 1ZHE palybook

BB ZAINEE, TJLUE playbook iIREINT, #7F demo_playbook.yml

- hosts: all
roles:

- role: aos-wlan-ansible-role

tasks:
- name: KB AR (A
vars:

ansible_connection: local
debug:
msg: "{{ansible_date time.iso8601 basic_short}}"

register: current_time

- name: FpELE{{current_time.msg}}.tar.gz Z flash
aos_show_command:
command: "backup config configbackup {{current_time.msg}}"

register: result_bak

- name: HERPEE{{current_time.msg}}.tar.gz Fl tftp fz5528 10.0.50.20/a0s_lab1/
aos_show_command:
command: "copy flash: configbackup {{current_time.msg}}.tar.gz tftp: 10.0.50.20 /aos_lab1/
configbackup {{current_time.msg}}.tar.gz"

register: result_copy



XA playbook B E= play, $55I2

1. Fl ansible RERIRENA SRS A, &z0/9: 20211211T104821 (FFBH TS
) . FRS# current_time (R77, RIMEEARCEHHIIBEA.

2. BFEAIZLREER] aos-wlan-ansible-role #&HAY show command IHEERHECEN

&2 flash, BPBISER/: backupflash {{current time.msg}}.tar.gz

current_time fiHHEERFE{"msg": "20211211T7104821"}, IXEEZEEY msg Ay value, 75
& python RUFBREYES, (current time.msg) . BHRISHEHEEFH
BB" backupflash” 1 BEIEFRFE " LINAISEESE current_time.msg 4H5L.

3. BEA1Z3ERY aos-wlan-ansible-role &9 show command IhEgEEcE L&

F| tftp PRSZES (XEBWRILAR ftp 23t& scp IRESER)

6.2.3. IE{THIA

BIMAEBXEXREER YAML X4, — 12 playbook: demo_playbook2.yml, —

N2 inventory: inventory.yml

[root@localhost mm-backup]# |l
total 8
-rw-r--r--. 1 root root 876 Dec 11 10:48 demo_playbook2.yml

-rw-r--r--. 1 root root 294 Dec 8 18:34 inventory.yml

Bid ansible-playbook #5$iz{ T4

ansible-playbook demo_playbook2.yml -i inventory.yml

{§8F8 ansible-playbook iz1T playbook demo playbook2.yml , #§5E inventory Jy

inventory.yml,
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EHTREZIN T

MM IGIFEESR :

TFTP fR$5E8 HIERTHICSR::

LD 3CDaemon

File View Help

| ﬁ

TFTP Server Start Time: Peer Bytes | Status
Dec 11, 2021 12:29:34 [ 10.1.50.11 | 45714 [ Rev of /aos_lab1/confighackup_202112117123051.t
Dec 11, 2021 10:47:06  10.1.50.11 45714 Rev of /aos_lab1/configbackup_20211211T104221 tar.gz done. 45714 hytesm 0 secs.(44 KB/sec)

Dec 11, 2021 10:45:50  10.1.50.11 45714 Rov of faos_lab1/configbackup_20211211T104706.tar.gz done. 45714 bytes in 0 secs. (44 KB/sec)
Dec 11,2021 10:3715  10.1.50.11 45714 Rev of /aos_lab1/configbackup_20211211T103831.tar.gz done. 45714 bytes in 0 secs.(44 KB/sec) | _
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6.3. Ansible SCIIERIBHIFREIE
6.3.1. EHB{FSSTINEE: crontab

XEFF Linux ;EZE{FSSTHAE: crontab, Linux crontab 2R EHINITIERAY
<. BLETHIRMERFZR, BWAMELEMESAESS ., crond mSEHESTER
MERAEENTNIIE, NREENTHNIEMEEsHITZIE.

S8R

o -e  PUTNFRIESRKIERTER, WERIFRIERE VI
o -r : IIBR ERIAORIFESR
o -l : 5 ERIARIFESR

HENERHESRIEEIL

crontab -e
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6.3.2. ECEEEHES

ATWR, REE 2 DT RERMES, EEWT

*/2 * * * * ansible-playbook /root/Desktop/mm-backup/demo_playbook2.yml -i /root/Desktop/

mm-backup/inventory.yml

Crontab ERMESRIEIREIZS®E https://www.runoob.com/linux/linux-comm-
crontab.html

O I I B3 (1-12)
I — MNAHFRIEILX (1-31)
[ /BT (0 - 23)

+ 4%H (0 - 59)

MREBREGXIEENAEN (PN BRRRE 2 RETHTEESD) , kEN:

00 02 * * * ansible-playbook /root/Desktop/mm-backup/demo_playbook2.yml -i /root/Desktop/

mm-backup/inventory.yml

BECARERERES

crontab -I

= RIERHESS

crontab -r
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6.3.3. ISiIE

BRE MM &% flash BRBmNEDRIBCE N,

BE tftp IRSHRE LERNEHEEBSHEE XS

£ 3CDaemon =-|0O -

File View Help

TETP Server Start Time Peer | Bytes ‘ Status ‘ A
Dec 11, 2021 15:00:49  10.1.50.11 46922 Rev of /aos_labl1/configbackup_20211211T150208.tar.gz done. 46922 bytes in 0 secs.(45 KB/sec)
Dec 11, 2021 14:58:48  10.1.50.11 46922 Rewv of /aos_lab1/configbackup_20211211T7150005.tar.gz done. 46922 bytes in 0 secs.(45 KB/sec)
- — s Dec 11, 2021 14:56:49  10.1.30.11 46922 Rev of /aos_lab1/configbackup_20211211T145808.tar.gz done. 46922 bytes in 0 secs.(45 KB/sec)
onfigurs TFTP Dec 11, 2021 14:54:48  10.1.50.11 46922 Rcv of /aos_labl/configbackup_20211211T145605.tar.gz done. 46922 bytes in 1 secs.(45 KBfsec) | =

. Dec 11,2021 1
[STR Dec 11,2021 1

10.1.50.11 46922 Rev of /aos_labl1/configbackup_20211211T145403.tar.gz done, 46922 bytes in 1 secs.(45 KB/sec)
10.1.50.11 46922 Rov of /aos_labl/configbackup_20211211T143206.tar.gz done. 46922 bytes in 0 secs.(45 KB/sec)
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6.4.

Troubleshooting

BiEINFERENAHENERR, Tl EsTHArm<SEmEmINLE 24-v /Ll

HARmHER. SEAIIEERERIER. v JLIEEIEESER.

45, FHAJEZ ansible-playbook demo_playbook2.yml -i inventory.yml -vv &]

LAEZ AP ERRIREINE.

task path:

task path:

task path:

task path:

6.5.

froot/Desktop/mm-backup/demo_playbook2.

Jroot/Desktop/mm-backup/demo_playbook2.

Jroot/Desktop/mm-backup/demo_playbook2.

froot/Desktop/mm-backup/demo_playbook2.

MG

XEREMIES |FLM T —MIERZR, R BMEMEE, WAILRESLIRS

SLMEHMECETIRE. BAEFIIIEE BEREFMLITIE. Al Ansible Tower

(Ansible B9FFEMRAS) B9 Schedule THEERTLAR S EERISCENX NEhRE,
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