2021-12-15

H3C 3314, iE 1T TACACS+313E

Aruba ClearPass iAiE

fox210317@sina.com




aruba

a Hewlett Packard

Eterpine company 2021-12-15

1. ClearPass H %l Devices

FCERRR -
configuration -Network -Devices -Add
YA

Name : RS &R &&BRH B CHEILIZARR

IP or Subnet Address:3EE H3C LAY IP, 1F £ & ZRAINSARIMN— M EX
TACACS+ Shared Secret | FEE 7 H3C #ALF1 ClearPass R 15— &4
Vendor Name : i£# H3C

Enable RADIUS Dynamic Authorization : 712

SAVE

nama:
IP or Subnet Address: 110.80.80.0/24 (e.g, 192.168.1.10 or 192.168.1.1/24 or 192.168.1.1-20)

Description: 'ACACS AUTHENTICATION For H3C
SWITCHES

RADIUS Shared Secret: [ | verdfy: [ ]
TACACS+ Shared Secret: Verify:
Vendor Name:

Enable RADIUS Dynamic Authorization: & Port:

Enable Radsec: s}

NINSERENT -

ClearPass Policy Manager Menu =
Configuration » Network » Devices
Network Devices ; f,:sm
] & Export all

@ Discovered Devices
A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.

e T S— | Show (1] records
] IP or Subnet Address Description
s o H3C sw -11 * TACACS AUTHENTICATION For H3C SWITCHES
2. o H3C sw -12 i TACACS AUTHENTICATION For H3C SWITCHES
Zh [s] H3C sw -13 TACACS AUTHENTICATION For H3C SWITCHES

Showing 1-3 of 3 |_Cony | | Export | | Delete
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2. €& Authentication Sources

FCERRTE
Configuration -Authentication -Sources -Add
WHA
® Name : HER&EZRI B CHEILIZHIRIR
® Description : HEE#R/&F =4
® Type : £ #¥ Active Directory
°

fetch role mapping attributes)

Use for Authorization: A3 (Enable to use this Authentication Source to also

®  Authorization Sources: IR BRR T HH] AD IMFMIE AL Authorization Sources,

RS, RZMFE

Server Timeout : 10s

® Cache timeout : 36000s, ZEI{&E2A 180s

aruvba ClearPass Policy Manager

Dashboard PY configuration » Authentication 4 +
[ Monktoring M Authentication Sources - TACACS AUTH AD

(% Configuration Summary Primary  Attributes
tes & Wiz
vvvvv TACACS AUTHAD

'Add Backup

€ Back to Authentication Sources

|57 Administration o|

B Coovriaht 2020 Hewlett Packard Enterorise Develooment LP Dec 14. 2021 12:23:15 CST
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2.1.AD HIFREHBERE

TR

® 7iEE5E Bind DN 5 Bind Password &, T &4 1M Search Base Dn, IR MEE
toU, NESMEETIUER.
S EURFFEIARD T]
SAVE

aruvba ClearPass Policy Manager
Dashboard Configuration » Authentication » Sources » Add - TACACS AUTH AD
[ Monitoring Authentication Sources - TACACS AUTH AD
) i >
%Conﬁqurauon 2 Summary General Attributes
£} Service Templates & Wizards
» Connection Details
£ Services
=1 & Authentication Hostname: M ]
{3 Methods Connection Security: None v/
0 Port: (389 | (For secure connection, use 636)
= Q Identity Verify Server Certificate: Enable to verify Server Certificate for secure connection
¥ Single Sign-On (SS0) =
Bind DN: | N | | | |
£¥ Local Users (e.g. admi r om OR cn=administrator,cn=users,dc=example,dc=com)
£¥ Endpoints .
Bind Password:
£¥ Static Host Lists
NetBIOS Domain Name:  [MOS |
£X Roles —_———————
£ Role Mappings Base DN: L H N | Search Base Dn
# [ posture Search Scope: SubTree Search V)
= § Enforcement LDAP Referrals: O Follow referrals
Policies
bl Bind User: Allow bind using user password
£x Profiles
- Network User Certificate: userCertificate ]
£X Devices Always use NetBIOS name: [J Enable to always use NetBIOS name instead of the domain part in username for authentication

{3 Device Groups
£ Proxy Targets
£} Event Sources
£¥ Network Scan
£3 Policy Simulation
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2.2. Authentication Sources -AD Attributes

UEA ¢ b4 AE memberOf, FFEEH@AIT AD FXANEMEA Role Mapping %

SAVE

Please configure base dn first

Atributes  Browse _Filter

Filter Name: uthentication

Filter Query:

dn
department. Department

title Title: string
company company string

String

memberof memberof

telephoneNumber Phone String
mail Email string
displayhiame Name. string
accountExpires Account Expires Integerss

Click 10 add.

aruba ClearPass Policy Manager Henu ==
board [§| Configuration » Authentication » Sources » Add - TACACS AUTH AD
() Monitoring [l Authentication Sources - TACACS AUTH AD

Configuration B
% 9 summory _ General _primory [0
£¥Service Templates & Wizards

filter queries used to fetch authentic:

n and authorization attributes

£ Services
= S Authentication
prabimen) 1 dn UserdN -
ot department Department -
2 tdentity title Title -
£ Single Sign-on (550) company company -
£} Local Usere Authentication memberof memberof Attribute [Z 2 ]
03 Bndpciots telephoneNumber Phone -
£ Static Host Lists
& ot mail Email -
£ Role Mappings displayName Name -
+ i posture accountExpires Account Expires -
- GEnforcement 2. |Group a Groups = B
£ Policies 3 dNsHosthame Hosthame -
5 £XProfiss Machine operatingSystem OperatingSystem - L]
= - Network
0 oieas operatingSystemservicePack osservicepack -
S oaviceGrip 4. | onboard Device Owner memberof Onboard memberof - [FE]
£ Proxy Targets 5. | Onboard Device Owner Group o Onboard Groups - 2

£ Event Sources Add More Filters

£3 Network Scan
£3Policy Simulation

< Back to Authentication Sources. [ Clear Cache |

.+ Darkard Entarnrica Navalnnmant 1 far 14 2121 12:08:01 FST FlasrDace Dnliry Mananar & & 7 120583 an £2000V

# Canurinht 2070 Ha
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3. €& ClearPass Role

B
Configuration -ldentity -Roles -Add

TR

ClearPass Role A FHRR—(FHA (BE—EiEEMNEM. £HEXN)

aruba ClearPass Policy Manager
Dashboard Configuration » Identity » Roles
[Z] Monitoring Roles
(5%, Configuration ©}
£ Service Templates & Wizards Roles exist independently of an individual service and can be accessed globally through the role-mapping policy of any service.
£¥ Services
= Au;;e;::::::: Filter:[Name v |[ contains v |
2% Sources # B nName . Description
- Q Identity 1. [AirGroup v1] Role for an AirGroup protocol version 1 reque
£¥ Single Sign-On (S50) 2. [AirGroup v2] Role for an AirGroup protocol version 2 reque
{¥ Local Users 3. [Aruba TACACS read-only Admin] Default role for read-only access to Aruba de'
£¥ Endpoints 4. [Aruba TACACS root Admin] Default role for root access to Aruba device

£ Static Host Lists

o

[BYOD Operator] Edit Role °

[Contractor]

¥ Role Mappings Role ID: 3008
e P 7. [Device ~ ~gistratiot 1
§ Posture Name: SWADMIN )
- $ Enforcement 8. [E
L% Policies 9. E N Description: GMT SW Access
£y Profiles 10 :
= Network
o i 11. oM K
£ Devices
{¥ Device Groups
3 Cancel
S aoay oy 2 [sove I Conce |
£) Event Sources 14. H B E
{3 Network Scan 15. gair Default role applied during MAC caching
£ Policy Simulation 16. GT-EMT
17. T .- Role for an Android device being provisioned

IS
Oi0|0|0|0|0|0|B/0|D|0|0|0{0|0|0|0|8|a|0{0|0

[¢..v0ard Chromebook]
[Onboard i0S]
[Onboard Linux]
[Onboard mac0S]
[Onboard Windows]

Role for Chromebook device being provisione
Role for an i0S device being provisioned
Role for Linux device being provisioned

Role for a macOS device being provisioned

Role for a Wi device beina pr
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4. Role Mapping Bt &

=it
Configuration -ldentity -Role Mappings -Add
Mapping Rules BC &4
Rules Evaluation Algorithm: select first match TEEE %, MLFFEE
® Role Mapping Rules:
Type : “ Authorization: TACACS AUTH AD”

Name : “memberOf’ LLINS# AT ILE AD FEEENERIIEM, o —F AL
2" SW ADMIN”

Operator : CONTAINS ; WIS ATFIHEARBELTUEMHE,

TIPs | AD i1 OU EH— P HANEN, REAREEME, ARERLTESH
CONTAINS

Value : CN=M-IAM-MGMT,OU=ITManager,OU=MosGroup,DC=MOS,DC=COM IR
SEEHEAD FEH,, WTE—

® SAVE

ClearPass Policy Manager
[l Role Mappings - TACACS ADMIN Role Mapping

e policy__ Wapoing ules
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ITManager /Et&

M =BF Ue =2 CoM:+ EERES

BtE@):

- 3:3 & e

adminDescription  <i2E>
adminDisplayNa... <FiE>
businessCategory  <Ei2E>

c <FEE>
cn <FEE>
co <FRE>
countryCode <FEE-
defaultGroup <EgE>
description <FEEs
desktopProfile  <F@E>
destinationindicat... <F2E>
displayName <RigE>

displayNamePrint... <F2E>

dSASignature U

(. >

| =me wEBE
|

J




aruvba

a Hewlett Packard

Eneoren ompany 2021-12-15

5. Profile it &

RERE
Configuration -Enforcement -Profiles -Add
SERE

Template: TACACS+ Based Enforcement
Name: HE5R&FHRH A CHEILIZHIRR
Description: ##iA/&E

Selected Services: SHELL

Authorize Attribute Status: ADD

Service Attributes: (It % rule A TFIRE%: H3C 32#4/l, B network-admin X3
H3C AR 5H!)

°
°
°
® Action : Accept
°
°
°

Type : SHELL. Name : roles. Value : network-admin (value /hNE)
Type : SHELL. Name : priv-Ivl. Value : 15
® Commands :
Service Type : Shell
Unmatched Commands : A1 Enable to permit unmatched commands

® SAVE

aruba ClearPass Policy Manager L —
Dashboard P Configuration » Enforcement » Profiles » Edit Enforcement Profile - MGMT-H3C-SW TAC
(] Monitoring [ Enforcement Profiles - MGMT-H3C-SW TACACS
iy enfigution ? JEEEER erofile services commands
Service Templates & Wizards
ix P Profile:
£y Services
2 Authentication Name: MGMT-HIC-SW TACACS
£ Methods Description MGMT-H3C-SW TACACS Profiles
Type. Tacacs
Action Accept
Device Group List: 1. MGHT sw
Services:
15
Selected Services: 1. Shel
ADD
Service Attributes
Type Name = value
1. | shel roels =
2. | shen priv-ivl
Ad Frowy. Trgain Commands:
{3 Event Sources
& e Service Type: shell
£ Policy Simulation Unmatched Commands:  permit

Commands

Permit Action Unmatched Arguments
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6. Policies Bt &

B
Configuration -Enforcement -Policies -Add
SHEE -
® Enforcement:
Name:
Description:
Enforcement Type: AJiEt TACACS+
Default Profile: [TACACS Deny Profile]
® Rules:
Rules Evaluation Algorithm: Select first match
Enforcement Policy Rules:

1. Type : Authentication. Name : Username. Operator : EXISTS
2. Type : Tips. Name : Role. Operator : EQUALS. Value : SW ADMIN
3. Enforcement Profiles : MGMT-H3C SW TACACS

® SAVE

aruvba ClearPass Policy Manager

Dashboard [] Configuration » Enforcement » Policies » Edit - TACACS MGMT ACC-For H3C SWs
[Z) Monitoring jd Enforcement Policies - TACACS MGMT ACC-For H3C SWs

<4, Configuration _m Enforcement  Rules

£¥ Service Templates & Wizards

B scecss Enforcement:
S Authentication Name: TACACS MGMT ACC-For H3C SWs
£¥ Methods Description:
£} Sources Enforcement Type: TACACS
2 rdentity Default Profile: [TACACS Deny Profile]
£3 Single Sign-On (SSO)
{¥ Local Users Rules:
{¥ Endpoints Rules Evaluation Algorithm: First applicable
£ Static Host Lists oo
£3 Roles e
£} Role Mappings e ({Autherj(t::::r::ll:sername (5w ADMIN) MEHTHAC-SW TACACS
- [ posture
- $ Enforcement
&
L3 Profiles
4. Network
£} Devices

£¥ Device Groups
£% Proxy Targets
£) Event Sources
£¥ Network Scan
£¥ Policy Simulation

10
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Configuration -Services -Add

SERERKEKELE

Service

Type: TACACS+ Enforcement

Name:

Description:

Service Rule:

1.

2.

3.

4.

Type: Connection.
Type: Connection.
Type: Connection.

Type: Connection.

Authentication:

Name : NAD-IP-Address. Operator : BEGINS_WITH. Value : 10.80.80
Name : NAD-IP-Address. Operator : BEGINS_WITH. Value : 10.82.0
Name : NAD-IP-Address. Operator : BEGINS_WITH. Value : 10.81.32

Name : Protocol. Operator : EQUALS. Value : TACACS

Authentication Sources: %t £ IR INAIAUEIR AD “TACACS AUTH AD”

Roles :

Role Mapping Policy :

Enforcement:

Enforcement Policy:

SAVE

“TACACS ADMIN Role Mapping”

“TACACS MGMT ACC-For H3C SWs”

11
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ClearPass Policy Manager Henu =5
Dashboard Configuration » Services » Edit - TACACS H3C SWs ACC SERVICE
[Z] Monitoring Services - TACACS H3C SWs ACC SERVICE
2 ;
pySontisurntion: < Service  Authentication  Roles _ Enforcement
£3 Service Templates & Wizards T
edscrvicos) st
5 G Authentication Name: TACACS HIC SWs ACC SERVICE
R 1dentity Description: TACACS H3C SWs ACC SERVICE
£} single Sign-on (550) Type: TACACS+ Enforcement
Local user
g:;’ i” Status: Enabled
ndpoints
ek s iy Monitor Mode: Disabled
Sroles More Options 3
£ Role Mappings e
f posture e
8 it Match ANY of the following conditions
D polides Type Name Operator
£profiks 1. | Connection NAD-1p-Address sEGINS_WITH
4~ Network 2. | Connection NAD-IP-Address BEGINS_WITH as
£} Devices 3. | connection NAD-IP-Address BEGINS_WITH
43 Cavice ainope; 4. | Connection Protocol £QuaLs Tacacs
£3Proxy Targets
£ ey Shiiviee Authentication:
£ Network Scan Authentication Sources:  TACACS AUTH AD

£3 Policy simulation Strip Username Rules:

Roles:

Role Mapping Policy: TACACS ADMIN Role Mapping
Enforcement:

Use Cached Results: Disabled

Enforcement Policy: TACACS MGMT ACC-For H3C SWs

12
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8. MHXLEIE-1

MK TF73% - FRTEXT R memberOf B AR AR RAMS B H3C 3THAl
MRk ZE R - 7 ClearPass Tracker FEEHKE A
MR EE R

Summary -Status : AUTHEN_STATUS_PASS A{ZhiBidIAIE

Request _Policies Authorizations

T00000047-01-61b81caa
uijd

Dec 14, 2021 12:25:14 CST

AUTHEN_STATUS_PASS

14 « Showing 1 of 1-1000 records » »

13
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8.1. B Policies -Role : [User Authenticated], SW ADMIN ////i% role E1&i¥ Role Mapping ¥k
FIETRRGFT AR

i

Policies Used -

TACACS H3C SWs ACC SERVICE
TACACS AUTH AD

MGMT-H3C-SW TACACS

4 4 Showing 1 of 1-1000 records » b

8.2. Authorizations -Status : Pass ////35 548 =X PR FZHX

Summary _Reavest _policies [JINTRETRTRg
Commands Used Status  Request Yime
shell exec pass Dec 14, 2021 12:25:14 CST

14 < Showing 1 of 1-1000 records » »

14



aruba

a Hewlett Packard
Enterprise company

2021-12-15

8.3. X EREM A,

R TUB TS TT A SECITECKT
File Edit View Options Transfer Script Tools Window Help

IEg_: m ﬂ Enter host <Alt+R> _aa Q}ﬁ d @' % 'k@ 7

! AaSEUE) pUBWWO] I aBBuRy W0 1SSag J

-H Ut AC 02 T Eg m 3)
Tacacsjauthenticationifailed

A A R A R T T AR T R R R R
* copxo‘lght (c) 2004-2020 New H3C Technologies Co., Ltd. All rights
* without the owner’s prior written consent,

* [il§ decompiling or reverse-engineering shail be a1 Towedh

R R R AR R R R R R AR i

am = mm [ "0>dis user
- umm y>dis users

Idx Line Idle Time Pid e
+10 VIY O OHHYY Dec 14 29445 %E

Foﬂowing are more details.

VvTY 0
User name: tony cuijd
User role 1i 1 ve1 15
Location:

+ : Current opera 1on user.
F - current operat'lon user works async mode.
am u =

15
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9. MRIEE-2

MR T35 « EREIEX R memberOf B ERIZERL RAMKSER H3C 3t

MRk 4E R : 7 ClearPass Tracker PEEHKE A
MR LSRR :

B Summary -Status : AUTHEN_STATUS_PASS B 3i@iZIAIE
B Authorizations -Status : Fail ////F7o;AULES SW ADMIN B9 F &, ALK, TEE
FEZ#eA ; T E R

Summary _ Reavest [ERTERR) Authorizations _Alerts

14 < Showing 6 of 1-1000 records » b

TACACS+ Session Details

Summary Request Policies Alerts

Commands Used Status Request Time

Fail Dec 14, 2021 12:19:11 CST

4 €« Showing 6 of 1-1000 records » »l

16



