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1 需求 

用户希望限制 SSH 登录交换机的 IP 地址范围，因为接口和 VLAN 较

多，不想通过 ACL 在接口或者 VLAN 上来限制，而是通过全局进行配置。 

这里以 2930F 和 6300F 为例来测试。 

2 AOS-Switch 

2.1 Authorized IP Manager 功能介绍 

 



通过 Authorized IP Manager 可以设置哪些 IP 或子网可以 SSH 到交换

机，注意： 

1. 未配置任何 Authorized IP Manager 时，等于此功能未开启，所有

IP 都会被允许； 

2. 一旦配置了 Authorized IP Manager，等于此功能开启，未添加的

IP 一律禁止访问； 

3. 终端通过 SSH 登录交换机时，优先根据 Authorized IP Manager

来判断终端 IP 是否被允许，允许的 IP 会再进入认证阶段（本地认

证、tacacs 认证或者 radius 认证），认证通过才能访问； 

4. Authorized IP Manager 可以设置 manager 和 operator 权限，认

证也会设置访问权限，只有 Authorized IP Manager 和认证都设置

了 manager 权限，用户才能获得 manager 权限，所以建议

Authorized IP Manager 统一设置 manager 权限，由认证来控制

用户的访问权限； 

5. Authorized IP Manager 只能设置允许的 IP 或子网，不能设置禁止

的 IP 或子网，所以能实现允许 A 子网，A 子网以外的都禁止，不能

实现允许 A 子网，而禁止 A 子网中的部分 IP； 

6. 可以设置多条 Authorized IP Manager（最多 100 条）来允许多个

IP 或子网。 



2.2 测试举例 

2930F 管理 IP 为 10.5.11.2，我们需要实现允许 10.5.11.0/24 子网 SSH

登录交换机，其它子网不允许 SSH 登录交换机： 

配置允许 10.5.11.0/24 子网 SSH 登录交换机： 

Aruba-2930F-8G-PoEP-2SFPP(config)# ip authorized-managers 10.5.11.0 255.255.255.0 access ma

nager access-method ssh 

 

8320-3# ssh admin@10.5.11.2 

load pubkey "/home/remote_user/.ssh/id_rsa": Permission denied 

load pubkey "/home/remote_user/.ssh/id_rsa": Permission denied 

load pubkey "/home/remote_user/.ssh/id_dsa": Permission denied 

load pubkey "/home/remote_user/.ssh/id_dsa": Permission denied 

load pubkey "/home/remote_user/.ssh/id_ecdsa": Permission denied 

load pubkey "/home/remote_user/.ssh/id_ecdsa": Permission denied 

load pubkey "/home/remote_user/.ssh/id_ed25519": Permission denied 

load pubkey "/home/remote_user/.ssh/id_ed25519": Permission denied 

kex_exchange_identification: Connection closed by remote host 

8320-3# 



 

8320-4# ssh admin@10.5.11.2 

We'd like to keep you up to date about: 

  * Software feature updates 

  * New product announcements 

  * Special events 

Please register your products now at:  www.hpe.com/networking/register 

 

 

admin@10.5.11.2's password:  

Aruba JL258A 2930F-8G-PoE+-2SFP+ Switch 

Software revision WC.16.08.0002 

 

 (C) Copyright 2019 Hewlett Packard Enterprise Development LP 

 

                      RESTRICTED RIGHTS LEGEND 

 Confidential computer software. Valid license from Hewlett Packard Enterprise 

 Development LP required for possession, use or copying. Consistent with FAR 



 12.211 and 12.212, Commercial Computer Software, Computer Software 

 Documentation, and Technical Data for Commercial Items are licensed to the 

 U.S. Government under vendor's standard commercial license. 

 

Press any key to continue 

Your previous successful login (as manager) was on 2021-12-09 01:36:36      

 from 10.5.11.250 

 

Aruba-2930F-8G-PoEP-2SFPP# 

取消 Authorized IP Manager 配置： 

Aruba-2930F-8G-PoEP-2SFPP(config)# no ip authorized-managers 10.5.11.0 

 

8320-3# ssh admin@10.5.11.2 

load pubkey "/home/remote_user/.ssh/id_rsa": Permission denied 

load pubkey "/home/remote_user/.ssh/id_rsa": Permission denied 

load pubkey "/home/remote_user/.ssh/id_dsa": Permission denied 

load pubkey "/home/remote_user/.ssh/id_dsa": Permission denied 



load pubkey "/home/remote_user/.ssh/id_ecdsa": Permission denied 

load pubkey "/home/remote_user/.ssh/id_ecdsa": Permission denied 

load pubkey "/home/remote_user/.ssh/id_ed25519": Permission denied 

load pubkey "/home/remote_user/.ssh/id_ed25519": Permission denied 

The authenticity of host '10.5.11.2 (10.5.11.2)' can't be established. 

RSA key fingerprint is SHA256:zzFby4zbCG48BLjJC4RLhJmDqcLm9btYL7Qj4CoSVf0. 

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes 

Failed to add the host to the list of known hosts (/home/remote_user/.ssh/known_hosts). 

We'd like to keep you up to date about: 

  * Software feature updates 

  * New product announcements 

  * Special events 

Please register your products now at:  www.hpe.com/networking/register 

 

 

admin@10.5.11.2's password: 

 



3 AOS-CX 

3.1 ACL 应用到 control-plane 

 

 



 

 

配置 ipv4 ACL，然后将 ACL 应用到 control-plane，需要注意： 

1. control-plane 每个 vrf 只能配置一条同类型的 ACL（比如 ipv4 

ACL），所以我们需要把所有的策略写到这一条 ACL 下； 



2. 注意 vrf control-plane ACL 是全局的，一定要配置允许的策略，比

如 permit any any any，否则会导致无法登录 

3.2 测试举例 

6300F vrf mgmt 管理 IP 为 10.5.50.161，我们需要实现禁止

10.0.83.0/24 子网 SSH 登录交换机，其它子网都可以 SSH 登录交换机： 

配置 ipv4 ACL： 

lab5-6300-1(config)# access-list ip SSH 

lab5-6300-1(config-acl-ip)# 10 deny tcp 10.0.83.0/24 any eq 22 

lab5-6300-1(config-acl-ip)# 20 permit any any any  

lab5-6300-1(config-acl-ip)# exit 

lab5-6300-1(config)# apply access-list ip SSH control-plane vrf mgmt 

 

8320-4# ssh admin@10.5.50.161   

 

 (C) Copyright 2017-2019 Hewlett Packard Enterprise Development LP 

 

                      RESTRICTED RIGHTS LEGEND 

 Confidential computer software. Valid license from Hewlett Packard Enterprise 



 Development LP required for possession, use or copying. Consistent with FAR 

 12.211 and 12.212, Commercial Computer Software, Computer Software 

 Documentation, and Technical Data for Commercial Items are licensed to the 

 U.S. Government under vendor's standard commercial license. 

 

We'd like to keep you up to date about: 

  * Software feature updates 

  * New product announcements 

  * Special events 

Please register your products now at: https://asp.arubanetworks.com 

 

admin@10.5.50.161's password: 

 

8320-3# ssh admin@10.5.50.161     

 

ssh: connect to host 10.5.50.161 port 22: Connection timed out 

8320-3# 
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