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Service OS user accounts

Service OS provides a single admin login account. By default, no password is required to log in. Service OS
will require a password if the Service OS admin user account password feature is enabled. This setting can be
enabled or disabled in AOS-CX.
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Service OS is an operating system that the customer only uses to fix filesystem corruption, download and
update firmware, and other support related issues. HPE Service OS is a Linux distribution that acts as a
standalone bootloader and recovery OS for AOS-CX-based switches. It is only accessible if the useris
consoled into the switch. The main high level features provided include:

= Access to file system partitions for retrieval of logs, coredumps, and configuration for supportability
purposes.
m Filesystem utilities to format and partition a corrupted storage disk.
= Management interface networking with TFTP to download and update a product image.
= Ability to boot primary and secondary firmware images (.SWI file) on the storage disk.
= Support for clearing the AOS-CX startup-config.
[- Ability to not only clear the admin password for AOS-CX, but also change it in SVOS. I
= Ability to set the secure mode to enhanced or standard.

This document covers the customer CLI commands available in Service OS, as well as a few non-CL| features.
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Service OS CLI login

Description

If the user enters 0 at the boot menu prompt, they will be presented with a Service OS CLI login prompt. The
user must enter the login account "admin” to log in. By default, Service OS does not require a password.

To reboot without logging in, enter reboot as the login user name.

There are two additional login accounts that execute a command without requiring a password: reboot and
zeroize. Enter the login account reboot to reboot the management module and zeroize to initiate a
zeroization process. The zeroize user account helps a user reset the admin user account's password.
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= a file in the root directory of the USB drive named zeroize.txt

* Type the following serial number into the zeroize.txt file: CNYZKRK273
* Inssrt the USE drive into the target module
* Confirm the following prompt to continue

Continue (y/n)? y

PRI RS R LRSS E R WARNINCE R S 3 2 542 2 5454 H 5848555404424
This will securely erase all customer data and reset the switch
to factory defaults. This will initiate a reboot and render the
switch unavailable until the zerocization is complete.

This should take several minutes to one hour to complete.

R R R A R R R R R A A R R R R AR INGH RS # P 53 R S R a S F 38454

4. RIEXAEAATTH, ServiceOS &bF3Z#4]l Boot image profile 89 0 5l, 7 CX Z#AL/E
TR BT FEE 0 B4l Boot IR S ATIEAEE X SVOS INEE B,

Description

On boot, the user is presented with a Service OS version banner with version, build date, build time, build 1D,
and SHA strings.

The user is then shown the boot image profiles.

= Enter 0 to boot the Service OS login CLI.
= Enter 1 to boot the primary firmware image.
= Enter 2 to boot the secondary firmware image.

= If noinput is given within 5 seconds, the default boot profile is selected. Alternatively, press Enter to
select the default boot profile.
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The image selected by the user during boot is a run-time decision only and will not persist across reboots.
The default image can be configured using the boot set-default command.
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password

password

Description

Sets the admin user account password for both Service OS and AOS-CX once the user boots into AOS-CX and
saves the configuration. This will overwrite the previous password if one exists. User input is masked with
asterisks.

This command is not available if enhanced secure mode is set.

Example

Setting the admin account password:

SVOS> password

Enter password:***kskkx
Confirm pas
SVOSs>
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reboot

Description

Reboots the Management Module.

Example

Rebooting the management module:

SVOs> reboot
reboot: Restarting system
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Looking for sSvos.

Primary Sv0S: Checking...Loading...Finding...Verifying...Booting...
000000000000000000000000
Service0s Information:

Version: PL.01.09.0001

Build Date: 2021-06-14 05:54:38 UTC

Build ID: Service0S:PL.01.09.0001:138a2aaf646f:202106140554
SHA: 138a2aaf646fe303e7329d69413e2¢c821113e499

000Boot Profiles:

0. Service 0S Console
1. Primary Software Image [PL.10.08.0001]
2. Secondary Software Image [PL.10.06.0130]

Select profile(primary): 0

(C) Copyright 2017-2021 Hewlett Packard Enterprise Development LP

RESTRICTED RIGHTS LEGEND
Confidential computer software. Valid license from Hewlett Packard Enterprise
Development LP required for possession, use or copying. Consistent with FAR
12.211 and 12.212, Commercial Computer Software, Computer Software
Documentation, and Technical Data for Commercial Items are licensed to the
U.s. Government under vendor's standard commercial Tlicense.

To reboot without logging in, enter 'reboot' as the login user name.

Service0S login: admin
SVOS>
SVOS>
SVOSs>
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SVos> help
Available Commands:
? - Display help screen
cd - Change the working directory
pwd - Print the current working directory
help - Display help screen
allow-unsafe-updates - Allow non-failsafe updates for a limited amount of time
boot - Boot a product image
config-clear - Clears the startup-config
diag - Run diagnostic commands
erase - Securely erase storage devices on the management module
format Formats and partitions the primary storage device
identify - Prints hardware -identification information
mount Mount a storage device
password - Set the admin account password
reboot - Reboots the Management Module
secure-mode - Set or retrieve the secure mode setting
sh - Launch support shell
umount - Unmounts a storage device
update - Update a product image
version - Prints Service0S release version information
cat - Prints files to stdout
cp - Copy files and directories
du Estimate file space usage
1s List directory contents
md5sum - Compute and check md5 message digest
mkdir Make directories
myv Move (rename) files
rm Remove files or directories
rmdir - Remove empty directories
exit - Logout
Enter '<command> --help' for more info
svos> i
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Enter '<command> --help' for more info

SV0S> password

Enter password:

Confirm password:

SV0S> reboot

reboot: Restarting system
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[ ¢ ] Created slice system-getty.slice

[ ok ] Created slice system-serial\x2dgetty.slice
Stopping Emergency Login
t ng ISP server daemon

[ St ed Monitor hostname Service

[ Stopped Emergency Login
tarting Matrix Agent Daemon LC1

[ st ed Matrix Agent Daemon LCL.

[« Started ISP server daemon

[ started Startup Configuration Daemon.
tarting bannerd. ..

[ ¢ St Configuration Management Daemon
3 Hostname setup service.

[ 5. bannerd

[ HPE Credential Manager.

[ ed Hostname setup service.
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L ¢ e ed target Login Prompts

[ vn hed target aoscx-console.target
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beijing-cx-access-10-1-63-100 login: admin
Password
There were 13 failed login attempts since the last successful login
Last login 07-2 from 10.1.63.99

beijing-cx-access 121-10-11T16:24:14. 551408 : 0C ztpd[3193]: debug|LOG_ERR|AMM

beijing-cx-access-10-1-63-100# |}
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ZTP| ZTP |Non-factory default configuration detected. ZTP failed
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