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https://www.runoob.com/mysgl/mysgl-administration.html
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1.2.3.I05%2% (Centos7)

https://www.centos.org/download/

B/MEE+ECE ST P #BAERD DNS 5

Bid yum AF SRR wget
[root@localhost etc]# yum install wget
Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile
* base: mirrors.dgut.edu.cn
* extras: mirrors.cn99.com
* updates: mirrors.dgut.edu.cn
Resolving Dependencies
--> Running transaction check
---> Package wget.x86_64 0:1.14-18.el7_6.1 will be installed

--> Finished Dependency Resolution

1.2.4.Mysql &%

1.get mysql RIZEE

[root@localhost etc]# wget http://repo.mysqgl.com/mysgl-community-release-el7-5.noarch.rpm
--2021-09-07 11:51:37--  http://repo.mysql.com/mysgl-community-release-el7-5.noarch.rpm
Resolving repo.mysgl.com (repo.mysql.com)... 104.91.72.230

Connecting to repo.mysqgl.com (repo.mysqgl.com)|104.91.72.230|:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 6140 (6.0K) [application/x-redhat-package-manager]

Savingto: ‘mysql-community-release-el7-5.noarch.rpm’

100%[

:::::)] 6[140 --.-K/S in Os

2021-09-07 11:51:38 (15.0 MB/s) -  'mysql-community-release-el7-5.noarch.rpm’  saved [6140/6140]

=]
2.375= mysql rpm

[root@localhost ~]# rpm -ivh mysqgl-community-release-el7-5.noarch.rpm

Preparing... HEHEH 100 %]

Updating / installing...
1:mysqgl-community-release-el7-5 HHHHEHHEH T [100%)]


https://www.centos.org/download/

3. 585 yum

[root@localhost ~]# yum update
Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile
* base: ftp.sjtu.edu.cn
* extras: ftp.sjtu.edu.cn
* updates: ftp.sjtu.edu.cn
mysql-connectors-community
| 2.6 kB 00:00:00
mysql-tools-community
| 2.6 kB  00:00:00
mysql56-community
| 2.6 kB 00:00:00
(1/3): mysql-tools-community/x86_64/primary_db
| 91kB 00:00:03
(2/3): mysgl-connectors-community/x86_64/primary_db
| 83kB 00:00:05
(3/3): mysql56-community/x86_64/primary_db
| 297 kB  00:00:06

Resolving Dependencies

[root@localhost ~]# yum install mysql-server

Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile
* base: mirrors.dgut.edu.cn
* extras: mirrors.163.com
* updates: mirrors.dgut.edu.cn
Resolving Dependencies
--> Running transaction check
---> Package mysgl-community-server.x86_64 0:8.0.26-1.el7 will be installed
--> Processing Dependency: mysgl-community-common(x86-64) = 8.0.26-1.el7 for package:
mysql-community-server-8.0.26-1.el7.x86_64

--> Processing Dependency: mysgl-community-client(x86-64) >= 8.0.11 for package:

1.2.5.80%31¢ Mysq|

[root@localhost ~]# chown -R mysql:mysql /var/lib/mysql



[root@localhost ~]# mysqld --initialize
[root@localhost ~]# systemctl start mysqld

BE mysql HEERE

[root@localhost ~]# systemctl status mysqld
® mysgld.service - MySQL Community Server
Loaded: loaded (/usr/lib/systemd/system/mysqld.service; enabled; vendor preset: disabled)
Active: active (running) since Tue 2021-09-07 12:20:16 EDT; 5s ago
Process: 56824 ExecStartPost=/usr/bin/mysql-systemd-start post (code=exited, status=0/SUCCESS)
Process: 56763 ExecStartPre=/usr/bin/mysql-systemd-start pre (code=exited, status=0/SUCCESS)
Main PID: 56823 (mysqld_safe)
CGroup: /system.slice/mysqld.service
}—56823 /bin/sh /usr/bin/mysqld_safe --basedir=/usr
L—57001 /usr/sbin/mysqld --basedir=/usr --datadir=/var/lib/mysql --plugin-dir=/usr/lib64/mysql/plugin
--log-error=/var/log/mysqld.log --pid-file=/var/run/mysqld/mysqld.pid --socket=/var/lib/mysql/mysql.sock

1.2.6.18 8 Mysql ¥R 15

[root@localhost ~]# mysqgladmin -u root password "Aruba123"

Warning: Using a password on the command line interface can be insecure.

1.2 7.8 EniEERZNR
{2 my.cnf XEFHEEN AFPHUR

[root@localhost ~]# vi /etc/my.cnf
sql_mode=NO_ENGINE_SUBSTITUTION,STRICT_TRANS_TABLES

BETFHSEN, ATRe, FEEZEILIET insert XMFZZNEEIER mysal EEFAT user R THINFTFAF

ERE Mysql HEREE

[root@localhost ~]# mysql -u root -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 4

Server version: 5.6.51 MySQL Community Server (GPL)

1.2.8 G NIZEE AR
EREERE



mysql> use mysq|l
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed

AR

mysql> INSERT INTO user

->
(host,user,password,select_priv,insert_priv,update_priv,Delete_priv,Create_priv,Drop_priv,Reload_priv,Grant_priv,Alter_
priv,Shutdown_priv)

-> VALUES ('%','guest’,PASSWORD('Aruba!23'),'Y",'Y", 'Y, 'Y, 'Y, 'Y Y'Y Y YY)
Query OK, 1 row affected, 3 warnings (0.00 sec)

P BRRIFR

mysql> FLUSH PRIVILEGES;
Query OK, 0 rows affected (0.00 sec)

RABIKIE

[root@localhost ~]# systemctl stop firewalld.service
[root@localhost ~# systemctl status firewalld.service
o firewalld.service - firewalld - dynamic firewall daemon

Loaded: loaded (/usr/lib/systemd/system/firewalld.service; enabled; vendor preset: enabled)

Active: inactive (dead) since Wed 2021-09-08 01:53:30 EDT; 5s ago

Docs: man:firewalld(1)
Process: 759 ExecStart=/usr/sbin/firewalld --nofork --nopid SFIREWALLD_ARGS (code=exited, status=0/SUCCESS)
Main PID: 759 (code=exited, status=0/SUCCESS)

Sep 08 01:35:49 localhost.localdomain systemd[1]: Starting firewalld - dynamic firewall daemon...

Sep 08 01:35:52 localhost.localdomain systemd[1]: Started firewalld - dynamic firewall daemon.

Sep 08 01:35:52 localhost.localdomain firewalld[759]: WARNING: AllowZoneDrifting is enabled. This is considered an
insecure configuration...it now.

Sep 08 01:53:30 localhost.localdomain systemd[1]: Stopping firewalld - dynamic firewall daemon...

Sep 08 01:53:30 localhost.localdomain systemd[1]: Stopped firewalld - dynamic firewall daemon.

Hint: Some lines were ellipsized, use -l to show in full.

1.2.9. 52 0ERE

mysql> create database aruba;

Query OK, 1 row affected (0.00 sec)
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Mysql ZEEEBFACRG (G2

http://www.navicat.com.cn/products/
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1 select PASSWORD as User Password,EMABLE,GROUPMEMBERSHIP,GENDER,MOBILE,SN
from - - -

where USER_ID="iiiik

ld Pk

g8 =R

USER_PASSWORD EMABLE GROUPMEMEERSHIP GEMDER MOBILE 5N

e

1.2.10.2. ORACL 3Kz T

FEITH T EAILAEFR Oracle IR

https://www.oracle.com/database/technologies/instant-client/downloads.html

Oracle Instant Client Downloads for Microsoft Windows (x64) 64-bit

See the Instant Client Home Page for more information about Instant Chent.
The installation instruc tions are at the foot of the page.

Oracle Client-to-Oracle Database version interoperability is detailed in Doc |0 2073051 For example, applications using Oracle Call Imerface 16 can connect to Oracle Database 1.2 or later. Some:
tools may have other restrictions.

Permanent finks to the latest packages are: Basic, Basic Light, SQL*Phus, Toals, SDK. JDBC Supplement , ODBC

Version 19.12.0.0.0
Base - one of these packages is required

Name Download Description

instantclient-basic-windows.x6d-

Pack;
Basic Package & 1912000dbruzip

Allfiles required to run OCL, 0CC, and IDBCOCH
applications

(82,590,840 bytes) (cksum - 19B8610992)

Review: the Operating System Checklist for Oracle
Database Client Installation. Nole Windows 7 is not
supported,

The 19¢ Basic package requires the Microsoft Visual
Studio 2017 Redistributable.


https://www.oracle.com/database/technologies/instant-client/downloads.html
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1.3.ClearPass

1.3.1. XL GEEFER
HUEREFER 5 ClearPass FERTR R TaXd R

user_id varchar(255)
password varchar(255)
enable varchar(255)

groupmembership  varchar(255)

gender varchar(255)
mobile varchar(255)
sn varchar(255)



e [ RS @aruba (192.168.1.50) - &
B RE CoBENFE SLEATE ofikFR PE O+ HE L TE
TR OFS s MES EE HE SoLES
£ ESii] K= = FREnll B

I user_id varchar 255
password varchar 255 |
enable varchar 255 O
groupmembership varchar 255 |
gender varchar 255 |
mobile varchar 255 O
sn varchar 255 O

1.3.2.CPPM %A Mysql 33z
1.3.21. HIBALER

ClearPass Policy Manager
GRRREGE: FXRNGHIE, #%R Policy Manager 2R

o - o] 5[0 +)em

Lacal SQL DB icy Manager admin user database
[lacklist User Rapo: Local L DB jat have exceedsd bandwidth ar session related limits
aduroam RADIUS/RadSec Sarvar 192.168.192.22(adurcam)

[endpaints Repository] Local sqL DB Authenticate endpoints against Policy Manager local database

[Guast Device Repository Local sQL DB authenticate guest devices aga ¥ Manager lacal database

[Guast User Repository] Loeal sQL DB Authenticate guest u

Insight Repo: Laeal sqL DB Insight database with se: v users and deviees

User R eyl Local SQL DB Authenticate users agair icy Manager local user database
HrTe Access attributas cached by Contaxt Sarvar Actions in us sessions

[ : Local SOL DB Authenticats Gnboard devices against Palicy Managar |

TSnrlsl | aain Ranositary lacal Sni bR Authanticata usars anainet Pollew Manaoar znrlal losin datahasa
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SHWIFR - Test-MySQL
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£ [TesMySOL
Hik:
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ESicH Generic SQL DB
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R

- Select - v
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1.3.3.5UEE R E

1.33.1. MysQlL
RS EEBFRIZE P #bhl+3306 (mysql BRIARTEERO)

mysaL EiffFER

select password as User_Password,enable,groupmembership,gender,mobile,sn

from TR

where user_id='%{Authentication:Username}'

BHIIEF - Test-MySQL

= EHIEETE

RS ==EFR: 192 168.134 215
iR (R3E): 3306 | (INHEEEEEEAMERTEE)
IR ETH: mysq|
HRRFE: guesti
BRTIE: [eessssessses
#EhT: 10 B
ODBC HaifER: MariaDB v
EiEER: BT v
Tables IS5 SRR



TEiEEEE Authen
pu— - -
TEieE A zelect password as User_Paszsword, enable, groupmembership, gender. mobile, sn -
from tables| -
here uzer_id=% {Authentication: Username} P
1. | enable enable String = i
2. | groupmembership groupmembership String - i
3. | gender gender String = i
4. | mobile mobile String - i
5. | sn sn String = i
6. | Click to add...
BiE » EHOWE » IF » A0 - Test-MysSQL
SHHIHIER - Test-MySQL
we_=n := [
AT RS R 2]
WARER EHER s ERAT
1. enable enable
| groupmembership groupmembership
|Aumen gender gender
| mobile mobile
| sn sn
BN E A
CPPM&MYySQL X3 Request FIEE, (CPPM FREHY Database name=$IERER)
199 2021-09-09 ©7:11:39.764116 192.168.134.209 192.168.134.215 MySQL 233 0xc490 (50320) [login Request user-guestl db-mysql
200 2021-09-09 07:11:39.764325 192.168.134,215 192,168.134,269 TP 62 OxedSb (58459) 3306 + 58592 [ACK] Seq=79 Ack=178 Win=30336 Len-d
201 2821-89-89 B87:11:39.764438 192.168.134.215 192.168.134.289 MySQL 67 BxedSc (5846@) Response OK
2082 2821-89-29 87:11:39.764511 192.168.134.289 192.168.134.215 MySQL 66 Bxc491 (58321) Request Use Database
283 2821-89-89 B7:11:39.764697 192.168.134.215 192.168.134.289 MySQL 67 Bxed5d (58461) Response OK
204 2021-09-09 ©7:11:39.764764 192.168.134.209 192.168.134.215 MySQL 91 Bxc492 (50322) Request Query
205 2021-89-09 07:11:39.764988 192.168.134.215 192.168.134.209 MySQL 67 OxedSe (58462) Response OK
206 2021-09-89 07:11:39.765052 192.168.134.209 192.168.134.215 MySQL 77 Bxc493 (58323) Request Query

1.3.3.2. Oracle

Oracle 7% 11g LA LIRA (BREERERF 11g, ik 12¢ @)
Oracle ITFEIHAARFER (MBlt+igO+RSRA+APR+ZRD)

ORACL BfIFER, EESHIEER

select PASSWORD as User_Password,ENABLE,GROUPMEMBERSHIP,GENDER,MOBILE,SN

from EUIEREE.ZR

where USER_ID='%{Authentication:Username}'
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= SR #mEE SsH
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f=t=aah B w
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&0 1521 ‘
EEs: tes |
O Osib
ArE: usr_aruba
EE: 0 |eessesse
O asEs
SRIHIER - ‘JOracIe
BE =2m I= Eif
IRssEETk: ittt |
®O(Ti): (REEETEZEIAETEE)
HIEEER: it |
ERRAPE: ladmin
SREE: -
@t #
ODBC IK=NER: | Oracle 11g v |
TR INT &% v

CPPM&ORACLE X3# Request ZEE, (CPPM FREHY Database name=service name)



Bestination Protocol Length Idemtification  Info

1 174 2021-69-09 04; 35.465215 192.168.134.209 192.168.132.35 56 Oxd42a (54314) 40586 - 1521 [ACK] Seg=1 Ack=1 Win=29696 Len=0
= 192 . S

-09. Seq=1 Ack=231 Win=30336 Len=0
177 2021-89-09 04 .132. 192.168.134.209 66 0x095F (2399) Response, Redirect (5)[Malformed Packet]
178 2021-09-09 04:01:35. .168.134. 192.168.132.35 56 Oxda2c (54316) 40586 - 1521 [ACK] Seq=231 Ack=11 Win=29696 Len=0

- 181 2021-89-09 94:01:35.465852 192.168.132.35 192.168.134.209 TCP 62 @x0961 (2401) 1521 - 48586 [ACK] Seq=276 Ack=232 Win=38336 Len=0

507 2021-89-09 84:01:49.173930 192.168.134.209 192.168.132.35 TcP 56 @xc6d@ (50896) 48602 » 1521 [ACK] Seq=1 Ack=1 Win=29696 Len=8_

Length of Connect Data: 156
Offset to Connect Data: 74
Maximum Receivable Connect Data: 5120
Connect Flags ©: @x41, NA services wanted
> Connect Flags 1: 0x41, NA services wanted
Trace Cross Facility Item 1: 8x017d00ee
Trace Cross Facility Item 2: 9x00000000
Trace Unique Connection ID: @x0000000000000000
Connect Data: (DESCRIPTION=(CONNECT_DATA=(SERVICE_NAME-amiufiilr) (C

( ). ) ( 168.132

1.3.4. 00 5=
1.3.4.1. BAX

B{HIRIER - Test-MySQL

= ﬁaaﬁ

RS SER: |192.168.134.215 |
RO (RT3E): ((RLEEEEERNMEIEE)
IR ETH: [mysql |
P |guest1 |
#BRT:

oDBC [RFHER: | MariaDB v
EigEE: |Bg=r v

)]



1.3.4.2.

NTHash

BHIRIEE - Test-MySQL

wE 2N gEIl EiE
fEEsEEm: |192.168.134.215 |

i (FTiE):
HIEE =T
ERAPE:
TREE:

HaT:

ODBC 2R
EiEET:

(Rt P RSB EREE)
mysql |
|guest1 |

| MariaDB v
INT 1% Y]

1.3.5. 0 AAPEAN

1.3.5.1.

v ¥ 192.168.1.50
~ & aruba
~ % =
£ aruba_sql
» [y &8
ik}
w5
£ information_schema
E mysql
£ performance schema

1.3.5.2.

123

v ¥ 192.168.1.50
~ & aruba

£ performance schema

BASZFEF

g [T aruba_sql @aruba (192.168.1.50) - &
stz Dxz-Tae Sz Mo\ Fsw

user_id password
123 123456
b 321

enable

3DBDEGI7DT71690A769204BEB12283678

NT Hash FHF

nt hash {B = 3DBDE697D71690A769204BEB12283678

& | [[faruba sql @aruba (192.168.1.50) - B

Gfwes Dz -Teas lZax M e

user_id password enable
123 123456
» 321 3DBDEGY7D71690A769204BEB 12283678

groupmembership

groupmembership

gender

gender

mobile

mobile

sn

sn



1.3.6. X315 I
@A @ 2K

BRYE: ACCEPT
SiEfRRE: R0O0000332-02-61306753
=EGEERIETR Sep 02, 2021 13:55:31 CST
EimEHEREE: E0-CC-F8-B3-A3-C7
RArRE: 123
ipiEEE p/iR0: 172.21.2.40
THIAhEEETR: ==
EHEEREE: UNKNOWN (100)

(ERIRDEERS -
RS Aruba-AC-1xAuth_new
SninlbrgiE: EAP-PEAP,EAP-MSCHAPY2
EHoEAIER: Sgl:192.168.134.215
EHE: &
BE: [User Authenticated], Z4@E
IEHIBCE TS [allow Access Profile]
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