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1 MidFiEiid
kR4S : 7005 : AOS 8.6.0.6 , standalone 10.1.10.100

ClearPass : 6.8.5, 10.254.5.101/102 , VIP 10.254.5.110

i © Win10

2 idicF

2.1 Server-Group BIIAIELG

SSID: aruba-test2
portal IAIE
server group RFF/3 fail through/load balance

server group FELE 7 cppm1 (10.254.5.101 ) 1 cppm?2 ( 10.254.5.102 ), %

FREGAS L

(AC7005) [mynode] #show aaa authentication-server radius cppm

RADIUS Server "cppm"

Parameter Value
Enable IPv6 Disabled
Host 10.254.5.101
Key scktckokok
CPPM credentials N/A

Auth Port 1812

Acct Port 1813

RadSec Port 2083

etransmits 3
Timeout 5 sec

2.1.1 cppm1 MERIE

WrFF cppm1 BORILEEERS

win10 =iz portal IAIE

W radius

No. Time Source Destination Protocol Length | Info
6802 2021-03-26 17:308:12,405895 19.1,18,100 16.254.5,101 229 Access-Request id=3
6947 2021-93-26 17:30:17.380854 10.1.10.100 16.254.5.101 RADIUS 229 Access-Request id=3, Duplicate Reguest
7854 2021-@3-26 17:30:22.404334 10.1.10.108 18.254.5.101 RADIUS 229 Access-Request id=3, Duplicate Request
L 8670 2021-@3-26 17:30:27,427456 10.1.18. 108 18.254.5.101 RADIUS 229 Access—Request id=3, Duplicate Request
8703 2021-03-26 17:38:32,454525 10.1.18.108 18.254.5.1082 RADIUS 229 Access-Request id=1
BEAS 2021-03-26 17:38:32.788630 10.254.5.102 16.1.18. 180 RADIUS 145 Access-Accept id=1

LimRFINIE , 8 5 WAR—IRINE , 3 XE% | #BIFETIE copm2 IANIE, BT

BF 20 R REAIERTD.



B RIGES T AEFH T portal TAIE , B1ZE! cppm2 TAIERLT ; B _ERiIHARIA

iE , tBREREE cppm2 INERI,

TEotE (EEREDREEBINZEIRE ) RigERAL , X6 cppml &
FIALE , SXRAEEGERETEI cppm?2 TAE , BEANMEIKEINEBEEREE cppm2 A

ik,

N radius
No. Time Source Destination Protocol Length | Info
6802 2021-93-26 17:30:12,485095  10,1.18,100 18.254.5.101 RADIUS 229 Access-Request id=3
6947 2021-93-26 17:30:17,380054  10.1.10.100 18.254.5.101 RADIUS 229 Access-Request id=3, Duplicate Request
7854 2021-83-26 17:30:22.404334  10.1.10.100 10.254.5.101 RADIUS 229 Access-Request id=3, Duplicate Request
8678 2021-93-26 17:30:27.427456  10.1.10.100 16.254.5.101 RADIUS 229 Access-Request id=3, Duplicate Request
8793 2021-03-26 17:30:32.454525  10.1.10.100 16.254.5.102 RADIUS 229 Access-Request id=1
B80S 2021-03-26 17:30:32,788638  10.254.5,102 16.1.10.100 RADIUS 145 Access-Accept id=1
54961 2021-03-26 17:39:10,998814  10,1.10,100 18.254,5.102 RADIUS 229 hccess-Request id=2
54964 2021-83-26 17:39:11.820579  10.254.5.102 16.1.10.100 RADIUS 145 Access-Accept id=2
65243 2021-83-26 17:40:24.927185  10.1.10.100 10.254.5.102 RADIUS 227 Access-Request id=3
65244 2021-83-26 17:40:24.944317  10.254.5.102 16.1.10.100 RADIUS 145 Access-Accept id=3
111206 2021-83-26 18.767932  10.1.18.100 16.254.5.101 RADIUS 229 Access-Request id=4

Access-Request 1d:

38.7647509 .1.18, Access-Request id=d
:38,781575 Access-Accept id=
I

115013




Table 40: Authentication Timers

Timer Description

User Idle Timeout

Maximum period after which a clientis considered idle if there is no
wireless traffic from the client. The timeout period is reset if there is
wireless traffic. If there is no wireless traffic in the timeout period, the
clientis aged out. Once the timeout period has expired, the user is
removed. If the keyword seconds is not specified, the value defaults to
minutes at the command line.

Range: 1-255 minutes (30-15300 seconds)

Default: 5 minutes (300 seconds)

Authentication Server
dead Time

Maximum period, in minutes, that the managed device considers an
unresponsive authentication server to be “out of service.”

This timer is only applicable if there are two or more authentication
servers configured on a managed device. If there is only one
authentication server configured, the server is never considered out of
service, and all requests are sent to the server.

If one or more backup servers are configured and a server is
unresponsive, it is marked as out of service for the dead time;
subsequent requests are sent to the next server on the priority list for
the duration of the dead time. If the server is responsive after the dead
time has elapsed, it can take over servicing requests from a lower-
priority server; if the server continues to be unresponsive, it is marked
as down for the dead time.

Range: 0-50 minutes

Default: 10 minutes

Logon User Lifetime

Maximum time, in minutes, unauthenticated clients are allowed to
remain logged on.

Range: 0-255 minutes

Default: 5 minutes

User Interim stats
frequency

Sets the timeout value for user stats, reporting in minutes or seconds.
Range: 300-3600 seconds, or 5-60 minutes
Default: 600 seconds

2.1.2 cppm1 service stopped

%4 cppm1 |9 service

14. Policy server Running [ stop |

15. RadSec service Running | stop |

16. Radius server Stopped
N radius

3 Source Destination Protocol Length Info

Time
397 2021-03-26 22:21:58,564374

7 1-9)

784 2021-83-26 22:22:18, 583466
786 2021-93-26 22:22:18,727725
3891 2021-83-26 22:23:21.179238
3108 2021-83-26 22:23:21.196161

227 Access-Request id=167

10.1.18. 180
10.254.5,1082
10.1.18. 188
10.254.5.182

10.1,10.100 RADIUS
16.254.5.102 RADIUS
16.1.18.160 RADIUS

145 Access-Accept id=1
229 Access-Request id=2
145 Access-Accept id=2

cppm1 WZRIBER service down BIER T , INIEERE—HESIEl cppm2 |, 5

SHRNEREEERE AR cppm2 TAIE , BEZF authentication server dead time ( 2kIA/9 10

o8 ) BIEEIREI copm1 IAIE...



2.2 ClearPass VIP fEti5nadE

ClearPass VIP fU#FELIHERTIR] ( BiFF cppm1 RIZEIERE ) - 10 #VEIIHRE] cppm2

Cluster-Wide Parameters o
General Cleanup Intervals Notifications Standby Publisher Mode Database Profiler TACACS

Parameter Name Parameter Value Default Value

Failover Wait Time seconds 10

20:05:03.552351 64 bytes from 10.254.5.111: icmp_seq=77 ttl=63 time=2.286 ms
20:05:03.764143 64 bytes from 10.254.5.111: icmp_seq=78 ttl=63 time=10.766 ms
Request timeout for icmp_seq 80
Request timeout for icmp_seq 81
Request timeout for icmp_seq 82
Request timeout for icmp_seq 83
Request timeout for icmp_seq 84
Request timeout for icmp_seq 85
Request timeout for icmp_seq 86
Request timeout for icmp_seq 87
Request timeout for icmp_seq 88
Request timeout for icmp_seq 89
Request timeout for icmp_seq 90
Request timeout for icmp_seq 91
Request timeout for icmp_seq 92
Request timeout for icmp_seq 93
Request timeout for icmp_seq 94
Request timeout for icmp_seq 95
Request timeout for icmp_seq 96
Request timeout for icmp_seq 97
Request timeout for icmp_seq 98
Request timeout for icmp_seq 99
Request timeout for icmp_seq 100
Request timeout for icmp_seq 101
Request timeout for icmp_seq 102
Request timeout for icmp_seq 103
Request timeout for icmp_seq 104
Request timeout for icmp_seq 105
Request timeout for icmp_seq 106
Request timeout for icmp_seq 107
Request timeout for icmp_seq 108
Request timeout for icmp_seq 109
Request timeout for icmp_seq 110
Request timeout for icmp_seq 111
Request timeout for icmp_seq 112
Request timeout for icmp_seq 113
Request timeout for icmp_seq 114
Request timeout for icmp_seq 115
Request timeout for icmp_seq 116
Request timeout for icmp_seq 117
Request timeout for icmp_seq 118
Request timeout for icmp_seq 119
Request timeout for icmp_seq 120
Request timeout for icmp_seq 121
Request timeout for icmp_seq 122
Request timeout for icmp_seq 123
Request timeout for icmp_seq 124
Request timeout for icmp_seq 125
Request timeout for icmp_seq 126
Request timeout for icmp_seq 127
20:05:13.905124 64 bytes from 10.254.5.111: icmp_seq=127 ttl=63 time=227.480 ms
20:05:13.905177 64 bytes from 10.254.5.111: icmp_seq=128 ttl=63 time=23.990 ms

ClearPass VIP RYEIIRT A ( #%E cppm RILRIEEE ) : k& cppm1 MIEIEREF vip

SZ5IE cppm1, ping TEE



(ArubaS1500-24P) #show arp | include 10.254.5.101
Internet 10.254.5.101 00:0c:29:66:7d:14 vlan5 32

(ArubaS1500-24P) #show arp | include 10.254.5.102
Internet 10.254.5.102 00:0c:29:17:8d:4a vlan5 ']

(Aruba51500-24P) #show arp | include 10.254.5.111
Internet 1@.254.5.111 00:0c:29:66:7d:14 vlan5 ]

2.3 ClearPass VIP BAIELiR

SSID: aruba-test2
portal IAIE

AC EEEE— server , $g[A ClearPass VIP

2.3.1  ERFAFIRE cppm1 MEHERE
WrFF cppm1 RILERE | vip 21 10 #E10ZEI cppm2 , FrLA nas SEEFIXIAIE

BEXRBKE cppm2 BRAERINMA, [EFESAEATE vip L , cppm?2 E#ENEL,



20:36:00.248312 64 bytes from 10.254.5.111: icmp_seq=92 ttl=63 time=2.029 ms
20:36:00.489477 64 bytes from 10.254.5.111: icmp_seq=93 ttl=63 time=38.333 ms
Request timeout for icmp_seq 94
Request timeout for icmp_seq 95
Request timeout for icmp_seq 96
Request timeout for icmp_seq 97
Request timeout for icmp_seq 98
Request timeout for icmp_seq 99
Request timeout for icmp_seq 100
Request timeout for icmp_seq 101
Request timeout for icmp_seq 102
Request timeout for icmp_seq 103
Request timeout for icmp_seq 104
Request timeout for icmp_seq 105
Request timeout for icmp_seq 106
Request timeout for icmp_seq 107
Request timeout for icmp_seq 108
Request timeout for icmp_seq 109
Request timeout for icmp_seq 110
Request timeout for icmp_seq 111
Request timeout for icmp_seq 112
Request timeout for icmp_seq 113
Request timeout for icmp_seq 114
Request timeout for icmp_seq 115
Request timeout for icmp_seq 116
Request timeout for icmp_seq 117
Request timeout for icmp_seq 118
Request timeout for icmp_seq 119
Request timeout for icmp_seq 120
Request timeout for icmp_seq 121
Request timeout for icmp_seq 122
Request timeout for icmp_seq 123
Request timeout for icmp_seq 124
Request timeout for icmp_seq 125
Request timeout for icmp_seq 126
Request timeout for icmp_seq 127
Request timeout for icmp_seq 128
Request timeout for icmp_seq 129
Request timeout for icmp_seq 130
Request timeout for icmp_seq 131
Request timeout for icmp_seq 132
Request timeout for icmp_seq 133
Request timeout for icmp_seq 134
Request timeout for icmp_seq 135
Request timeout for icmp_seq 136
Request timeout for icmp_seq 137
Request timeout for icmp_seq 138
Request timeout for icmp_seq 139
20:36:09.996305 64 bytes from 10.254.5.111: icmp_seq=140 ttl=63 time=2.162 ms
20:36:10.200921 64 bytes from 10.254.5.111: icmp_seq=141 ttl=63 time=2.742 ms

[ radius
No.

Destination Protocol
6 28:34:18.317127 10.1.10. 188 108.254.5.111 RADIUS
p 34:10.332094 19.254.5.111 10.1.18.108
|\ | 1548 2021-93-26 20:36:92. 086887 19.1.10.1080 10.254.5.111 RADIUS

1636 2021-83-26 20:36:97.105259 10.1.10. 180 10.254.5.111 RADIUS 155 Access-Request id=18, Duplicate Request
1711 2021-03-26 20:36:12.127259 10.1.10. 100 10.254.5.111 RADIUS 155 Access-Request id=18, Duplicate Request
1713 2021-83-26 20:36:12,306122  10.254.5.111 10.1.18.100 RADIUS 145 Access-Accept id=18

RE cppm1 ML&IERE |, vip 25 LBl cppm 1, IAESRERYIE] cppm1 , R0

FAFIAIL,

23.2 XHER cppm1

% cppm1 , vip FEREETE 10 #EHIEI cppm?2 |, nas EfE 2 JRIAEERGEEIE!



cppm2 HRAIENER , RESAIERZ vip , cppm2 EIEIAL,

radius
Time Source Destination Pratocol Length Infa
210 2021-83-26 21:00:54.518684 18.1.10.180 10.254.5.111 RADIUS 155 Access-Request id=6@8
212 2021-83-26 21:00:54.531825 18.254.5.111 10.1.10.108 RADIUS 145 Access-Accept id=68

395 2021-83-26 21:81:16.619127 18.1.10.180 18.254.5.111 RADIUS 155 Access-Request id=61
499 2021-83-26 21:81:21.632220 18.1.10.180 18.254.5.111 RADIUS 155 Access-Request id=61, Duplicate Request
552 2021-83-26 21:81:26.654081 18.1.10.180 18.254.5.111 RADIUS 155 Access-Request id=61, Duplicate Request
554 2021-83-26 21:01:26.669886 18.254.5.111 18.1.10.108 RADIUS 145 Access-Accept id=61
579 2071-03-76 Z1:01:29. T63068 0. 1. 10. 100 0. 752, 5. 11T FADTOS T55 Access-Request 10=6.
581 2021-83-26 21:81:29.188267 108.254.5.111 18.1.10.108 RADIUS 145 Access-Accept id=62
1588 2021-83-26 21:82:27.695874 18.1.10.180 18.254.5.111 RADIUS 155 Access-Request id=63
1598 2021-83-26 21:82:27.789554 18.254.5.111 18.1.10.108 RADIUS 145 Access-Accept id=63

BEFFE cppm1 , cppm1 BahFerE vip RBRETIE] cppm1 , SHI vip H[E]
cppm1 B2 service XKBINEE , SESHUHIEAIAETL AR , M lab FENKE |

KR 14 REIAERLN , AEEMELLRESREES.

N radius

Ho. Time Source Destination Protacal Length _ Info
2940 2021-03-26 21:03:08,798688 10,254,5,111 10.1.10. 108 RADIUS 145 Access-Accept id=134
2956 2021-03-26 21:03:09.327548  10.1.10.100 10.254.5.111 RADIUS 155 Access-Reguest 1d=135
2957 2021-03-26 21:03:09.343138  10.254.5.111 10.1.10.100 RADIUS 145 Access-Accept id=135
2979 2021-03-26 21:03:09.870016 10.1.18. 100 10.254,5.111 RADIUS 155 Access—Request id:
2980 2821-03-26 21:03:09.885066  18.254.5.111 10.1.18.100 RADIUS Access-Accept i

2993 2021-03-26

10.254.5.111 RADIUS
904 2021 ]

Access-Request id
Dest

Access-Request id=137, Duplicate
21 5 1 183 Destination unreachable (Port un

2021-83-21 10.254.5.111 Access-Request id=137, Duplicate

2021-03-26 10.254.5,111 10.1.10.186 Access—Accept id=137

3280 2021-03-26 10.1.18.100 RADIUS 155 Access-Request id=138

3200 2021-93-26 21:03:24.774509  10.254.5.111 18.1.18. 100 RADIUS 145 Access-Accept id=138

3207 2021-03-26 21:03:24.793808  10.1.10.100 19.254.5.111 RADIUS 155 Access-Request id=139

3298 2021-03-26 21:03:24,985132 10.254,5,111 10.1.18. 1088 RADIUS 145 Access-Accept id=139

3328 2021-83-26 21:03:26.503741  10.1.18.180 108.254.5.111 RADIUS 155 Access-Request id=140

3330 2021-03-26 21:03:26.612593  10.254.5.111 19.1.108.100 RADIUS 145 Access-Accept id=148

3371 2021-03-26 21:03:29.146620 10.1.10.100 10.254.5.111 RADIUS 155 Access—Request id=141

3373 2021-63-26 21:03:29.175927  10,254,5,111 18,1.10,100 RADIUS 145 Access-Accept id=141

3398 2021-03-26 21:03:29.794900  10.1.18.18 18.254.5.111 RADIUS 155 Access-Request id=142

3392 2021-03-26 21:03:29.817673  10.254,5.111 10.1.108.100 RADIUS 145 Access-Accept id=142

3487 2021-03-26 21:03:38,494575 10.1.18. 100 10.254,5.111 RADIUS 155 Access-Request id=143

3499 2021-83-26 21:03:39.551168  10.254,5.111 18.1.10.100 RADIUS 145 Access-Accept id=143

3431 2021-03-26 21:03:31.080485  10.1.18.100 19.254.5.111 RADIUS 155 Access-Request id=144

3433 2021-03-26 21:03:31.133037 10.254.5.111 10.1.10.108 RADIUS 145 Access-Accept id=144

T [All Requests] § CPPM2.arubatraininglab.com (10,254.5.102) *." Last 1 day before Today =3
Filter: [Request 1D | contains v [l Go | clear Fiter | Show (20w ] records
# | Server Source Username Service Login Status Request Timestamp +
1. [|10.2545.102 RADIUS test aruba-portal ACCEPT 2021/03/26 21:03:08
2. 10.254.5.102 RADIUS test aruba-portal ACCEPT 2021/03/26 21:03:09
3 10.254.5.102 RADIUS test aruba-portal ACCEPT 2021/03/26 21:03:08
T (Al Requests] § CPPM1.arubatraininglab.com (10.254.5.101) *=" Last 1 day before Today [ Edit |
Fiter:[Reqestn ] e Show [20_w] recora
oo oo Twmme  lsewe s weguetimemamy

1. 10.254.5.101 RADIUS test aruba-portal ACCEPT 2021/03/26 21:03:40
2} 10.254.5.101 RADIUS test aruba-portal ACCEPT 2021/03/26 21:03:37
3 10.254.5.101 RADIUS test aruba-portal ACCEPT 2021/03/26 21:03:36
4 10.254.5.101 RADIUS test aruba-portal ACCEFT 2021/03/26 21:03:35
5. 10.254.5.101 RADIUS test anubs-portal ACCEFT 2021/03/26 21:03:35
[ 10.254.5.101 RADIUS test aruba-portal ACCEST 2021/03/26 21:03:34
7. 10.254.5.101 RADIUS test aruba-portal ACCEPT 2021/03/26 21:03:33
8. 10.254.5.101 RADIUS test aruba-portal ACCEPT 2021/03/26 21:03:33
9. 10.254.5.101 RADIUS test aruba-portal ACCEFT 2021/03/26 21:03:32
10. | 10.254.5.101 RADIUS test aruba-portal ACCEPT 2021/03/26 21:03:31
1. |10.254.5.101 RADIUS test aruba-portal ACCEFT 2021/03/26 21:03:31
12 10.254.5.101 RADIUS test aruba-portal ACCEST 2021/03/26 21:03:30
13, |10.254.5.101 RADIUS test aruba-portal ACCEFT 2021/03/26 21:03:29
14 10.254.5.101 RADIUS test aruba-portal ACCEPT 2021/03/26 21:03:29
15. | 10.254.5.101 RADIUS test aruba-portal ACCEFT 2021/03/26 21:03:28
16. 10.254.5.101 RADIUS test aruba-portal ACCEPT 2021/03/26 21:03:25
17. | 10.254.5.101 RADIUS test aruba-portal ACCEPT 2021/03/26 21:03:24
18, [1o.zs4.5.101 RADIUS test aruba-portal ACCEFT 2021/03/26 21:03:24
19, |10.254.5.101 RADIUS test aruba-portal ACCEFT 2021/03/26 21:03:19
20, |10.254.5.101 RADIUS test aruba-portal ACCEPT 2021/03/26 21:00:54




Time Message

(2021-03-25 21:0319,805 [Th 2 Req 0 Sessid REODD0NOD—

2021-03-26 21:0319,506 [1h 2 Req 0 Se The attribute 0.0.0.0 does not o

207 21:08:23,369 [Regues + T166ddaceT00 r=psaulo-1616763603-1 h=223 r=AO0000000-01-605ddbA7] INFO StatsDClient StatsClient - StatsClient::UdpSvrinfa=Server = localhost, Part = 8125, Timeout
326 21:03:23,372 [Regue: Tf6EddaceT00 r=psauta-1616763803-1 h=223 r=R0000CK 1-605ddb87] INFO Care. g - Service ol result = aruba-partal

2021-03-26 21:03:23,374 [Th 2 Req 0 Sessid R0000000-01-605ddb7] INFO RadiusServer Radius — Servios Categorization time = 3468 ms

2021-03-26 21:03:23,375 [Th 2 Req 0 Sessld RB00D0000-01-605ddb87] INFO RadiusServer. Radius - m_service: The request has been categarized into service "aruba-partal”

2021-03-26 21:03:23,375 [Th 2 Req 0 Sessid RO00D0000-01-605ddbO7) INFO RadiusServer Radius - rim_sgl: searching for user test In Localiocalhost

2021-03-26 21:03:24,111 [Th 2 Req 0 Sessid RG0000000-01-605ddb7] INFO RadiusServer. Radius - rim_sgl: found user test in Locallocalhost

2021-03-26 21:03:24,1M [Th 2 Req 0 Sessid R0000000-01-605ddb87] INFO RadiusServer. Radius - SQL User lookup time = 736 ms

2021-03-26 21:03:24,11 [Th 2 Req O Sessid RB00D0000-01-605ddb87) INFO RadiusSener.Radius - rim_pap: authenticating User test

2021-03-26 21:03:24,111 [Th 2 Req 0 Sessid Rwoﬂouou—m £05ddb07) INFO RadiusServer Radius - rim_pap: User test suthenticated succesfully

2021-03-26 21:03:24.112 [Th 2 Req 0 Sessid 5ddb87] INFO Radius - rim_policy: Starting Policy Evaluation.

2021-03-26 21:03:24,112 [Th 2 Req 0 Sessld RO0000000-01-606d587] INFO RadiusServer Radius - The attrbute 0.0.0.0 does. not contain valid MAC Address

05ddbg7] INFO RadiusServer Radius — rim_sarvice: Starting Service Gategorization — 137:109:0.0.0.0

3 21:03: 24]16 [Rague 1-Ox7fGEddace700 r=psau|uf|ﬁm76330372 =239 mRDODUODU[FD‘FUUdeDB?] INFO TAT.TagAttrTableUtil — bulldTagAtir Tableinput: Connection:Client-Mac—Address is not found
2021-03-26 21:03:24,116 [RaguestHandler—1-0x7166d4aca700 r=psauto-1616763803-2 h=239 r=R00000000-01-605ddba7] INFO Comman.AuthlocallserTable — Returning AuthLocalUserSPtr for user 1D test
2021-03-26 21:03:24 16 [RequestHandler-1-0x7166d4aceT00 repsauto-1616763803-2 h=239 r=RO0000000-01-605ddba7) INFO Common. TagDefinitionCacheTable - No InstanceTagDefCacheMap found for instance id = 3001 entity id = 30
2021-03-26 21:03:24,116 [ReguestHandler—1-0x7f68d4ace700 r=psauto-1616763803-2 39 r=RO0000000-01-605ddba7] INFO Comman. TagDefinitionCacheTable - Bullding the TagDefiMapTable for AuthlocalUser Instance=3001

3 21:03:24.16 [Rague 1-0x766d4ace700 r=psauto-1616763803-2 h=238 r=RO0000000-(1-605ddba7] INFO Common. TagDefinitionCacheTable — Built & tag(s) for instan calUsers
2021-03-26 21:08:24,116 [RequestHandier-1-0x 71660406700 r=psauto-1616763803-2 h=239 r=RO0CO0D0D-01-605ddba7] INFO TAT. Tag, - No tags bul for 00Tlentity=LocalUser

21:03:24.116 [Regues = MGEd4aca?00 r=psauto-1616763803-2 538 r=RO0000000-01-605ddba7) INFO TAT.GuTagAttrHolderBullder - bulldAttrHolder: Tags cannot be built for instanceld=0 (NULL GuestUser)

2021-03-26 21:03:24,116 [ReguestHandler—1-0x7f66ddace700 r=psauto-1616763803-2 39 r=RO0000000-01-605ddba7] INFO TAT.EndpointTagAttrHolderBuilder - buildAtirHolder: Tags cannot be built for instanceld=0 (NULL Endpeint)
2021-03-26 21:03:24.116 [RequestHandler—1-0x7168d4ace700 r=psauto-1616763803-2 h=239 r=R00000000-01-605ddba7] INFO TAT.OnboardTagAttrHolderBuilder - buildAttrHolder: Tags cannot ba built for instanceld=0 (NULL Onboard Device User)
2021-03-26 21:03:24 116 [RequestHandler-1-0x7166d4ace700 h=314 c=RO0000000-01-605ddb87] INFO Core. PETaskScheduler - *+* PE_TASK_SCHEDULE_RADIUS Started **+
2021-03-26 21:03:24.16 [nameslHandle(J Ox7fEddace700 4 00000000-01-605ddba7] INFO Core PETaskScheduler - ** Starting PE TaskAuthSourceRestriction **

3 21:03:2417 [ quer 7166d4aca700 00000000-01-605ddb@7] INFO Cora PETaskScheduler - ** Starting PETaskRoleMapping **

AN

2021-03-26 21:03:24.17 [Hpq»sﬁHanrllHd D)t/‘Yh("xld.ﬁPP/‘lHl h=315 c=R00000000-01-605ddb87] INFO EF EventT ypﬁHPgwtkry Registering Yype =600 with value=PE laqk[nmn\ﬁmnh
2021-03-26 21:03:24,117 [ReguestHandler-1-0x7f66ddace700 h=317 c=RO0000000-01-605ddba7] INFO EF EventTypeRegistry — Registering type id=180 with valus=AutzAttributesGuenyHandlerResEv
2021-03-26 21:03:24.117 [Ragues 1-Ox7fGBddace700 n Ao h=314 1-605ddb87] INFO Core.PE ~ ** Competed PET:
2021-03-26 21:08:24,117_[RoquestHandier1-0x7166d4ac6700 h=316 c=RO000D000-01-605ddbg7] INFO Commen AuthlocalUserTable - Retuming AuthlocallUserSP1r for user 1D tost
-0x M6Ed4aca?00 h=316 c=RO0000000- U‘—GUEDdI:Q?] INFO Core. PETaskHDleMapplng Roles: Employee), User Authenticated]

2.3.3  XH#IFHB cppm1 B service

X cppm1 B9 service , {FF cppm1 WNEEENA | IER T vip IR cppm

BRINELEBMN , FTLALERSSEFREIAEER K.

1 Palicy server Running
15. RadSec service Running E3
16 Radius server Stopped

(AC7005) [mynode] #aaa test-server pap cppm test arubal23
AAA server timeout

N radius

Pratocol

Destination
2621-83-26 5
2021-03-26
1719 2821-03-26

q
Access-Accept L
Access—Request id=161

84:83.859489 10.1.18. 180

:@85:38.402199

2021-83-26 Duplicate Request

2021-93-26 22:85:53.302429

10.254.5.111
1

(AC7005) [mynode] #aaa test-server pap cppm test arubal23
AAA server timeout

(AC7005) [mynode] #aaa test-server pap cppm test arubal23
AAA server timeout

(AC7005) [mynode] #aaa test-server pap cppm test arubal23
AAA server timeout

(AC7005) [mynode] #j
3 MWikSL

3.1 3EH Server-group

* cppm MBRIEEEMLZIE service down f5 , ac BEE 3 )REELIFENS



ZHB=E cppm #RIC/I out-of-service FTLAEIX 20 B FIEREATAIER S RIXEIE copm |
Ho—ESE 3 REEGBEEAREE cppm. 75X 20 WZEREANANESERERS
& cppm, +HE , INEXFHAREEIE cppm , S1RE cppm R TFRERBRZE
REATRRE , @ 20 BRFFERKRIAESREAIXRE cppm , EHEHE—ESE 3
IREEENEASTIEE cppm, 1EX 20 ZEREINANISEERGE copm, HtE

ES., —BX cppm BINIERTD , AMEIAEERSAIXRIE cppm,

3.2 3KH ClearPass VIP

1. = cppm MEARBEE , 27 10 55K vip TI#E&E cppm , FILAFEX 10 #
WABRERSAEESREIE cppm , S 55 8BS ac Bf% , INIREBERS
vip EEJEIE cppm , INEBSKEINLL, Z/SHRMEINERE vip , &
cppm SEHEIIR,

2. F cppm REfG |, vip MZIWIEZE cppm , FNERFE cppm 2EFMLEHESEL
AR , MEEIRERE | FREIAERIRIEIE cppm |, INEARSSZRN ; (0RE
cppm EBEFS ( FlaNi=eE , HEMWEFIRSERER ) |, copm Bah5EK
& vip RIREYIEE cppm , £HIN vip FIEE cppm BE service iFKEE]
IEE , RSEUHIEIRAETEME , M lab FENRE , A 14 FORIETE
TR,

3. E cppm RRBERRSAATA |, vip DIRFEE cppm , FIEANEHESLE

E cppm , BERI=REEERT , INERW | XERSEARTEINEERL.
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