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EARERE

ik
ETRFHIREE (UBT ) B MEARRIERMERS:

«  FAFfH8  iBArubafE S ClearPasstRIBRIGIEAN TN, LURIENRE, KinkBE FRER , ABEIRE/AF
SoERENEEN BT ARTBREESENROMSTEEVLAN,

¢« BBE : IBArubaSREEREIArubafBEIRIX (LARIFR9EEHIZS) BIBES.

AOS-CXSTFFETRIFHIBEE , XEArubar I REARRTEN—ERD | IZRAS LI 7 BT RS &ind REH THEE
B, FRRERIERIArubafIXAIINRE, Bid ClearPassiREIR] FEFIFAE ( Downloadable User-role ) ,B(iBITHRAERADIUSAR
SeRREIAMFF A (Local User-role) , SREEFTLUBIS AP ABXREKEMENRIR, S0 FERAFAEHEL  AtHAFRAeE
AN LEERN , HE it HEBERE.

TS BELUARIALER (PoE) FIMEHIRANIRE , RSEENL. FTEW. ZAORERFHETRE |, IRBGRENENREIC
FERAMFRENZERMY | FTREENRD e MMENEREEXICER. ETAENEET LRI earPassIiX LR
BHTEHBIE , BRGREBIBEEEEArubafBaIRX , FFI BRI KSR K inm &t 7=, BRIl
BidArubaos 8 xFRIIRIKEF SRS AT MR =T, XATLUAEIX WA RIEAIR SR At £A05(9,
UBTSZFFHIPIFRREBE T

o BRXIRTERE

© SRXERERE
SZFFUBTHYJAruba CXAZTIRA]

*  Aruba CX 62003ZHH &%

*  Aruba CX 63003ZHEH1ZR5

¢ Aruba CX 640033H#aH.Z5

ERINAIRTHAH L EULhR A
¢ AOS-CX 10.45X B S hR AR
WEIR K BN RS
o EARISINTEREAET (70xx , 72xx): ArubaOS 8.4 B, EERRAN
o ZRIKRERFEPEIEI (70xx , 72xx): ArubaOs 8.4 B, BiShRA
FNAIClearPassIRIRERFEREA (BFLEREFAR)
¢ Clearpass 6.9 BiE ShRAS
Rig
o ‘T IHO: BERIHONGEAFLR | BIABEEURFSHAABEANGOTE ESFENREIMEOENE. This
O5RZER , mYE , ATEHEBAKRGRIINIR , ERMNEEETEFHESIRO , N XI5 iE
ASE B, AESEIISIRSRIE T LB EH B XBEEIRO £, MiSEN&ineJuziBERA 3" |
BASTMAYAS IR, B EERLERO , IR TIRERE , N AR a0t ¥IaER B e & a4t
TEFHITHE , LUERISESRAYRIN , FBaiEEs.



EARERE

FZBIRAFAZRNIHOT LB, CRtERRIAB o LR,

RESENEEROT BRI P EAA AR AEMAEMACEHIGIE (IMA)F TER. EEEIND
RadiusfRSSEEHBHENER T . BT LMERIE—HmOWRIEFmEZIIZ S KRR R GRS
(QoS/ACL/VLAN),

RFfAeRRRNROBYHESN ‘B, FARARREHMAFEESA |, BETEHEEREEEN.

BILATERS A FECE AR A (LUR) , tETLATEClearPasshRSS 88 HRR B ORI AR (DUR), TE(ERZAY
FFf&(LUR)ET , AJLAUBITHAIRADIUSARSS 88 M AR [E]Aruba-User-Role VSASRSCEL AP fE RIS ES ; 1EE
FAR] N EFFAE(DUR)ET , FERKFClearPassiRSS 8B 3 LIR E]Aruba-CPPM-Role VSA , EIRSFIFEHTTPSISAE
BLE T REIZIRML,

REANAFASTELEAZRDEHAVIAN (PREAFY) , UIRREREFTECAMIER  SEBEIRERS
BEIArubafBENK. IS , YEARNER , FFABIERLIEIENPREEE (ACL/QOS). SHBEMIEHTREFIEHE!]
FEEM. TR LTS tE XA A A &(LUR)ETEClearPass EECER NEAFMAE(DUR) , EERER
HISHRALCLIEE,

REsziEt: EAREECE X BRI M KA.,

BERE N OEEERENESSHE  NEAMXIP, BHMXIPE, AP SRR AREE
B,

BiEin0: B8 T RErmO.

ETFHFAREE (UBT ) : ETRFM/EIRERBE

B EREERER L (AT EICABR/AIBRIZS) | Zin B AFE/ZBEMACEH I
IFEE SRR ENH TEHIIE.

FRMKAESE BRI RIIArubafBE K,

EINMKAENEDIFELR SR RIIArubatBE MK, (NHEENEREEFEAHE A SIREIEH MK,

MC: Mobility Conductor ( LARIFR/IMobilty Master) , SREEERCEEXI B oM KRIECE IR TE .

MD: Mobility Device , #Mobility Conductor&IEHIArubafEEIRR,

RADIUS server: RADIUSARS5 2% , BT XA FIREHITRDIIE.

LCS: Local Conductor Server , ZithETRIRSS 28

User Anchor Gateway (UAG): Z4ERANFFREENERMX , JLARERFPAMEHT—EMX,

Secondary User Anchor Gateway (S-UAG): FEFBSEEFMX ( BT Bucket MaptfiE ) , EEFRVAGHIERT EaiEE R
FRERE.

Switch Anchor Gateway (SAG): FRFEHISIRIEHIEIREAIRAIMK , BURTRAERCE X 4+H-HAIERAMXIP,

Secondary Switch Anchor Gateway (S-SAG): TESAGRAEHIRRIBIR T | {FABMSACEIEER B IEHImREE
HIRIRIR



EARERE

FAFfAeIETAFRRE
UBTHIBH
[ CLEARPASS oo ] ClearPass Policy Manager
8 RADIUS/Local MAC Authentication

POLICY
MANAGER

T

Mobility Gateway

Cluster \

Firewall policy set at
gateway

E1: UBTERE I

EFIRIRE

XHE Te WO RHRNERRE. ERLE  EARRIROHSSF L He , BIMSEREHESROESE
&, RETE RO , BARZR ERPEROEIRENER02. IFIMACRHAINIE, LIREN TR WA | %
NZHALIET MACER802. IXIT LRI TRANIRIE , FHiA ClearPassBMINIERRE , NTIIXEE A REEENET
SRERECE M.

EINS )

BNSHRAXSEER SR AP TS MIIE , AFETRRESBFSHNIES  BRBNATRENAEF. AF
AERNATRENAPN—ARBMMERR | JLURETRABRIAN | BiEFA—MERE D T T ClearPassi®
SRR ECE S,

TR EERE

ArubafBEIM KBRS L N EEREEHIINEZ S AN BN | XETIREREATLA REIBLRE. X
RIEREMArubaZE NZIRBE EERZIBIMXNEREREZ— , ETRENELRERLLALIFESFI BB
KARERIBEXESFIN RIILIIRE.

Aruba ClearPassSRIS S IEES

ClearPassHRIBIRBIS AR IR EYS BFAF BMIIEERERS K8 S B A B RaEH RISFIECE X 4.



BEABRB
P ReiETRrRE

RNIBRRUBT

BRI

BRI L@ an < ubt zone’BLE "RHEECES Y. EXFapSHIL TS , AJLAECEERAMXKIPHELL , X4MP
I FBEEBMMRERFPE—aRROPIL. SREE TRINXEEHBRT UBTIRS G | KiRS5%aIMX
ZIARSEF" , LULSREAR R KR ATAMERIR SR

LT K ANAMERIEART |, ST EHIT— NS ‘bootstrap”, XA, M SABRNM K &IE—NbootstrapiHE. |,
FUFAPFIFEENMIK Z AT AP Hello”, 1XMbootstrapiHEEEAFPAEER (MX/HIMAG. GREEFE), EMXIL
FlbootstrapiEEfG , FIREIE—4 “acknowledge”BE. HEHURBKZINIAER , 2FFTAIAY “bucket map”Fl]
“node list"7I3R , FEFEAFIRGTRIMXHSINZinA B E, RSEMFER—L , “bucket map”2— M EHIKBENG!
* , HPEa%inVACHIIE SRATRERFFEBHMX (BFEE) BIBRETRER. Zbucket map 7R N EEISTHEANA
S | SSHAFNREEIM R 2 BRI S EH B TR RIEGREDBE. He |, 1RiEubt zonefp S RECER =R KIPiE
It , R EFEIRTSSAG(Switch Anchor Gateway)Z23ZGRE“LBE, SIEFEIRT , 3T IBEFS-SAG(Secondary Switch
Anchor Gateway)i#3ZGRE "ILEK"

SRFEREIRERNRON , ZHEAFERADIUSERSS RS (FI4ClearPassERIREIERT) AIXRADIUSIEXK , RADIUSERSSZEXS
BFE#TINES | INSRRAEAEAFAeNnH  WAREIRESAFHReE XN ERIE (VSA) ;
NREAT TEAFAERNS , WRADIUSIRSRRISEI VSAEENMREAS THETE.

Attributes:
Type Name Value
1. Radius:Aruba Aruba-User-Role = testrole

[E2: 7~f5l|ClearPassANtB FAF AR B VSA

BN BEEIVSARE |, A AP AEGEMC ClearPass FEIIAENATREF. Aruba@dAFAEEESREXAF%K
RRUARE T ZAENWEHIEE. ARAERTLIEEACL/QosHKEE. PortalAIEIJF. VIANER (ARFAMIIERE)
gEEME. AIATA , BRI MRADIUSERSS SR AEIEXMIVSA | FSBrRAeNATRFR , BFfA
BRI EESREEEORIMXAES. X2ET ‘gateway zone” IXMBEREYN. BT XABS , UERS
FART , 3 NS M FRASRRRE F R SR gateway role, XFRIsecondary role, gateway roleZ&
secondary role 2 EIMX ERAFAE , SIYIBERFIRE | FREM KSR e K. BESSESEXT AR
AEsh, BER , XMAFABHEAILURASTEREFERNAE  ENNAZIBEAF L. RXEIIEBRE
FRFWgateway role FEEHFBEIMK , ELMET XM AENRIREEXN AP RERINEMNISRIEFHE AR
&, X secondary roleR]LAM ClearPass BT FEEIRAIMKX , ANEEREXNX—mRME—EHITE. BXRUEE
ClearPassHHEC E3EHI SRESFIERI S AHIERANNIRNDS |, 1527 (BLRISiEER) -

https://arubapedia.arubanetworks.com/arubapedia/index.php/Clearpass _Solution Guide: Wired Policy Enforcement,

NTFEECAP B REEEMZRFEMREEENE , “bucket map” B ELEEMNE P SEFIFIE A User Anchor
Gateway (UAG) Z[EIRVBREY. HFEIEENTBREERZBHMKE , [IFSETEFRMACIBRE—ME | K5
FBXAMEEKbucket map , FRHEFIMREHEINFERIMRTIR (BIUAG) . EREEZE | IR IBEF RS
BRI ZILLUAGHIREE (MNREREVRE)  FHSAFPREETBEZAKEZUAG, RBFAABIEEKREEERZR
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HNKAEY | MBS ABFEIRESEANAVIAN , FEBREER IR,

—BEIUAGHBFSERI | IR SUAGZEMSTHIASIRE T PAPI (HFEN AR ) Hikeepalive RS , LALL
IRISBEERITEM.

EF ferRERwiiE
o IGIEFAF

o  BHEPAGNATRISHRKITAERF
o  BHEFPREETERIIBIIMNK
o 1EFEEIMX Li&Secondary role I FRFRE

User Connect
Authenticate
User
A‘.x.’ly No User Yes Apply
Initial - Auth.? —_— User
Role o Role
Specify Yes Redirect No Switch
Secondary =~ +——— Traffic to e — Traffic
Role Gateway Locally

l

Apply Sec. Role
to Gateway
Traffic

l

Switch traffic to
Destination

E3: BAmSES AR SMIERE

FrEBsE R E S XIreserve VLANE ubt-client-vian#{TiE(E , HEBHIMEARESE | RERIEFsEIES ~TEEIBEIM
KHgateway/secondary roleH$EXERIVLAN , ABP S Evian, XNMERARABREERXMEFRERIE RS
FAFvian , KKELT MBIz,

EZERE

FBEZ1E/ EREEbE T reserve VIANZIXEIREIMK, 5, BalMXEAVIAN ERIE N BREHSE/ EEdE
8, FEEIRARER BRI GERFPREREEEFIREIRE.
BERTEXRERERFISEIUTRIMNE , XMNMRENBAMERER. EEE  FEERaMXAdipit
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PP AR T AP RE

ik, Birtteit 2SR P FTERAME NI AYipttit, BEERATREESTRHMEEINY (RTP) ISR, WEZIRY
TREFRYEUDP | XERIBBMMXIEEESERERIENRFFEEZFIRIIUDPERERRE. TEFR , BEX
ERIRM AR R = FimIe , BAYBIEE ZRBHIP,

> Frame 6: 1412 bytes on wire (11296 bits), 1412 bytes captured (11296 bits) on interface @
» Ethernet II, Src: ArubaAHe_dd:6c:@@ (@0:@b:86:dd:6c:00), Dst: ArubaAHe_02:9a:00 (f8:60:10:02:9a:00)
» Internet Protocol Version 4, Src: 10.5.8.7, Dst: 10.5.8.17
Generic Routing Encapsulation (Transparent Ethernet bridging)
» Ethernet II, Src: HewlettP_47:1e:6a (10:60:4b:47:1e:6a), Dst: HewlettP_f8:1b:@d (d4:c9:ef:f8:1b:@d)
Internet Protocol Version 4, Src: 10.15.1.101, Dst: 239.0.0.1
Vv User Datagram Protocol, Src Port: 58697, Dst Port: 5004
Source Port: 58697
Destination Port: 5004
Length: 1336
Checksum: @xc@12 [unverified]
[Checksum Status: Unverified]
[Stream index: @]
[Timestamps]
Data (1328 bytes)

B4 Rk B raER NS R aER

TEEHERX RN T/FRIISIE:

10/f4:03:43:07:af:20/7
20140100 5&:55:ca:37.eefe DSDemo 00:03:56 Tunneled-User-MAC 192.168.11 10 Tunneled tunnel
S-SAG UAG SAG S-UAG
I me1 MG2 MG3 MG4
'illllliilllllllllllli
I
| W U — - en oflile o= o= D == o4
3 6 2.
s -
@ s °
% g R
% 2w
W, ) [ CLEARPASS _++]
! ¢
% -
by NS NATHE
3 2
= e wS
@
Aruba 4.
Switch ==
5.

ubt sone test wrf defaule

Wpﬂ-zmwlh:agﬂl't
=ac-heartbeat-interval 1
IIG‘MM‘O
enable

Switch Config

Wired
Client

Es: ETRPREEE
BEHLLENE , B2 7 AP RER R AP RERETE,
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1. S ERRTSCE E S aM K ERFAIMG3 T R DB/ 2 FEGRERE.

2. MG3mEzz#HIREIStandby Switch Anchor Gateway (S-SAG) . &8T5 =5 FBucket map,

3. RIHEMGIEIMLOB/ZEEDBEE (S-SAG) , IZBERRIEREbucket mapAYERFISk S Y.

4. HBEFIREEREHEES , BTRPEIRFIAL (802.1x/MAC-Auth)

5. WMRAME THNBAFEeEEEEBREMELEsecondary role , RiEHIEEbucket mapiKFUAG = MG2
#0S-UAG = MG4

6. HAERAMG2{E/IUser Anchor Gateway(UAG)EEN FHFGREFFIE |, FFARIXE S AP VIANEERsecondary
role,

7. UAG (MG2)IZRBR M RI%EAIseondary rolefIVIANBIEFF&E | (HuS B S EREEPEIEIRRE , 7
BE AR /gEFERIXEE,

8. TES-UAGLRI—MERMAIRIIAFEE | FIbERT , 3SHEAIF1S-UAGRIK Z [BIEESZRE |, (BRI A MS-
UAGZKIXkeepalivetR3Z , keepalivelRSM{NURIXFIUAG, HMNRERFTRFIRALETH , REAFENUAGEXT , N
N IZEPEIXMUAG EIRTE E P imtTHARIS-UAG |, IXIGIZBIER— keepaliveiR3Z , BEEIHKEBbucket map

EEFE— N EEIS-UAG,

KRG

ETRFrREEER (UBT) BURERZSEEREIEEEEN. FIBERHNXAENXEZERNMERA
LZImENEE | IR NELRERMEEERAIEES.

BEEAGXIE

HGEETHARNEES (PBT ) —# , BIEAFREREEEZIArubafBaIMXZ /G | ITER JRILUEEITArubatg
FRK A ERIBS BRI SRS RIREIR LS |, MAS RN SRR PRI BRI T —RBK IS,

EOIUEMEE ClearPass Policy Manager
8 RADIUS/Local MAC Authentication

Mobility Gateway
Cluster N

Firewall policy set at
gateway

RN

Ele: Bl kiETia FAFIE

10
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BT/ EiREE

ALMERETABRIREE (UBT ) NS LNELSIVEANNNERERTIRE. EIEArubafZaX L8l “secondary
role” fEAERE , ARERERN " VAN , AJLIEREIR K ESCHAERARIPKIERE | LIRSS EXMNEE
REPDRIIA.

o ClearPass Policy Manager
(1] RADIUS/Local Mac Authentication

PPPPPP
AAAAAAA

Primary Mobility
Controller

WPE%%G

L———— Guest Users/Devices —————

B7: B%inERERGIE
PRHE
FEHANSSTIART | PIIESET , JLUBTESNBERE— M EaIMSRSTIETRFAEE (UBT) . Bk
RAYLTMERAI RO R . BTHEERrEIREMAF.

FTEIXLREF AP R ESRERERNSERNBIMNXK | BEBHMXAERLIEHTRIRER , FHEREE
WANEL & 25 E B AUt

o

T -

* v &

-%

L Guest Users/Devices —————

E8: 53 FGIE

11
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abEIE=

BEFBPRBEE- BRI 2 E
IERE EFR RN T AR ARSI ARK |, 73 MK A EEER 7t S S IR AEETDiR,
o  ERAHMIROL , ESK2seNEEARAERFAENER , flE0 , ArubazigHIfEAICENRE | BiTIHT
EHY2 BT B A A RS IR R e R,
o EEAHIROL , MRERMEEEFIRGTE—BFHEE |, FHETEEHZIE—User Anchor
Gateway(UAG) , NIiz3sietin O S ahMk 2 8@ BN E
o EERAKNIROL , MREMMNMEEEZFIHGCTAENAFRAE , FEIEEEZIE—User Anchor
Gateway(UAG) , MiZ3s it lim O SE M X 2 (B2 I ANEE
o  EERANIE  IRBHMNBEEFIRERTE T N RENEO L , N S/ Z 8RR+

&,

0 ClearPass Policy Manager
C RADIUS/Local Mac Authentication

POLICY
MANAGER

Primary Mobility
Controller

\L Secondary Mobility

(LN

O

i 4

EFRAPRIRE-BHRXREHNE ((RE%EN)

Eo: J7 I KEREE

IESCERFIFE T ArubaBS Bl I A S .
BT REERT

o HHNBMENFEEFIHMESI RN  FET SRR S EL

o  —AEHRRESILFRANT20MKTES (ATEMKERZ72XX),

o  —ANEHTREIIFANOREFTE (FrEMKERR70XX),

o MNRBAFER700AN72xMK , MENERRZILISTIFNRK,

o HSHY , AT EEEEMBHMIAIT R#FR/IMobility Conductor , EfFEaIR KT magFR S

Managed Devices,

12
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* UIRWEZPERENELIREFTERABEEREFBNMRUSEIR OGRS |, TUSEERNBaIMXE
HENMEEARERE  XEANTIRAMENETRFRIRE (UBT ) 888, EAMRNELEFmE
ABRT , RAERE T ERIVBIMXTIR WX, QAEES) 8 ELROELAISA
ETRFPRBEINRE | SR REETSEEnEEERNK.

o  EBEANTIENIROL , MRERTEEHER/AEAEHBER G , MEEMMENVAGLE , NstE S
S58MUAGH B — 1 HEE.

EUIUEMEED ClearPass Policy Manager
8 RADIUS/Local Mac Authentication

=

Mobility Controller
Cluster

El10: SEREMXEEE
EFBREE-IEohRCEREE (KHIEEEITEIEAN)
NRENFERIRIIEEIITTEZEN |, WS IERERTEERENITLTEENIBEIMEE, XEFEEEREFIR0E
REEE R AT BB ERESRIEFE |, BN ERT ARSI CERERTE I W EBELRE.

ClearPass Policy Manager
RADIUS/MAC Authentication

C
Gy
Mobility Controller e >Aycmmm

Cluster — Dedicated for User- Cluster — Wireless Traffic
Based Tunneling

E11: LM XERTEE

13



EARERE

ECEETFARRIRE - AOS-CX

AOS-CXHIBLE S5A0S-SwitchtEEb B—EARANX S , XEETIEORY , MAOS-Switch2ETFVIANGY., BR , BEBEETHFPEY
FEERIRE S AR ERRY.

FERTEXUbRX | LMERSA BT LA RS s R EERF AIEHIRE. At , FIIREBALLTHS:
switch(config) #ubt zone default vrf default

REFEENBIRRERAIIPHL , MBI ATLUSEBIMAH THERER. Xt I 7 IRAIRRET)
g8, IXZi@idprimary-controller ip&s<$55EaAd.,

switch(config-ubt-default)# primary-controller ip 10.6.9.6 —¥E: WREEBEIMEIIIRIPHELE
BB ubt-client-vlan , B5EEXVLAN , RIEEVIANIEE Aubt-client-vian, XRITE I KHIFTEEREAIRE
VLAN,

switch (config) #vlan 4000

switch (config) #ubt-client-vlan 4000

BB SIS RN M KB T 2 FRRYIRIEIL,

switch (config) #ip source-interface ubt interface v1an200

ANEHECE: switch (config-ubt-default) # sac-heartbeat-interval -FIFTEXAIRHIFISAG ( Switch Anchor
Gateway ) Z[BJfJ keepalive/heartbeat FHIBREIERATE (BUA = 1). BEERTHREEMEHERRILTEEIAN
BN T TEEHER | BB RN TR R R DR RIS DMK,

BNEECE: switch (config-ubt-default)# UAG-keepalive-interval 60

Enable
T e ATRIERE:
switch# show ubt
Zone Name : Aruba
Primary Controller : 10.6.9.6
Backup Controller : 10.6.9.5

SAC HeartBeat Interval : 1
UAG KeepAlive Interval : 60

VLAN Identifier : 4000

VRF Name : default
Admin State : Enabled
PAPI Security Key : Disabled

switch# show ubt state

Local Master Server (LMS) State:

LMS Type IP Address State Role
Primary : 10.6.9.6 ready for bootstrap operational primary
Secondary : 10.6.9.5 ready for bootstrap operational secondary

Switch Anchor Controller (SAC) State:

Active : 10.6.9.06



EARERE

FrE#aMXEB R T “up” FIEEMEVRE . HEERA "ready_for bootstrap” .
EiZEhMXIERf FR B RIEERE X4
XEEMX LEtEsecondary role , FHEaIMKEL B HERHEL.

fict&secondary role

user-role contractor

vlan 25

access-list session global-sacl
access-list session apprf-contractor-sacl
access-list session blockhttp

T B BB T KA T ERHETAIER:

Mobility Conductorfit&

lc-cluster group-profile "arubaZnode"
gateway 10.0.102.6
gateway 10.0.102.218

(ArubaMC) (config) #show configuration node-hierarchy
Default-node is not configured. Autopark is disabled.
Configuration node hierarchy

Config Node Type
/ System
/md System
/md/00:1a:1e:02:a4:c0 Device
/md/00:1a:1e:02:a6:40 Device
/mm System
/mm/mynode System
(ArubaMC) [mm] (config) #cd /md/00:1la:1e:02:a4:c0
(ArubaMC) [00:1a:1e:02:a4:c0] (config) #lc-cluster group-membership aruba2node
(ArubaMC) [mm] (config) #cd /md/00:1la:1le:02:a6:40
(ArubaMC) [00:1la:1e:02:a6:40] (config) #lc-cluster group-membership arubaZnode

IR B EERECE X I R B AR B XIS Rl KAIPHbAL,

CARUBAMM-DS> [mynode] H#show switches

Nane Location Type Mode1 rs i Status Configuration State Config Sync Time (sec> Config ID

ARUBAMM-DS Buildingl.floorl master - UPDATE SUCCESSFUL
Aruba?285 Buildingl.floorl HMD Aruba?2@5 4 UPDATE SUCCESSFUL
Aruba?@18 Buildingl.floorl MD Aruba?018 UPDATE SUCCESSFUL

E]12: “show switches” #p$ i+

IR WIERERINTFrE®aMX (md) , FENRZE “UPDATE SUCCESSFUL”

A AT Show &%

#Show ubt

#Show ubt state

#Show ubt statistics
#Show ubt information
#Show ubt users all
#Show ubt users count



EARERE

BRaeETRFPIE
AZHAHLLERY debug 455
#debug ubt

#debug portaccess (for user roles)
#debug destination console
#debug destination buffer

X LT HIEREN show &<

#Show tunneled-node-mgr tunneled-nodes
#Show tunneled-node-mgr tunneled-users

#Show station-table

#Show datapath bridge

#Show datapath tunnel

#show lc-cluster group-membership

#show lc-cluster vlan-probe status

#show tunneled-node-mgr cluster-bucket-map

BigNetEdithEtEETF RIS
EFAruba NetEditEe BE4RIET B , MAERFTEINetedit PHR SIS REEE.

%%MNetEdltE’JTEN)EIEP KRB ubtHIRHE,.
N

® Segmentation

Sen

® 8noging
@ Device
® Other

~
~
~
v
v
v
v
v

>

Properties: CX-UBT-DEMO
>

General/Hardware

9 )

® Device

Device dncovery in progress

[E]13: NetEditFRFMIE]
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AT , EREAERBIREU R RRBR AT AR
Nework | S e

e Edit Config
Network

View Conhg

View Plans

e o o

Change Firmware

=

Deploy Solution DNS management

N

Edit Attributes RADIUS management

N

Change Address Add and Remove configuration

Device Details NTP management

Device WebUl Dynamic Segmentation
General/Hardware

Delete Device(s) Name

a [0

Addres

Group
Add Device(s) To Group

Discover Devices

Devacr drsowery i progeess

14: NetEdit-FIRSIREEARR T REC B3 A
BAUbtECERTRRIER:

E Deploy Solution

Name*

Dynamic Segmentation solution, admin, 2020-02-28 15:34:56

Description

Dynamic Segmentation solution made by admin.

Dynamic Segmentation

Source IP for UBT*
10.5.8.17

IPv4 address or interface name (for example: 10.0.0.1, 1/1/1, vlan1, or loopback(). This Must be pre-configured and accessible
by the controller

Client VLAN*

1000

The vian to use.

Zone*

test

The zone to use.
Primary Controller IP*

10.5.8.6

* indicates required field

E15: NetEdit-FIRRS “FPBEMRRTT " KEFMER




seRllE  ATLAB Y BTSRRI E:

Dynamic Segmentation

The time interval (in

* indicates required field

E16: NetEdit-aiSHS "BRBMRRITE" TUSKRE
AEFSEOH , TLEERMIEE (IUFEREETR) |

B Solution Preview

CX-UBT-DEMO (10.5.8.17)

class ip testclass

5 ip test action drop
5 ip permit_all
vlan 1,10,20,1000

spanning-tree
interface mgmt
sk

ip dhcp

qos queue-profile tes

qos schedule-profil

dwrr queue
queue
queue

queue

E17: NetEdit-HISHD “FBRAS R GELLR

CRE \TE CANCEL

RIS EAEERIST A

class ip testclass
10 match a 10.0.0.0 0.0.0.0

20 match y .15.1.0 255.

s ip permit all

vlan 1000
spanning-tree

erface mgmt

ubt-client-vlan 1000

ubt zone test vrf default
primary-controller ip 108.5.8.6
sac-heartbeat-interval 1
uac-keepalive-interval 6@
enable
queue-profile test

dule-profi

queue ©

SHFFFNEERS , BE WE &, AR BRAERN BOhRE T2,

BEABRB
PP AR T AP RE

18



Dynamic Segmentation

IPv4 add the backup local mobility switch (L

default

A VRF configured on the device. Default is "default”

Heartbeat Interval

1
The time interval (in seconds) to send heartbeats to the controller. Default: 1

Keepalive Interval

60

The UAC keep alive refresh time (in se

* indicates required field

[E18: NetEdit-FITHS “FPEMRRTTE Sl
XEAERECEFIIERRRTTEE.

E' Deploy Solution

Name

Dynamic Segmentation solution, admin, 2020-02-28 15:34:56

Description

Dynam

Generating Configurations

Validating Solutions

Validating Conformance

Validating Configuration for Devices

DEPLOY CANCEL

E19: NetEdit-FISHD “SPBERAS " B BRI
HEEHMES | BT "Deploy” |, SECEERBERIZTIA.

BEABRB
PP AR T AP RE

CREATE CANCEL

19
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MRBESEBAENEE , BRE 2.

© Deploy

Deploy the plan to the running-config of the following
device?

o CX-UBT-DEMO (10.5.8.17)

= A

E20: NetEdit-ZIADRRRTIHBE
RS | NetEditiGECEHEIXEIAZIE.
E Deploy Solution

Name

Dynamic Segmentation solution, admin, 2020-02-28

Description

Dynamic Segmentation solution made by admin.

| 0 Pending | 1Total Devices 1 In Progress

Change Validation

Started: ( 0 16:17:12

Deployment is in progress...

121 Netedit- S “HRBIRATS R HBRE
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BEENE , BAILlmd "ROLLBACK" #HTEIR.
E Deploy Solution

Name

Dynamic Segmentation solution, admin, 2020-02-2

Description

Dynam entation solution made by admin.

Change Validation

Refreshed: 0

E22: NetEdit-BIDER “SPEBAS " BRI,

WMERHPAEN , Rs "COMMIT" KR EEHRIZIEESHEE.

»> Commit Dynamic Segmentation solution, admi...

Commit the plan for the following device to startup?

CX-UBT-DEMO (10.5.8.17)

Once you commit the plan, you will not be able to roll it back.

coMmIT CANCEL

BE23: NetEdit-ZIRSIRE “FPBEMRSTE 1BAZ.
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EARERE

KPP BER LIS ClearPassEi & EftBRADIUSIRSZSESELS{F M.  {EAIRADIUSERSSESER AT LUK E]Aruba-User-Role VSA , 432
BRI EZVSART , SREBIZVSAN RS ECAEN L AtRENAFAR, BR | XMAREREQITIR EEWR
FIEEMREAE , KRIEEY BB EE,

BRAGHRIENE
ZMRERMAILIBE MR ENE NS FHAN RS AR Aet:
+  FoHREEAY VLAN ID Bf VLAN Name
¢ ZATHIRERIVLAN ID (BEBANHIRERY VLAN Name)
©  ACLF1QoSZREE
o IRORIC
¢ PoEfLSEHR
+  QoSfEfE
o EIAIERTE
RS
ALERAFPRehERERERRUITIERERE, NIEIR  SXEEFRERENKROGCNARFHER |, 2R+
HFBRBRNEIRAITCAMERT. ERERAFAEN  BUEHTHENATAY , DIRIEEEBIEESEaYE

HERITCAMAKRE | BEBSHFTEIMENNEE Fin. AFRAENRERIERGINT:

class ip BLOCK VNI101

match ip any 192.168.101.0/24 count
exit
port-access policy BLOCK VNI101l

class ip BLOCK VNI10l action drop
exit
port-access role vxlanl02

associate policy BLOCK VNI1O01

vlan access 102
exit

switch# show port-access policy

Access Policy Details:

Policy Name : BLOCK VNI101l VXLAN 102 ACL-3015-3
Policy Type : Downloaded
Policy Status : Applied

SEQUENCE CLASS TYPE ACTION

10 BLOCK VNI101l VXLAN 102 AC... ipv4 drop
IR APRBHPE—MRSHdenyalfill, (HIFEARTFHIRESTEEE —MESAIRESRS.

22
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QoS

BILARIE A A B QosRERRAIDSCPELIPLS e RIS B M E R TR R .  IXEEAEMNERENER FULXIBFIRE
IREMTREITER DR,

XNTFRREEARAFEIRERE | WA LURIERIBIRCRREMEGRE Header, BRI , IBEIE24,

class ip camera-ef

10 match any any any

port-access policy camera-ef

10 class ip camera-ef action cir kbps 5000 cbs 1000 exceed drop
1. | Radius:Aruba Aruba-CPPM-Role = action dscp EF

port-access role camera

auth-mode client-mode

associate policy camera-ef

gateway-zone zone test gateway-role camera

El24: BB QoSELERIR FHAFfAE
FELRRFfAES , HiiMEcameraXMEEFTERERCH tF B, EEFmEEHEYREZE  BITTLIEE
ANZIEA ARSI R Z BRI DTN TG | IEERERIEIER | FrerReEEIREFMEREDSCPIRIC.

@1e@ .... = Version: 4
. 8101 = Header Length: 2@ bytes (5)
Differentiated Services Field: @xb8 (DSCP: EF PHB, ECN: Not-ECT)
Total Length: 1472
Identification: @xeeee (@)
Flags: @x400@, Don't fragment
...0 P0P2 PDGO @PBR = Fragment offset: @
Time to live: 100
Protocol: Generic Routing Encapsulation (47)
Header checksum: @xec36 [validation disabled]
[Header checksum status: Unverified]
Source: 10.5.8.17
Destination: 10.5.8.6
Generic Routing Encapsulation (Transparent Ethernet bridging)
Ethernet II, Src: D-Link_a8:6b:f6 (@@:1e:58:a8:6b:f6), Dst: HewlettP_f8:1b:@d (d4:c9:ef:f8:1b:@d)

E25: TEGRERLH B7RQoStRICHIEIRE

REER

NREAFABTESE TIRSEN , Y —NMIEHALHSRZEFART | ST RiZEF AR NREEAN | ik
O% “FI1F7F LIBTRHEREMNRREN. XEERTArubalIEXEEIFHENRS (IAP) , FEIAPHIAIES | |IAP LHIFFE RSB FIE
WA IZIROHEIMNLE.

fEClearPassHELEIRFIERAT , AP ABESI TR

Type Name value

port-access role iap
1. | Radius:Aruba Aruba-CPPM-Role _ auth-mode device-mode
poe-priorty nig

vlan access 10

E26: BEBinEERENS FEEFRRE
i EMNABTZABLE , AILMER®S “show port- access role” BEMGBHNANEL

23



EARERE

: CX_IAP-3878-1
= clearpass
Status: Completed

Reauthentication Period :
Authentication Mode : device—mode
Session Timeout :

Client Inactivity Timeout

Description

Gateway Zone

UBT Gateway Role
Access ULAN

Native ULAN

Allowed Trunk ULANs
MTU

Q0S8 Trust Mode

PoE Priority

Captive Portal Profile
Policy

BE27: AP FE B AR
NTENEHEIEGHS , TUERIRE—IMMACIGHTEHIRIE , IXFRIAP.

CX—UBT-DEMO<config>##f show aaa authentication port—access interface 1/1/6 client—status
Port Access Client Status Details

Client 4@:e3:d6:c4:29:64, 40e3d6c42964

Session Time 1478448s
Authentication Details

mac—auth Authenticated
Auth Precedence dotlix — Not attempted, mac—auth — Authenticated

Authorization Details

CX_IAP-3878-1
Status Applied

[E28: Port-Access HitH , RHBRHTEHIEIFNEIHIRE

B2 , BIEEVACHIE , RITTLIBERREO LB Z M MAckEE (1/1/6),
X-UBT-DEMO<{config># show mac—address—table
AC age—time : 380 seconds

Number of MAC addresses : 24

AC Address ULAN Port

B:36:9f:2a:06:af 1/1/48
ef@:9d:31:5a:2c:h4 10 port—access—security 1/1/6
48 :f8:h3:7e:£fd:52 10 port—access—security 1/1/6
40:e3:d6:c4:29:64 10 port—access—security 1/1/6

4:77:83:c3:d4df =10 10 port—access—security 1/1/6

E29: MACHENERATIIL | BT — MEIRHEARZIMIS N E iR
XIER AP P EERE , A IMACHIER R RRA3 N E iR |AP RITCEE P imiE R SR AAY.

Wireless (3)

putn-flipbook 105827 e0:9d:31:5a:2c.b4 Win 10 TME-IAP-Justin 40:e3.d6c4.2964 116+ AN TME-IAP-J fe80::4989:b8ec:8

PUTN-ELIT 10.5.8.28 24.77:03.c3:0f.10 Win 10 TME-IAP-Justin 40:3:d6:c4:29.:64 116+ AN TME-IAP-J fe80::8d48.c6a0:1

[E]30: Aruba Instant APFHF &R RH
PoE{t5c4%
ALUBEAFABEERIZEPENAER. XNTFEERFIEZSEEVENPoEEFNXERERER. a0, 1R vVolPE
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EARERE

IERERZBEELRRESER TRIXRIFN , WTLARIEREESHIPEMITR , BHRRTTLULITIXLEIE,
THERBFAGREIZRPoEMAREE AN B IN BRI LA 2 AER.

Type Name Value

port-access role iap
oo 4 Pol dee

poe-priority high

1. | Radius:Aruba Aruba-CPPM-Role =

El31: EBPoEERIRERIR FERRAFRE

Reauthentication Period
Authentication Mode
Session Timeout

Client Inactivity Timeout
Description

Gateway Zone

UBT Gateway Role

Access ULAN

Native ULAN

Allowed Trunk ULANs

MTU

ONC Tasesod M. A

device—mode

PoE Priority _
\JﬂpI-.I_VI: AUvIrIvaas 4 L'Vl ALAC

Policy

E32: 8 E BRI B AP DB S RIRER T THAFAE

FitAFfAe
AP BBRFAr uba SRIEA I EETRFRRE. ERFPAGEET  ATLEEACI oS | BEIREM

WO , R REEEEZEAruba Mobility gatewaylJapd , Bl “gateway-zone zone <zone>
gateway-role <role>", HZanSHULIRRY , MG B REF TR X _ LR FAsecondary role (FIFH
&) , secondary role ILARMBNTLEFRARHEENNEERFAE , EHBERINX L,

ATEFEL K L FERIAEFRA primary role , ERRIENNAAE |, AlATREFRERES AR
FFSEFG , Eh s FEEEEE R ihiiREnefmaEaimX, secondary role FETH&IMX L , KA

FHEEFIE, i, IREBESEEFIEREEIFER TR , NKRT “gateway-zone” &< 224, Primary role i£E
ZEEE secondary role 18XMEE , I8BINXAZEFHMNAAHEFAE. BIIMXERTREDRT  <SBE
secondary role SHYEREEFIVLANN BT BT BERH \NEFima AR E.

TERADIUSHRSS 28 A2 ClearPassBIIER T , EE(FREAAFHE. (HAIRADIUSARSSZSESEILURE]Aruba-User-Role VSA |, 2438
AN IZENZVSART |, SR StRIBIZVSA B S EA | L A E ENRFAE. AitAeENIEERENEE , Eitkt
ALRFEEET NSNS Eivian (FIIIZFIEER) 1955,

Rt AeREEIN T

class ip camera-ef

10 match any any any
port-access policy camera-ef

10 class ip camera-ef action cir kbps 4000 cbs 1000 exceed drop action dscp EF
port-access role camera

auth-mode client-mode

associate policy camera-ef

gateway-zone zone test gateway-role camera



EARERE

i
o ELERREIG , gateway-zone BIHERIIIGAFFIEREEERRIRIIMNK , HERIMX L ABFS
EE “camera” IXMNRF AR,

«  EEMAEMHEERsecondary roleNTRSSECEARAIMK . FELEEARGIG , (R TIENXAIFHE ‘camera”,

«  FTBAFRIEEEEPvARIIPVeRERIET ‘deny all’ SN, FECHEEMNLARIHFERO. HABERT , 7t
THERIEPIRRRE ) HTE{FRIclass.

¢ ENERNEHETEREARELIEEvian EERERN , LUBREBENS R, IREENERIX1518FT
RRAINERTRIN , BINLIFAGRERLAI46FT | BEEUEHAMINEE RATRENR T, EZNNIETEE]
BEIMRAY LTSI HRE | RAXERTRSEIREIES (GREEMAR) RUHEE. AP VIANEREVIANATE
EREERM. MRTHREFRSBEBERIX1518FHIENER  NEEGRIEINMTUR/ NN ZED /9156455,

ATHBRAE

A AP ABRFAruba R EiZM ClearPass RERETERE FEAF AR, Xi#iR T EEXMNETERIEES A
FRBIIIE. BikfEClearPassB N EIBENRIAFRBIFOR , RIERE ERBFEERIME. AT TR
FAEBIERIREST APIM\ClearPass N S A AP A BEIIRIBFBHEIA L L SLH B A eEsItisgEE R L — F
WRFHE). XMNIERETENAMERINNEZE (HTTPS) thNGEMH , ATENREERFE (SsL) BF , Fr MR
RBIEETIE , ®ClearPass HTTPSIEBAISZUEBIMANG (CA) IRINZEZHENFFRCHZEE,
FEAOS-CXHRENAB R T A N R BRI,

gliEClearPass HiZEER RS

AR IEER R E BT actliEZClearpassH T HAFAE. XEWKSERISHTEINES , LABIESClearpass
HN&eiEE, BEERIEERRARF , 55AnZ/ClearpasslIETE-) AFFMNGR-) SERHBF-) HN.

d - -
& Administration

& ClearPass Portal

7 m # User ID &
# Admin Privileges 1 admin User ID: |dur-admin ]
& Server Manager 2. apiadmin Name: dur-admin
& Server Configuration 3. e Password:  sesssssseeee
# Log Configuration Verify Password: ~ ssssssssssnenne
& Local Shared Folders Showing 1-3 of 3 Enable User: ¥ (Check to enable user)
 Licensing Privilege Level Read-only Administrator
£ External Servers m m
Certificates
Dictionaries

[&33: ClearPass JIEETR R I Bl
—BfEClearPassFIZHEMl L 8UFE T &EHE , MiETLATEClearPassAIEFIHTECE S BIEEn] NP /At. fEClearPass 6.9%(
AT , JLUE SR BRI A S AT ACS-CXAEN AT FE B A GRS TECE M4, Ti{EClearPass 6.8

WA |, MEFEZEEERMobility Access SwitchEtE XA IEREEEEREN. BN FTHAEEEERMNTERENM , BRI0HE
BLESH, %1% “Aruba Downloadable Role Enforcement” (1) , SA/G1%ERE “Standard” (2) , &=fEi%RA0S-CX (3), BT

{F | Aos-CXBUTRAEEL BET (N ClearPass 6.9 SRR A SZIF.
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Enforcement Profiles

Role Configuration Summary

Template: 4. [ Aruba Downloadable Role Enforcement v |
Name: [
Description:

Type: RADIUS

Action: ® Accept (U Reject Drop

Device Group List:

[--Select-—- v

Role Configuration Mode:. Standard Advanced

3. IProduct:
[El34: ClearPassi@ I TECE X 4HECE
ERENERERNE | sTLIBIER A ARAEEREAS , AR,

Enforcement Profiles

Profile Role Configuration Summary

Role Name:
Captive Portal: ® BT Add Captive Portal
Policy: * W Add Policy

Gateway Zone: | |

Gateway Role:

PoE Priority: [ v|

Trust Mode: [ ~|

Session Timeout <1-4294967295>: [ ] seconds

Authentication Mode: [ ~|

MTU <68-9198>: bytes

Allowed VLANs on Trunk <1-4094>: [

Native Trunk VLAN <1-4094>: ]

Access VLAN <1-4094>: |

Re-authentication period <1-86400>: [ seconds

Client Inactivity Timeout <300-4294967295> Or Mone: |—| seconds

Description:

Class Configuration: Select link to add, edit and delete Class definitions Manage Classes
User Role Configuration: Check Summary tab for generated Role Configuration

[E35: ClearPasstnEREEE- 7R~

AENEREETETENEGER. NcaiERInEER EFMMAYEREE , 1565/ “Aruba Downloadable Role
Enforcement” 2851 (1) BIRRECE . ARG, BT “Advanced” IZSHLECE R FEFEFAE (2) , &5 | EEA0S-CX” (3).
M TS drEE,
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Enforcement Profiles

lain Attributes Summary

Template: Aruba Downloadable Role Enforcement v| | 1.
Name: [DUR-Profi \
Description: i

Type: RADIUS

Action: ® Accept Reject Drop

Device Group List:

--Select-- v

Role Configuration Mode: Standard Advanced
Product: AOS-CX v, 3.

[El36: ClearPassB] A ABERESFOIE

TEER74h , BERET NAPAE |, 1B5EFRADIUSZER “Radius: Aruba” (1), IEIFEMBFR “Aruba-CPPM-Role” (2), £
“Value” FE&H , BINSAOS-CX B AR AR IE i=eEHRNEFAERE. BYRTEHEFERAMNM “KE" Bix
XREA TEHBFRE.

Type Name Value

class ip camera-ef

10 match any any any

1. 2. 3. port-access policy camera-ef

10 class ip camera-ef action cir kbps 5000 cbs 1000 pxceed drop
I 1. | Radius:Aruba I Aruba-CPPM-Role = action dscp EF

port-access role camera

auth-mode client-mode

associate policy camera-ef

gateway-zone zone test gateway-role camera

[E37: ClearPassA] N B ABEEXFOIE

AT ERETENLAM Clearpass TP AR | [IBNBEEEUTHE:
+  {&FClearPass FQDNEIIEBIBARFR (CN) EEClearPass HTTPSIEBAIRIES (FHEEUT),
+  {FEFClearpass K EFQDNEMAIRADIUSARSSES , LA ClearPassf RIEEIRRERER (FMERNT)
+  ECEDNSHRSS SRR TClearPass FQDN,

IR ECERHIINT -

radius-server host aoss-cppm.tmelab.net key ciphertext <encrypted> clearpass-username

admin clearpass-password ciphertext <encrypted> vrf mgmt
HASZIEAClearpassEBa] LA IR EIH EAIDNSHRSS 28
Switch(config)#ip dns server-address 10.80.2.219

iE: BEILM#ERA “ip dns host” @<,
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ISHREBSHIZIAruba3ZHR
IR el R SR EECE S

Switch(config)# crypto pki ta-profile <ta profile name>

S LASHIFFMGES , tBal L@ tftp/sftpakUSBINEL. E7ESEIZ Bt altE XX 4
Switch(config)# crypto pki ta-profile <ta-profile-name>

HiE | LB EH/HESNIES.

Switch(config-ta-cppm)# ta-certificate import
REMOTE URL URL of syntax
{tftp://|sftp://USERC}{IP|HOST} [:PORT] [;blocksize=VAL]/FILE
STORAGE URL URL of syntax usb:/file
terminal Read from the current CLI terminal
<cr>

TR NREFIFANG | BHRTHEIEITHS Ctrl D LURFRES. AERIBIEBEEEHIE:

Switch(config-ta-cppm) # show crypto pki ta-profile cppm

TA Profile Name : cppm

Revocation Check : disabled
OCSP Primary URL: Not Configured OCSP
Secondary URL: Not Configured OCSP
Enforcement-level: strict OCSP Disable
Nonce: false

OCSP VRF : mgmt
TA Certificate : Installed and valid
Certificate:
Data:

Version: 3 (0x2)
Serial Number:
66:20:c0:74:£8:56:42:a3:44:dc:fa:4c:0c:17:13:06
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC=net, DC=tmelab, CN=tmelab-AD-CA
Validity
Not Before: Mar 29 01:13:08 2017 GMT
Not After : Mar 29 01:23:08 2022 GMT
Subject: DC=net, DC=tmelab, CN=tmelab-AD-CA
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:eb:76:a7:51:d9:04:26:e0:ba:37:8b:£f5:fd:6e:
f4:ee:e3:57:1f:de:c5:45:cc:fl:67:ef:6e:£3:96:
0a:d8:¢c9:25:d6:b7:2b:d6:33:72:73:7f:a3:£7:16:
ca:90:ce:bb:1a:3f:e4:21:94:db:18:31:3a:d8:d9:
88:9c:72:6e:c2:£6:03:6Cc:86:9c:7d:e5:e9:73:5e:
c6:76:4c:13:fc:f2:aa:14:3c:3£:45:8c:7e:36:62:
09:ea:00:de:b5:fa:8a:66:72:df:1a:46:04:89:85:
3b:4a:bf:e5:84:a2:55:6d:2e:02:fd:fc:22:f7:ce:
6b:e6:6e:9c:£7:23:26:23:17:d5:07:95:eb:29:0f:
9d:81:78:46:cf:aa:c0:6b:00:b6:d8:43:2a:71:24:
92:e8:9d:9b:ae:78:ce:de:3e:14:98:6¢c:£9:db:ac:
6b:95:f0:cf:41:88:3¢c:84:¢c9:0£:3b:39:46:06:82:
ae:c9:92:bc:23:ad:ea:fe:04:a6:05:23:1a:89:40:
31:db:63:de:a8:cd:b6:94:49:cb:fc:9c:ec:ab:ab:
4a:c7:e7:aa:£7:8d:3e:57:9f:4e:49:0d:d3:88:26:
f0:4a:9e:26:0a:67:12:0a:fa:6e:0c:bf:65:d2:d3:
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1.3.6.1.4.1.311.21.1:

3c:6€:64:11:05:17:56:03:97:£6:dc:43:7e:77:
ac:db

Exponent:
X509v3 extensions:
X509v3 Key Usage:
Digital Signature,
X509v3 Basic Constraints:
CA:TRUE
X509v3 Subject Key Identifier:
2E:06:33:B3:D0:BA:42:00:BC:64:83:2F:5B:59:BC:E2:57:ED:43:50

65537

(0x10001)

critical

Signature Algorithm: sha256WithRSAEncryption

c9:
cb:
ca:

28

c3:

£7
a7
08

aa:
29:
le:
93:
:bb:
rad:
35:

d4
75

ff:
{#AWindows Server&EEClearPass&E&igK
R AT FERLERE

{EFMicrosoft Windows Server 20168R/EETIE 7 LA TSRS,
I FERIFE LRI EWindows Server RRYRIET.

d5:
76:
27:
:b2:
6a:
rel:
:eb:
rad:

17

25:

87
14

51:
1f:
le:
Tc:
:23:
9e:
83:
b6:
cd:
24:
:db:
:d5
cb:
ce:
71:

79

£3

la:
53:
:bf:

£3

cc:
£5:

55
£3

lc:
17:
red:
52:
:be:

45
05

{BREBEWindows Server FELEFHZLEE TIEPIRSS.
AIREIEF T HEAEARARIWindows Server , HFELSBHEAAR.

rab
80:

61

c2

60

c8

17:
78:
:bd:
e’
2d:

6cC:

:19
39
red
cl
:d8
65

54
:b6
b9
:e3

:2f
86

70:

70:

:Tb:
:3c:
:57:
:a8:
rea:
:c7:
f6:
:a0:
:38
126
:49:
Ob:
:b8
rae:

73
34

39

c7

:dd:
6e:

3f:
af:

0f:

dsg:
37:
rca:
49:
68:

4d:
3c:
ref:
rec:
ds:
:cd:
06:
99:
73:
74:
Se:
rad:
e3:
fd:

b8:
62:
55:

34
f2

b2

8b:
fd:
el:
al:
:dd:
99:
78:
3f:
00:
45:
47
8a:
f0:

60
35

Ta:
6b:
fc:
4d:
do:
6d:
tab:

1 MClearPass RIKETREFEMIFBEZIEK (CSR)

o SfnBClearPassERIEEIERRHH ‘B F1 “IRSEHER”
o PR EIRSEEY | SARIRIR HTTPSERSEZESIER” (1) , ARHET CIEERERZER (2.

[E38: CPPM HTTPSARSZ ESIEPINEPEZ B KA

Server Certificate

ClearPass Policy Manager

c9:
d3:
97:
83:
cd:
:21:
HeloH
3e:
01:
b2:
b7:
eb:
be:
69:

39:
48:

c8

db:
£3:

79

07:
2e:
18:
99:
03:
63:
ca:
ce:

A

X

fb:
cb:
:df:

46

90
f6

52:

Certificate Sign,

fe:
4d:
:bl:
88:
:b0:
fl:
67:
61:
dc:
97 :
:53:
122
99:

17

10:
88:

41

09:
6e:

40

:73
83:
9f:

lc

Heli
fc:
87:
:d9:
25:
58:
:e9:
do:
4b:
5d:

:3b:

12

dl:
:d9:
:Te:
93:
1d:
£3:
6a:
47:
ae:

91

a6:

68

CRL Sign

b4:
:b9:
14:
3f:
37:
27:
0f:
9d:
8e:
eb:
56:
:d5:
Tf:
:dd:

8d:

BEABRB
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admin (Super Administrator)
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EARES
FRFfefETRrkEE

TR EEFRBERTMIESAER (BRBMR. BREBEN. FARF)  RERHRER

aruba ClearPass Policy Manager Rt s

ademin (Supee Administrator)
ASvenstiation » Cortficatet » Servar Cantfcate
Server Certificate ¥ Create Seif-Signed Certcate
# Create Certhcate Signng Request

&, [mport Server Certhrate

& Mmiaictration < & Export Server Certficate

2 Coayss porta Salect Sarver | I COB OWM

& Urers ang Prvieqet
& Servor Manager

L s e ]

[ Fob 02, 2017 16:17:47 PST
P1og Configuration

Sumpect OsPobcyMansger. CHeind

P Locl Shared Folders Espry Oate Feb 02, 2010 16:17:47 PSY Comman Name (CN) o _CO5_CPeM
Friconiog valdity Status vaiid Organaation (0) e
& Ectomsl Servers Cotake = Orgarzational Lt (OU) m
&I T Pacenens Location (L) Soveie
& Syeiog Targets Shate (5T ca
# Svvoq Erport Flters Country (C) w
TPy S Subject Altemate Name (SAN)
P (rdport Context Sarvers
Prvate vey Pasiword sesessssannses
PFie ackup Secvers
Prrv. Passw eessssseseneas
U Cortifcates Yorly Privats oy Pussuiont
Private key Type eORRSA <
& Tt Lt Cogast Algonthem Pwar V]

P Pevocation Lats

Lipetonames .. s ] e}

Pravvs

E39: cPPMIERBERIEKRES

HR3: &R “Download CSR and Private Key File” &, JLABEIHClearPassERIFRNE
CertSignRequest.CSR ] CertPrivKey.pkey - BJREBRT NS

m Clu'PuaaPul‘u lﬂlnEEl' Swees | b 1 Legout

adenin (Super Adeinistratoe)
Admeestraton » Cartficates » Server Cortficate
Server Certificate @ Create Sef.Signed Corvicate
W Creste Certficate Signng Request

& Import Server Certiicate
& Adminirtration @ & Export Server Carvficate
P Cnardany Porral Select Server I C0S_CPPM < Select Type: MTTPS Server Curtfcate v
0 Users and Prrvieges

- s
& Server Manager ”
. 16suad by OuPoicyManage:, Cheind_CDS_CPOM
onfiguraton entents of the Cortiicate Sgnrg Regques
;U_’ Contguration Iviue Cate Fob 03, 2017 16/17:47 AT s LR L s e
P Local Shared Fosders Expey Date Feb o2, 2010 1617 PSY BOSIN CERTIFICATE BROURST-----
&P ucoming vty Status vaa nze

£ Ctemsl Servens Detads [ View Detaii | e,

PP Trag Paceneny
P Sviiog Targets 0 ALA S (b owCni TR 4goe 8/ (0P LA J00 IHEE 1) KD Shaibapyd Oue Y2 PEREAN
& Syveg tvpent Finens

PMUKILET Ty Thige

P Mensapng Setp Alops

P Erdpont Contest Servers S o

274 backip Servers 130
B contcates Tergzorn

gL xTee
TERRcbgal T
2 Trust Lst priprbe s
Purvoc ston Lsts - s
(l(l’ cAL
(™) gnsRes END CERTIFICATE DROUEST-~---
Capy and paste this <o the web form o the ervoliment pracess
e o
2 Atisbutes [ Dowmtesd OS2 md Prves Koy ris | i |

P rppicatons

[Ela0: cPPMIERERTEKRAS
H1B4. {FFWindows Server 2016FRERRESZUEH
TEWindows Serverd 3 TFrwebiLE8s , SfinZElhttps:// localhost/certsrv/, SRR mE “BIBGIER”,

Use ths Web site 10 tequest & cantficate for your Web browser. 6.mail cheat, of other program By usng & comificate, you can venty your identlly 10 paople you Communcate with over the Web, sign and encrypt messages. and, depending upon the type of camficale
request. perform ofher secunty tasks.

You can ako use ths Web site 10 download 8 certficate authonty (CA) cortificate. contdicate chamn, of Coricate revocation kst (CRL). of 10 view tho status of a pending request
For more mformaton about Active Directory Certificate Services, 566

E41: Windows ServerilF B & IRETE

FES: Mt BRIEBEHIE

% 5ve2-DHCP-66 - 10.32.202 66 - Remote Deskiop Connedtion

E42: Windows ServerBdIEHiEK


https://localhost/certsrv/

EARES
FRFfefETRrkEE

%5 7er2-GHOP-66 - 10.32.000 66 - Remate Deskiop Connecton

6. ik “ERET644RIBAYCMCELPKCS #103HRATEPBIEK , BB FERAE T 649mAZHIPKCS #7 3 (HRIEEITIFRK, ”

o
) Mecrssoh Acwwe Dvectery -+

Advanced Certficate Request

The pokcy of the CA e types
Croate and submt a roguest 1o fus CA

Submd. Dbase 64 encoded CMC or PKCS #10 Sie_or submd Dase 64 /

[E]43: Windows ServerfEaZbase-64iFHiEKAS

$£1827. SHIEE3dClearPassAE AFHICSRIEK , RGBTHIET

R w02 GHCS 64 - 1012 30246 - Remots Desieiop Conracton

6 x
[T ——
Submit a Certificate of Renewal
To submit & saved request 10 e CA, paste a base-64-encoded CMC of PKCS #10 cenficate request o PKCS #7 9 by Web setver) m the Saved Roquest box
Saved Seguost: /Gowmwcmmumm
.,:m;;aﬁm-fx.;..‘,ﬁ;'m ----- s .-.r::;h on CPPM into the Saved Request box
o e PP e ettt
PRES M00[Sl o
PRCS o7, —e--DWD CEATIFICATE BERRAT-——
>
Cormicate Template —
- v eu—
Artases
[Sam>] o
El44: Windows ServerSIERERIER (CSR) EHEREBIERASH
HIR8: i “Base 644wHD” F1 T EGETHE”
) 1002 GHCP-66 - 1032 302 66 - Remote Geskiop Conracbon i WOER

was you
)DER encoded or & Base 64 encoded /

D Bond htcte o o

[E45: Windows ServerseZUE Pia kA FEGEPHE

LR EBMZA IEREERR PEFTH - IRIEBFRS NEPEBNIZHI

% 3ve2 DHOP-46 - 10.32.20246 - Remote Destiog Connechon

(18

@ Maeson Acte Descon - ﬂ

Certificate Issued
The
DER encoded or & Base 64 encoded
Oownioad Condcate
() ond centcate coan el AL
P s zfflas Bm
U Comicstes - Cument Vsa edle  * e By St Corthste Tamgplete
4 23 CAUSERS ADMNSTIATON, | )iy COS PPN Vv e <Momas " ok toreer
? Conicatms CPmed-A0-CA Y an <Momas "

E46: Windows ServeriF P& IHEE

HBI0: BiraRRERSHES (%) , BFCRPESH , SHINIERSEHRAS. SEHT—F
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File Action View Help

I EECL:
[V Certificates - Current User Issued To - Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Template
4[] CAUSERS\ADMINISTRATOR\ | (55]ind_CDS_CPPM sve2-AD-CA 5/7/2019 Server Authenticati... <None> R Web Server

" Centificates 5l sve2-AD-CA sve2-AD-CA 57772019 <All> <Mone> R

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certficate store to your disk.

A certificate, which is issued by a certificabon authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
the system i kept.

To continue, cick Next.

\I’EI

[E]47: Windows ServerilF B S HAS:

U1 % “Base-644RABHIX.509 (.CER) , AFERE T—F£ 7,

File Help
oo alm sz Bm
) Certificates - Current User Issued To = Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Template
4 (7] CAUSERS\ADMINISTRATOR\| (lind_CDS_CPPM sve2-AD-CA 5172019 Server Authenticati... <None> R Web Server
1 Certificates Jsve2-AD-CA sve2-AD-CA 5/7/2019 <All> <None> R
Export File Format

Certificates can be exported in a variety of fie formats.

Select the format you want to use:
O DER encoded binary X.509 (.CER)
@ Base-64 encoded X, 509 (CER) e
O Cryptographic Message Syntax Standard - PKCS 27 Certificates (.P78)
< m >] [Jincude al certificates in the certification path If possible:

I ) Personal Information Exchange - PKCS #12 (PFX)
[ inchude all certificates in the certification path If possible
[CIDelete the private key if the export is successful
["]export all extended properties
Mcrosoft Seriaized Certiicate Store (.SST)

[(hee ] [Cance ]

[E]48: Windows ServeriF B SH[6S-Base 6447A31%EF

33
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EARES
FRFfefETRrkEE

@ certmg - [Certificates - Current User\CAUSERS\ADMINISTRATOR\APPDATA\LOCAL\MICROSOF T\WINDOWS\INETCACHEVIE\38XEE233\CERTNEWS7B\C.. | = [ @ X |

Friendly Name Status  Centificate Template
«None» R Web Server
«MNones ®

File Action View Help
CIE- B Fo
& Certificates - Current User issued To o tssued By Expuation Date  Intended Purposes
+ [ CAUSERS\AOMINISTRATOR), | [gling_COS CPPM sved-AD-CA 2019 Server Authenticat...
] Centificates CJwed-AD-CA svel-AD-CA V2009 <A
e 1o Lagrort

Specfy the name of the fle you want 1 export

Fle name; /

C e * | [l
< - >

[Het ] [“Cancel |

&49: Windows ServerlF B ESH S (EBix

F813: BEFinishBHIEBSHAS

'@ certmgr - [Certificates - Current User\C\USERS\ADMINISTRATOR\APPDATA\LOCAL\MICROSOFT\WINDOWS\INETCACHE\IE\3BXEE233\CERTNEW.P7B\C... [=la x|
File Action View Help
e 2m G| = @B m
i) Cenificates - Current User Issued To - Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Template
4 [ CAUSERS\ADMINISTRATOR\ | 5l ind_CDS_CPPM sve2-AD-CA 5/7/2019 Server Authenticati.. <None> R Web Server
(] Certificates Gyl sve2-AD-CA sve2-AD-CA 5/7/2019 <All> <None> R
Completing the Certificate Export Wizard
You have successfully completed the Certificate Export wizard.
Exporteys
Indude all certficates in the certification path No
< w ] 4 File Format Base64 Encoded X.509 (*.cer)

[E]50: Windows ServerilF B S HAIS5E,

FR14: BEELFI0-13SHIRIER.
S5 BRIEBEHEClearPass(EEFIE

TR FTREREERFTPESCPEHIY | LUEClearPassHJ LINEFERIEES]. SEH/AMMERTHEXRIZIZREIEE.

EABRP
FRFfAeETRFEE
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EEREE-) SEFIER-) A

€ 10 H0 0 &A=
B Vout vated B Geting Started © ndes of sarpriut W pre buid © v 106 B 0 © Cpaniptey © 5350 @ Cributd B 10 @ wivt B sin B Certfice Sericon
arvba ClearPass Policy Manager e e et

— P A

Vandity Coabod

s’
s’
’
s,
7’
s’
s’
Y
s,
s,
s
7’
F

E51: cPPMIBSHRIERBIRINENS TSR

o ERRIERRMIRISETIRS | BEER 0 (1), ARIEER WK (2) DNSHERELEINETS | FHEE 750
I LUSHRIEBLIREIEETIZRT (3).

€ @ 1002832177 : C 009 3 =
B Most visted B Getting Started ) inder of /narpipet B o buid O aweve 106 B mac O Cpana 2ptay O 53500 & Coibois B 100 B Wit B san @ Contficae Services
ClearPass Policy Manager prt oy ey G
Certificate Trust List 1.\» » A
or: | Erabind Snadle R - | Ceoc i |
P ClearPass Porta - 3 Subject & Valdity Lnabled
P
7’
’
e
7’
e
P’ sromrg
P
e
Prin
P Server Condican WS e e oo
/- e 3
P ravecan v

[El52: CPPMIEIRIRIEBNAE

HB4: EHTTPSIRSSBHERIRINE ClearPass
1 SAREIEE-) IRSSRIES-) EFEHTTPSIRSEIER”
2. IR SNRSSRIED
3. HEMELB10-13hEIRIIIRSENES - TREREM Windows RS 8P EH]
4. KEMESEPOIEMIRAAST
5. HWAFAREG
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EARES

FRFAeIIEFTRFRE
€ Yane217 C0 O s a =
B out visted B Geting Stanted C indes of pearpvputs B Pro buid O avewe_ 106 @ sac O Cpase 2ptey ) 53500 M Cort bk B 100 B veaniine @ sn B Cornticate Sarvices
arvba ClearPass Policy Manager s (e s
L Server Certificate v ¢
2., Toreaece
F L =
P,
iy T ——
i ot
rL ntext Ser atected Serve a “
, T 3
,.m, = [Em]] covseayer — 4
# Prveca t weseeen p— 5
" [ G

vy

E53: CPPMIRINHTTPSIRSZ SR FIFASA S

{EFOpenSSLEEClearPassiFBERIER

R APRETET. MG SR, BXUFPHearPassHIEZISE , 15217 (Clearpass/E~

#577) -https://www.arubanetworks.com/techdocs/ClearPass/ 6.8/PolicyManager/index.htm

S ClearPassSRRS ETRES A ALIE B EZIEK (CSR)
o SfnFClearPassiRESEIREEHRY ‘IR 1 “IRSZEIEH”
o BATR EIRSREY | SREEIR “HTTPSIRSZEIIEF” (1) , AEERT CIEIEBEZBENK (2.

Suagar e |

ClearPass Policy Manager porel b,
°
1

L} Server Certificate : \

ver | ina (08 _cPoM . Select Type: WTTPS Sarver Cartfcaw

yeey i

R S

El54: CPPM HTTPSARSZ ESIEPINEPEZ B KEEZE

© ESBBERPRNESNEE (BRABR. BRBAL FARESE)

ClearPass Policy Manager g Apreay e

o v 30, ertfcate
i Server Certificate

o
I
‘ 5.
st 5
@ Ecters "
e -~
sy
P
Vi
Y
[rT—.
! e
P cevee coticate] PO v
& Wt Lt asis
P N ..~ ] (o]

Els5: CPPMAEEF PSS REE

o  SRE, & “Download CSR and Private Key File 7 , AJLAFKBHClearPassEERHIFR NS ,

36
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CertSignRequest.CSR F] CertPrivKey.pkey - HJBEBET ML
ClearPass Policy Manager Tl hapes e

Server Certificate

wiod 4

200 T

e
»o 1t Fise
2P Mesiagng Setup
2 S
27 bacho 3o
-
& st List

2 Pevocaten L
?

e

?

o

s

Els6: CPPMIEREZIERNS

12 FECentOSHIEIT OpenSSLEE ClearPass&Z1m3K (.csr)
o BEEIRERICSREEHIFIcentosHR/ete/pki/tls/miscH (ATRCEE(FFHSCPELFTP)

o (FEARALI TS EOpensSLAESZEIUEF:

sudo openssl x509 -req -days 900 -in CertSignRequest.csr -CA rootcert.pem -CAkey

./CA/private/cakey.pem -CAcreateserial -out servercert.pem

o “-days” SEUSHTEIBAIZIEARE
BRSIREBFAETR—BRP (Blf/etc/pki/tls/misc)
o ../../CA/private/cakey.pemiSHIRESERIFOIEAIFAH
o servercert.pendBRERBEIERNFAIETTPSERIED

O

$3: BRI B E4I2IClearPass{S{EFIER
R ATREEE(FRFTPEISCPE RIS | LUEClearPassA] LAMNIZFRIEIAIES].

o EEREE-) BEFIR-) R

€ & 10128320 4 009 & =
* pasn2play ) 53300 & Cotbuid W 100 B Warda @ son B Corthicate Services

ClearPass Policy Manager e s

admin (Super Adminitrator)

Validty Enabled

’
’

56t

VAL S

’— o
@57 CPPMIE(EFIZE

o ESRIEBRIENSESIRT  BER 0 (1), AFIERE N (2) ERENERIRANET | FHkE RImER” LL
BRIEBREEIEET RS (3).
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EARERE

BRaeETRFPIE
« *0 O3 a =
X ) : . = e ‘ V’Cleéilrpa.ss .Pollcy Managt.;r ”‘;,_m”;‘“wm;;;;,
C;rhﬂ;ale T‘n’;vst‘l;lsl 1T/ -
ot i R - | e i |
Jm
Elss: CPPMISTRIERRNINENS(EYIZE
A JEHTTPS RS ERIEPRINZClearPass
1L SEIEE-) RES[IES-) EmEHTTPSIRSEIES”
2. R SANRSSIER
3. RAESB2PEIERIRS SRIEB-rTaE R EM CentOSEH
4. NERBTELSBIPOIERFAEN S
5. BIAFAAES
€ 6 ey - YL ER
: - — E— Atbllear-Pa;sVPohcy Managclr‘ e i A
Servel:Cer(v.ﬁvcva;e» v
2 "t
i ~ - —1 )
- ==
P Ravecs otiw - — '
e 5. ey

[E]59: CPPMIINHTTPSIRSSESIUEP
TR XERAZENAE  EREBIERMATESSIEBRI—FRASGE BB TEREN.
MCentOSHAJOpenSSL BIFEIRIER

XL IREIEIT CentOS 7REHWIHIT TIEIE. XAMETMidAYCentOs 7iRAT A EAIARYOpensSSLARAR1.0.k-fips (201781526
H)., XE&ELEOTEESRE Linux/UnixEiMac0S XB&I T,

LR RRIEBE —NE1TCentOSHIFEAX,
£ “Terminal”# , FRUTHSERE/ etc/pki/tls/miscBR (TRESAMERNLinuxBERAMR) :
cd /etc/pki/tls/misc - OpenSSLEYBRIAEER

£E3: M “mis” BRPBALA T an SLABEIER AR ERR:

touch ../../CA/serial



BEABRB
PP AR T AP RE

chmod 777 ../../CA/serial

touch ../../CA/cacert.pem

chmod 777 ../../CA/cacert.pem

touch ../../CA/private/cakey.pem

chmod 777 ../../CA/private/cakey.pem

touch ../../CA/index.txt

chmod 777 ../../CA/index.txt

echo 1000 > /etc/pki/CA/serial

chmod 600 ../../CA/index.txt /etc/pki/CA/serial /etc/pki/tls/openssl.cnf

LA ERFRRIRIES,
./CA -newcert
$E5: Bnewcert.pem (ELBAPERAPER) XHEHFcacert.pen
cpnewcert.pem ../../CA/cacert.pem
cp: overwrite '../../CA/cacert.pem'? y - WIRNHBEEZEE
6. Bnewkey . pem (TELBRAFAEMAIFATH) EflFlcakey . pem

cp newkey.pem ../../CA/private/cakey.pem
cp: overwrite “../../CA/private/cakey.pem'? y - WRNHBREFE

L7 ERSAIRIERS (vi, vim , emacs , gedit =) , fFcacert.pemBINBEFIZIFGF | FHFHpem3fH (FlaN

rootcert.pem)

Open v A —— Saw B x
BEGIN CERTIFICATE
MIID)TCCAnWOAWIBAGT JADADWORYKy 20MADGC SaGS 1D IDOEBCWUAMFOxCzA)BONV
BAYTALVTMswCOYDVOOIDAJDOTE SMBAGALUE B JUn9: X ZpbGx mwgmvw«

KTRBNTQSIMLWQ:H)AVKTADNTOSI]M&KQYDVOOGE )VUI[LHIA(-AIU[

0BEXE ) AQBGNVBACMCV v 2V2aMx s ZTEMMAOGA 1UEC QWD SFBFMO4WDAYDVOOLDAVE
envy umuxul WWGEG1 LDGF 1M1 181 J ANBGKGhKAGOWOBAQEF AAOCAQBAMI 18
CgKCAQEAYX27pgOR | EesSKf LEQNLcT1tb1/FOFAITGYNZt2rukTM1nal HEFVLVTT

TIC12Loy fmyCd) j4XBn0L 1961 JAyPonkNOTILAN
/5y T X/W3UXIXpTXUNTHCEBVLL+SCIURTIMASRWY LnygSoget | Pe/ TkeDLOWT4
#9VrLup7pDal 1urE/HoBROKIBATuBmKa0s4XVDS+)/09p01rdYAGKT +EY 6K SUN
KiBZkaHus Cheo PV ypO1 ML e9RTkyPRBTOVPLYSxPHEMGE: SO0 b
sore2 ok e

bl Xfx
nlmwaruu-nﬂ/mnugmm ‘(9.ouo‘ruounn7um7 qywikx .,loswvu!
UMqZ6+11e7Vpo:
]PY)E!MURMVDIG?VUAEn\olSllfum/lllthvl!lquyP(D!mlﬂbE/lXu
BGIVYDKLL5n1814E8/C308C 20P4HoaS
+vS0sPHAIUCI rh6x235CPOF 462 TH/DEM/6a7usdoRFFF 19NMEIOp30+ TVENr882
2V]1u/LDBAdKnd f 3F yeuryAyySds ) s2NrC/GEZWKzNc28b2msa3 § k6STRHINP/AR

Plain Test w  Tab Wicth: & v -

IGO Gedit7<ffl: $cacert.pem PEIé*ELE:JTJfE'JPEMY#EF'

RAPFfAGHIEHHR
ERNBFAeiEZimE<S:

. Debug portaccess role
o Debug destination buffer (or console)

. Show debug buffer
FERAFAeERAE:

o FEIRMURDE3S - WHEIREEdebug BEH | FHETRATIRM M ClearPass Z IBIRIAT IR E(RZE | BLEIE Ta/Z&RF
fERJER.

e Parsing the XML for the cprole <role name> failed - #&&3zH|_EECERIClearpass REEPAIZHE E S

Al @i
E20[HES
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BFaeiIETAFrE
3 - BRI BRe
7280 32768
7240 /7240XM 32768
7220 16384
7210 8192
7205 4096
7030 1024
7024 512
7010 512
7008 256
7005 256
RN
R4 - THRANY R
6200 1024 32
6300F/M 1024 256
6400 1024 256
188 (G 3HN1024MBERR )
3RS - 10245 E R PR AR
256 32 1024 13.195 1.071
512 32 1024 26.447 0.982
1024 32 1024 31.387 0.031
1280 32 1024 31.508 0.035
1518 32 1024 31.584 0.038

A
1) EBHRKRERT | SSRIUWMEIRES B REREEIR X ?

a.  TEXTHRHSISHIREF | SAGKSbucket mapiXRIZHMl. IHBRETR2565BHVEE , BN FEHMESERE
FARERMKXZAMX. FAFPRImacEi#EzIRIERF , LEREUE AP REREZ IR,

2) ST ARHRFHARE S SAGHTS-SAGZ BRI B ?
a.  ILBHEESSRSEGRE key (0xDEED) HIGRERXIE L1, SRANTEALE I SERIANKAESAGHTS-SAGILEE.

3) SSAGUBMRMBIRREMA ?
a. OB SARA ST SKENA FaE:
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i FERREERISAGHIFEF
i, ARFEHEES-SAG (fIRN: S-SAGIRTERL IFHISAG)
4)  BUAGHIkeepalivetMATSKLEMA ?
a.  HEZIVAGRIFBFIBHIMNE: , AESEHEEPHITHRICR.
5) RENZAEREN EEREET ?

a  ENEIREHIECSIRRR FERERM. HoEA/NEE468F TR , M EGRERLEBI6F TR
XL, BESBERAREMTURKE, IRAFEAENEZTREEENT , MArubaZaiRX LA TCPIE
FHiTtep-mssES, {HE  NMRERMEENREBFPEIEANEIES , VAsEBREIESELX. R
HIREPimARE AT 1518 F SRIEHER , MEFRIMTUR/ 156415,

b. BEEMATCP MSSESIZR (BaIMX EMTCPEE)

F6-EEIHTCP MSSEB X

Jumbo

Jumbo

Jumbo

Jumbo

No
Jumbo

No
Jumbo

No
Jumbo

No
Jumbo

e REREES , HAZFiRAIENmss EEANBUEES
Jumbo Jumbo 9014=F 1 .
FEIRRE->mtu-114 REMERENH R
ICMPEZI1706=%5 (ping
— Jumbo - SERLEES  EABHREX EEEN 1664FH)ZRITIFER ,
®E/9198 ZERNBIE MR R IRL
No X SEREES , EABHIRME EREmt : .
Jumbo il 2N 18E9198 B MERE{E(maRR
No No N REREES | AABIMK EFREmMtu R -
Jumbo Jumbo FRA BB H0198 REMEEWTFEE
e LBEFIHAIERNIMssKF HFHEFFHE 46T |, IR
Jumbo Jumbo 9014=FT13
BEE->mtu-1148F , NEXESALE NiBiZ 1468 A4EES
No . HBEFIHRIERNIMssKF HFEHEFFHE 46T |, IR
Jumbo 9014=F T
Jumbo BE->mtu-1140F , RNEESEE GBI 1468 AT R EER
Jumbo No BE5 A HBEFiRAIERNIMssKF HFHEFFHE 46T |, IR
Jumbo i BRE->mtu-114f , MXES A% BT 1468 AT R EES
No No . HEFIRAIERIMssKF HFEHEFFHE 46T |, IR
Jumbo Jumbo v B> mtu-1148 |, MXESE4E BT 1468 AT BT

(o))

) BUAGKIXARIIARSSREMHA ?

a.  SAGKTIRFIREIARIERIZMM , LUBMUAGKRXEXA. HEZNZMKAFTEBFESHEMR. —R
B8RS , SAGKX MMM ZIXbucket mapEEHT. MAfG , IESEEbucket mapEHT , FiRiEbucket
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EARERE

mapi§ AP EERENAINX (ER).

IR EENERERIFHRAFIMNK _Efbucket mapREIERE. B4, MISERAFPEE CHERIERIIRN
x , WNEHEHIFIR K _EAIbucket mapFf7.

7)  BSAGRIXAFARSREMA?

a.  PRFIREIHS-SAGKRESswitch, AT TIRFIRZEMS-SAGTIAESAGEIAY , EIIIEIAASAGES
LERRSSFHISEhEIS-SAGRIBEL IR, AL , ZIIEA | SMBREEEZISAGRIRTE . —BS-SAGHEIAIEL]
BIBEK |, S-SAGHURAFTRIERSAG., A , FEMASAGCKRIET RFIFREHFbucket mapsEFT, HTRF!
REFT |, IRAAAIS-SAG, ARG , IEHIGSI1SH SHNS-SAGEIIOBE. 25, MMt Ebucket
mapE#T , FERAFHEEIERAIMX,

IR EERNE BRI Eibucket map2&EHERE, B4, NI ERHEEEIENIAM X
_A9bucket mapHARRAIIERRK,

8) HS-SAGMAAFNARSKREMA?

a.  TIRYIREFHHASAGKIXRIZIM., IZTEUFIESS-SAGZERYORE , FMBREEEE LRORERAF. 2
& A EEE SR Ry IR EHPRMEAIHS-sAG, —BEI5|ISHIA , S TFaSHs-
SAGEIZ/LEE, —EREYENG |, SAGIERIXbucket mapEEHT, AT, MRS FHFHEAFHERHSE
AIRIK

IR EENREIIERIAIMKX EAbucket mapEEER. B/, MAREIRHFIMKX LATbucket
mapIIE A 2 S BHEZIELAIMK,

9) “show ubt state” HFHPREREHAER?

a. IE{EEfR - Bootstrapping
b. EiFAf - Bootstrapped

¢ ¥ - Un-Bootstrapping
10) ZAFAERUNENSRENA?

a.  NNETZECHEFEHERSIS  ZACE85 I SEEETERNAGENE. XERAFPRSEER
“IEETEM K&, —ENBEIRMEEREIFIAER . APRSERZER ‘B K&, X(NERTF
VLAN#Fsecondary rolefJs&EX,

11) BFis “MACHIHSE) RREHA?
s NEFREHMENSIS. XAEKZREBRINIINEASL , ZFimRE 7 FHaEER.
12) RBHEEFIRVIANEBITEINEHA ?
a  (EFMREBRIVIAN , TRERFBEFE TRINVIANGS | FrEREIRESETRBVIANKIX,
VIANS BCi I % FE P R B FE R KA T
13)  AHEJ{EFEQosYIRKEHHRE B BT STRHER ?
a. SHFE23MA.

14) BEIHEN EAFREE SiEM | BlpingRBRA, HMEE ?”
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15)

16)

17)

EARERE

MBEIEANXEEIEREE 7 BFA&EMvian,

B MNBHER AN BN R K AR R P AIF A 2TEAAYIP MTUIRE /9> = (1500 + 46),

HRTFRRSEER MRS |, EIEIRE2RIMtAIER N R TARIER. EREEEIEERE
fERITRE | 1B “show ubt statistics” RSO EERIEEREIFIERAIRE, WRITEESBEM , N
FEOTRIHECE.

EREEIRIX: 16 “show datapath tunnel” , LAZSZE “Encaps” #] “Decaps” iHEHEE 2T LN,

XSAZHRAN BRSPS _EATHERS L AR MR AT EH TR IRIR R B RN | GREEFZRAIE
EEBSBRRE.

TR K SR O A BEE AET RFRIRRE ?

a.

FRArubaAS AN FIFE NN X 2 BRI ZE SCIFPAP] (UDP 8211) , GRE (1#1%47) FOICMP (Echo-Request/Echo-

Reply),

BIDRIRIPETARRY ?

a.

SNEREFIMK (GTHAHEERK) BT ARERLIS Bdl” NSRS SR EFAERMNX |
FEEEHFHBMRNXIEAZRANX GIRTRH) , EEERNMEHERNXERA. fEubt-zoneft
EFEIIRSEHMNXIPI S AT ERN SR THRTVIASIER T AR MIS DRI KSR |
FTHpER,

FEFERZ DI TCAMEE ?

BB

a.

ENRAFPE—NTCAMER:

Switch(config-if) # show resources
Resource Usage:
Mod Description

Resource Used Free

1/1 L2 Tunnel Lookup

Ingress TCAM Entries 4 1013
Total

Ingress Lookups 1 4

Egress Lookups 0 4

Switch(config-if)# sho ubt state

Local Master Server (LMS) State:
LMS Type IP Address State
Primary : 10.5.8.6 ready for bootstrap

Switch Anchor Gateway (SAC) State:

IP Address MAC Address State
Active : 10.5.8.6 00:0b:86:b7:6a:7f Registered
Standby : 10.5.8.7 00:0b:86:dd:6c:00 Registered

User Anchor Gateway (UAG): 10.5.8.7
User Port State Bucket ID Gre Key

dd4:c9:ef:£8:1b:0d 1/1/4 registered 238 4

User Anchor Gateway (UAG): 10.5.8.6
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EARES

BRAReETRFRE
User Port State Bucket ID Gre Key
2c:41:38:7f:51:45 1/1/3 registered 107 3
10:60:4b:47:1e:6a 1/1/3 registered 51 3
00:1e:58:a8:6b:f6 1/1/2 registered 53 2

arvba
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