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=] Run I -

===  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | mmd| v

%' This task will be created with administrative privileges.

| 0K | ‘ Cancel | [ Browse... ]
@
Action View Favorites Window Help
& New Ctrl+N
i Open... Ctrl+0
Save Ctrl+S
Save As...
Add/Remove Snap-in... Ctrl+M |
Options...

1 C:\Windows\system32\dsa.msc
2 C:\Windows\...\certsrv.msc

3 C:\Windows\...\dhcpmgmt.msc
4 C:\Windows\..\CompMgmt.msc

Exit
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You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n Vendor |~ [ Console Root Edit Extensions...
8 Active Directory Do...  Microsoft Cor...
A Active Directory Ste... Maosoft Cor... |= [ Remove ]
[ Active Directory Use.... Mirosoft Cor...
| Move Down
[Caea> |
The Certificates snap-in allows you to browse the f the fi for yourself, a service, or a computer,

This snap-n will always manage certificates for:
O My user account

O Service account

(®) Computer account

<Back || Net> | | Cancel |




Select the computer you want this snap+n to manage.
This snap-in will always manage:
(® Local computer: the computer this console is running on)

O Another computer: | | [ Browse..

[] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

<Back || Finish | [ Cancel

You can select snap-ins for this console from those available on your ter and configure the selected set of snap-ins. For
extensble snap-ins, you can configure which are enabled,
Avadable snap-ins: Selected snap-ins:
Snapin Vendor A [ Console Root [ Edtextensons... |
25 Active Directory Do... Microsoft Cor.... () Certificates (Local C )
% Active Directory Site... Microsoft Cor... s Remove
='jActiveX Control Microsoft Cor... Move Up
ADSI Edit Microsoft Cor... z
Authorization Manager Microsoft Cor... Move Down
Certificate Templates  Microsoft Cor...
G Certificates Microsoft Cor...
LalCertification Authority Microsoft Cor...
. Component Services  Microsoft Cor...
goeviceMmagu Microsoft Cor...
DHCP Microsoft Cor... |
| 0svanaomment  aosoftand...
Desaription:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.
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Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate

Select Certificate Enrollment Policy

Certificate liment policy enabl liment for certificates based on predefined certificate templat
Certificate enrollment policy may already be configured for you.

Configured by your administrator
Active Directory Enroliment Policy

Configured by you Add New

Custom Request

| Proceed without enrollment policy




Custom request

Chose an option from the list below and configure the certificate options as required.

Template: | (Mo template) Legacy key v

[ Suppress default extensions

Request format:  (®) PKCS 210
O cmC

Mote: Key archival is not available for certificates based on 2 custom certificate request, even when this
option is specified in the certificate template.

Certificate Information

Click Next to use the options already selected for this template, or click Details to customize the certificate
request, and then click Next.

Custom request \i) STATUS: Available Detail{ ~
The following options describe the uses and validity period that apply to this type of certificate:
Key usage:
Application policies:
Validity period (days):




HE (N RMBBRER, B0 0V FF, RIEKFRIEI. Server EH CN 5705 .
I

General | Subject | Extensions | Private Key |
The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and al tive name values that
can be used in a certificate.
Subject of certificate
The user or computer that is receiving the certificate
Subject name:
Type: CN=test.arubalab.net
[Funion I TR
< Remove
| CN=test.arubalab.net] |
Al ive name:
Type:
| Directory name v |
|\|’3Iu= | Add>
< Remove

Lo J[ conce J[ aay |

ML FEE PR AY

| General | subject | Extensions | private Key |
The following are the certificate extensions for this certificate type.

[>]

Key usage v

Extended Key Usage (application policies) &

An application policy (called enhanced key usage in Windows 2000) defines how a
certificate can be used. Select the application policy required for valid signatures of
certificates issued by this template.

Available options: Selected options:
~
Code Signing

Secure Email

Time Stamping
Microsoft Trust List Signii

Microsoft Time Stamping
IP security end system

IP security tunnel terminz

IP security user “
rd = COR - ] T
<[ m > < m ] >

[] Make the Extended Key Usage critical




EEBFINBTR
e[ st Extmnons | vt e |
Cryptographic Service Provider

Key options
Set the key length and export options for the private key.

Key size: Im vl

Make private key exportable
[] Allow private key to be archived
[[] Strong private key protection

Key type

Key permissions

T—% 5%

Certificate Information

Click Next to use the options already selected for this template, or click Details to customize the certificate
request, and then click Next.

[/ Custom request i) STATUS: Available Details ~
The following options describe the uses and validity period that apply to this type of certificate:

Key usage:
Application policies: Server Authentication

Validity period (days):
| Properies |




FHERE, RERICERITIT

Where do you want to save the offline request?

If you want to save a copy of your certificate request or want to process the request later, save the request
to your hard disk or removable media, Enter the location and name of your certificate request, and then
click Finish.

File Name:

Ci\Users\Administrator\Desktop\server-test | E Browse... I

File format:
(®) Base 64
() Binary

Finish | | Cancel

File Edit Format View Help

----- BEGIN NEW CERTIFICATE REQUEST-----
MIICfjCCAecCAQAWADCBNnzANBgkqhkiGOwOBAQEFAAOBjQAWgYkCgYEA9q7CHNGS
Z00KuydAax9aUA1DeozatwMVR3Ly7MWe99LVCCa/bCgNcYsuZ5jd301PEfc903Yt
BCM3RVKwaizl+hmTzRQDgrxMjcDP1+5+8KpYVIQNWKNKI@iwlL Tt16D7a+kpXpbWY
ZLPtyRGSCOmOHT f+/w/BZIzGkxSvIMmREMOCAWEAAaCCATwWGEYKKWYBBAGCNWOC
AzEMFgo2L jMuOTYwMC4yMEQGCSsGAQQBgj cVFDE3MDUCAQUMD2FkLmFydWIhbGFi
Lm51dAwQVIVQkFMQUI cYWRtaW5pc 3Ry YXRvcgwHTUIDLKVYRTBmBgorBgEEAYI3
DQICMVgwVgIBAhSO0AEQAaQBjAHIAbWBZAGBAZgBOACAAUWBOAHIAbWBUAGCAIABD
AHIAeQBwAHQAbWBNAHIAYQBwAGgAaQBjACAAUABYAGBAdgBpAGQAZQBYAWEAMHAG
CSqGSIb3DQEIDFFiMGEWEWYDVRO1BAWWCgYIKwYBBQUHAWEWGWY JKwYBBAGCNXUK
BA4wDDAKBggrBgEFBQcDATAdBgNVHQAEFgQUS6eRqvFATCOVYED78Fyv68Vs1lkisw
DgYDVROPAQH/BAQDAgeAMABGCSqGSIb3DQEBBQUAA4AGBAT0DO7 j4RFwf1G3YT620
X92tStrcwd@TpSAFPcRr1Lg7+45LhMuNze+phDM85SEDgWWaNPSfgMtiinGMaPZtd7h
0Z0UBJBYywxThROUTzga9H4bL85gzov/0FzCL1Aa6gxmOlH3tacsyrtFoPDdfB81
VW2N78Yc9AJI37E9nu6j1Im/

----- END NEW CERTIFICATE REQUEST-----

X EZBRE LRINARL CSR X,

33FXIEH

ETRBERIT CSREXILH.
&% http://Server|P/certsrv



http://serverip/certsrv

Sign in

http://10.0.50.20

Username |

Password

%% Server iF B AD BEE AN L (Administer) ZF
<« C ( ® Notsecure

Microsoft Active Directory Certificate Services -~ ARUBALAB-AD-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program, By using a certific
certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate r

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Docur
Sal ¢ o tacl .
[ Request a cerificate

View the status of a pending certificate request

Download a CA certificate, certificate chain, or CR

EFER

&« C @ Notsecure | 10.0.50.20/certsrv/certrqus.asp

Microsoft Active Directory ificate Sen - ARUBALAB-AD-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submif an advanced certificate request.




S HIRENE CSR XMHAE . EIFIEBEIRA Web Server
| B ..
& -5 C A Notsecure | 10.0.50.20/certsrv/certrqxt.asp

Microsoft Active Directory Certificate Services — ARUBALAB-AD-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKI(

Saved Request:

DgYDVREPAQH/ BAQDAgeAMABGCSqGSIb3DQEBBQ ~
Base-64-encoded |X92t5trcwdTpSAFPCRr1LE7+45LhHuNze+phDH
certificate request |0Z0U@JOYywxThREUTzga%H4bLBSgzov/OFzCLL

(CMC or VHZNT8YcOAII3TEINUET1Im/
PKCS#0or  |----- END NEW CERTIFICATE REQUEST-----
PKCS #7): =

Certificate Template:
Web Server v

Additional Attributes:

Attributes:

j © Memeramencrter X

& > C @ Notsecure | 10.0.50.20/certsrv/certfnsh.asp

Microsoft Active Directory Certificate Services — ARUBALAB-AD-CA

Certificate Issued

The certificate you requested was issued to you.

® DER encoded or < Base 64 encoded

7 Download certificate
Download certificate chain




THEREIS, WHIEH, S5R%E FREERNMES testarubalab.net
s Cetifcle B

General Certfication Path

(g cersicate information

This is for the
* Ensures the identity of 2 remote computer

Issued to: test.arubalsb.net

Valid from 4/7/2021 to 4/7/2023

[mstal certicate.. ||| 1ssuer statemen:

Ce]
EREARITEA

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust ists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

(® Local Machine I

To continue, dick Next.

the certifcate.
o d
) Place al certrfcates in e folowng stare

[P | Coowee. ]




RIFhEE

@ Fle Action View Favontes Window Help
oo 2m ol c= B@E

21 Console Root Issued To = Issued By Expiration Date  Intended Purposes Friendly Name Status  Centficate Template
4 L Certificates (Local Computer) %) ad.arubalab.net ARUBALAB-AD-CA 7/30/2021 Client i Server icat <None> Domain Controller
4 ] Personal % -AD- A -AD-CA $/5/2039 <All> <None> ication Authority
J Certificates gls\.nmh&bm« ARUBALAB-AD-CA 4772023 Server Authentication <None> Vieb Server
b & Trusted Root Certificati YT : ARUBRTRE-RO-CR T ST WEECEY R SETe

p ) Enterprise Trust

SBME5: NPS FFRIEHIAIL

4.1 EBRFIMEAR

WERE A NPS XA PEAP TAIE, EXUAEAREIT,

INCUTUIN P UnGy S ve
File Action View Help

e 2@ Em

4 | RADIUS Clients and Servers

i RADIUS Clients ( Network policies allow you to designate who is authorized to connect to the network and the circumstances under which they can or cannot connect.
& Remote RADIUS Server Groups .
4 ;_z.r Policies
] Connection Request Policies quSe::‘ @ Status :’meusngOIdu' gk::: Source
:f :mi::l::: _f Connections to Microsoft Routing and Remote Access server Enabled 999939 Deny Access Unspeciied
dc«mlowumm Enabled 1000000 Deny Access  Unspecified

4 % Network Access Protection
4 M System Health Validators
p =M Windows Security Health Validator
i Remediation Server Groups

B, Accounting Overview | Condtions | Constraints | Sett
4 Ml Templates Management I I | | l
=] Shared Secrets Configure the constraints for this network policy.
5 RADIUS Clients ¥ al constraints are not matched by the connection request, network access is denied. =
@ Remote RADIUS Servers Constraints:
5] 1P Filters Constraints

| Health Policies Allow access only to those clients that authenticate with the specfied methods

35 Remediation Server Groups

Authentication Methods

% Idie Timeout EA:’Iwesuemomaedbetweu\NPSmdlhedeimmmhvﬁid\ﬂwn
3 Session Timeout ;” i
5] Caled Station ID il ‘
A w:wm«mmee Move Up =
7 Doy ictions
:_,‘ NAS Port Type Move Dwm,‘ \

<[ [0 [ 1>

Edt e Remove
Less secure authentication methods: —|

[V] Microsoft Encrypted Authentication version 2 (MS-CHAPv2)
[V User can change password after t has expired

Vo ! [V} Microsoft Encrypted Authentication (MS-CHAP)
|| >3 Tmstedo.evu:es (W] User can change password after t has expired
b 7] Web Hostina s PRSI A MR

Bif edit E3F Server {EH  (LbAL D IRETE Server KENFH, BHIINSE A test JRT]),



Secure Wireless Connections Properties

4.2 #IIR{LECE NPS

This server identfies fself 1o callers before th Select
the carificate that you want & to use as proof of identity. jed.
Cerificate issued to: [ad.anbalab et v
ot auth with the specfied method:
Friendly name: ad arubalab net
Jssuer: ARUBALAB-ADCA NPS and the chent in the order in which they are
Expiration date 7/30/2021 11:06:38 PM
Maove Up
~ |
[ Move Down
|‘l n >
[ J [ | [ Remove |
Less secure authentication methods:
[W] Microscht Encrypted Authentication version 2 (MS-CHAPv2)

WRE—KECE NPS, FF NPS mSHB,, WT:

4[] RADIUS Chients and Servers
i RADIUS Clients

4 [i] Policies
[ Connection Request Policies
7 Network Policies
(7] Health Policies
4 B Network Access Protection
4 o System Health Validators

i5 Remediation Server Groups
B Accounting
4 My Templates Management
2] Shared Secrets
5 RADIUS Clients
& Remote RADIUS Servers
L] 1P Fitters
7] Health Policies
5 Remediation Server Groups

35 Remote RADIUS Server Groups

b = Windows Security Health Validator

L
Getting Started

6 Network Policy Server (NPS) allows you to create and enforce organization-wide network access policies for client health, connection request

Standard Configuration

Select a configuration scenario from the list and then click the link below to open the scenario wizard,

|mlu5mhm.lxm«wm a

RADIUS server for 802.1X Wireless or Wired Connections
‘When you configure NPS as a RADIUS server for 802 1X connections, you create network policies that allow NPS to authenticate and authorize cor

(also called RADIUS clients).

[+ ] Corﬁgmm.ﬂa

Advanced Configuration
Templates Configuration



\g Select 802.1X Connections Type

Type of 802 1X connections:

(@) Secure Wireless Connections
N\enywdep!wﬂ?)){ﬂubwmpuiﬁmmrﬂmk NPSMMNM
connection requests made by wireless clients g through the

O Secure Wired (Ethemet) Connections
‘When you deploy 802.1X authenticating switches on your network, NP5 can authenticate and authorize
connection requests made by Ethemet clients connecting through the switches.

Name:
This default text is used as part of the name for each of the policies created with this wizard. You can use the
default text or modify & .

Secure Wireless Connections 2

Previous Next || Finish || Cancel

WMRKBANINIAP(NAS R &), =i ADD AfN. EFEEAERT.

e Spedify 802.1X Switches
* Please specify 802.1X switches or Wireless Access Points (RADIUS Clients)

RADIUS clients are network access servers, such as authenlicating switches and wireless access point.
RADIUS clients are not client computers.

To specify a RADIUS client, click Add.
RADIUS clients:

[Proviows ] [Met ][ e | [Ccomedl ]

HEREEHESHNAR.



S |

[] Select an existing template:

I V]
Name and Address
Friendly name:

Address (IP or DNS):

[ vedy. |
Shared Secret

Select an existing Shared Secrets template:

[None v

Tnmu'l.ﬂyl)’pend’laedm click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-senstive.

(®) Manual O Generate
Shared secret:

Confim shared secret:

WEIEBINE, EFEXR Server EH

NI WV

\i Configure an Authentication Method

Select the EAP type for this policy.
Type (based on method of access and network ):

[ Microsoft: Smat Card or other cedficate v| |_Cun |

This server identffies itself to callers before the connection is completed. Select

the cetfficate that you want & to use as proof of identity.

Cetficate issvedto:  [adanbaizbnet () v]

ad arubalab net
ARUBALAB-ADCA
7/30/2021 11:06:38 PM

[ e [ s

T—HEFARMB L, #BEF 2 Domain/User



Specify User Groups
i Users that are members of the selected group or groups will be allowed or denied access

based on the network policy Access Permission setting.

To select User Groups, click Add. If no groups are selected. this policy apphes to all users.

Groups | Add... |
[ Remove |

[ Prevous |[ MNet || Fosn [ Concel |

T—4F—$ =M
- Cofgwesx [

Configure Traffic Controls
i Use virtual LANs (VLANs) and access control lists (ACLs)to control network traffic.

¥ your RADIUS clients (» switches or wireless points) support the of traffic
controls using RADIUS tunnel attributes, you can configure these attributes here. If you configure these attrbutes,
NPS instructs RADIUS clients to apply these gs fi 2 that are icated and

¥ you do not use traffic controls or you want to configure them later, cick Next.

Traffic control configuration
To corfigure traffic control attributes, click Corfigure.

[[Provious | [ Net || Fen | [canedl ]
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Microsoft Active Directory Certificate Services — ARUBALAB-AD-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By usin
type of certificate you request, perform other security tasks

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or ¢

For more information about Active Directory Certificate Services, see Active Directory Certificate Servic

View the status of a pending _certificate request
Download a CA certificate, certificate chain, or CRL
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Microsoft Active Directory Certificate Services — ARUBALAB-AD-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC o

Saved Request:
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Microsoft Active Directory Certificate Services — ARUBALAB-AD-CA

Certificate Issued

The certificate you requested was issued to you.

® DER encoded or O Base 64 encoded
Download certificate
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Microsoft Active Directory Certificate Services — ARUBALAB-AD-CA

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your
type of certificate you request, perform other security tasks

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation

Select a task:
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Download a CA certificate, certificate chain, or CRL
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Microsoft Active Directory Certificate Services — ARUBALAB-AD-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this

To download a CA certificate, certificate chain, or CRL, select the ce
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Wi-Fi  TCP/IP DNS WINS 802X

Preferred Networks:

Network Name Security

Suitatt Srann -
fi

+ | ‘ Drag networks into the order you prefer.

v Add Wi-Fi network rks this computer has joined
Require administrator authorization to:
Create computer-to-computer networks
Change networks
Turn Wi-Fi on or off

Wi-Fi MAC Address: 14:7d:da:8b:b1:64

Proxies  Hardware

Auto-Join

(-\ Add a Wi-Fi network profile.

Enter the name and security type of the profile you want

to add.

Network Name: 2222

Security: | WPA2 Enterprise

Mode: = EAP-TLS
Identity: = test

Username:  test

Show Networks

Wi-Fi

Connected Status:

Network Name:

Cancel

Connected Turn Wi-Fi Off

Wi-Fiis connected to 2222 and has the IP
address 192.168.10.137.

2222

v Automatically join this network
v Ask to join Personal Hotspots

Ask to join new networks

Known networks will be joined automatically. If
no known networks are available, you will have
to manually select a network.

Default Disconnect

Authenticated via EAP-TLS
Connect Time: 00:00:08
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