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3. MEHRHAE:
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fAiruba Networks

Airuba0S Version 8.7.1.1 (build 78245 ~ label #78245)

Built by p4buildCpr-hpn-build05 on 2020-12-14 at 20:40:11 UTC (gcc version 4.9.4)
<ctrl-B> Back, <ctrl-F»> Forward, <{ctrl-fA> Line begin, <ctrl-E> Line end

<ctrl-D> Delete, <BackSpace> Delete back, <ctrl-K> Delete to end of line
j<ctrl-P> Previous question <ctrl-X> Restart begimming <ctrl-R> Reload box

System name [ArubaMM-Un_37_ES_4E1: demo-mm
Controller ULAN ID [11: 101
Enter Controller VLAN port [GE 0-0-01:
fEnter Controller ULAN port mode (accessltrunk) [accessl: trunk
Native ULAN ID [1]:
Do you wish to configure IPU4 address on vlan (yesino) [yes]:
fEnter ULAN interface IP address [172.16.0.2541: 10.1.101.10
iEnter ULAN interface subnet mask [255.255.255.01:
fEnter IP Default gateway [nonel: 10.1.101.254
Enter DNS IP address [nhonel: 114.114.114.114
Do you wish to configure IPVUE address on vlan (yesino) [yesl: no
Enter Country code (IS0-3166), <ctrl-I> for supported list: cn
You have chosen Country code CHN for China (yeslno)?: yes
Enter the controller’s IANA Time =zowe [America-Los_Angeles]l: Asia-Shanghai
Enter Time in UTC [13:50:081:
Enter Date (MM/DD-YYYY) [2-2-2021]1:
Enter Password for admin login (up to 32 chars): sssesessses
Re—type Password for admin login: oo

urrent choices are:

Bystem name: demo-mn

ontroller VLAN id: 101

ontroller VLAN port: GE 0.0-0

ontroller ULAN port mode: trunk

ative ULAN id: 1

Option to configure VLAN interface IPU4 address: yes
LAN interface IP address: 10.1.101.10

LAN interface subnet mask: 255.255.255.0

IP Default gateway: 10.1.101.254

Domain Mame Server to resolue FOQDN: 114.114.114.114
Option to configure VLAN interface IPVU6 address: no
ountry code: cn

InNA Time Zone: AsiarShanghai

If you accept the changes the switch will restartt
Type <ctrl-P> to go back and change answer for any question
Do you wish to accept the changes (yesino)



BE L VMM B Management MAC Address (k=2 Mgmt Port HW MAC Addr) , JETE K VPNC FIgE AL B 2ff
JiE-

(demo-mm) [mynodel #=show interface mgmt

gnt iz administratively down line protocol i=s down
ardware is Ethernet, address is 00:0C:29:37:E5:44

(demo-nm) [mynodel #ishow inventory

gmt Port HW MAC Addr D 00:0C:29:37:E5:44
W MAC Addr D 0R:0C:29:37:E5:4E
Product keytt : MMG637ES44
Activate licensze : Not fApplicable
ctive device type : MM-UA-50
(demo-mm) [mynodel #=show 1nterface mgmt

gnmt iz administratively down line protocol iz down
ardware is Ethernet, address is 00:0C:Z29:37:E>:44

£ VMM 1 VMC, X L) Mgmt Port HW MAC Addr (that 2 34117 22 Management MAC
Address) fl HW MAC Addr 2 A—#1), A 17 2448 H12& Mgmt Port HW MAC Addr.

Step2----VPNC HI#J4h4k, FIE K MD ®IZEEARE, FHEIEEZ MD A VPNC Al



AHEEF, FATERWACEE—& VPNC-1, &M GE 0/0/15 H LI, JFKH Access #x,
7£7=  Controller VLAN ID=23(#14a4L I 2144 Uplink VLAN ID). @R FEEBE M & VPNC #yid, 3K
ITEFHEAW G VPNC L5 H VRRP, [F# 172.16.220.200 itk ity VRRP ] VIP.

Auto-provisioning is in progress. It requires DHCP and Activate servers
Choose one of the following options to override or debug auto-provisioning...
‘enable-debug’  : Enable auto-provisioning debug logs
'disable-debug’ : Disable auto-provisioning debug logs
'mini-setup’ : Start mini setup dialog. Provides minimal customization and requires DHCP server
‘full-setup’ : Start full setup dialog. Provides full customization

'static-activate' : Provides customization for static or PPPOE ip assignment. Uses activate for master information

Enter Option (partial string is acceptable): full-setup  ( Ffi1BFAERE full-setup &= )

Are you sure that you want to stop auto-provisioning and start full setup dialog? (yes/no): yes

kkkkkkkkhkkkkkkkhkk Welcome to the Aruba7010 setup dla'Og kkkkkkkkkkkkkkkkk
This dialog will help you to set the basic configuration for the switch.

These settings, except for the Country Code, can later be changed from the



Command Line Interface or Graphical User Interface.

Commands: <Enter> Submit input or use [default value], <ctrl-I> Help
<ctrl-B> Back, <ctrl-F> Forward, <ctrl-A> Line begin, <ctrl-E> Line end
<ctrl-D> Delete, <BackSpace> Delete back, <ctrl-K> Delete to end of line

<ctrl-P> Previous question <ctrl-X> Restart beginning <ctrl-R> Reload box

Enter System name [Aruba7010 9A D5 D7]: demo-vpnc

Enter Switch Role (standalone|md) [md]:

Enter IP type to terminate IPSec tunnel or secured websocket connection (ipv4|ipv6) [ipv4]:

Enter Master switch IP address/FQDN or ACP IP address/FQDN: 10.1.101.10

Enter Master switch Type? (MM|ACP) [MM]:

Is this a VPN concentrator for managed device to reach Master switch (yes|no) [no]: yes  (iXEBIFEEE , I %R yes )
Enter IPSec Pre-shared Key: *****x**

Re-enter IPSec Pre-shared Key: ******xx

Enter Master switch MAC address: 00:0C:29:37:E5:44 (XEFEREIRAIEEA VMM B Mgmt Port HW MAC Addr )

Enter Redundant Master switch MAC address [nonel]: (WMRBEFE_EFHE VMM , BT Mgmt Port HW MAC Addr )



Do you want to enable L3 Redundancy (yes|no) [no]: no

Enter Uplink Vlan ID [1]: 23

Enter Uplink port [GE 0/0/0]: GE 0/0/15

Enter Uplink port mode (access|trunk) [access]:

Enter Uplink Vlan IP assignment method (dhcp|static|pppoe) [static]:
Enter Uplink Vlan Static IP address [172.16.0.254]: 172.16.220.200
Enter Uplink Vlan Static IP netmask [255.255.255.0]: 255.255.255.128
Enter IP default gateway [none]: 172.16.220.254

Enter DNS IP address [none]: 114.114.114.114

Do you wish to configure IPV6 address on vlan (yes|no) [yes]: no

Do you want to configure dynamic port-channel (yes|no) [no]: no
Enter Country code (ISO-3166), <ctrl-I> for supported list: cn

You have chosen Country code CN for China (yes|no)?: yes

Enter the controller's IANA Time zone [America/Los_Angeles]: Asia/Shanghai
Enter Time in UTC [07:42:56]:

Enter Date (MM/DD/YYYY) [2/4/2021]:

Do you want to create admin account (yes|no) [yes]:



Enter Password for admin login (up to 32 chars); ********

Re-type Password for admin login; *****x**

Current choices are:

System name: demo-vpnc

Switch Role: md

IP type to terminate IPSec tunnel or secured websocket connection: ipv4
Master switch IP address or FQDN: 10.1.101.10
Is this VPN concentrator: yes

Master switch MAC address: 00:0C:29:37:E5:44
Vlan id for uplink interface: 23

Uplink port: GE 0/0/15

Uplink port mode: access

Uplink Vlan IP assignment method: static
Uplink Vlan static IP Address: 172.16.220.200
Uplink Vlan static IP net-mask: 255.255.255.128

Uplink Vlan IP default gateway: 172.16.220.254



Domain Name Server to resolve FQDN: 114.114.114.114

Option to configure VLAN interface IPV6 address: no

Country code: cn

IANA Time Zone: Asia/Shanghai

Admin account created: yes

Note: These settings require IP-Based-PSK configuration on Master switch
If you accept the changes the switch will restart!

Type <ctrl-P> to go back and change answer for any question

Do you wish to accept the changes (yes|no) yes

& VPNC Efg5%R)E, E#EBE LT VPNC i) Management MAC Address, AT fa# VPNC 1 VMM 2 [AIFER, XA
VPNC ) Management MAC Address bt R EBEK, SFE/FEH VMM LK local-peer-mac 49 2.

(demo-vpnc) #show interface mgmt
mgmt is up line protocol is down

Hardware is Ethernet, address is 00:0B:86:9A:D5:D7

(demo-vpnc) #show inventory



Supervisor Card slot :0

System Serial# : CG0003800 (Date:08/28/14)
CPU Card Serial# : AE31003088 (Date:08/05/14)
CPU Card Assembly# :2010184C
CPU Card Revision : (Rev:06.00)
SC Model# : Aruba7010
HW MAC Addr : 00:0b:86:9a:d5:d7 to 00:0b:86:9a:d5:f6
CPLD Version : (Rev: 12.8)
PoE Firmware Version :1.7.0 (Build: 4)
Power Supply : Present

112V OK :Yes

: 56V OK :Yes

Main Board Temperatures
:U45 - LM95233 Local Temp 18 C (near DDR3)
: Q8 - LM95233 Remote 1 Temp 16 C (near intake right side edge)
: Q12 - LM95233 Remote 2 Temp 17 C (near SFP ports)

:U14 - ADT7476 Local Temp 24 C (near exhaust left side edge)



: U26 - ADT7476 Remote2 Temp

Fan 0 : 3474 rpm
Fan 1 : 3375 rpm
Fan 2 : 3463 rpm

Main Board Voltages

ispPAC_POWR1220AT8

48 C (98DX3036 internal die temp)

:VDD_0V9 0.90V sense 0.928 V

: VDD_0V85 0.85V sense 0.870 V
:VDD_1V8 1.80V sense 1.844 V
:VDD_1V5 1.50V sense 1.554 V

: VDD _3V3 3.30V sense 3.396 V

: VDD _SW _1V8 1.80V sense 1.856 V
: VDD _SW_1V0 1.00V sense 1.022 V
:VDD_PHY _0V9 0.90V sense 0.928 V
:3V3 SB 3.30V sense 3.378 V
:VDD_CPU 0.88V sense 0.894 V

: DDR3_VTT 0.77V sense 0.766 V



: VCC5 5.00V sense 5.022 V

T VPNC —sE & ff R S gl 28, BrLAER iz 2R ng MD #5488, X 2% Management
MAC Address Hiti-Fl HW MAC Addr Hidik =2 —2k i

Step3----7£ VMM _¥f VPNC ER IS BT S EA T
BRI VPNC-1 FEZH, XERAKERET MAC #ibkf 5, MIARET IP FR

(demo-mm) [mm] (config) #cd /mm

(demo-mm) [mm] (config) #local-peer-mac 00:0B:86:9A:D5:D7 ipsec arubal23
(demo-mm) A [mm] (config) #write me

Saving Configuration...

Configuration Saved.

MR A SE 6 VPNC B, A Ll ry CLI Fain VPNC-2 ) H 4 5
#1140 local-peer-mac 00:0B:86:9A:D5:D8 ipsec arubal123 , iZ MAC iHNEERER , BAECHES
B VPNC E3t MAC ittt seEiaes




BEBET VPNC £2F LM VMM ZJRIEY. T ISAKMP SA?

(demo-mm) [mm] (config) #show crypto isakmp sa
ISAKMP SA Active Session Information

Initiator IP Responder IP Flags Start Time Private IP

172.16.220.200 10.1.101.10 r-v2-p Feb 416:16:24 -

Flags: i = Initiator; r = Responder m = Main Mode; a = Agressive Mode; v2 = IKEv2
p = Pre-shared key; c = Certificate/RSA Signature; e = ECDSA Signature
x = XAuth Enabled; y = Mode-Config Enabled; E = EAP Enabled
3 = 3rd party AP; C = Campus AP; R = RAP; Ru = Custom Certificate RAP; | = IAP
V = VIA; S = VIA over TCP; | = uplink load-balance

Total ISAKMP SAs: 1

HET VPNC BE LA VMM Z &L T IPSec SA?

Peer ID

00:0b:86:9a:d5:d7



(demo-mm) [mm] (config) #show crypto ipsec sa

IPSEC SA (V2) Active Session Information

Initiator IP Responder IP SPI(IN/OUT) Flags Start Time Inner IP Ipsec-map

172.16.220.200 10.1.101.10 253fef00/746b2600 UT2 Feb 416:16:24 - default-local-ma
ster-ipsecmap-00:0b:86:9a:d5:d7

Flags: T = Tunnel Mode; E = Transport Mode; U = UDP Encap
L = L2TP Tunnel; N = Nortel Client; C = Client; 2 = IKEv2

| = uplink load-balance

Total IPSEC SAs: 1

BERAITRKE VPNC ERBEENT A8E T /mdivpne

IR XBERNBEREFIE VMM B /md TEIETF 7R TRESRE , 25800 :



/md/branch Group ( BF1=% Branch-MD i&# )

/md/vpnc Group ( F{=8 VPNC 8% )

(demo-mm) [mm] (config) #show switches

All Switches

IP Address  IPv6 Address Name Location Type Model Version Status Configuration State  Config Sync Time (sec) Config ID
10.1.101.10  None demo-mm Building1.floor1 master ArubaMM-VA 8.7.1.1 78245 up  UPDATE SUCCESSFUL 0 2
172.16.220.200 None demo-vpnc Building1.floor1T MD  Aruba7010 8.7.1.1 78245 up  UNK(00:0b:86:9a:d5:d7) N/A N/A

Total Switches:2
(demo-mm) [mm] (config) #configuration device 00:0b:86:9a:d5:d7 device-model A7010 /md/vpnc

(demo-mm) [mm] (config) #show configuration node-hierarchy

Default-node is not configured. Autopark is disabled.

Configuration node hierarchy



Config Node Type Name

/ System
/md System
/md/branch Group
/md/vpnc Group

/md/vpnc/00:0b:86:9a:d5:d7 Device demo-vpnc
/mm System

/mm/mynode System

Step4----Branch-MD HJ#J464k, FHEFE MD ¥R, FEREEIT VPNC RKiEE VMM,

A3 EEH Branch-MD >k H GE 0/0/0 H1 Bk, JFRH Trunk =X, Controller VLAN ID=102(¥]4:1k
I Y 4E Uplink VLAN ID), Native VLAN ID =1




BFTHFA AL full-setup 1R , HAZIREAS.
Auto-provisioning is in progress. It requires DHCP and Activate servers
Choose one of the following options to override or debug auto-provisioning...
‘enable-debug’  : Enable auto-provisioning debug logs
'disable-debug’ : Disable auto-provisioning debug logs
'mini-setup’ : Start mini setup dialog. Provides minimal customization and requires DHCP server
'full-setup’ : Start full setup dialog. Provides full customization
'static-activate' : Provides customization for static or PPPOE ip assignment. Uses activate for master information
Enter Option (partial string is acceptable): full-setup

Are you sure that you want to stop auto-provisioning and start full setup dialog? (yes/no): yes



% Welcome to the Arub tup dlﬂlng "

rl-I> Help
rl-E> Line end
[ lrfe to end Df line

name [ArubaMC-VA_96
1dﬂlnne|md) [md
' = ket commection Cipudlipub) [ipudl:
» ACP IP addr : 10.1.101.10
[MH]:

concentrator for manacned _denice to _reach Master switch (ueslonl) _Inol: no

itch via VPN concentrat (yes Ino) wl: yes

or FODN: 172 D (

VU you want Lo cnable L3 T L 4 Lgesinug) Linol. no
‘nter lelnP Ulan ID [11]
« port [GE 0~
port mod - trunk) [acce ¢ trunk
ULAN ID [1]
Ulan IP a 1I|1II"'II"1t1 m“t]lnd ldhr|||" tatic |pppoe)
d Ulan Stat ! b.C : 10 1.1

quII gdeUdu [no :
Il‘ .ld wonel: 114. .
figure IPVU6 address on wvlan
mfigure dynamic port-channel
'nt&r Cnuntrg code 0-3166), rl-1> for
have chosen Fuunlrg code CN for China (
+ the © oller I¢ Time zone [Amer
UTC [01:30:591]:




Enter Time in UTC [01:30:591:

Enter Date (MM-DD-YYYY) [1-1-2012]1: Z-4-2021

Do you want to create admin account (yeslIno) [yesl: yes
Enter Password for admin login (up to 32 chars): seooooees
Re-type Password for admin login: seesooooes

urrent choices are:

System mame: branch-umcl

Switch Role: md

IP type to terminate IPSec tumnel or secured websocket commection: iput

aster switch IP address or FODN: 10.1.101.10

Is this UPN concentrator: no

ommect via UPN concentrator: yes

PN concentrator IP address: 172.16.220.200

PN concentrator MAC address: 00:0B:86:9A:D5:D7

lan id for uplink interface: 102
port: GE 0-0-0
port mode: trunk
ULAN id: 1
Ulan IP assignment method: static
Ulan static IP Address: 10.1.102.51
Ulan static IP net-mask: 235.255.255.0
Ulan IP default gateway: 10.1.102.254
Name Server to resoluve FOQDN: 114.114.114.114
to configure ULAN interface IPU6 address: no

ountry code: cn

IANA Time Zone: Asiar-Shanghai

fidnin account created: yes

ote: These settings require MAC-Based-PSK configuration om UPN concentrator

If you accept the changes the switch will restart?
Type <ctrl-P> to go back and change answer for any questiom
Do you wish to accept the changes (yesino)

BiEHA yes, EJF Branch MD.

ENILE I S, SRR P EER & VPNC, TR Z#% & Redundancy VPN concentrator
MAC address #& 7 %] VPNC-2.




& Branch-MD £ 5385, BEBEHILFE Management MAC Address, AT i Branch-MD 1 VPNC Z [ H, X4
Branch-MD B] Management MAC Address Hilb 2R EK, S7EJELEH VPNC LK vpn-peer peer-mac #ré& 2,

(branch-vmc1) #show interface mgmt
mgmt is administratively down line protocol is down

Hardware is Ethernet, address is 00:0C:29:96:81:A9

(branch-vmc1) #show inventory

Mgmt Port HW MAC Addr :00:0C:29:96:81:A9
HW MAC Addr : 00:0C:29:96:81:B3
Product key# : MC39681A9

Activate license : Not Applicable

Active device type : MC-VA-10

( BFARERBRRE VMC |, 1IXMEER Branch-MD B Management MAC Address )

(BT VMC EETREER )

&34 VMC , 1XEBfY Mgmt Port HW MAC Addr iR HW MAC Addr iR —EAY | FHNZEEE Mgmt
Port HW MAC Addr ( 352 Branch-MD By Management MAC Address )
WNRREGAEPFERIEMRAH2EE) Branch-MD 12§88 | 1I52EAF M VPNC FA93KEX Management MAC

Address Y75\ , 7552 —HHY.




Step5----7E VMM L] VPNC & AT, ECE Branch-MD FJH 4 H

(demo-mm) [mynode] #show configuration node-hierarchy
Default-node is not configured. Autopark is disabled.

Configuration node hierarchy

Config Node Type Name
/ System

/md System
/md/branch Group
/md/vpnc Group

/md/vpnc/00:0b:86:9a:d5:d7 Device demo-vpnc
/mm System
/mm/mynode System

(demo-mm) [mynode] #cd demo-vpnc (TEVMM Lt , #AE| VPNCHIIRET T )



(demo-mm) [00:0b:86:9a:d5:d7] #configure terminal

Enter Configuration commands, one per line. End with CNTL/Z

(demo-mm) [00:0b:86:9a:d5:d7] (config) #vpn-peer peer-mac 00:0C:29:96:81:A9 pre-share-key aruba123  ( 7£ VPNC EEZE Branch-MD fYH&ZE )
(demo-mm) A[00:0b:86:9a:d5:d7] (config) #end

(demo-mm) A[00:0b:86:9a:d5:d7] #write me

Saving Configuration...

Configuration Saved.

(demo-mm) [mm] #show switches

All Switches

IP Address  IPv6 Address Name Location Type Model Version Status Configuration State  Config Sync Time (sec) Config ID
10.1.101.10  None demo-mm  Building1.floor1 master ArubaMM-VA 8.7.1.1 78245 up  UPDATE SUCCESSFUL 0 3
172.16.220.200 None demo-vpnc Building1.floort MD  Aruba7010 8.7.1.1 78245 up  UPDATE SUCCESSFUL 8 3
10.1.102.51  None branch-vmc1 Building1.floor1 MD  ArubaMC-VA 8.7.1.1 78245 up  UNK(00:0c:29:96:81:b3) N/A N/A

Total Switches:3



ItehS , ELALE VMM EEF T# £4A) Branch-MD 7

BEZEM Branch-MD #2488 |, iB1Ei% VPNC LIEINEEE S Branch-MD (IEEE | 4D
vpn-peer peer-mac 00:0C:29:96:81:A6 pre-share-key aruba123
vpn-peer peer-mac 00:0C:29:96:81:A7 pre-share-key aruba123

Step6----7£ VMM _L{Z5E Branch-MD Z|$8 T R RE T

BT VMM _E REZFRI VPNC E4Z 8, TEFEHM Branch-MD HIH 48 ((WFEELE VPNC BN Branch-MD BIEH4%#) . K
N VMM HERT VPNC 83— IPSec &, @i Z%BE R PR3 VPNC Ml Branch-MD.

THEEZZE VMM EE BRI VPNC AL BT E.



(demo-mm) [mm] #show configuration committed
crvpto-local isakmp dod idle-timeout 22 retrv-timeout 2 retry-attempts 3
local-peer-mac 00:0b:86:9a:d5:d/ ipsec *##®¥*=%
vpdn group |ZTp
ppp authentication PAP

ssh mgmt-auth public-key

firewall
session-tunnel-fib
amsdu
optimize-dad-frames

session-idle-timeout 16

stall-crash

attack-rate grat-arp 50 drop
cp-bandwidth-contract trusted-ucast 98304
cp-bandwidth-contract trusted-mcast 1953
cp-bandwidth-contract untrusted-ucast 9765
cp-bandwidth-contract untrusted-mcast 1953
cp-bandwidth-contract route 9
cp-bandwidth-contract sessmirrs
cp-bandwidth-contract vrrp 512
cp-bandwidth-contract auth 976
cp-bandwidth-contract arp-traffic 976
cp-bandwidth-contract 12-other 976

--More-- (q) quit (u) geup (/) search (n) repeat

R:WIN] 2%/ Branch-MD F31{EFERHE K /md/branch ¥ HEEET .

£ VMC , BisSERIEENTRIEET  REFER MAC itthbE HW MAC Addr ik,
(branch-vmc1) #show inventory

Mgmt Port HW MAC Addr : 00:0C:29:96:81:A9

HW MAC Addr : 00:0C:29:96:81:B3 ( FBF VMC EETHRKREZ)
Product key# : MC39681A9

Activate license : Not Applicable

Active device type : MC-VA-10




(demo-mm) [mm] (config) #configuration device 00:0c:29:96:81:b3 device-model mc-va

(demo-mm) [mm] (config) #show configuration node-hierarchy
Default-node is not configured. Autopark is disabled.

Configuration node hierarchy

Config Node Type Name
/ System

/md System
/md/branch Group

/md/branch/00:0c:29:96:81:b3 Device branch-vmc1
/md/vpnc Group
/md/vpnc/00:0b:86:9a:d5:d7 Device demo-vpnc
/mm System

/mm/mynode System

/md/branch



(demo-mm) [mm] (config) #show switches

All Switches

IP Address  IPv6 Address Name Location Type Model Version Status Configuration State Config Sync Time (sec) Config ID
10.1.101.10  None demo-mm  Building1.floor1 master ArubaMM-VA 8.7.1.1 78245 up  UPDATE SUCCESSFUL 0 3
172.16.220.200 None demo-vpnc Building1.floort MD  Aruba7010 8.7.1.1 78245 up  UPDATE SUCCESSFUL 8 3
10.1.102.51  None branch-vmc1 Building1.floor1 MD  ArubaMC-VA 8.7.1.1 78245 up UPDATE SUCCESSFUL 10 3

Total Switches:3
ZEiit , I8 VMM , VPNC 1 Branch-MD #2£& L4 , ARG SR AL ESR VMM |, 5% VPNC BIEXIRE.

XTFHEAth D HIRFRIECE | 1BES Branch-MD I EEPREDAT |, RRMBFTEZEAE VPNC EIBINMERAY Branch-MD (IE&EA,

Step7----§§“£—.“‘5@%’[ﬁ?§



BHE VMM LF—43] Branch-MD KB HIExR, T8k VPNC B IPSec B¥iE.
FF —1 3] VPNC FEgHids, T Bkt 2% M VPNC ) IPSec f&iE .

(demo-mm) [mm] (config) #show ip route
Codes: C - connected, O - OSPF, R - RIP, S - static, B - Bgw peer uplink
M - mgmt, U - route usable, * - candidate default, V - RAPNG VPN/Branch
| - Ike-overlay, N - not redistributed
Gateway of last resort is Imported from DHCP to network 0.0.0.0 at cost 10
Gateway of last resort is Imported from CELL to network 0.0.0.0 at cost 10
Gateway of last resort is Imported from PPPOE to network 0.0.0.0 at cost 10
Gateway of last resort is 10.1.101.254 to network 0.0.0.0 at cost 1
S* 0.0.0.0/0 [0/1] via 10.1.101.254*
S 10.1.102.51/32 [0/20] ipsec map default-local-master-ipsecmap-00:0b:86:9a:d5:d7
C 10.1.101.0/24 is directly connected, VLAN101

C 172.16.220.200/32 is an ipsec map default-local-master-ipsecmap-00:0b:86:9a:d5:d7



#E Branch-MD EE—ANF] VMM KB HiE®, T—Bk#B M VPNC B IPSec B&iE .
FF —1 3] VPNC FEgHids, T Bkt 2% M VPNC ) IPSec f&iE .

(branch-vmc1) #show ip route
Codes: C - connected, O - OSPF, R - RIP, S - static, B - Bgw peer uplink
M - mgmt, U - route usable, * - candidate default, V - RAPNG VPN/Branch
| - Ike-overlay, N - not redistributed
Gateway of last resort is Imported from DHCP to network 0.0.0.0 at cost 10
Gateway of last resort is Imported from CELL to network 0.0.0.0 at cost 10
Gateway of last resort is Imported from PPPOE to network 0.0.0.0 at cost 10
Gateway of last resort is 10.1.102.254 to network 0.0.0.0 at cost 1
S* 0.0.0.0/0 [0/1] via 10.1.102.254*
I 10.1.101.10/32 [0/256] ipsec map management-vpnc
C 10.1.102.0/24 is directly connected, VLAN102

C 172.16.220.200/32 is an ipsec map management-vpnc



7£ Branch-MD 43513 ping VMM HT VPNC, #Bei% IE 3 @ .

(branch-vmc1) #ping 10.1.101.10
Press 'q' to abort.

Sending 5, 92-byte ICMP Echos to 10.1.101.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3.677/4.1286/4.786 ms

(branch-vmc1) #ping 172.16.220.200
Press 'q' to abort.

Sending 5, 92-byte ICMP Echos to 172.16.220.200, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 2.062/2.4982/2.743 ms

1E Branch-MD E&F ISAKMP F1 IPSec SA, WREHIER, F VPNC &7 IPSec Bl .

(branch-vmc1) #show crypto isakmp sa



ISAKMP SA Active Session Information

Initiator IP Responder IP Flags Start Time Private IP
10.1.102.51 172.16.220.200 i-v2-p Feb 410:20:.07 -
Flags: i = Initiator; r = Responder

m = Main Mode; a = Agressive Mode; v2 = IKEv2

p = Pre-shared key; ¢ = Certificate/RSA Signature; e = ECDSA Signature

x = XAuth Enabled; y = Mode-Config Enabled; E = EAP Enabled

3 = 3rd party AP; C = Campus AP; R = RAP; Ru = Custom Certificate RAP; | = IAP

V = VIA; S = VIA over TCP; | = uplink load-balance

Total ISAKMP SAs: 1

(branch-vmc1) #show crypto ipsec sa

00:0b:86:9a:d5:d7



IPSEC SA (V2) Active Session Information

Initiator IP Responder IP SPI(IN/OUT) Flags Start Time Inner IP Ipsec-map

10.1.102.51 172.16.220.200 f1885600/6fd3ff00 UT2 Feb 4 10:20:06 - management-vpnc

Flags: T = Tunnel Mode; E = Transport Mode; U = UDP Encap
L = L2TP Tunnel; N = Nortel Client; C = Client; 2 = IKEv2

| = uplink load-balance

Total IPSEC SAs: 1

(branch-vmc1) #show crypto map
Crypto Map "management-vpnc" 9999 ipsec-isakmp
Crypto Map Template"management-vpnc" 9999

IKE Version: 2

IKEv2 Policy: 10014



Security association lifetime seconds : [300 -86400]
Security association lifetime kilobytes: N/A

PFS (Y/N): N

Transform sets={ default-3rd-ikev2-transform }
Peer gateway: 172.16.220.200

Monitor IP: 0.0.0.0

Peer MAC: "00:0B:86:9A:D5:D7"

Interface: VLAN 102

Source network: 10.1.102.51/255.255.255.255
Destination network: 172.16.220.200/255.255.255.255
Pre-Connect (Y/N): Y

Client NAT mode (Y/N): N

Tunnel Trusted (Y/N): Y

Forced NAT-T (Y/N): Y

Uplink Failover (Y/N): N

Force-Tunnel-Mode (Y/N): N

Uplink LoadBalance (Y/N): N



IP Compression (Y/N): Y
DPD counters req_initd:1 req_resent:0 reply recvd:1 peer_dead:0
DPD counters req_recvd:0 reply sent:0
XCHG counters peer dead:0
CFG_SET Initiate Sent/Retry-NoACK/Retry-NoVLAN/Ack-Recvd= 0/0/0/0
CFG_SET Responder Recvd/Ack-sent= 0/0
Tunnel status IPSEC: UP IKE: UP
Crypto Map "GLOBAL-IKEV2-MAP" 10000 ipsec-isakmp
Crypto Map Template"default-rap-ipsecmap” 10001
IKE Version: 2
IKEv2 Policy: DEFAULT
Security association lifetime seconds : [300 -86400]
Security association lifetime kilobytes: N/A
PFS (Y/N): N
Transform sets={ default-gcm?256, default-gcm128, default-rap-transform }
Crypto Map "GLOBAL-MAP" 10000 ipsec-isakmp

Crypto Map Template"default-dynamicmap" 10000



IKE Version: 1

IKEv1 Policy: All

Security association lifetime seconds : [300 -86400]
Security association lifetime kilobytes: N/A

PFS (Y/N): N

Transform sets={ default-transform, default-aes }

7F Branch-MD _k show switches, R&EEREIERI .

(branch-vmc1) #show switches

All Switches

IP Address IPv6 Address Name Location Type Model Version Status Configuration State Config Sync Time (sec) Config ID



10.1.102.51 None branch-vmc1 Building1.floor1 MD ArubaMC-VA 8.7.1.1 78245 up  UPDATE SUCCESSFUL 10

Total Switches:1

#E VPNC EE—/ 8 VMM KB Bigx, T—Bk3ER VMM K IPSec f#iE.
EFf A — 2] Branch-MD BB e, F—BtRFEH Branch-MD [ IPSec F#iE.

(demo-vpnc) [MDC] #show ip route
Codes: C - connected, O - OSPF, R - RIP, S - static, B - Bgw peer uplink
M - mgmt, U - route usable, * - candidate default, V - RAPNG VPN/Branch
| - Ike-overlay, N - not redistributed
Gateway of last resort is Imported from DHCP to network 0.0.0.0 at cost 10
Gateway of last resort is Imported from CELL to network 0.0.0.0 at cost 10
Gateway of last resort is Imported from PPPOE to network 0.0.0.0 at cost 10

Gateway of last resort is 172.16.220.254 to network 0.0.0.0 at cost 1



S* 0.0.0.0/0 [0/1] via 172.16.220.254*
C 172.16.220.128/25 is directly connected, VLAN23
C 10.1.101.10/32 is an ipsec map default-local-master-ipsecmap (B VMM B9EHLEEHR )

C 10.1.102.51/32 is an ipsec map  default-vpnip-master-ipsecmap-00:0c:29:96:81:a9 ( & Branch-MD BYFEHEEH )

£ VPNC E&BE ISAKMP F1 IPSec SA, WREZEIER, 4-HIA VMM 1 Branch-MD 3L 7 IPSec il .

(demo-vpnc) [MDC] # show crypto map

Crypto Map "default-vpnip-master-ipsecmap-00:0c:29:96:81:a9" 9999 ipsec-isakmp ( E) Branch-MD B IPSec & )
Crypto Map Template"default-vpnip-master-ipsecmap-00:0c:29:96:81:a9" 9999

IKE Version: 2

IKEv2 Policy: 10014

Security association lifetime seconds : [300 -86400]

Security association lifetime kilobytes: N/A



PFS (Y/N): N

Transform sets={ default-3rd-ikev2-transform }
Peer gateway: 0.0.0.0/:

Monitor IP: 0.0.0.0

Peer MAC: "00:0¢:29:96:81:a9"

Interface: VLAN 0

Source network: 172.16.220.200/255.255.255.255
Destination network: 10.1.102.51/255.255.255.255
Pre-Connect (Y/N): N

Client NAT mode (Y/N): N

Tunnel Trusted (Y/N): Y

Forced NAT-T (Y/N): Y

Uplink Failover (Y/N): N

Force-Tunnel-Mode (Y/N): N

Uplink LoadBalance (Y/N): N

IP Compression (Y/N): Y

DPD counters req_initd:0 req_resent:0 reply recvd:0 peer _dead:0



DPD counters req_recvd:1 reply_sent:1

XCHG counters peer dead:0

CFG_SET Initiate Sent/Retry-NoACK/Retry-NoVLAN/Ack-Recvd= 0/0/0/0

CFG_SET Responder Recvd/Ack-sent= 0/0

Tunnel status IPSEC: UP IKE: UP
Crypto Map "default-local-master-ipsecmap" 9999 ipsec-isakmp (E) VMM B9 IPSec [#E )
Crypto Map Template"default-local-master-ipsecmap" 9999

IKE Version: 2

IKEv2 Policy: 10014

Security association lifetime seconds : [300 -86400]

Security association lifetime kilobytes: N/A

PFS (Y/N): N

Transform sets={ default-3rd-ikev2-transform }

Peer gateway: 10.1.101.10

Monitor IP: 0.0.0.0

Peer MAC: "00:0C:29:37:E5:44"

Interface: VLAN 23



Source network: 172.16.220.200/255.255.255.255

Destination network: 10.1.101.10/255.255.255.255

Pre-Connect (Y/N): Y

Client NAT mode (Y/N): N

Tunnel Trusted (Y/N): Y

Forced NAT-T (Y/N): Y

Uplink Failover (Y/N): N

Force-Tunnel-Mode (Y/N): N

Uplink LoadBalance (Y/N): N

I[P Compression (Y/N): N

DPD counters req_initd:1 req_resent:0 reply recvd:1 peer dead:0
DPD counters req_recvd:0 reply sent:0

XCHG counters peer dead:0

CFG_SET Initiate Sent/Retry-NoACK/Retry-NoVLAN/Ack-Recvd= 0/0/0/0
CFG_SET Responder Recvd/Ack-sent= 0/0

Tunnel status IPSEC: UP IKE: UP

Crypto Map "GLOBAL-IKEV2-MAP" 10000 ipsec-isakmp



Crypto Map Template"default-rap-ipsecmap” 10001
IKE Version: 2
IKEv2 Policy: DEFAULT
Security association lifetime seconds : [300 -86400]
Security association lifetime kilobytes: N/A
PFS (Y/N): N
Transform sets={ default-gcm?256, default-gcm128, default-rap-transform }
Crypto Map "GLOBAL-MAP" 10000 ipsec-isakmp
Crypto Map Template"default-dynamicmap" 10000
IKE Version: 1
IKEv1 Policy: All
Security association lifetime seconds : [300 -86400]
Security association lifetime kilobytes: N/A
PFS (Y/N): N

Transform sets={ default-transform, default-aes }

(demo-vpnc) [MDC] #show crypto isakmp sa



ISAKMP SA Active Session Information

Initiator IP Responder IP Flags Start Time Private IP
172.16.220.200 10.1.101.10 i-v2-p Feb 416:01:17 -
10.1.102.51 172.16.220.200 r-v2-p Feb 417:24:18 -
Flags: i = Initiator; r = Responder

m = Main Mode; a = Agressive Mode; v2 = IKEv2

p = Pre-shared key; ¢ = Certificate/RSA Signature; e = ECDSA Signature

x = XAuth Enabled; y = Mode-Config Enabled; E = EAP Enabled

3 = 3rd party AP; C = Campus AP; R = RAP; Ru = Custom Certificate RAP; | = IAP

V = VIA; S = VIA over TCP; | = uplink load-balance

Total ISAKMP SAs: 2

00:0c:29:37:e5:44

00:0¢:29:96:81:a9



(demo-vpnc) [MDC] #show crypto ipsec sa

IPSEC SA (V2) Active Session Information

10.1.102.51 172.16.220.200
ster-ipsecmap-00:0c:29:96:81:a9

172.16.220.200 10.1.101.10

ster-ipsecmap

SPI(IN/OUT)

6fd3ff00/f1885600 UT2 Feb 4 17:24:17

27c54700/eaef9300 UT2 Feb 4 17:56:18

Flags: T = Tunnel Mode; E = Transport Mode; U = UDP Encap

L = L2TP Tunnel; N = Nortel Client; C = Client; 2 = IKEv2

| = uplink load-balance

Total IPSEC SAs: 2

Flags Start Time Inner IP

Ipsec-map

default-vpnip-ma

default-local-ma



2)  VPNC F1 Branch-MD EZ XA H MK mp ER T REC B, HHELRIMEREZ
VMM KI$8 BT R BE42 /md/campus T, FEXMELR T, VMM LiZanfe e ?
AR —E MD 23 VPNC A2 4-% E47E VMM &S 1T Branch-MD,
el EHr4E W 2] VPNC B ?



REHFAZE LN EBENCTHK VMM, VPNC f Branch-MD EFr#E —BHIEL A FABRTT AR E S, ST,
B BT KR AR Z AN ARG mS CRA pskwithmac INEFR) E—HE, 2IEHHEHEER VMM, VPNC i
Branch-MD ECE, EAMBKEEIZETAR VMM, VPNC f Branch-MD #5258 7 BKHIEL R SERE, B#HEEE
pskwithip INIEREE MD 730 E&R T (EIFFE K MD FEEIRR VMM, il VMM Z A H#ER LT IPSec i, HEAREHR
H—§& MDA VPNC fifs) , HBEET —FEwGsm S, FEE#HRE VPNC FCRIEE, HATE MD B&58 T ¥t
RS, RGWIEETET, ANEFREEMEHCLKEEMSERT, ARAHREZHEMN, EFARLTEESE S RE&HHE
|’E, ZWRRE?

1) BREFMHIKEE, BITCMAIE VMM # VPNC (B WRFIH MD ¥k VPNC Af2) HECERE, NATBER G A FRY]
Ak VMM F1 VPNC B 2

2) ¥F43Z Branch-MD KIRCERE, BITASRETHH LLRENFRNER, REWUAWER —REEE—BYIIRLTE?

EEPREERT, /REE VMM EEF 2 & MD £, 3FH VMM &4 RIS RRERIHE MD, BIfEER % IPSec &iE, i
RS E MD REEERT VMM F£1, HH VMM FEEET localip REBMTHEE MD FIH4 .

EAEN T A MD Witk EREIBAEIT, RERIHERRE VPNC KIHKRAR.



Welcone to the ArubaMC-UA setup dialog s
This dialog will help you to set the basic configuration for the switch.
These settings, except for the Country Code, can later be changed from the
ommand Line Interface or Graphical User Interface.

onmands : <Enter> Submit input or use [default valuel, <ctrl-I> Help
<ctrl-B> Back, <ctrl-F> Forward, <ctrl-fi> Line begin, <ctrl-E> Line end
Kctrl-D> Delete, <BackSpace> Delete back, <ctrl-K> Delete to end of line
<ctrl-P> Previous question <ctrl-X> Restart begimming <ctrl-R> Reload box

System name [ArubaMC-Un_S6_81 B31: branch-umcl
Suitch Role (standalomeimd) [mdl:
IP type to terminate IPSec tunnel or secured websocket commection Cipudlipub) [ipudl:
Master switch IP address-FOQDN or ACP IP address-FODN: 10.1.101.10
Master switch Tupe? (MMIACP) [MMI1:
s this a UFN concentrator for managed device to reach Master switch (yesino) [nol:
'his device commects to Master switch via UPN concentrator (yesino) [nol:
s Master switch Virtuwal Mobility Master? (yeslno) [yesl:
laster switch Authentication method (PSKuithIPIPSKuithMAC) [PSKwithIP1:
nter IPSec Pre-shared Rey: ssesceooos
ie—enter IPSec Pre-shared Keu: ssesesoseses
0 you want to enable L3 Redundancy (yesino) [nol:
Uplink VUlan ID [11: 102
Uplink port [GE 0-0-01:
Uplink port mode (accessltrunk) [access]l: trunk
Native ULAN ID [11:
Uplink Ulan IP assignment method (dhcplstaticlpppoe) [staticl:
Uplink Vlan Static IFP address [172.16.0.254]1: 10.1.102.51
Uplink Vlan Static IP netmask [255.255.255.01:
IP default gateway [nomel: 10.1.102.254
DNS IF address [nonel: 114.114.114.114




Re—type Password for admin login: seseesssses
urrent choices are:

System name: branch-umcil

Suwitch Role: md

IP type to terminate IPSec tumnel or secured websocket commection:

aster syitch IP address or FOQDN: 10.1.101.10

Is this UPN concentrator: wno

ommect via UPN concentrator: no

IPSec authentication method: PSKwithIP

lan id for uwplink interface: 102

port: GE 0-0-0
port mode: trunk
ULAN id: 1
Ulan IP assignment method: static
Ulan static IP Address: 10.1.102.51
Ulan static IP net-mask: 255.255.255.0
Ulan IP default gateway: 10.1.102.254
Mame 3Server to resolue FODN: 114 .114.114.114
to configure ULAN interface IPUG address: no

ountry code: cn

IANA Time Zonme: AsiasShanghai

Admin account created: yes

ote: Theze settings require IP-Bazed-PSK configuration on Master switch

If you accept the changesz the switch will restartt
Type <ctrl-P> to go back and change ansuwer for any guestion
Do you wish to accept the changes (yeslInolyes

£ VMM L, TTPLERIFTA MD #C2EE IR M REEZE Imd/campus (61D F, B4 MD #2038 T IPSec FREZR
VMM, FB4 2 & MD B47E VMM LR T 2 % IPSec il



(demo-mm) [mm] (config) #show configuration node-hierarchy
Default-node is not configured. Autopark is disabled.

Configuration node hierarchy

Config Node Type Name
/ System

/md System
/md/branch Group
/md/campus Group

/md/campus/00:0b:86:9a:d5:d7 Device demo-vpnc

/md/campus/00:0c:29:96:81:b3  Device branch-vmc1

/md/vpnc Group
/mm System
/mm/mynode System

(demo-mm) [mm] (config) #show configuration committed



crypto-local isakmp dpd idle-timeout 22 retry-timeout 2 retry-attempts 3
localip 172.16.220.200 ipsec ******

localip 10.1.102.57 ipsec ******

vpdn group 12tp

ppp authentication PAP

(demo-mm) [mm] (config) #show switches

All Switches

IP Address  IPv6 Address Name Location Type Model Version Status Configuration State Config Sync Time (sec) Config ID
10.1.101.10  None demo-mm  Building1.floor1 master ArubaMM-VA 8.7.1.1 78245 up  UPDATE SUCCESSFUL 0 4
172.16.220.200 None demo-vpnc Building1.floor1 MD  Aruba7010 8.7.1.1 78245 up  UPDATE SUCCESSFUL 10 4
10.1.102.51 None branch-vmc1 Building1.floor1 MD  ArubaMC-VA 8.7.1.1 78245 up  UPDATE SUCCESSFUL 10 4

Total Switches:3



(demo-mm) [mm] (config) #show crypto isakmp sa

ISAKMP SA Active Session Information

Initiator IP Responder IP Flags Start Time Private IP
172.16.220.200 10.1.101.10 r-v2-p Feb 5152712 -
10.1.102.51 10.1.101.10 r-v2-p Feb 515:49:49 -
Flags: i = Initiator; r = Responder

m = Main Mode; a = Agressive Mode; v2 = IKEv2

p = Pre-shared key; ¢ = Certificate/RSA Signature; e = ECDSA Signature

x = XAuth Enabled; y = Mode-Config Enabled; E = EAP Enabled

3 = 3rd party AP; C = Campus AP; R = RAP; Ru = Custom Certificate RAP; | = IAP
V = VIA; S = VIA over TCP; | = uplink load-balance

Total ISAKMP SAs: 2

Peer ID

IPV4_ADDR:172.16.220.200

IPV4_ADDR:10.1.102.51



(demo-mm) [mm] (config) #show crypto ipsec sa

IPSEC SA (V2) Active Session Information

Initiator IP Responder IP
10.1.102.51 10.1.101.10
er-ipsecmap10.1.102.51

172.16.220.200 10.1.101.10

ster-ipsecmap172.16.220.200

SPI(IN/OUT) Flags Start Time Inner IP

9fd9a600/b1360500 UT2 Feb 5 15:49:50

3a049f00/b550ef00 UT2 Feb 5 15:27:12

Flags: T = Tunnel Mode; E = Transport Mode; U = UDP Encap

L = L2TP Tunnel; N = Nortel Client; C = Client; 2 = IKEv2

| = uplink load-balance

Total IPSEC SAs: 2

Ipsec-map

default-local-mast

default-local-ma



METHR, 4WELELN MD, BRATEEFAEKEENT.
Step1----fE VPNC(&F & F ) Hostname=demo-vpnc)f& i ss b kT & iR %

£ VMM =88 £, FAEIRET R /md/campus/00:0b:86:9a:d5:d7 ( FHfiI&#kiXE MD {EA VPNC B8 ) |, tB#i2E demo-vpne TEE :
(demo-mm) [mm] #show configuration node-hierarchy
Default-node is not configured. Autopark is disabled.

Configuration node hierarchy

Config Node Type Name
/ System

/md System
/md/campus Group

/md/campus/00:0b:86:9a:d5:d7 Device demo-vpnc
/md/campus/00:0c:29:96:81:b3 Device branch-vmc1
/mm System

/mm/mynode System



(demo-mm) [mm] #cd demo-vpnc ( HAZF hostname=demo-vpnc FNIEETA T )

(demo-mm) [00:0b:86:9a:d5:d7] #configure terminal

Enter Configuration commands, one per line. End with CNTL/Z

(demo-mm) [00:0b:86:9a:d5:d7] (config) #vpn-peer peer-mac 00:0C:29:96:81:A9 pre-share-key aruba123 (£ VPNC tEZE Branch-MD fIE&ZE )
(demo-mm) ~[00:0b:86:9a:d5:d7] (config) #write me

Saving Configuration...

Configuration Saved.

NERFES Branch-MD RIAIR | FAIESHAN AR CLIBIAT , 5140
p vpn-peer peer-mac 00:0C:29:96:81:A8 pre-share-key aruba123
TR

vpn-peer peer-mac 00:0C:29:96:81:A7 pre-share-key aruba123
vpn-peer peer-mac 00:0C:29:96:81:A6 pre-share-key aruba123

Step2----#& Branch-MD (¥ Hostname=branch-vmc1) |38 347 i B %

£ VMM #4128 F | HNFRRE T = /md/campus/00:0¢:29:96:81:b3 ( FAIJ&FMLXE MD {E/g Branch-MD &t ) , tE#i2 branch-vmcl TEE :
(demo-mm) [mynode] (config) #show configuration node-hierarchy

Default-node is not configured. Autopark is disabled.



Configuration node hierarchy

Config Node Type Name
/ System

/md System
/md/campus Group

/md/campus/00:0b:86:9a:d5:d7 Device demo-vpnc

/md/campus/00:0c:29:96:81:b3 Device branch-vmc1

/mm System

/mm/mynode System

(demo-mm) [mynode] (config) #cd branch-vmc1

(demo-mm) [00:0c:29:96:81:b3] (config) #masterip 10.1.101.10 vpn-ip 172.16.220.200 ipsec aruba123 peer-id 00:0B:86:9A:D5:D7 interface vlan 102

Change in the masterip configuration requires device to reload. Make sure the modified configuration ensures connectivity to the Master. Do you wan

t to continue [y/n]: y
(demo-mm) A[00:0c:29:96:81:b3] (config) #write me

Saving Configuration...



Configuration Saved.

E3IPE VPNC B9i5R |, BAMPSAGERA LIRN—S CLI, Fign

masterip 10.1.101.10 vpn-ip 172.16.220.200 ipsec ****** peer-id 00:0B:86:9A:D5:D7 sec-peer-id
00:0B:86:9A:D5:D8 interface vlan 102

IXEEAY 172.16.220.200 [iZigit/s W& VPNC B9 VRRP VIP itk , SZF peer-id 59 MAC itlitfgR=E VPNC-
1, sec-peer-id [5G MAC tiHEME VPNC-2 |, ItHMERRY MAC HEsit#4759 VPNC B9 Management MAC
Address ittt , FERTiZ CLI BB BfE2S3) Branch-MD =438 EEEE—IRAREERL.

==
=

Step3----#£ VMM(&FREE H ) Hostname=demo-mm)##i 58 F3HTh0 B iR%

£ Branch-MD EFidi8H , HIJFERIRAE Branch-MD ESIERT , 5k FERJERE :

(demo-mm) [mm] (config) #show localip ( BEE SR VMM =538 EFERA localip BB E |, 23lEMEE MD =68 )
Local Switches configured by Local Switch IP

172.16.220.200 ko

10.1.102.51 Fkkkokkokok



(demo-mm) [mm] (config) #show ip route  (&EE VMM =58 FFERKIKHEICR |, 25iERAKE MD =188 )
Codes: C - connected, O - OSPF, R - RIP, S - static, B - Bgw peer uplink
M - mgmt, U - route usable, * - candidate default, V - RAPNG VPN/Branch

| - Ike-overlay, N - not redistributed

Gateway of last resort is Imported from DHCP to network 0.0.0.0 at cost 10
Gateway of last resort is Imported from CELL to network 0.0.0.0 at cost 10

Gateway of last resort is Imported from PPPOE to network 0.0.0.0 at cost 10
Gateway of last resort is 10.1.101.254 to network 0.0.0.0 at cost 1

S* 0.0.0.0/0 [0/1] via 10.1.101.254*

C 10.1.101.0/24 is directly connected, VLAN101

C 10.1.102.51/32 is an ipsec map default-local-master-ipsecmap10.1.102.51

C 172.16.220.200/32 is an ipsec map  default-local-master-ipsecmap172.16.220.200

(demo-mm) [mm] (config) #no localip 10.1.102.51 (EAIE5cMik: AeEHEESN Branch-MD IB& 8 )



(demo-mm) A[mm] (config) #write me
Saving Configuration...
Configuration Saved.
(demo-mm) [mm] (config) #show ip route (BEEHIER  RREITE AEiE 8 VPNC HIEEH )
Codes: C - connected, O - OSPF, R - RIP, S - static, B - Bgw peer uplink
M - mgmt, U - route usable, * - candidate default, V - RAPNG VPN/Branch

| - Ike-overlay, N - not redistributed

Gateway of last resort is Imported from DHCP to network 0.0.0.0 at cost 10
Gateway of last resort is Imported from CELL to network 0.0.0.0 at cost 10
Gateway of last resort is Imported from PPPOE to network 0.0.0.0 at cost 10
Gateway of last resort is 10.1.101.254 to network 0.0.0.0 at cost 1

S* 0.0.0.0/0 [0/1] via 10.1.101.254*

C 10.1.101.0/24 is directly connected, VLAN101

C 172.16.220.200/32 is an ipsec map default-local-master-ipsecmap172.16.220.200



(demo-mm) [mm] (config) #show switches ( LEATA9%EE X A Branch-MD B9izHlzs B4 E VMM $&4l8 EE7x down )

All Switches

IP Address  IPv6 Address Name Location Type Model Version Status Configuration State Config Sync Time (sec) Config ID
10.1.101.10  None demo-mm  Building1.floor1 master ArubaMM-VA 8.7.1.1 78245 up  UPDATE SUCCESSFUL 0 5
172.16.220.200 None demo-vpnc Building1.floort MD  Aruba7010 8.7.1.1 78245 up  UPDATE SUCCESSFUL 0 5
10.1.102.51  None branch-vmc1 Building1.floort MD  ArubaMC-VA 8.7.1.1 78245 down UPDATE REQUIRED 10 4

Total Switches:3

24 Branch-MD &5 , £ VMM &I Hostname=branch-vmc1 BYi=HIgE3548 2 down BOIRE :
(demo-mm) [mynode] #show switches
All Switches

IP Address  IPv6 Address Name Location Type Model Version Status Configuration State Config Sync Time (sec) Config ID



10.1.101.10  None demo-mm  Building1.floor1 master ArubaMM-VA 8.7.1.1 78245 up  UPDATE SUCCESSFUL 0 7
172.16.220.200 None demo-vpnc Building1.floort MD  Aruba7010 8.7.1.1 78245 up  UPDATE SUCCESSFUL 0 7

10.1.102.51  None branch-vmc1 Building1.floor1 MD  ArubaMC-VA 8.7.1.1 78245 down UPDATE REQUIRED 10 4

Total Switches:3

(demo-mm) [mynode] #show running-config | begin "ip route” (£ VMM #5428 E &I running-config F1%2 7 —43| Branch-MD RUE5SERHELE )
Building Configuration...

ip route 10.1.102.51 255.255.255.255 ipsec default-local-master-ipsecmap-00:0b:86:9a:d5:d7 20

ip nexthop-list load-balance-gateways

!

ip nexthop-list load-balance-ipsecs

!

ip nexthop-list traditional-ipsecs



MZEEERR B FRBERBRENE , BRENT—BRX ( default-local-master-ipsecmap-00:0b:86:9a:d5:d7 ) FFE. IEIHI VMM L, (IRBE—HEEX
AYEMEREREI VPNC(172.16.220.200) , 7i8%%| Branch-MD ( 10.1.102.51 ) MBXEREH , iXNFHESE MM 7 Branch-MD FAERAIRE.,

(demo-mm) [mynode] #show ip route
Codes: C - connected, O - OSPF, R - RIP, S - static, B - Bgw peer uplink
M - mgmt, U - route usable, * - candidate default, V - RAPNG VPN/Branch

| - Ike-overlay, N - not redistributed

Gateway of last resort is Imported from DHCP to network 0.0.0.0 at cost 10
Gateway of last resort is Imported from CELL to network 0.0.0.0 at cost 10
Gateway of last resort is Imported from PPPOE to network 0.0.0.0 at cost 10
Gateway of last resort is 10.1.101.254 to network 0.0.0.0 at cost 1

S* 0.0.0.0/0 [0/1] via 10.1.101.254*

C 10.1.101.0/24 is directly connected, VLAN101

C 172.16.220.200/32 is an ipsec map  default-local-master-ipsecmap172.16.220.200



(demo-mm) [mynode] #show crypto ipsec ipsec-map-id

IPSEC MAP to ID mapping Information

default-local-master-ipsecmap172.16.220.200 0x4620

A2 VMM R& L |, S7E /mm/mynode TR , ABEMERTCAAVZ] Branch-MD BIFEHERSEEH ( T—BLEET MAC #BHHE4RA9 VPN m%—ED VPNC )
(demo-mm) [mm] (config) #cd /mm/mynode

(demo-mm) [mynode] (config) #no ip route 10.1.102.51 255.255.255.255 ipsec default-local-master-ipsecmap-00:0b:86:9a:d5:d7

(demo-mm) A[mynode] (config) #write me

Saving Configuration...

Configuration Saved.

(demo-mm) [mynode] (config) #

RREFHRIN—25Z] Branch-MD BYEHNEEHR(F—ELEET P #iHE4%A0 VPN RX—ED VPNC)



(demo-mm) [mynode] (config) #show crypto ipsec ipsec-map-id
IPSEC MAP to ID mapping Information

default-local-master-ipsecmap172.16.220.200 0x4620

(demo-mm) [mynode] (config) #ip route 10.1.102.51 255.255.255.255 ipsec default-local-master-ipsecmap172.16.220.200 20
Route will be added when the Ipsec Map default-local-master-ipsecmap172.16.220.200 is created

(demo-mm) ~[mynode] (config) #write me

Saving Configuration...

Configuration Saved.

(demo-mm) [mynode] (config) #

(demo-mm) [mynode] (config) #show ip route
Codes: C - connected, O - OSPF, R - RIP, S - static, B - Bgw peer uplink

M - mgmt, U - route usable, * - candidate default, V - RAPNG VPN/Branch



| - Ike-overlay, N - not redistributed
Gateway of last resort is Imported from DHCP to network 0.0.0.0 at cost 10
Gateway of last resort is Imported from CELL to network 0.0.0.0 at cost 10
Gateway of last resort is Imported from PPPOE to network 0.0.0.0 at cost 10
Gateway of last resort is 10.1.101.254 to network 0.0.0.0 at cost 1
S* 0.0.0.0/0 [0/1] via 10.1.101.254*
S 10.1.102.51/32 [0/20] ipsec map default-local-master-ipsecmap172.16.220.200
C 10.1.101.0/24 is directly connected, VLAN101

C 172.16.220.200/32 is an ipsec map  default-local-master-ipsecmap172.16.220.200

( Z Branch-MD BUEEH%E )

( &/ VPNC UEBE%H )

R VpNe

{F&&I , N\ VMM | VPNC #0 Branch-MD BIREIEHSLE | T—HEEIERET P #ElHEERAY VPN RX—ED

Step4--—-HFHFNRE, MRRATLIELER

ZIFENSEE | REARI Branch-MD RPREZEH UP 7



(demo-mm) [mynode] (config) #show switches

All Switches

IP Address  IPv6 Address Name Location Type Model Version Status Configuration State Config Sync Time (sec) Config ID
10.1.101.10  None demo-mm  Building1.floor1 master ArubaMM-VA 8.7.1.1 78245 up  UPDATE SUCCESSFUL 0 7
172.16.220.200 None  demo-vpnc Building1.floorT MD  Aruba7010 8.7.1.1 78245 up  UPDATE SUCCESSFUL 0 7
10.1.102.51  None branch-vmc1 Building1.floor1 MD  ArubaMC-VA 8.7.1.1 78245 up = UPDATE SUCCESSFUL 10 7

Total Switches:3

(demo-mm) [mynode] (config) #show configuration node-hierarchy
Default-node is not configured. Autopark is disabled.

Configuration node hierarchy



Config Node Type Name

/ System
/md System
/md/campus Group

/md/campus/00:0b:86:9a:d5:d7 Device demo-vpnc
/md/campus/00:0c:29:96:81:b3 Device branch-vmc1
/mm System

/mm/mynode System

£ VMM =88 £, (YNRBE—™ IPSec fFiEZ! VPNC,
(demo-mm) [mynode] #show crypto isakmp sa

ISAKMP SA Active Session Information

Initiator IP Responder IP Flags Start Time

Private IP



172.16.220.200 10.1.101.10 r-v2-p Feb 515:27:12 -

Flags: i = Initiator; r = Responder
m = Main Mode; a = Agressive Mode; v2 = IKEv2
p = Pre-shared key; ¢ = Certificate/RSA Signature; e = ECDSA Signature
x = XAuth Enabled; y = Mode-Config Enabled; E = EAP Enabled
3 = 3rd party AP; C = Campus AP; R = RAP; Ru = Custom Certificate RAP; | = IAP
V = VIA; S = VIA over TCP; | = uplink load-balance

Total ISAKMP SAs: 1

£ VPNC =588 £ , B— IPSec BEZEI VMM, 78 Bh—1\BFEZ Branch-MD
(demo-vpnc) [MDC] #show crypto isakmp sa
ISAKMP SA Active Session Information

Initiator IP Responder IP Flags Start Time Private IP

172.16.220.200 10.1.101.10 i-v2-p Feb 515:10:28 -

IPV4_ADDR:172.16.220.200

IPV4_ADDR:10.1.101.10



10.1.102.51 172.16.220.200 r-v2-p  Feb 516:50:30 -

Flags: i = Initiator; r = Responder
m = Main Mode; a = Agressive Mode; v2 = IKEv2
p = Pre-shared key; ¢ = Certificate/RSA Signature; e = ECDSA Signature
x = XAuth Enabled; y = Mode-Config Enabled; E = EAP Enabled
3 = 3rd party AP; C = Campus AP; R = RAP; Ru = Custom Certificate RAP; | = IAP

V = VIA; S = VIA over TCP; | = uplink load-balance

Total ISAKMP SAs: 2

£ Branch-MD #=H88 | , {XE—* IPSec &% VPNC
(branch-vmc1) #show crypto isakmp sa
ISAKMP SA Active Session Information

Initiator IP Responder IP Flags Start Time Private IP

00:0c:29:96:81:a9

Peer ID



10.1.102.51 172.16.220.200 i-v2-p Feb 509:42:57 - 00:0b:86:9a:d5:d7

Flags: i = Initiator; r = Responder
m = Main Mode; a = Agressive Mode; v2 = IKEv2
p = Pre-shared key; ¢ = Certificate/RSA Signature; e = ECDSA Signature
x = XAuth Enabled; y = Mode-Config Enabled; E = EAP Enabled
3 = 3rd party AP; C = Campus AP; R = RAP; Ru = Custom Certificate RAP; | = IAP

V = VIA; S = VIA over TCP; | = uplink load-balance

Total ISAKMP SAs: 1

1) EZARET , RIFHKEEELNEE MD =HIs8fERNTREER | MRRSRVIXLE MD (=218
/md/campus T , {YXEEH T VMM , VPNC 1 Branch-MD WEE , IXEHIBRNEN TR BETRSEXT
REEEMHRNESERE ({82 Branch-MD (PRARZFEHF—RW ) |, ERRED 7 EEIEIREE.,

2) B, MBRE—NDEFHILEINE | VALK VPNC #] Branch-MD SBIBTABMNT AR |, BB L

==
TR

SEINEMIAT , AEZRED RIREMSHRERR.




4[3%:

BREHEENIERELES, VMMM VPNC HBAREBAGER, LR EREMA L, TEX Branch-MD Kii, 24
FEBHER IR, ARTHREERE, TEMMKTIFINTE, FENE RITHE.

HABCE I FHrAZIRY VMM , VPNC #1 Branch-MD #J Management MAC Address , IP 31t HW MAC
Addr , iEERRRRIIMEFRRIAERIBIL,




