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1.3.13 Spanning -TreêGUĨ ................................................................................................................................. 32 
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1.4.24 AP ̂CLĨ  ................................................................................................................................................ 55 
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1 ᾢ ҷצ 

1.1  ⱴỦ ₱ 

ᶽᶺᾭḭἋᶈ ḢAruba￼ῂ ᵅι Ἃᾭᵙᴿזּ Ẕּזўח￼ᶭזҨᴣᵕ ṃ

ιἆקᶫ￼ᴪע ῗᵼѭAP ♇ӈ￼ᴪקε⅝ḅἛḳἆ ᶭ҃זAP♇ӈ ζιּזἋṸῺ ᶼḾ

ῶ￼ῂא ￼ᴠᾭ ԋ￼Ҹקᵙ ᾯι ҃ ᶼ◑ ᴿ Ẕּזᶋ῟ї￼ Ӕּזᶹιᶈא

ῶ￼ ᶫїιע ᶼ ớ ￼ώ״ιҡ ứ￼ ӌ ẙ῭ḄιṎԎῗᶈ Ḹẙ￼ᶋ῟їι

Ҹק ᴠᾭ ᶼ῭Ḅᶊ◑ ᶋ῟ї￼ּזἋὶԄӌ  

1.2  Ḫ♪  

ἅҪҺṄῂ ￼ ḳ ֫ѭӉḸẙᵙѧ Ḹẙᶋ῟χ 

ᶢ҈ӉḸẙᶋ῟ї802.11ac/ax AP￼ד ֱχ ấ AP 15 εᴏ⅛ 15 ᾣ

APζι⅛ AP￼ѣѦradio￼Ởԋ Ἃᾭấזּ 40-60Қιḅ‛ḭἋ ￼Ḹẙ ҈ ѦιAP

Ẕ ￼῭Ḹ  

ᶢ҈ѧ Ḹẙᶋ῟ї802.11ac/ax AP￼ד ֱχấ AP 15 ҨԓιἍ ῂ

ѧ/ Ḹẙᶋ῟,ῗὝᶈᴅ ⱶת ԓ￼ῂ Ἃᾭזּ љ ╙ ῞ ῂ ￼

ῼιᴏᶈᴅѦRF֗ ᶟ (Ἅ ֗ ᶟιṏῗ Ҋ ӡᴺẇἣתᶟιᴏἅҪ ￼apẇἣᴁỂѭ

802.11 preamble can be decoded SNR >= 4dB ι⅝ḫ ￼ ᴁỂᶺ֧12Ӥṫᴸ)ῶ500Ѧἆ

Ҩі￼ῂ ḭἋ ι Ẃᴵ 1000-2000ιּה ῭ᶺ. ⅛Ѧcellỉ εᴏAP￼ᴅѦradioζ ώ

ӗ Ṉ40-60ѦҨі￼ ὶԄ(40ѦҨіῗѧ Ḹẙι60ѦҨіῗ Ḹẙζ Ѯ ᶋ῟χᶽ

ᶚҺ ḯι◗ ᴖᵙ ᶣιҺ ѧỌҺ ᴖι ẖ Һᴖιḯԓᵙḯᶹӌ ι ᶋιׅרᶋᵙט

ᶋᵙ Ἡᶋι ᶋιԇԊҐ ￼ ӧᶽᴖιḭ ᵙ ιḤᾨ╗טᶋἍι Ґ῏ᶽᴖ  

ᵼ℅ ḾҨіᴿ ᶋ῟ιἅҪҺ Ḿῂ ԋᴠᾭ￼Ҹקι Ҏᴠᾭ￼Ӣᾡῗᶢ

҈ ᶢ і￼ ҸιѼῗἅҪṸῺᶈ ҎӔּעזᶫѧιִḊק ḢἄᵅιṏḾ Ҏᴠᾭ

Ѧ Ẹ￼ Ҹ  
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Ẃ ￼ᴠᾭᴵҨ◑ ᶽᶺᾭᶋ῟ї￼ ∂ᵙӔּזιἅҪ￼ Ҹῗấ ᶈ ᴠᾭᶢ ѳ

іιᵃῊҸק ỄᶺῊӧῗ Ỉע░ ￼ ιẊјῗ ᴅ￼ἫἍῶᴠᾭ їιṏ ᶼ

ֹῳ ‛ỳᾦת￼ ᵃῊјᵃ￼AP♇ӈιјᵃḭἋעᶫᶋ῟ιјᵃ￼Ẕּז ∂ιјᵃ￼

ᶚ ιἅҪἍ ΆᵇѼῗјקᴠᾭᵙҸקҸ￼זּ ᵃ￼ι ᶽḲ⁞ὯẈῊἍḙѽֹ￼ת ι

Ҩᴣ ᵀ ἐԛѧἍὼ ￼ ᴠᾭι‎ Ὅớᶊ ԋҸקι⅛Ӯ ₭Ҹק ᾯι

ӮḄᴪ῭ ẹιᵃῊ ᵙ╜ ι ḾẸׁ￼ўחῗᵋῶᶽ￼ẽᵠιḅ‛≡ῶẽᵠι ѱ

ἅԜ ї ⅎ￼ᴠᾭҸקι⅛₭Ҹקԓḳṓᴵ ӮֹᴱḾ Ѧו ớ￼ԓḳ ᾯι⅝ḅἅ

Ҫ ᾯAP￼ᴧṃוꞌῊιṏј ᵃῊ ᾯ ׇӉ ꞌ￼טӐ ẸἍῶҸק ԓḳḢἄᵅιԜ

₭ ᵙ╜ ι ḾẸׁўחῗᵋ ᾡᵱᵙώ״ιῗᵋṾ‎ԎҤўח￼ẽᵠιἍҨҸק

ῗ Ѧ Ὴ ￼  

ѱὶї‎ιἅҪṏҡᵺѦṖ (Άᵇ)‎Ḣἄ Ѧῂ ￼Ҹק  

 

1.3  ῾ῶṕ צҷײַ  

1.3.1  ◌῞ ᶴү ᶵּגԊαCLIβ 
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ῂ ίֺᵸẸׁ ￼ AOSⱱ ῗᵋῗ Aruba ᴝᴔὸ ￼ῳӓⱱ ιḅ‛јῗι ṓồ״

ֹᴔᵬ SEὸ ￼ῳӓⱱ  ῶ‍ҭ￼ ιӾᶵҰ ᵙά ι ״ ᵅẶ♥ấ זּ write 

erase all Ά│Ӿ▐ Ἅῶ￼ ᵙԓ ᾭὯẓԓḳιⱡᵅ ᾺִḊקίֺᵸẊ זּ Ὰ Ԅᵘҧ

￼ΆẪ‎ εẶ♥ὸ ΆẪζἆ ṀԄᴝᶵҰזּ ᾰҭ￼ΆẪ‎Ỡᶶε Ḿ⅝ ồ Ỡ

ᶶ ζ  

├Ỵ♇χј ῗ MM ῗ MD ίֺᵸ￼ѣѦ֫ת￼ image ῳӓ ΆẪχԅ ῗⱱ  6.xι

ἆ ԅ ῗⱱ  8.x јấ Ѧ֫תῗ 6.xⱱ ιᴰᶹ Ѧ֫תῗ 8.xⱱ ζ.ᴰᶹṏῗẸӑҡ

8.X ⱱ Ὴι ḧ ᶈ ᵅι₅╜Ẹׁ ῗᵋ ֫Ѣ᷂ιḅ‛Ѣ᷂￼ ι ṓồ

Ὰ іᴞ  

 

єָ׳ Ҟᶾ≡ῶ ιṏј ״ ҃ιҞᶾ≡ῶ ιјҦ ḭἋעᶫᵙўחјᴪקιѼ

ṏҺ•Ὴ•־ ᴧṰ bug.  

ѯ Ѧ ḫḭἋ⁮ӕχ 

ѳׁḭἋ MPLS VPNזּ ιMTU ᴵҨ◑  1500ιҡ AP305 ᴵҨ⃰Ẃ њ ḫא

IPSecֹίֺᵸιḫא Remote AP ￼ ιᴵῗ MPLS VPN ẦḊᾡ ( ᴪἄ SD-

WAN )ᵅιּזἋҝҝ╜ ҃ AP105 ῗ⃰ẂṪӐ￼ι℅Ὴ ᵬᵓ ҤҪ￼ ◑ ￼ MTU ῳᶽ

ᴱ  1300ιḭἋҝҝ╜ ҃ AP105 ᶼᶈ SD-WAN і⃰ẂṪӐιҨѭԎҤ APᶚᴺẔ Ѽ≡ῶ

ιᴵῗẸᵅῼᶽ ₩ Ὴιᴧאҝҝῗ AP305 ᵙίֺᵸѳ ￼ IPSec VPNῂ│ấ ιḭἋ

Ẹׁ￼ⱱ ῗ AOS6.5.1.9ι ⃰Ṭ і҃ Ѧ AP305 ᶚᴺ ᴧ҃Ṱ ￼ bugιṏῗ ѱṬᵀι

ḭἋѳׁ ≡ῶ ῊιјṸῺ״ ιᴵῗ ᴧ ҃ιṏṸῺἅҪṓồ ֘ιḅ‛״ ῗ Ѧ

Ẃỗι ‛ᴡḅӍ ό 

ẸׁLabX   עᶫᵙ Ṗ₭ḅїεAOSⱱ V8.6.0.xζ 

(LabX-MM -1) [md] #show configuration node -hierarchy   

Default -node is not configured. Autopark is disabled.  

Configuration node hierarchy  

----------------------------  

Config Node                 Type    Name  

-----------                  ----     ----  

/                                                  System   
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/md                                             System   

/md/ labX                                     Group    

/md/ labX/00:0c:29:82:71:b4       Device  labX-md1  

/md/ labX/00:0c:29:ea:9a:d9       Device  labX-md2  

/mm                                            System   

/mm/mynode                               System   

ᶈMMίֺᵸіῘ Ẹׁ ⱱ  ӵ֫תι├Ỵdefault boot Ẹׁ⃰ᶈ ￼ ⱱ

  

(LabX-MM -1) [mynode] (config) #show image version      

----------------------------------  

Partition               : 0:0 (/mnt/disk1)  

Software Version        : ArubaOS 8.4.0.5 (Digitally Signed SHA1/SHA256 - Production Build)  

Build number            : 72830  

Label                   : 72830  

Built on                : Tue Oct 22 08:43:27 UTC 2019  

----------------------------------  

Partition               : 0:1 (/mnt/disk2) **Default boot**  

Software Version        : ArubaOS 8.6.0.3 (Digitally Signed SHA1/SHA256 - Production Build)  

Build number            : 74788  

Label                   : 74788  

Built on                : Fri Mar 20 11:07:28 UTC 2020  

ᶈMM ίֺᵸіῘ Ẹׁӯ ￼MDίֺᵸ⃰ᶈ ҭⱱ ӡỤιᴝֱіἅҪῗấ ứ￼

MMίֺᵸ ҭⱱ ᵙMD ῳӓιẸⱡứ￼MMⱱ ѼᴵҨ ҈MDεӇῗј 2Ѧᶽⱱ ι

ӕḅmmῗ8.5ι mdῗ8.2 ῗј ￼ζιјấ MMӉ҈MD￼ⱱ ‎  

(LabX-MM -1) [mynode] #show switches  

All Switches  
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------------  

IP Address  IPv6 Address  Name       Location          Type    Model       Version        Status  Configuration State  Config  Sy

nc Time (sec)  Config ID  

----------   ------------   ----        --------           ----     -----        ------ -         ------   -------------------   ----------------------   ----

-----  

10.2.50.11  None          LabX-MM -1  Building1.floor1  master  ArubaMM -VA  8.6.0.3_74788  up      UPDATE SUCCESSFUL 

   0                       46  

10.2.10.12  None          labX-md2   Building1.floor1  MD      ArubaMC -VA  8.6.0.3_74788  up      UPDATE SUCCESSFUL    

10                      46  

10.2.10.11  None          labX-md1   Building1.floor 1  MD      ArubaMC -VA  8.6.0.3_74788  up      UPDATE SUCCESSFUL    

8                       46  

 

ӑѼᴵҨָ֫MDConnect ֹ⅛ᴶMDίֺᵸіshow   image version ι‬ ѣѦ֫ת￼ ӵ

ⱱ   

(labX-md1) [MDC] #show image version   

----------------------------------  

Partition               : 0:0 (/mnt/disk1) **Default boot**  

Software Version        : ArubaOS 8.6.0.3 (Digitally Signed SHA1/SHA256 - Production Build)  

Build number            : 74788  

Label                   : 74788  

Built  on                : Fri Mar 20 14:07:12 UTC 2020  

----------------------------------  

Partition               : 0:1 (/mnt/disk2)  

Software Version        : ArubaOS 8.6.0.3 (Digitally Signed SHA1/SHA256 - Production Build)  

Build number            : 74788  

Label                   : 74788  

Built on                : Fri Mar 20 14:07:12 UTC 2020  
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(labX-md2) [MDC] #show image version  

----------------------------------  

Partition               : 0:0 (/mnt/disk1) **Default boot**  

Software Version        : ArubaOS 8 .6.0.3 (Digitally Signed SHA1/SHA256 - Production Build)  

Build number            : 74788  

Label                   : 74788  

Built on                : Fri Mar 20 14:07:12 UTC 2020  

----------------------------------  

Partition               : 0:1 (/mnt/disk2)  

Software Version        : ArubaOS 8.6.0.3 (Digitally Signed SHA1/SHA256 - Production Build)  

Build number            : 74788  

Label                   : 74788  

Built on                : Fri Mar 20 14:07:12 UTC 2020  

ᶵҰ εᶈMM ίֺᵸі￼  /mm/mynode ♇їᶵҰ ᴏᴵιῂ ᶈMDίֺᵸіᶵ

Ұ ιᵼѭ ῗҡMMίֺᵸᵃℓ MD￼ιMDіҝҝᴱ ִḊק ᴏᴵζ 

(LabX-MM -1) [mynode] #backup config                         

Please wait while we take the config backup.......  

File configbackup.tar.gz  created successfully on flash.  

Please copy it out of the cont roller and delete it when done.  

ᶵҰά ιᶈMMίֺᵸі￼  /mm/mynode ♇їᶵҰѧỌקά ᴏᴵ  

(LabX-MM -1) [mynode] #license export license -mynode.lic       

Successfully exported 5 licenses from the license database to license -mynode.lic  

(LabX-MM -1) [mynode] #dir  

-rw-r-- r--     1 root     root         7323 Mar 24 13:52 AUDITTRAIL -HISTORY.log 

-rw-r-- r--     1 root     root        37108 Mar 24 13:52 AUDITTRAIL -LOGIN_OUT-HISTORY.log 

-rw-r-- r--     1 root     root          152 Mar 24 13:58 blimits  
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-rw-r-- r--     1 root     root           40 Mar 24 13:28 bmap  

-rw-r-- r--     1 root     root        40298 Mar 24 15:25  configbackup.tar.gz  

-rw-r-- r--     1 root     root        24532 Mar 24 13:54 default.cfg  

drwxr -xr-x    4 root     root         4096 Mar 24 13:08 fieldCerts  

-rw-r-- r--     1 root     root        12521 Jan  8 10:59 license -backup -2020  

-rw-r-- r--     1 root     root        12604 Mar 24 15:33  license -mynode.lic  

-rw-r-- r--     1 root     root           18 Mar 24 13:54 mac_addr.cfg  

-rw-r-- r--     1 root     root        39868  Mar 24 13:51 reboot_config_backup.tar.gz  

drwxr -xr-x    2 root     root         4096 Mar 24 13:10 upgrade -2020-03-24_13-10-02 

-rw-r-- r--     1 root     root        51746 Mar 24 12:57 upgrade_config_backup_8.4.0.5_to_8.6.0.3_2020 -03-24-12_57_14.tar.g

z 

-rw-r-- r--     1 root     root            5 Mar 24 13:50 vclock.time  

Ỡᶶ (Ҡⱡᶈ /mm/mynode     ♇їỠᶶᴏᴵ) 

(LabX-MM -1) [mynode] #restore config  

Ỡᶶά (Ҡⱡᶈ /mm/mynode     ♇їỠᶶᴏᴵ) 

(LabX-MM -1) [mynode] #license import license -mynode.lic  

├Ỵ:ẸⱡῶҎᶋ῟їιḭἋҺַּזίֺᵸ‎ḫא Remote AP ᵙ IAP￼ ὶԄιּה Һ ԓזּ ￼ internal db ӐѭּזἋ

◊ι 

ᴣῊᶵҰ ԋ￼RAP︢ᵄᴅᵙinternal db ᾭὯιᶵҰinternal db ᾭὯ 

(LabX-MM -1) [mynode] #local -userdb export localdb  

Successfully exported 0 users and 1 CPSec Whitelist 0 RAP whitelist entries from the Internal User Database to localdb  

(LabX-MM -1) [mynode] #dir  

-rw-r-- r--     1 root     root         7323 Mar 24 13:52 AUDITTRAIL -HISTORY.log 

-rw-r-- r--     1 root     root        37108 Mar 24 13:52 AUDITTRAIL -LOGIN_OUT-HISTORY.log 

-rw-r-- r--     1 root     root          152 Mar 24 13:58 blimits  

-rw-r-- r--     1 root     root           40 Mar 24 13:28 bmap  
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-rw-r-- r--     1 root     root        40298 Mar 24 15:25 configbackup.tar.gz  

-rw-r-- r--     1 root     root        24532 Mar 24 13:54 default.cfg  

drwxr -xr-x    4 root     root         4096 Mar 24 13:08 fieldCerts  

-rw-r-- r--     1 root     root        12521 Jan  8 10:59 license -backup -2020  

-rw-r-- r--     1 root     root        12604 Mar 24 15:33 license -mynode.lic  

-rw-r-- r--     1 root     root        31127 Mar 24 15:40 localdb  

-rw-r-- r--     1 root     root           18 Mar 24 13:54 mac_addr.cfg  

-rw-r-- r--     1 root     root        39868 Mar 24 13:51 reboot_config_backup.tar.gz  

drwxr -xr-x    2 root     root         4096 Mar 24 13:10 upgrade -2020-03-24_13-10-02 

-rw-r-- r--     1 roo t     root        51746 Mar 24 12:57 upgrade_config_backup_8.4.0.5_to_8.6.0.3_2020 -03-24-12_57_14.tar.g

z 

-rw-r-- r--     1 root     root            5 Mar 24 13:50 vclock.time  

ṀԄᶵҰ￼ᾭὯẓᾰҭ 

(LabX-MM -1) [mynode] #local -userdb import  localdb  

‬ Ẹׁ ￼︢ᵄᴅᾭὯẓιẊṄἍῶ ẹ Ԅֹּכ ￼ᾰ ᾰҭѧ 

(LabX-MM -1) [mynode] #show whitelist -db rap  

AP-entry Details  

----------------  

Name               AP -Group  AP -Name            Full -Name  Authen -Username  Revoke -Text  AP_Authenticated  Description  

Date -Added                Enabled  Remote -IP  Remote -IPv6  Cluster -InnerIP  Cert - type  

----                --------   -------             ---------   ---------------   -----------   ----------------   -----------   ----------                 ----

---   ---------   -----------   ---------------   ---------  

11:12:13:14:15:16  default   11:12:13:14:15:16                                           Provisioned                    Tue M ar 24 15:43:26 202

0  Yes      0.0.0.0    : :           0.0.0.0          NA  

AP Entries: 1  

 

Ỡᶶ ￼ԓ ︢ᵄᴅᾭὯẓε҆ӾṄᵘҧ Ḅι Ԅζ 
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(LabX-MM -1) [mynode] (config) #whitelist -db rap add mac -address 11:12:13:14:15:16 ap -group default  

(LabX-MM -1) [mynode] (config) #whitelist -db rap add mac -address 11:12:13:14:15:1 7 ap-group default  

‬ Ἅῶᶈ ᵙ ￼APᾭὯẓӡỤιΆӝᵅῼ‬ ` ὲ ￼APӡỤε⸗ָῗҨӈ ‎ᵘ

ᵄ￼APζ  

(LabX-MM -1) [mynode] #show ap database long   

AP Database  

-----------  

Name    Group       AP Type  IP Address     Status         Flags  Switch IP   Standby IP  Wired MAC Address  Serial #   Port  

FQLN  Outer IP  User  

----     -----        -------   ----------      ------          -----   ---------    ----------   -----------------   --------    ----   ----   --------   ----  

LAB2-AP1  lab2 -group   205      10.2.12.101   Up 2h:13m:37s         10.2.10.11  10.2.10.12  94:b4:0f:cc:4d:68  CM0219527    

    N/A   N/A        

Flags: 1 = 802.1x authenticated AP use EAP -PEAP; 1+ = 802.1x use EST; 1- = 802.1x use factory cert; 2 = Using IKE versi

on 2  

       B = Built - in AP; C = Cellular RAP; D = Dirty or no config  

       E = Regulatory Domain Mismatch; F = AP failed 802.1x authentication  

       G = No such group; I = Inactive; J = USB cert at AP; L = Unlicensed  

       M = Mesh node  

       N = Duplicate name; P = PPPoe AP; R = Remote AP; R - = Remote AP requires Auth;  

       S = Standby -mode AP; U = Unprovisioned; X = Maintenance Mode  

       Y = Mesh Recovery  

       c = CERT-based RAP; e = Custom EST cert; f = No Spectrum FFT support  

       i = Indoor; o = Outdoor; s = LACP striping; u = Custom -Cert RAP; z = Datazone A P 

       p = In deep -sleep status                     

       4 = WiFi Uplink  

       r = Power Restricted; T = Thermal ShutDown  

Total APs:1  
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1.3.2  ◌῞ ᶴү ᶵּגԊαGUIβ  

1) Ẹׁ LabXῂ ᶫїע ♇Ṗ₭εAOSⱱ  V8.6.0.xζχ 

 
2) ԄֹMobility Master  -> LabX-MM -1ι♇֨ɒMaintenance -> Software Management ɓ,♇֨

Upgrade ᴊιᶈMM ίֺᵸіῘ Ẹׁ ⱱ  ӵ֫תιѣѦ֫ת￼ⱱ ῗᵋ ᶈ 8.xїι├

Ỵ default boot Ẹׁ⃰ᶈ ￼ ⱱ   

 
3) ԄֹManaged Netowrk -> Dashboard -> Infrastructure ɓ,♇֨ Controllers ,ᶈMM ίֺᵸі

Ῐ Ẹׁӯ ￼MD ίֺᵸ￼⃰ᶈ ҭⱱ ӡỤιᴝֱіἅҪῗấ ứ￼ MM ίֺᵸ ҭⱱ ᵙ

MD ῳӓιẸⱡӑ￼MM ⱱ ѼᴵҨ ҈MDιјấ Ӊ҈MD ￼ ⱱ   



Aruba ꜚ Ύ̔ArubaOS 8  

 Page 16 of 171 

 
 

 
4) ԄֹManaged Netowrk -> labX -> labx -md1 -> Dashboard -> Infrastructure ɓ,ӑᴵҨָ֫ᶈ⅛ᴶ

MD ίֺᵸ ♇іι‬ Ẹׁ ӵⱱ ᵙѣѦ֫ת￼ⱱ ừ֙ ♇֨їᶃ￼ labX-md1 Ḕӌι

Һ Ԅֹ ԓḳṝ  
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5) ♇֨їᶃ￼ labX-md2 ḔӌιҺ Ԅֹ ԓḳṝ  
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6) ԄֹMobility Master -> LabX-MM -1 -> Maintenance -> Configuration Management ɓ,♇֨

Backup ᴊιӑᴵҨᶈ MM ίֺᵸіᶵҰ εҝҝᶈMM ίֺᵸіᶵҰ ᴏᴵιῂ ᶈ MD

іᶵҰ ιᵼѭ ῗҡMM ίֺᵸᵃℓ MD ￼ζ 
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7) ԄֹMobility Master -> Configuration > Licenseɓ, ♇֨ License Usage ᴊιᶵҰά ιҝҝ

ᶈ MM ίֺᵸіᶵҰѧỌקά ᴏᴵ (├Ỵχ ᴱ ‬ ιј ὓ ᵙ ֹᾰ ᾰҭѧιấ ᶽḲ

ῗ זּ cli ￼ show license ‎ ֧Ẋὓ כֹּ  ᶊ￼ᾰ ᾰҭѧ)  

 

 
 

8) Ỡᶶ  

Ԅֹ Mobility Master -> LabX-MM -1 -> Maintenance -> Configuration Management ɓ,♇֨ Restore

ᴊι Ὅ Configuration ‎ Restore . 
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9) Ỡᶶά ε Ὰ ԄѳׁᶵҰ￼ά  key ᴏᴵζ ԄֹMobility Master -> Configuration > Licenseɓ, 

♇֨ License Inventory ᴊι♇֨+ Ὗ ‎▌ז license  

 
 
































































































































































































































































































