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SpilabX REEMRHIECERXIT (AOShHRZAVS.6.0.x)

(LabX-MM-1) [md] #show configuration node-hierarchy
Default-node is not configured. Autopark is disabled.

Configuration node hierarchy



/md System
/md/labX Group
/md/labX/00:0c:29:82:71:b4 Device labX-md1
/md/labX/00:0c:29:ea:9a:d9 Device labX-md2
/mm System

/mm/mynode System

EMMEZHIRE EERIRIRFRARGESX, FRdefault boot FRRIRIEEEITHIRSGIR
ZiN

(LabX-MM-1) [mynode] (config) #show image version

Partition : 0:0 (/mnt/disk1)

Software Version : ArubaOSs 8.4.0.5 (Digitally Signed SHA1/SHA256 - Production Build)

Build number 172830

Label 172830

Built on : Tue Oct 22 08:43:27 UTC 2019
Partition 1 0:1 (/mnt/disk2) **Default boot**

Software Version : ArubaOSs 8.6.0.3 (Digitally Signed SHA1/SHA256 - Production Build)

Build number 1 74788
Label : 74788
Built on : Fri Mar 20 11:07:28 UTC 2020

EMMEEFIEE E R RSRIEERIMDIEHR [EEIE TR AESR, R _EFARENERY
MMEFIRRERARAFIMD—EERE, SABHIMMMRABALIESTMD (BEAZEEIT 2N KhRE,
FlaimmE8.5, mdE8.2 B THY) , FENMMETMDRIMARIZT.

(LabX-MM-1) [mynode] #show switches

All Switches
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IP Address IPv6 Address Name Location Type Model Version Status Configuration State Config Sy
nc Time (sec) Config ID

10.2.50.11 None LabX-MM-1 Building1.floor1 master ArubaMM-VA 8.6.0.3 74788 up  UPDATE SUCCESSFUL
0 46

10.2.10.12 None labX-md2 Building1.floor1 MD  ArubaMC-VA 8.6.0.3 74788 up  UPDATE SUCCESSFUL
10 46
10.2.10.11 None labX-md1 Building1.floor1 MD  ArubaMC-VA 8.6.0.3 74788 up  UPDATE SUCCESSFUL
8 46

{FREFTLASBIMDConnectBIE&MDiz4I28_Fshow image version, BEER NS XA EE
AR,

(labX-md1) [MDC] #show image version

Partition : 0:0 (/mnt/disk1) **Default boot**

Software Version : ArubaOSs 8.6.0.3 (Digitally Signed SHA1/SHA256 - Production Build)

Build number : 74788

Label 1 74788

Built on : Fri Mar 20 14:07:12 UTC 2020
Partition :0:1 (/mnt/disk2)

Software Version : ArubaOSs 8.6.0.3 (Digitally Signed SHA1/SHA256 - Production Build)

Build number 1 74788
Label 1 74788
Built on : Fri Mar 20 14:07:12 UTC 2020

aruvba
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(labX-md2) [MDC] #show image version

Partition : 0:0 (/mnt/disk1) **Default boot**

Software Version : ArubaOSs 8.6.0.3 (Digitally Signed SHA1/SHA256 - Production Build)

Build number 1 74788

Label : 74788

Built on : Fri Mar 20 14:07:12 UTC 2020
Partition :0:1 (/mnt/disk2)

Software Version : ArubaOSs 8.6.0.3 (Digitally Signed SHA1/SHA256 - Production Build)

Build number 1 74788
Label 1 74788
Built on : Fri Mar 20 14:07:12 UTC 2020

BHERE (EEMMIZHIZE LR /mm/mynodeT m FEHECERIT, TEEMDEHIZE FE
g, RNEEEENMMIZEFIEEEEAMDAY, MD_ X REYIIEECEEITT)

(LabX-MM-1) [mynode] #backup config
Please wait while we take the config backup.......
File configbackup.tar.gz created successfully on flash.

Please copy it out of the controller and delete it when done.

FEN, EMMIZFHIEEERT /mm/mynode s ra FEHFCMEIZIERA],

(LabX-MM-1) [mynode] #license export license-mynode.lic

Successfully exported 5 licenses from the license database to license-mynode.lic
(LabX-MM-1) [mynode] #dir

-rw-r--r-- 1 root root 7323 Mar 24 13:52 AUDITTRAIL-HISTORY.log

-rw-r--r-- 1 root root 37108 Mar 24 13:52 AUDITTRAIL-LOGIN_OUT-HISTORY.log

-rw-r--r-- 1root root 152 Mar 24 13:58 blimits
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-rw-r--r-- 1 root root 40 Mar 24 13:28 bmap

-rw-r--r-- 1 root root 40298 Mar 24 15:25 configbackup.tar.gz

-rw-r--r-- 1 root root 24532 Mar 24 13:54 default.cfg

drwxr-xr-x 4 root root 4096 Mar 24 13:08 fieldCerts

-rw-r--r-- 1 root root 12521 Jan 8 10:59 license-backup-2020

-rw-r--r-- 1 root root 12604 Mar 24 15:33 license-mynode.lic

-rw-r--r-- 1 root root 18 Mar 24 13:54 mac_addr.cfg

-rw-r--r-- 1 root root 39868 Mar 24 13:51 reboot _config_backup.tar.gz
drwxr-xr-x 2 root root 4096 Mar 24 13:10 upgrade-2020-03-24 13-10-02

-rw-r--r-- 1 root root 51746 Mar 24 12:57 upgrade_config backup 8.4.0.5 to 8.6.0.3 2020-03-24-12 57 14.tar.g
z

-rw-r--r-- 1root root 5 Mar 24 13:50 vclock.time

WEEERATE /mm/mynode  T5r NRERIA])

(LabX-MM-1) [mynode] #restore config

WRE(BPATE /mm/mynode T FRERIH)

(LabX-MM-1) [mynode] #license import license-mynode.lic

TR EAELHRT, EPSFIAEEHIEEREH Remote AP 1 IAP FIIRfEREN, EERRKANER internal db fESFFIAIE
-

BERIEHIEFRAPEZ EHinternal db#iE, Ffpinternal db#UE

(LabX-MM-1) [mynode] #local-userdb export localdb

Successfully exported 0 users and 1 CPSec Whitelist 0 RAP whitelist entries from the Internal User Database to localdb
(LabX-MM-1) [mynode] #dir

-rw-r--r-- 1root root 7323 Mar 24 13:52 AUDITTRAIL-HISTORY.log

-rw-r--r-- 1 root root 37108 Mar 24 13:52 AUDITTRAIL-LOGIN_OUT-HISTORY.log

-rw-r--r-- 1root root 152 Mar 24 13:58 blimits

-rw-r--r-- 1root root 40 Mar 24 13:28 bmap
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-rw-r--r-- 1 root root 40298 Mar 24 15:25 configbackup.tar.gz

-rw-r--r-- 1 root root 24532 Mar 24 13:54 default.cfg

drwxr-xr-x 4 root root 4096 Mar 24 13:08 fieldCerts

-rw-r--r-- 1 root root 12521 Jan 8 10:59 license-backup-2020

-rw-r--r-- 1 root root 12604 Mar 24 15:33 license-mynode.lic

-rw-r--r-- 1 root root 31127 Mar 24 15:40 localdb

-rw-r--r-- 1 root root 18 Mar 24 13:54 mac_addr.cfg

-rw-r--r-- 1 root root 39868 Mar 24 13:51 reboot_config_backup.tar.gz
drwxr-xr-x 2 root root 4096 Mar 24 13:10 upgrade-2020-03-24 13-10-02

-rw-r--r-- 1 root root 51746 Mar 24 12:57 upgrade_config backup 8.4.0.5 to 8.6.0.3 2020-03-24-12 57 14.tar.g
z

-rw-r--r-- 1root root 5 Mar 24 13:50 vclock.time
SASHRIEHER S

(LabX-MM-1) [mynode] #local-userdb import localdb

EELRIRFENARBEEE, FISAEICRUEAREMAT A 4+

(LabX-MM-1) [mynode] #show whitelist-db rap

AP-entry Details

Name AP-Group AP-Name Full-Name Authen-Username Revoke-Text AP_Authenticated Description
Date-Added Enabled Remote-IP Remote-IPv6 Cluster-InnerlP Cert-type

11:12:13:14:15:16 default 11:12:13:14:15:16 Provisioned Tue Mar 24 15:43:26 202
0 Yes 0.0.00 0.0.0.0 NA

AP Entries: 1

IERFNRNEQRBREEE (BGmdiTEr, —ElA)
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(LabX-MM-1) [mynode] (config) #whitelist-db rap add mac-address 11:12:13:14:15:16 ap-group default

(LabX-MM-1) [mynode] (config) #whitelist-db rap add mac-address 11:12:13:14:15:17 ap-group default

BEMBELNBELNAPRIEERES, HEEHEESZELNAPER (FRIZLERS
ZHIAP)

(LabX-MM-1) [mynode] #show ap database long
AP Database

Name Group AP Type IP Address  Status Flags Switch IP Standby IP Wired MAC Address Serial # Port
FQLN Outer IP User

LAB2-AP1 lab2-group 205  10.2.12.101 Up 2h:13m:37s 10.2.10.11 10.2.10.12 94:b4:0f:cc:4d:68 CM0219527
N/A N/A

Flags: 1 = 802.1x authenticated AP use EAP-PEAP; 1+ = 802.1x use EST; 1- = 802.1x use factory cert; 2 = Using IKE versi
on 2

B = Built-in AP; C = Cellular RAP; D = Dirty or no config

E = Regulatory Domain Mismatch; F = AP failed 802.1x authentication

G = No such group; | = Inactive; J = USB cert at AP; L = Unlicensed

M = Mesh node

N = Duplicate name; P = PPPoe AP; R = Remote AP; R- = Remote AP requires Auth;
S = Standby-mode AP; U = Unprovisioned; X = Maintenance Mode

Y = Mesh Recovery

¢ = CERT-based RAP; e = Custom EST cert; f = No Spectrum FFT support

i = Indoor; o = Outdoor; s = LACP striping; u = Custom-Cert RAP; z = Datazone AP
p = In deep-sleep status

4 = WiFi Uplink

r = Power Restricted; T = Thermal ShutDown

Total APs:1

aruvba
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1.3.2 W%, SiPkEEX (GUI)

1) 430 LabX TS FRET VDR (AOS Hi V8.6.0) -

MOBILITY MASTER CONTROLLERS  ACCESS POINTS CLIENTS ALERTS
Lab2-MM-1 ) A 2 admin v
& Managed Network > lab2 > & e
& a & CLIENTS E\\_ WLANS
= Mobility Master Grouped by hea e Show WLANS with most clients v
& Lab2-MM-1 Infrastructure
= Managed Network (2) Traffic Analysis
Services
£ lab2-md1 Configuration
=) lab2-md2 \ . . . . . . .
Maintenance There is no client to display right now. There is no WLAN to display right now.

—> USAGE il

(c?)) RADIOS
Show Tx & Rx - (

Grouped by channel quality v

Throughput (bps)

— Transmitted Received

There is no radio to display right now.
Mo traffic in the last 15 minutes

2) FHAZ Mobility Master -> LabX-MM-1, gath “Maintenance->Software Management” sy
Upgrade i&lii&, £ MM =428 FBREBIRFERAREDSX, RPMDXAREAEEEPESX T, i
A& default boot FRHRIEEIE TR GFHRA.

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS o) v
Lab2-MM-1 &

€ Mobility Master > Lab2-MM-1 ¥
&8 Q

x

Configuration Upgrade Reboot Boot Parameters Service Module Packages About

£ Mobility Master Diagnostics d

r— -

L 5 Lal M-1 l ntenan Upgrade using. TFTP v

& Managed Network (2) | soft Server IP address:

£ 1ab2 (2 - ‘
) Configuration Management iiage e e
E lab2-md1
Partition to upgrade: ® Partition 0 Partition 1
&) lab2-md2

Reboot controller after upgrade. O

Current Partition Usage

PARTITION O PARTITION 1 (DEFAULT BOOT)
Partition 0:0¢/mnt/disk1) 0:1(/mnt/disk2)
Software Aruba0s 8.4.0.5 (Digitally Signed SHA1/SHA256 - ArubaOs 8.6.0.3 (Digitally Signed SHA1/SHA256 -
Version Production Build) Production Build)
Build Number 72830 74788
Label 72830 74788
Built On Tue Oct 22 08:43:27 UTC 2019 Fri Mar 20 11:07:28 UTC 2020

3) #HAZ Managed Netowrk->Dashboard->Infrastructure” /a5 Controllers I, 7£ MM =Hgg £
ERIERNEERN MD =528 EEETIEMRAEE, R EFR(TEZENER MM =5 s8R ASF1
MD —Ei&{E, HARN MM IRAEALISF MD, FAEIYETF MD BUiEIThRA.




MOBILITY MASTER
Lab2-MM-1

aruba

4 Managed Network >
&

. S Errra—

£ Mobility Master Overview

| infrastructure

Traffic Analysis

& Lab2-MM-1

£ lab2 (2) Security
= lab2-md1 Services
& lab2-md2

Configuration

Maintenance

ArUbaMM.VAB 603

MOBILITY MASTER
Lab2-MM-1

aruba

€ Managed Network >

& Q  pashboard
£ Mobility Master Overview

& Lah2-MM-1 | infrastructure

£ Managed Network (2) Traffic Analysis

£ lab2 (2) Security
£ lab2-md1 Services
&3 lab2-md2

Configuration

Maintenance

4)

MD i=flgg R, BEEZRNE]
SHNEFEARSET.
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CONTROLLERS ~ ACCESS POINTS CLIENTS
@2
CONTROLLERS
Grouped by status v
D
2 oup)
Controllers @ Dowin (0)
—

Hetwork Map

ALERTS
A2 admin v
@ ] a
2 ACCESS DEVICES
=

Grouped by status v~

There is no access point to display right now.

WAN CLUSTERS
Uplinks grouped by status ¥ == Show clusters with highest AP load
labzcluster W Adtive
Standby
Free
o 2 so 7 0 zs
. . . . Access Points.
There is no uplink to display right now.
1 cluster in total
CONTROLLERS ~ ACCESS POINTS CLIENTS ALERTS
©2 A2 admin v
&  sear Q
= =
& @2 nin & Qw9 Do T e cm
Controllers 2 Y jii
NAME STATUS HEALTH UPTIME SOFTWARE ACCESSPOIN..  CLIENTS
> lab2mdi @ up ¥ Good 11h1im B 603 [ [
> lab2-md2 @ up ¥ Good 11h11m 603 [ [

#HAZI Managed Netowrk->labX ->labx-md1->Dashboard->Infrastructure” {REJLADBIESES
TREMAFRN 2 KARAER. [ FER labX-md1 IBEFK,

aruvba
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MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS

arubQ  uavzmma 02 A2 admin v

€ Managed Network > lab2 > lab2-md1 & search o
& Q (= CONTROLLER B, ACCESS DEVICES
Show controller information = G 3
£ Mobility Master Overiew s Grouped by status v
9 Lab2 i
£ Managed Network (2) Traffic Analysis
Status Spkw(am)
£ 13b2(2) e Up@ 86.0.3_74788
Mode!
Configuration - ArubaMC-vA
Good w ot
& lab2-md2 10.2.10.11 " = , "
Mentenanee There is no access point to display right now.
' Network Map
WAN

Uplinks grouped by status v

There is no uplink to display right now.

Arub3MM VA £

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS

aruba " o Y aamin
& Managed Network > lab2 > lab2-md1 &  search Q,
=] Q
® Dashboard =
& BT o & Orcmoene K O e
£ Mobility Master Overview
DETAILS
&3 Lab2-MM-1 | infrastructure e vode uptime Group
£ Managed Network (2) Traffic Analysis lab2-md1 ArubaMC-VA 11h18m lab2
- 1P acds Baoot partitic Ce S | e
B 1ab2(2) Services 1021011 Aruba0s B.6.0.3 74788 a MCIE271A
& lab2-md1
Configuration MAC address Backup partition
: 3
o atenance 00.0629.8271:b4 Aruba0s 86.0.3 74788
PORTS

Hover a port for more deta

Up

B oovn
Al Admin

disabled

5) /& NERY labX-md2 IEEFK, SHAZIFERSET.
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aruvba

Lab2-MM-1

MOBILITY MASTER

€ Managed Metwork > lab2 > lab2-md2

(=]
£ Mobility Master
&3 Lab2-MM-1
E2 Managed MNetwork (2)
£ 1ab2 (2)

= lab2-md1

=3 lab2-md2

MOBILITY MASTER
Lab2-MM-1

aruvba

: :

Overview

Infrastructure

Traffic Analysis
Services
Configuration

Maintenance

ArubaMM-VAE 603

€ Managed Network > lab2 > lab2-md2

(=% Q
£ Mobility Master
£ Lab2-MM-1
£ Managed Network (2)
£ 1ab2(2)
& lab2-md1

& lab2-md2

Dashboard
Overview
| Infrastructure
Traffic Analysis
Services
Configuration

Maintenance

CONTROLLERS
@2

CONTROLLER 2
&I G contalier information =2

status

Up@

Health
Good mE

Aruba BTS2 T ArubaOS 8 HiZKJil &

ACCESS POINTS CLIENTS ALERTS

A2 admin v
6 Sear Q,

ACCESS DEVICES
Grouped by status v

software
8.6.0.3_74788
Madel
ArubaMC-VA

1P address.
10.2.1012

Network Map

There is no access point to display right now.

}}2 WAN
Uplinks grouped by status ¥

There is no uplink to display right now.

CONTROLLERS

©2

& B 1 v

DETAILS
Name
lab2-md2

1P address
10.2.1012

MAC address
00:0c:29.ea:9a:d9

PORTS

ACCESS POINTS CLIENTS ALERTS

gacees admin v
&  search o

% 0 ins

S 0 accss o

Model Uptime Group
ArubaMC-VA 11h22m lab2

800t pamuon o Country Serial number
Aruba0s 86.0.3 74788 N MC2EA9ACF
Backup partition

Aruba0S 86.03 74788

Hover a port for more details.

e —
Up
B oown
n AL Admin
1 disabled

6) HAZF Mobility Master->LabX-MM-1 ->Maintenance->Configuration Management” ;|

Backup 1%IR

N, {FRAILME MM 28 ERMEE ((RIE MM =48 LR mEcERAT, THE MD

FEHEE, RAREEEN MM i=HIzEELELE MD RY)
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MOBILITY MASTER CONTROLLERS ACCESS POINTS

arubQ  raneums o2

€ Mobility Master > Lab2-MM-1

() Q
®
Configuration Restore Clear Configuration
> Mobility Master Diagnostics

= Lab2-MM-1

£ Managed Network (2)

£ 1ab2(2) [Lonfigur'ation Management.

& lab2-md1 Once the backup is complete, it can be copied elsewhere for safe-keeping

Create Backup

& lab2-md2

CLIENTS ALERTS
& 2

Select what to backup Flash ® Configuration

Software Management @ Information

Synchronize Database

WMS Database

@

This will back up the required contents of the configuration to confighackup tar gz

admin v

&

7) #HAZE Mobility Master->Configuration>License” , & License Usage iBII£, DN, X
£ MM =528 ERM P IOMERNEDNT (FR: XBEREEEER, A NAMMEISASHH, IR
X F cli B9 show license >R+ W EIFEANAIBAISIASH ).

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS
arubQ  uszmm

€ Mobility Master >

License management Aruba Suppart Portal [AS?)

Configuration

+
Roles & Policies l e ntay l Licensa Invantory
& Lab2MM-1 Authentication

as rer
&5 Managed Network (2) Services o frtwsmere
65 Iab2 (2) Interfaces
& labz-md1 Controliers
& bz-mdz Usage for Global Licansa Pool
" rer
Festure Enstled
scope Perap Per AP
Fool size a8 2048
Exgired Lcenses ° [
Acwal Paa size 28 2048
Ucenses Used ° o
Uicerses Remaining dwailable 048 2048

Expired fExpiring Licenses for Global Pool

Ky

Eaemal license server

¥ Frotect ACR
#F Frotect AR
Perap per-Session
2048 °
o
2048
0 °
2048 °

FEATURE

SPGB SN DV Ty

QOB pAIDQHE XGE

rktngtn.

Q- KWDAMSH-OWHTD K22 L TN FRATZK P UCOAWD- CCPUTZT3FRR-W

a»
s
we
w

MCRN

8) WEEE

) Manual

er i)
o
o
o
o
o

usen

Tve

MCARW

1000
o

1000
0

1000

ePRATION
ape 23220
sprzm
sprzzaom
spenimm
Aemazm

HAZI Mobility Master->LabX-MM-1 ->Maintenance->Configuration Management” ,fazh Restore %Il

&, 1% Configuration 3 Restore.
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MOBILITY MASTER

CONTROLLERS ACCESS POINTS CLIENTS ALERTS in v
arubQ  sbzuma ; ; . A admin
@2 0 0 0 0 0 A2
& Mobility Master > Lab2-MM-1 &
& Q i
= Configuration Backup I Restore I Clear Configuration  Synchronize Database  WMS Database
E5 Mobility Master Disgnostics

I & Lab2-MM-1 ' [Mainmnanm ] Selectwhat o restore: () Flash l Cnnﬁguramunl

£ Managed Network (2)

Software Management (@ Information
£ lab2 (2) |configuration Management
This will restare the contents of confighackup.tar gz
& lab2-md1 Arehoat will be required once this is completed.
= lab2-md2

AnUbEMMVA 603

9) RERN (EFFMEANZBIRDANSIN key BIRT) #HAZI Mobility Master->Configuration>License”
M License Inventory IEIAK, mih+ SN license,

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS @
arubaQ e

admin v
© 2 B2

4 Mobility Master > @

E:z Q Configuration License management _ Aruba Support Portal (ASP) ") External license server ®) Manual

Roles & Policies

License Usage
Lab2-MM-1
Authentication LICENSE DESCRIPTION STATUS EXPIRATION INSTALLED
& Managed Network (2) Services Mobility Master
e Arcess Points Partially Expiring - Expiresin 29 i Apr 232020 2048 -
£ lab2 (2) Interfaces
PEFNG Policy Enforcement Firewall Partially Expiring - Expires in 29d: Apr 23 2020 048
= lab2-md1 Controllers - B - B
aFp RF Protect(WIP Spectrum Multi-2. tally Expiring - Expires in 29 di Apr 232020 048
& lab2-md2
System AR Advanced Cryptography ) Mot e Mot Licensed 0
WebCC Web Content Classification =) Not License Nt Licensed 0
RedU"dan(y MM Mobility Master Virtual Appliance Partially E g - Expires ir g Apr232020 50
MCVA-RW Controller Virtual Appliance(RW) di Apr232020 1000
MC-VAEG Controller Virtual Appliance(EG) 2 Not 156 Not Licensed 0
A controller Virual Annliancan ) 3 Not N licensed a -

Page 20 of 171 aruvba

a Hewlett Packard
Enterprise company.



Install Licenses

To install new licenses you will need:

~  The Serial Number of this Mobility Master: MMEAB5AB3
v The License Key for each service you wish to activate

v License Passphrase: MMEABSAB3-JfYPILIG-edT)7S)y-Agbgkf8b-umyz+KOm

Obtain License Keys from HPE Aruba My Networking Porta

=1

Enter the license keys in the text box below, one key per line.

1.3.3 E#MEX (CLD)

&34 Aruba Mobility Master Virtual Appliance EEIINZE, BIRBEALTEASHE

X, SEITEREEIRE TN, SXNARREUNE S EFarRSHREERREX AT (T
HZEET A0S8.6 FEMEK, MRBHIRA, BESEXINGFTMRANEIE S EERIIRS ST
TR) -

1) MM-VA-50 (3vCPUs, 6GB Memory, 6GB Flash/Disk)

2) MM-VA-500 (6vCPUs, 8GB Memory, 8GB Flash/Disk)

3) MM-VA-1K (8 vCPUs, 32GB Memory, 32GB Flash/Disk )

4) MM-VA-5K ( 10 vCPUs, 64GB Memory, 64GB Flash/Disk )

5) MM-VA-10K (16 vCPUs, 128GB Memory, 128GB Flash/Disk)
7¥&: Aruba recommends using Intel Xeon E5-2650 v4 @ 2.2GHz enterprise grade CPUs
for optimum performance. Ensure the number of sockets and threads is always one and
the value of cores is the same as the current allocation.

1) MC-VA-10 (4vCPUs, 6GB Memory, 6GB Flash/Disk)
2) MC-VA-50 (4 vCPUs, 6GB Memory, 6GB Flash/Disk)
3) MC-VA-250 (5vCPUs, 8GB Memory, 8GB Flash/Disk)
4) MC-VA-1K (6 vCPUs, 16GB Memory, 16GB Flash/Disk)



5) MC-VA-4K (12 vCPUs, 48GB Memory, 48GB Flash/Disk )

6) MC-VA-6K ( 14 vCPUs, 64GB Memory, 64GB Flash/Disk )

7E&: Aruba recommends using Intel Xeon E5-2670 v3 @ 2.3GHz enterprise grade CPUs
for optimum performance.Ensure the number of sockets and threads is always one and
the value of cores is the same as the current allocation.

NEAFER S VMM/VMC FE8BLE., 5f#H show inventory #17EE.

(LabX-MM-1) [mynode] #show inventory

Mgmt Port HW MAC Addr :00:0C:29:AB:5A:B3
HW MAC Addr : 00:0C:29:AB:5A:BD
Product key# : MMEAB5AB3

Activate license : Not Applicable

Active device type : MM-VA-50

NTHRIRANHE T R REEMSE show storage, XiF /dev/sdb1 f size K/)\
(BP Flash/Disk FYZS[EIK/N)

(LabX-MM-1) [mynode] #show storage

Filesystem Size  Used Available Use% Mounted on

none 3.0G  141M  3.0G 0% /tmp

/dev/sdb1 58G 1.0G 4.5G 18% /flash (XS RZRIZREHAAAY Hard Disk2)
/dev/sda5 14G 3879M 1015.1M 28% /mnt/disk1  (XIRZAYZREIAHAHAY Hard Disk1)
/dev/sda6 14G 420.1M 982.9M 30% /mnt/disk2 (X RAYZREIUHAAY Hard Disk1)

SIFHIRFAEIL CPU HFINEXRNNEFGRSZE show version. (HFTHEAY CLI 2
ETF demo iRBHVER, AAMBRUTEERERRERELINIEFTKOER, (MURHESE
FFS(ER)

(LabX-MM-1) [mynode] #show version
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Aruba Operating System Software.
ArubaOS (MODEL: ArubaMM-VA), Version 8.6.0.3
Website: http://www.arubanetworks.com
(c) Copyright 2020 Hewlett Packard Enterprise Development LP.
Compiled on 2020-03-20 at 11:07:28 UTC (build 74788) by p4build
BIOS Version: Phoenix Technologies LTD, 6.00
Built: 07/30/2013
Switch uptime is 1 hours 58 minutes 37 seconds
Reboot Cause: User reboot (Intent:cause: 86:50)
Supervisor Card
Processor(s):
Total CPUs : 3, Sockets:1, CoresPerCPU: 3
Socket 0: Intel(R) Core(TM) i5-4250U CPU @ 1.30GHz
5703M bytes of memory

4096M bytes of Supervisor Card system flash.

1.3.4 LACP #HRES (CLI)

MD #=HlasRY_EBROF I OSSR B BR R iR 2 F 2 LACP fEIRRE
SRFUFEIGRITFERMS 10G BUHERE_EBAZORSHE,)
(LabX-MM-1) [00:0c:29:82:71:b4] (config) #interface gigabitethernet 0/0/1
(LabX-MM-1) A[00:0c:29:82:71:b4] (config-submode)#trusted
(LabX-MM-1) A[00:0c:29:82:71:b4] (config-submode)#lacp group 0 mode active
(LabX-MM-1) A[00:0c:29:82:71:b4] (config-submode)#exit
(LabX-MM-1) ~[00:0c:29:82:71:b4] (config) #interface gigabitethernet 0/0/2
(LabX-MM-1) A[00:0c:29:82:71:b4] (config-submode)#trusted
(LabX-MM-1) A[00:0c:29:82:71:b4] (config-submode)#lacp group 0 mode active
(LabX-MM-1) A[00:0c:29:82:71:b4] (config-submode)#exit

(LabX-MM-1) A[00:0c:29:82:71:b4] (config) #interface port-channel 0

(BHERKRANE,
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(LabX-MM-1) A[00:0c:29:82:71:b4] (config-submode)#trusted
(LabX-MM-1) A[00:0c:29:82:71:b4] (config-submode)#trusted vlan 1-4094
(LabX-MM-1) A[00:0c:29:82:71:b4] (config-submode)#switchport mode trunk

(LabX-MM-1) A[00:0c:29:82:71:b4] (config-submode)#switchport trunk allowed vlan all

1.3.5 LACP 48RS (GUI)

1) £ labX-md1 T, &2 Configuration>Interfaces, fE Ports IR, EREBMORSHE
imE GE-0/0/1, £ FHBVNFMZESREP, Ak Trust, M5 Submit #&$H,

MOBILITY MASTER CONTROLLERS ~ ACCESS POINTS CLIENTS ALERTS @ a

aruba  aszmme : -
4 Wanaged Network > lab2 > lab2-md1
= Q
Dashboard -
VLANS  IPRoutes  IPvGMeighbors  GRETunnels  Pool Management  OSPF  Multicast
5 Mability Master
Ports -
&2 Lab2-MM-1
WLANS PORT ADMIN STATE TRUSTED  POLICY MODE NATIVEVLAN  ACCESSVLAN  TRUNKVLANS  SPANNING TREE MONITORING  DESCRIPTION i
5 Managed Network (2) Roles & Policies GE00 Ernabied v Hotdefined trunk 1 1 14084
£ lab2 (2) Access Points [:
T GEo02 Disasied otdefined 1 14054
&= lab2-md1 AP Groups
& lab2-md2 Authentication
Services
Controller Admin state:
System Spesd auto v | Mops
Tasks
Duplex: auto v
Redundancy
e
Homenene
Trust
Palicy ot-defined v
Mode Access
VLAN
VLAN trust:
VLAN policy None- v
Dest

=[]

2) 1ElabX-md1F, ## Configuration>Interfaces, 7 Ports i&Ii=5, #ZF] Port Channel 0, =
& + 4, 3 Port Chanel ID 5%&#41E, 5588 PC O, sy Submit %45,




MOBILITY MASTER
Labz-MM-1

aruba

€ Managed Network > 1ab2 > lab2-md1

& @ pashboard

£ Mability Master

& Lab2-MM-1

WLANS

£ Managed Network (2) Roles & Policies

£ 1ab2 (2)

= lab2-md1

3 lab2-md2

Access Points
AP Groups
Authentication
Services
Controller
System

Tasks
Redundancy

Maintenance

ATUGIMMVA, 86,03
€ Managed Network > lab2 > lab2-md1
= Dashboard
= Mobility Master
Lab2-M-1 WLANS

£ Managed Network (2) .

£ lab2 (2) A

Access Points

lab2-md2

Controller
System
Tasks
Redundancy

Maintenance

Aruba BNFSLIGFM: ArubaOS 8 mEZAC &

CONTROLLERS  ACCESS POINTS CLIENTS ALERTS
©2 A2

SPANNIN..

WLANS IP Routes IPv6 Meighbors GRE Tunnels Pool Management  OSPF
Port Channel
NAME MEMBERS PROTOCOL TRUSTED POLICY MODE
Ports
PORT ADMINST..  TRUSTED  POLICY MoDE NATIVEV.. ACCESSV.. TRUNKVL.
GO0 Disabled - Notgefined  access 1 1 14094
GEOMZ  Disabled - rotdefined  ancess 1 1 14094
GE-0/0/0
Addmin state v
CONTROLLERS ACCESS POINTS CLIENTS ALERTS
New Port Channel

fool Management

POLICY MODE MATIVEV

TRUNK VL

GE-0/0/D

0SPF

®  admin ~
&
Multicast
NATIVE VLAN TRUNK VLANS  [TT]
MONITOR... DESCRIPT... B
Multicast

TRUNK VLANS

3) #AZIPCOERERE, RREFTNSEHHITRXEERY, &RERE Submit #ZH# pending

change %,
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Aruba0S 8 AL E

Ports VLANS IP Routes IPv6 MNeighbors GRE Tunnels Pool Management OSPF Multicast
PC-0 .
Port channel 1D: PC-0
v p—
Protocal [N
LACP mode: active v
Port members. GE-0/0/0,GE-0/0/1 m
Admin state; v
Trust v
Palicy Not-defined v
Mode:
L J
Native VLAN ~
Allowed VLANS Allow all ~
Description:
P
Jumbo MTU
advanced options
Ports
PO ADMIN STATE TRUSTED POLICY MODE NATIVE VLAN ACCESS VLAN TRUNKVLANS ~ SPANNING TREE MONITORING  DESCRIPTION i
GE-0/0/0 Ensbled v Notdefined trunk 1 1 1-4084
GE-0/0/1 Disabled v Not-defined access 1 1 1-4004 GEO/O/
GE-0/072 Disabled - Not-defined sceess 1 1 14094 - 1
> 5
MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS = .
Lab2-MM-1 o
€ Managed Netwiork > lab2 > lab2-md1 Pending Changes VJJ
= Q. pashboard )
Ports  WLANs  IPRoutes  IPv6 Neighbors — GRETunnels  Pool Management — OSPF  Multicast
E> Mobllity Master
G Lab2-MM-1 WLANS Port Channel
> Managed Network (2) Roles & Policies MEMBERS TRUSTED PoLICY MODE HATIVE VLAN TRUNK VLANS
£ lab2 2) ACcess Points - Lacp - Net.defined trunk 1 14084
AP Groups
& lab2-md2 Authentication
Services +
Controller L5
System roRT ADMIN STATE TRUSTED  POLICY moDE NATVEVLAN  ACCESSVLAN  TRUNKVLANS  SPANNINGTREE MONITORING  DESCRIPTION
Enstied v Not-defined #co 1 1
Tasks
Disablea . Not-defined #co 1 1
Redundar
ecundancy Disabled Not-defined

Maintenance

1.3.6 Jumbo Frame (CLI)

AP FizHg8 B B BARIRT B B A8 Z NS Jumbo Frame, EHIREELBHF
3 Jumbo Frame, HEFIZOHAAY_EEXO_EFFS Jumbo Frame  (FFiS Jumbo g1, &5
FIAFITEXIEIR OSPF ESFIAERISNN, EASEE MTU X/0h)

(LabX-MM-1) [labX] (config) #firewall

t Packard
company
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(LabX-MM-1) AflabX] (config-submode)#jumbo mtu 9216

(LabX-MM-1) [00:0c:29:82:71:b4] (config) #interface gigabitethernet 0/0/1

(LabX-MM-1) A[00:0c:29:82:71:b4] (config-submode)#jumbo

(LabX-MM-1) [00:0c:29:82:71:b4] (config) #interface port-channel 0

(LabX-MM-1) [00:0c:29:82:71:b4] (config-submode)#jumbo

1.3.7 Jumbo Frame (GUI)

1) 7E labX T, &8 Configuration>Services, fE Firewall I, Ak Jumbo frames processing

MOBILITY MASTER CONTROLLERS ~ ACCESS POINTS CLIENTS ALERTS

arubQ  wszums

& Managed Network > Laba >

&

B3 Mobilty Master ernal Services DHCP WAN
& Lab2-MM-1

£ Managed Hetwork (2)

3 lab2-md1

 labz-md2

Tasks
Redundancy

Maintenance

2) BHERPEREEZE Jumbo MTU bytes, BRAIZE 9216 bytes, S/ Submit.

aruba



Clusters ArGroup VPN Firewall 1P Mobility

o sy
Rate limit CP untrusted ucast traffic (pps):
Rate limit CP untrusted mcast traffic (pps) I:l
Rate limit CF trusted ucast traffic (pps):

Rate limit CP trusted mcast traffic (pps):

Rate limit CP route traffic (pps):

Rate limit CF session mirror traffic (pps)

Rate limit CP VRRP traffic (ops):

Rate limit CF ARP traffic (pps):

Rate limit CF |2 protocol/other traffic (pps)

Rate limit CP auth process traffic (pps):

Rate limit CP IKE traffic (pps)

Jumbo frames processing: v
Jumbo MTU bytes: 9216 bytes
Mark management frames:

Enable firewall visibility:

Enable deep packet inspection:

Enable web content dassification: @]

Drop packets during web content cache miss:

External services

DHCP

WAN

Aruba ZNTFSLE FM: ArubaOS 8 EHEC B

=

3) fElabX-md17F, ## Configuration>Interfaces, £ Ports i%&In-£, %&#% GE-0/0/0, = FEHM
FMREEO, A% Jumbo MTU, S5 Submit 3251,

MOBILITY MASTER
Lab2-MM-1

arvba

€ Managed Network > lab2 > lab2-md1

= Q

CONTROLLERS

il VLANS  IPRoutes PG Neighbors
E Mobility Master e o
& Lab2-MM-1 WLANS Enabied N Not-define
£ Managed Network (2) n [ — GE0DA Disstled - Hot.defined
cEonz Disstled - Hot.defined
£ lab2 (2) Access Points
AP Groups
& lab2-md2 Authentication
Services e
Admin state 4
Controller Speed auto v Mbps
system Duplex: auto v
Tasks P
Redundancy Trust v
Maintenance Palicy: Hot-defined ~
Mode: Trunk v
Hative VLAN v
Allowed VLANS: Allow 3 >
Description:
Tunneled node

Tombo 10 >

4) £ labX-md1 T,

ACCESS POINTS

GRE Tunnels

CLIENTS ALERTS ®

Pending Changes (

Pool Management  OSPF  Multicast

1 w94

ceess 1 1 4094,

access. 1 1 0%

e[ |

1%E#E Configuration>Interfaces, fE Ports I, i%&# PC-0, E NEHINFH

FEEEN, @i% Jumbo MTU, &R Submit 3248,

Page 28 of 171

aruvba

a Hewlett Packard
Enterprise company



Aruba ZFS2EGTF: ArubaOS 8 2kl &

MOBILITY MASTER CONTROLLERS  ACCESS POINTS CLIENTS ALERTS
AbZ-MM-1 > A

aruvba

& Managed MNetwork > lab2 > lab2-md1 Pending Changes ()

Q
& ,

B3 Mobility Master anfig
& LabzMM s D
E5 Managed Network 2) Roles & Folicies
£ lab2 (2) Access Points
& lab2-md2 ticat !

e
1.3.8 MTU (CLI)

WMRBLMLEIZBER Jumbo Frame, 5EXUEIE AP-system-profile 1R SAP MTU F
sHEE /A 1500,
(LabX-MM-1) [labX] (config) #ap system-profile mtu-1500

(LabX-MM-1) AflabX] (AP system profile "mtu-1500") #mtu 1500

1.3.9 MTU (GUI)

1) 7 labX T, &8 Configuration>System, 7E Profiles &I, &8 AP system, gagh AP system
profile A+ %4,




MOBILITY MASTER

QrUbQ Lab2-MM-1

€ Managed Network > lab2 >
=

Aruba ZNFLIETFHF: ArubalS 8 HHALE

CONTROLLERS ACCESS POINTS

CLIENTS ALERTS
& 2

i =

AP system profile: New Profile

General  Admin  AWave  CPSec  Certfficates  SNMP
& Mobility Master
&2 Lab2 MM All Profiles
E Managed Nework 2) Roles & Policies [S AP LACP LMS map information -
AP system profile:
+ & Access Points @ [ Aeuoe
© lab2-md1 AP Groups @ [3 AP LLOP-MED Network Policy
& lab2md2 Authentication @ [B AP multizone
services o
Interfaces @ [ nosutapsysem
Controllers @ [ defavit

Tasks

Redundancy

Maintenance

4 , ArubaMMVA

® [ AP wired port

® (B oump collection

® [ EDCA Parameters (AP)

@ [ £DCA Parameters (Station)
® [3 MU EDcA Parameters

@ [5 Regulstory Damain

(5 Spectrum Local Override

@ admin v

2) HANEFI Ap system profile #FIEEO, & Profile name &#7F0 SAP MTU=1500, ffsmds Submit
#%48%0 pending Changes #%$H.

General Admin AlrWave CPSec Certificates

-

5 AP LACP LMS map information
@ [B AP LLDP
@ [5 AP LLDP-MED Network Policy
@ [ AF multizone

@ (5 MoAuthApSystem

@ [ default
@ [B AP wired port
@ [5 Dump collection
@ [5 EDCA Parameters (AF)
@ [5 EDCA Parameters (Station)
@ [5G MUEDCA Parameters
@ [B Regulatory Domain

[ Spectrum Local Override

1.3.10
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SNMP Logging Profiles More

Profile name:

~ General

RF Band:

RF Band for AM mode scanning:

Native VLAN ID:
WIDS AMPDU Optimization:

Session ACL:

Corparate DNS Domain:

SNMP sysContact:

LED operating mode (11n/11ac APs only):

LED override:

Driver log level:

Console log level:

ap-uplink-acl

CORPORATE DNS DOMAIN

+

]

normal %~

warnings h

emergencies v

SAP MTU:

1500] bytes

NTP Server (CLI)

aruvba

a Hewlett Packard
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Aruba ZFS2EGTFHF: ArubaOS 8 2 B

MM +MD fZ=HIEs R 2RI TSR IRBNVIBHERNE. NXANREERL, Ha
AHEERE—E, BRIENIRE NTP Server:

(LabX-MM-1) [mynode] #show country
Country:CN
Model:ArubaMM-VA

Regulatory Domain:Unrestricted

(EAEEFE Country : CN BERFAVIAUMEREETFS, WMERAM MM F1 MD =588 2 BINERRIGAITE, BEEINE
AR ER—, TEERFETIRETRE, MIRETIRE regular-domain-profile 5y country code tB2FFHY)

Cd /mm ---513F EFBFHE MM =HISEIZE ntp server

(LabX-MM-1) [mm] # ntp server 114.4.50.17

Cd /md/labX ---$t37 labX FHIETE md 5428185 ntp server

(LabX-MM-1) [labX] (config) #ntp server 114.4.50.17

1.3.11 NTP Server (GUI)

1) 1 labX T, 1%#E Configuration>System, £ General Sk, 6% Clock,

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS
arubqQ  ubzmma :

€ Managed Metwork > lab2

(=] Q F 2 ]
* Dashboard
General | Admin  AifWave  CPSec  Certificates  SNMP  Logging  Proflles  More

£ Mobility Master F configuration §
. (= o
& Labz-MM-1 WLANS > Basic Info
E2 Managed Network (2) Roles & Policies [~ aock |
— lab2 (2 Access Points Set clock, UsingNTP v
= lab2-md1 AP Groups
Time zone & a 820ne
& lab2-md2 Authentcation
ervices NTP Servers
interfaces IP ADDRESS IBURST MODE AUTHENTICATION KEY ID
Controllers
r i .
L J
Tasks
Redundancy }
Maintenance

Use e
authentication: o
> Domain Name System

» Controller P address

aruba




2) i&E Time zone Jy China:Asia/Shanghai (UTC+08:00),7E NTP Servers B sats+ %60, 7£ Add
NTP Serve O, #A IP address AEHI NTP fgSesitbit (XBESHUNEER, BIRIELRAE
h3RIRE) , Bamd Submit #%ZHF] pending Changes #%$1H.,

General Admin AirWave CPSec Certificates SNMP Logging Profiles More

> Basic Info

Clock

set clock: Using NTP v
Time zone China: Asia/Shanghai (UTC+08:00)
NTP Servers
IP ADDRESS IBURST MODE AUTHENTICATION KEY ID E
+
Add NTP Server
IP version: Pvd v
IP address 114.4.50,
Iburst mod !
Authenticat,
y ID:
Use NTP
thenticat @) N

= =
1.3.12 Spanning-Tree (CLI)

B4 MD $=HIBERAFZHEL A OIR EBXEY (BPEREFBENT) | ERIENER
T3] Spanning-Tree 1Y
(LabX-MM-1) [labX] (config) #no spanning-tree

Spanning tree disabled at system level, Interface/vlan level spanning-tree configuration will not be effective

1.3.13 Spanning-Tree (GUI)

1) 7E labX T, &8 Configuration>System, 7& More IR, &8 Spanning Tree, ¥ Enable
spanning tree iIfBXF (BRARBZEFEH) , sds Submit #4870 Pending Changes %4,



1.3.14 ADP (CLI)

AP UNERXFE DHCP, DNS s&Z#SANAIIEHES, EmXEINER/ TR ADP 1Y
(LabX-MM-1) [labX] (config) #no adp discovery
(LabX-MM-1) A[labX] (config) #no adp igmp-join
LA mdconnect FEg& md k£, {8 show adp config FKEELREERZSR disable K& CEERFABIAETEH)
(labX-md1) [MDC] #show adp config

ADP Configuration

discovery disable
igmp-join  disable

igmp-vlan-id 0
1.3.15 VRRP (CLI)

57 Aruba 24128 2 (81815214 Cluster VRRP VID (282, ER—A vlan F, BIE=R11
VID fIEFEBBEZEMEEHEI VRRP VID FgEEHzR, BUSSE VRRP 19 Bz, FEmA:
A 1a9i=HI28 2 162 VRRP iRERE, SEVINIRE VID 5, 3%J AOS6.x aJLIBCiREE



FE VID, mftxd AOS8.x B Cluster £&£8%, fNER/ZA 7T Cluster VRRP IPiRE, BBARRBINFS
BzfEF VRRP ID=220,221..—EK% 255, £ AOS8.4 ZHl (& v8.4) AHHEXEMS VRRP ID
2, £ A0S8.5 R EAEIAS IFEENY VRRP VID f9FF44 ID £) . BIMtXt A0S8.4 K2 Bikk
A, BRINE: WIERRA cluster, BBABRUENISITRNAREN VLAN 185, sigitHEA+
—/NEEREXIF] Cluster VRRP IP IhgE ({B{5PARILAZRAZ Cluster, {BE Cluster TaiFoiA(#FER AAA
B9 CoA F1 XML API Thgg

(LabX-MM-1) [labX] (config) #lc-cluster group-profile labX-cluster

(LabX-MM-1) [labX] (Classic Controller Cluster Profile "labX-cluster") #controller 10.2.10.11 priority 128 mcast-vlan O vrr
p-ip 10.2.10.21 vrrp-vian 30 group 0

(LabX-MM-1) [labX] (Classic Controller Cluster Profile "labX-cluster") # controller 10.2.10.12 priority 128 mcast-vlan 0 vrr
p-ip 10.2.10.22 vrrp-vilan 30 group 0

(LabX-MM-1) [labX] (Classic Controller Cluster Profile "labX-cluster") #vrrp-id 100

1.3.16 VRRP (GUI)

1) 7 labX T, &8 Configuration>Services, fE Clusters EIn£9, mh+ &, HEHAZFEEE Cluster
FRE

MOBILITY M MASTER CONTROLLERS ~ ACCESS POINTS CLIENTS ALERTS
Lab2-MM-1

Maintenance

2) %\ name 7 cluster %R, Starting VRRP ID=100, IXPMERITEBHIHEIE VRRP ID &, RHES
BERIZEM VID 100 FF45HY VRRP Instance, MIRERKERNE, RFEBNEM ID 220 FEAitE,
R+ REH, HAZHE Controllers 5,



Aruba ZTFS2IG T ArubaOS 8 =2l B

Clusters AirGroup VPN Firewall IP Mobility External Services DHCP WAN
- -
Clusters (1)
NAME CONTROLLERS FIRMWARE VERSION UPGRADE STATUS B
lab2-cluster 2 860374788 NiA
+

New Cluster Profile

Name: lab2-cluster

Controllers

IPADDRESS GROUP VRRP-IP VRRP-VLAN RAP PUBLIC IP MCAST-VLAN i)

[ Starting VRRP 1D 100] I
VRRP passphrase:

:

3) BNEEE MD 488N A\EZ Cluster fh, i85 IP address, VRRP IP, VRRP VLAN #0 Priority £,
Mk OK#=H, SShkian.

Add Controller

N
IP version: IPvd v
IP address: 1021011 v
Group: -MNone- v

VRRP IP: 1021021

VRRP VLAMN: 20 N

Priority: 124

Ceowa | o
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4) FhIERE, B3 TENEE, BESDT Submit #Z8F0 Pending Changes #4H.,

Clusters AirGroup VPN Firewall IP Mobility External Services DHCP WAN
Clusters (1)
W, ADE ST/ i
+
Cluster Profile > lab2-cluster
Basic
Name: lab2-cluster
Controllers
IPADDRESS GROUP VRRP-IP VRRP-VLAN RAP PUBLIC IP MCAST-VLAN i)
1021011 - 102.10.21 30 0.0.0.0
1021012 - 1021022 30 0000
+
VRRP passphrase:

~

1.3.17 CPSec (CLI)

WMMRIREXS AP fUzFIFIERESHNLEMZBERE, FAIRENFFE CPSec IhEE, 1210
BERLEE AP FIzHIBSEEAZ IPSec fFE, AT3I%E AP flizHlss 2 BV EEFEHIRE.
(LabX-MM-1) [labX] (config) #control-plane-security

(LabX-MM-1) AflabX] (Control Plane Security Profile) #no cpsec-enable

1.3.18 CPSec (GUI)

7 labX T, #%&#E Configuration>System, £ CPSec iZIIR<9, £ Control Plane Security &
Enable CPSec FFXIEENXAMARZE, &gt Submit #=£HF0 Pending Changes #%$H.



MOBILITY MASTER CONTROLLERS ~ ACCESS POINTS CLIENTS ALERTS ®  admin v
Lab2-MM-1 admin
2 A2
& Managed Network > lab2 >
ER

£ Mobility Master

Q
LRl General Admin Airwave CPSec Certificates SNMP Logging Profiles More

& Lab2-MM-1 WLANS Control Plane Security

= Managed Network (2) Roles & Policies Enable CPSec o)

& lab2-md1 AP Groups

& lab2-md2 Authentication

1.3.19 IPv6e (CLI)

£ IPv6 HIEREINEH, HF AOS8.X CLuster i IHHEERFPMXIERZE_ L EZOAIR
M, BHE 2 BAEERDN, EXMEAT, LENRBIRESIEMEH IPv6 Prefixes BISRAIES
MES RALEIEFiR, S—1MEFmREEMEE, BRFHRAE BHIKESKaE DHCP
IPv6 153K, FEfERIRASEHAY SLAAC BRI EECENNES, EERAREBaE SR
BRI R E SR E NN AR HES, TietAaldlE, FEEFmIIAMNSR, #Hiz—
BRENE—TMERNBHES, IRER— M EBNRHESRY, BATHMEEZRIKRIZH
nthSWEZBRREE S, XESSENERENEIN, FAITLLRA IPv6 Proxy RA KR
ITBERAAE SR, ANERBREAGIEENE P in, AR WEPRIITRTHRE.

(LabX-MM-1) [labX] (config) #ipv6 proxy-ra
1.3.20 IPve (GUI)

£ labX T, & Configuration>Services, 1 Firewall &Ik, 4k IPv6 proxy RA, Rigmt
Submit #%4H#0 Pending Changes %41,



MOBILITY MASTER

QrUbQ Lab2-MM-1

€ Managed Network > lab2 >

(=1 A pashboard
£ Mobility Master

& Lab2-MM-1 WLANS

E5 Managed Network (2) Roles & Policies

Access Points

& Iab2-md1 AP Groups

&3 lab2-md2 Authentication

Interfaces

Controllers
System
Tasks
Redundancy

Maintenance

ArubaMMVA, 86.0.3
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CONTROLLERS ACCESS POINTS
@2 0 0 0

Clusters AirGroup VPN

Prohibit ARP spoofing:

Prevent DHCP exhaustion:

Only allow local subnets in user table:
Session-tunnel FIB:

Multicast automatic shaping:

Enforce bw contracts for broadcast traffic
Enforce TCP sequence numbers:

IPv6 enable:

Aruba BTG FHE: ArubaOS 8 LAl E

CLIENTS
0 0

IP Mohility

[]

ALERTS
N2

External Services

DHCP

WAN

[ © IPV6 proxy RA:

IPv6 proxy add interval

Rate limit CP untrusted ucast traffic (pps):
Rate limit CP untrusted mcast traffic (pps):
Rate limit CP trusted ucast traffic (pps).
Rate limit CP trusted mcast traffic (pps):

Rate limit CP route traffic (pps)

Dt limmit (D e accinm mireny trmffis (nnel:

0o

@ admin v

aruvba
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1.4 BHTEERIMALE

1.4.1 2.4Ghz 75 (CLI)

T 2.4G RUNE, (HAHET, #B2 20Mhz, RFkinsE NEATLUSEMIEERD AP /Y
2.4G radio KATHEZLK AM/SM 1&T(5E 2EPEERA, R ESTFIBIRATTFH
(LabX-MM-1) [labX] (config) #rf dot11g-radio-profile labX-11g-radio-profile

Warning: If there is an entry for a radio in 'ap spectrum local-override' profile on the local controller that terminates the AP, that entry will overri
de the mode selection in the radio profile.

(LabX-MM-1) A[labX] (802.11g radio profile " labX-11g-radio-profile ") #mode am-mode  (ZZAY airmonitor #&=)
Or
(LabX-MM-1) A[labX] (802.11g radio profile " labX-11g-radio-profile ") #mode spectrum-mode (AL FSTIEDHTIELL)

Or

(LabX-MM-1) A[labX] (802.11g radio profile " labX-11g-radio-profile ") #no radio-enable (3 2.4g JToERSTER)

1.4.2 2.4Ghz §7iEE (GUI)

£ labX T, #&#F Configuration>System, 7E Profiles %&£, %8 RF Management >2.4GHz
radio>labX-11g-radio-profile, BiE4i% Radio enable, i%&#%E Mode /9 am-mode/spectrum-mode, &RfE=
i Submit #Z£H#0 Pending Changes #&ZH.

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS ® admin v
aruba "G o Py

¢ wmanaged Network > lab2 >

& a

- .
) " pashooard General  Admin  ArWave  CPSec  Certfficates  SNMP  Logging | Profiles | More
2]
€5 Mobility Master Configuration L |
L J =.
ez WLANS AllProfiles 2.4 GHz radio profile: lab2-11g-radio-profile
£ Managed Network (2) Roles & Policies © 15 Mesh

~ General
(5 Other Profiles

& lab2 (2) Access Points

= 5
 Policy Domain Radio enable: 4
= lab2-md1 AP Groups

®

@

® (5 qos Mode: ap-mode v
& lab2-md2 Authentication l‘ — L J

S]

(S RF Management High throughput enable (radio): Kidled

L am-mode
O 5 2.4 GHz radio J High efficiency enable (radio)

@ [ default Very high throughput rates enable (256-QAM),

Services
Interfaces

Controllers

r 2] © [ lab2-11gradio-profi.. o Non-Wi-Fi Interference Immunity: 2
|system
L 2 G M Seanning Spectrum Monitoring
Tasks
[ Adaptive Radio Management (ARM) Max Channel Bandwidth: 20MHz v
Redundancy

(5 High-throughput radio
Maintenance Min Channel Bandwidth: 20MHz v
@ [ rp-mainting

@ D— rp-monitorg Min EIRP: 6 dBm
© g Max EIRP. 12 dem
@ (5 5GHz radio v EIRP offset 0 ds
Deploy changes daily at 00hrs
Association Boost
> Advanced

=3




Aruba ZFS2EGTF W ArubaOS 8 =2 &

1.4.3 5Ghz 3§EE (CLI)

T 5G BN, SEERS MYUER 20Mhz, REFZETAILIEER 40Mhz, {B{3%4
AEINFH 80Mhz,

£ MM +MD 229,21 dot11a-radio-profie FiRE
(LabX-MM-1) [labX] (config) #rf dot11a-radio-profile labX-11a-radio-profile

Warning: If there is an entry for a radio in 'ap spectrum local-override' profile on the local controller that terminates the
AP, that entry will override the mode selection in the radio profile.

(LabX-MM-1) AflabX] (802.11a radio profile " labX-11a-radio-profile ") #min-channel-bandwidth 20MHz

(LabX-MM-1) AflabX] (802.11a radio profile " labX-11a-radio-profile ") #max-channel-bandwidth 40MHz

£1%4 Standalone ZE#9, 27 arm-profie FigE
(LabX-md2) [mynode] (config) #rf arm-profile labX-11a-arm-profile
(LabX-md2) A[mynode] (Adaptive Radio Management (ARM) profile " labX-11a-arm-profile ") #no 80MHz-support
Or

(LabX-md2) A[mynode] (Adaptive Radio Management (ARM) profile " labX-11a-arm-profile ") #40MHz-allowed-bands
none

1.4.4 5Ghz $§& (GUI) MM+MD 5343

£ labX T, &8 Configuration>System, 7& Profiles &Ik, %8 RF Management >5 GHz
radio>labX-11a-radio-profile (&EHNE, EHE—) ,i%&E Max Channel Bandwidth J3 40MHz, &5
i Submit #Z£H#0 Pending Changes #&ZH.



MOBILITY MASTER
Lab2-MM-1

arvba

€ Managed Network > lab2 »

(=1 Q

CONTROLLERS

Aruba Z))F 256 F

ACCESS POINTS CLIENTS ALERTS

ArubaOS 8 HE ML &

hi
= Dashboard General  Admin  AWave  (PSec  Certficates  SNMP  Logging Mnre
S
& Lab2MM- WLANS Al Profiles 5 GHz radio profile: lab2-11a-radic-profile
£ Managed Network (2) . N
g Roles & Palicies ® [F Policy Domain ~ General
== Access Pornts
os
@ Eq Radio enable: v
o e e
Mode: ap-mode -
= lab2md2 Authentication R EETT
High throughput enable (radio} o
Services © (& 56Hzradio
Very high throughput enable (radio).
Interfaces @ [ defauit
High efficiency ensble (adio) v
Controliers © [F bb211a-radioprof.. &
hon-Wi-Fi Interference Immunity:
B 4 scanning
Spectrum Monitoring:
Tasks (& Adaptive (ARM)
‘@ Max Channel Bandwidth: 40MHz v
Redundancy @ Hign-throughput radic

@ B rp-mainzine
@ [ rp-monitora
® (@ rpscana

@ [ 20211 60GHz radio

Malntenance

1.4.5 5Ghz $§i& (GUI) Standa

Min Channel Bandwidth
Min EIRF:

Max EIRP:

EIRP offset:

Deploy changes daily at

Association Boost

> Advanced

lone 3213

20MHz v
15 dem
2 dém
0 a2
00 hirs

e e

£ labX-MC2-Standalone F, ##%E Configuration>System, £ Profiles #EII-k, & Adaptive
Radio Management (ARM) >labX-11a-arm-profile, BUEAIE 80MHz support, i5%# Allowed bands for
40MHz channel 3 None, fxfami Submit #£$H# Pending Changes &,

MOBILITY CONTROLLER
Lab2-mMC2-5tandalone

aruba

ACCESSPOINTS
@1

CLIENTS ALERTS

A

Dashboard General ~ Admin  AlrWave  CPSec  Certificates  SNMP  Logging whitelist ~ More
WLANS All Profiles Adaptive Radio Management [ARM) profile: lab2-11a-arm-profile
Roles & Policies O (3 RF Management - Ganeral
Access Points @ (3 24GHzradio
AP Groups ® [ sGHzradio Lt sloLs Jnglebmnd M
Authentication ® (3 80211 60GHz radio BOMHz support:

Services ® (3 80211 secondary radio Alowed bands for 0MHz channels:  Nane
Interfaces ® (3 AM Scanning 160MHz-suppart: Nane v
[ @ (3 Adaptive Radio Management (ARM) ] [ . .
Tasks (@ arm-maintain
Max Tx EIRP: 127 v
Redundancy O wmacn
Client Match:
Diagnostics 3 defauka
y > Advanced
Maintenance (3 defauitg
3 lab2-11a-arm-profile W > Scanning

® (3 High-throughput radic
@® (3 RF Event Thresholds.

Pending Changes ()

Coe | R - |

1.4.6 DFS (CLI)

EREEEASS, BFEEY 5G STE B DFS (S8
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(LabX-MM-1) [labX] (config) #ap regulatory-domain-profile remove-dfs-domain-profile

(LabX-MM-1) [labX] (Regulatory Domain profile
(LabX-MM-1) [labX] (Regulatory Domain profile
(LabX-MM-1) [labX] (Regulatory Domain profile
(LabX-MM-1) [labX] (Regulatory Domain profile
(LabX-MM-1) [labX] (Regulatory Domain profile
(LabX-MM-1) [labX] (Regulatory Domain profile
(LabX-MM-1) [labX] (Regulatory Domain profile

(LabX-MM-1) [labX] (Regulatory Domain profile

(LabX-MM-1) [labX] (Regulatory Domain profile "remove-dfs-domain-profile") #

(LabX-MM-1) [labX] (Regulatory Domain profile
(LabX-MM-1) [labX] (Regulatory Domain profile
(LabX-MM-1) [labX] (Regulatory Domain profile
(LabX-MM-1) [labX] (Regulatory Domain profile
(LabX-MM-1) [labX] (Regulatory Domain profile
(LabX-MM-1) [labX] (Regulatory Domain profile
(LabX-MM-1) [labX] (Regulatory Domain profile
(LabX-MM-1) [labX] (Regulatory Domain profile

(LabX-MM-1) [labX] (Regulatory Domain profile
53

(LabX-MM-1) [labX] (Regulatory Domain profile
61

(LabX-MM-1) [labX] (Regulatory Domain profile
48

(LabX-MM-1) [labX] (Regulatory Domain profile
-161

"remove-dfs-domain-profile") #
"remove-dfs-domain-profile") #
"remove-dfs-domain-profile") #
"remove-dfs-domain-profile") #
"remove-dfs-domain-profile") #
"remove-dfs-domain-profile") #
"remove-dfs-domain-profile") #

"remove-dfs-domain-profile") #

"remove-dfs-domain-profile") #
"remove-dfs-domain-profile") #
"remove-dfs-domain-profile") #
"remove-dfs-domain-profile") #
"remove-dfs-domain-profile") #
"remove-dfs-domain-profile") #
"remove-dfs-domain-profile") #
"remove-dfs-domain-profile") #

"remove-dfs-domain-profile") #

"remove-dfs-domain-profile") #

"remove-dfs-domain-profile") #

"remove-dfs-domain-profile") #

(LabX-MM-1) [labX] (config) #ap-group test-group

country-code CN

valid-11g-channel 1
valid-11g-channel 6
valid-11g-channel 11
valid-11a-channel 36
valid-11a-channel 40
valid-11a-channel 44
valid-11a-channel 48
valid-11a-channel 149
valid-11a-channel 153
valid-11a-channel 157
valid-11a-channel 161
valid-11a-channel 165
valid-11g-40mhz-channel-pair 1-5
valid-11g-40mhz-channel-pair 7-11
valid-11a-40mhz-channel-pair 36-40
valid-11a-40mhz-channel-pair 44-48

valid-11a-40mhz-channel-pair 149-1

valid-11a-40mhz-channel-pair 157-1

valid-11a-80mhz-channel-group 36-

valid-11a-80mhz-channel-group 149

(LabX-MM-1) AflabX] (AP group "test-group") #regulatory-domain-profile remove-dfs-domain-profile

aruba



1.4.7 DFS (GUI)

£ labX T, #&#F Configuration>System, 7& Profiles 1%k, %E#E AP>Regulatory
Domain>remove-dfs-domain-profile BGH Channel 52-64 #8XHIFFEE1E, &famt Submit ZH0
Pending Changes #%$H,

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS
rrrrrrrrr

€ Managed Network > lab2z Pending Changes ()

& Lab2-MM-1 WLANS AllProfiles Regulatory Domain profile: remove-dfs-domain-profile

GO oooom
o ®x =2 2 ox ® 2

Qe @ 0 0 @ e @ @ 0

oo

[N}

1.4.8 Basic-rates (CLI)

EEOUAR EIRP REITNERT (24G 2 6-12,5G £ 15-21) , (NREBFIBITIM™ERIE (£
IR Tk inEART, BISHIRAST, AP B Channel Utilization 7E 20%A A HE RX Time LLELR
=), FILAYREEEE SSID TRYMIESR, e RIRFIRIRTH:

802.11a/g Transmit Rates ==1Z& 802.11 IENUEHNLEER, BEERIKEEIERNZ
b beacon EmFRN— (FEAERERBAUURBERZHIVHEHEIISR --AS2EEE IR AP
)

802.11a/g Basic Rates ==ig& 802.11 {=4iiif] ST RHER

802.11a/g Beacon Rate ==1g& Beacon MAYERKIEER BIFE T &1K{ZAY Basic Rate

TR RIETXIEMFRET BN ssid (55, HTZREERE, FEnid—1, BUFMARE
=R

FERIERRKEIR(K-65dBm E5BEBEFEK T, EAWDH SSID. ER—MEE+iH)
B AP #7182, #ERY Beacon Rate, #EHRY Basic Rate, NI EESHIZTO Airtime, Fikitae
T,



EHEXT AP ZREBZEIREH, =H co-channel interference (CCl) and adjacent channel
interference (ACH)FHLRISZNM,

FRLATMRIERE, BRENBNASES KEINRAT NHT, BENNREEZSRISE
FHEFITRE, BXRETHRGE, WRTARNAEMNENTIEE. —2—%, EirRERMAVKE
., AP EEHS, HHERIRERHZ,

RZEZSE (AP [EE 15-20 KAA) --BEAENRIT (FR: HTZET, BIUEFAR
FMNXEFHERE, XBERBEASHO LR T LIRAZEETIUH TS, ARWR—ERETE
REIZITIEIR)

(LabX-MM-1) [labX] (config) #wlan ssid-profile opt-ssid-profile

(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile”) # essid low-density-ssid
(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile”) # a-basic-rates 6 12

(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile”) # g-basic-rates 6 12
(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile”) # g-tx-rates 6 9 12 18 24 36 48 54
(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile”) # g-beacon-rate 6

(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile") # a-beacon-rate 6

FeEEETS (AP EEE 10-15 KAh) -BEME=RBINRLT
(LabX-MM-1) [labX] (config) # wlan ssid-profile opt-ssid-profile
(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile") # essid middle-density-ssid
(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile") # a-basic-rates 18 24
(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile") # a-tx-rates 12 18 24 36 48 54
(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile") # g-basic-rates 18 24
(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile") # g-tx-rates 12 18 24 36 48 54
(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile") # g-beacon-rate 18

(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile") # a-beacon-rate 18

BSTIAE (AP IR 5-10 KAEH) --SEAEMRHT

(LabX-MM-1) [labX] (config) #wlan ssid-profile opt-ssid-profile



(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile") # essid high-density-ssid
(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile") # a-basic-rates 24 36
(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile") # a-tx-rates 18 24 36 48 54
(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile") # g-basic-rates 24 36
(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile") # g-tx-rates 18 24 36 48 54
(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile") # g-beacon-rate 24

(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile") # a-beacon-rate 24

1.4.9 Basic-rates (GUI)

£ labX T, #&## Configuration>System, 7E Profiles i%&I-£5, & Wireless LAN>SSID>opt-
ssid-profile iIRIBARIAET, REARAY 802.11a/g Transmit Rates, 802.11a/g Basic Rates {1
802.11a/g Beacon Rate 4HE& (5% CLI 281B), Riamds Submit #2840 Pending Changes #%5H.

1.4.10 AP BIIRBIE (CLI)

B E— PRI RERAIRE, MNRESAIPR TR A EEIBENERNE, Belilix
EXRAFRAPRIRZ RBEREFHEES AR, ICHEXLSH, HAWARSIBREIRPE
A, BAMRBLREANGHE, FEER—RRRREES MUCSE, BT ETTETERRIER.



PREAPRIEZESHREE 6-10 dB ZLUREIERY, HLAERIEMN3dBE_LIEZE (Increase CCA
idle frequency by filtering low-SINR PLCP preambles and data payloads)i@EidiZE1£({ESINR
RIPLCPRISMFIZEIEFH, NMRARMEETNERNEE, BRENANERTMINARE.

2% The threshold is about received signal strength (notSNR) above -95 dBm. If you put in 20, it means any transmissi
on with lower than -75 dBm will not be processed by the radio regardless of wifi/non-wifi transmissions.Depending on
how dense your typical 2.4 Ghz would be, value from 6-10 is quite safe and you may need 20-25 for quite dense deploy
ment example, Shopping mall with big void and multi-floors of open spaces

A IH9L SR 2R -95dBm, ANR{RIRE20, EhE(KTF-75dBmEBEN I IR S
WAPZIEIE, BHEIRE6-102RT N, WRIRIMBEEETTLAEEESI20-25, 1BEMN103%K
B, BXZEEEm3dB, SXMZEAPRIchannel busy2&#(K.

(LabX-MM-1) [labX] (config) #rf dot11g-radio-profile labX-11g-radio-profile

(LabX-MM-1) [labX] (802.11g radio profile "labX-11g-radio-profile") #cell-size-reduction 10

(LabX-MM-1) [labX] (config) #rf dot11a-radio-profile labX-11a-radio-profile

(LabX-MM-1) [labX] (802.11a radio profile "labX-11a-radio-profile") #cell-size-reduction 10

1.4.11 AP BIIRBIE (GUI)

1) & labX T, ##%&# Configuration>System, 7E Profiles #EIik/, & RF Management>2.4 GHz
radio>labX-11g-radio-profile, st Advanced BFKEIN, Reduce Cell Size I8&7 10, &g Submit
#%£H#0 Pending Changes #%H.



MOBILITY MASTER
Lab2-MM-1

aruba
€ Managed Network > lab2 >
=% a
£ Mability Master

Dashboard

& Labz-MM-1

WLANS

5 Managed Network (2) Rales & Policies

Access Points

& lab2-md1 AP Groups

& lab2-md2 Authentication
Services

Interfaces

Controllers

Tasks
Redundancy

Maintenance

2) 7£ labX T, #&#% Configuration>System, £ Profiles IR,

CONTROLLERS

General Admin  Airwave  CPSec  Certificates

All Profiles

@ (a0
@ [ 24GHzradio
@ [ oefauit
5 aM scanning
[ dapiive Radio Management (3%M)
5 High-troughput rasio
@ B rp-mantaing
@ [ rp-monttor-g
@ B g
® [ scHzrtio
@ [ o021 60GHz radio

® [ 202113 secondary radio

ACCESS POINTS

Aruba ZNFLIETFHF: ArubalS 8 HHALE

CLIENTS

ALERTS ® admin ~
Panding Changes

sHuP  Logging More

24 GHzradio profi

> General

AN e e

Enable cs4:
€sacCount 3

sman antenna:

cvertise 802,116 and 802 11h Capabilties:

Spectium Laad Balanding

Beacon Period: 100 msec

Beacon Regulate:

ARMAIDS Override o~
[- Reduce Cel Size (Rx Sensitity) 10 a;]
Energy Derect Thresnon Offses o £
Management Frame Theottle nterva ' sec
Management Frame Theottle Limt: 0
Maximum Distance o meters
R sensituity Threshaid o £

[ o | [

¥%&#E RF Management>5 GHz

radio>labX-11a-radio-profile, M Advanced BFFZEIN, Reduce Cell Size K& 10, &E/=DE Submit

Z##0 Pending Changes %,

MOBILITY MASTER
Lab2-MM-1

aruba

& Mmanaged Network > lab2 >

& @ pashooard

& Mobility Master Configuration

& Lab2-MM-1 WIANS

& Managed Network (2) Roles & Policies

Access Points

& lab2-md1 AP Groups

& lab2-md2 Authentication
Services
Interfaces
Controllers

Tasks

Redundancy

Maintenance

ArubalMMVA 8.6.03

1.4.12

Page 47 of 171

CONTROLLERS  ACCESS POINTS CLIENTS ALERTS admin v
®2 0 0 0 0 0 A2
Pending Changes |
General  Admin  AifWave  CPSec  Certficates  SNMP  Logging More
All Profiles 5 GHz radio profile: |ab2-11a-radio-profile
® 5 aos > General
[@ [ RF Management ] [V Advanced ]

@ [ 24GHz radio
O G 5GHzradio
@ 5 default
G AM Scanning
5 Adaptive Radio Management (ARM)
(§ High-throughput radio
® G rp-maintain-a
® [ ro-monitor-a
® B rescena
@ (5 20211 60GHz radio

® [ soz.11a secondary radio

802.11h (CLI)

AM o mute (radio)

Spur Immunity:

Enable C5A°

CsACount:

Smart Antenna

Advertise 802.11d and 802.11h Capabilities:
Spectrum Load Balancing:

Beacon Period

Beacon Regulate:

ARM/WIDS Override: OFF ~

[ ® Reduce Cell Size (R Sensitivity)

Energy Detact Threshold Offset:
Management Frame Throttle interval
Management Frame Thrattle Limit:

Maximum Distance:

[ | ] -

aruvba

a Hewlett Packard
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802.11h BRI, —FEsSnFEIEE (DFS) , BATFTRIE—MEE LBEME
SHIL, JXFNESWILNRIE, MSBilENEEBEIS—MEE. %-%EPEUKI:EE{?EHUIJJ%E?
& (TPC) , BEERRVNBERITLMERHINR, ERFETHNE), MBERRILUARIE
TFRIMILR I BE.
(LabX-MM-1) [labX] (config) #rf dot11g-radio-profile labX-11g-radio-profile
(LabX-MM-1) A[labX] (802.11g radio profile " labX-11g-radio-profile ") #dot11h
And
(LabX-MM-1) [labX] (config) #rf dot11a-radio-profile labX-11a-radio-profile

(LabX-MM-1) AflabX] (802.11a radio profile " labX-11a-radio-profile ") #dot11h

1.4.13 802.11h (GUI)

1) 7 labX T, &8 Configuration>System, 7E Profiles &Ik, % RF Management>2.4 GHz
radio>labX-11g-radio-profile, gt Advanced BFKEIN, 4%k Advertise 802.11d and 802.11h

Capabilities ,

MOBILITY MASTER CONTROLLERS ACCESS POINTS

Lab2-MM-1 o -

& Managed Network > lab2 >

& A pashboard

= General  Admin  AirWave  CPSec  Certficates  SNMP  Logging | Profiles | More
Mobility Master | S— |
&3 Lab2-MM-1 WLANS All Profiles 2.4 GHz radio profile: lab2-11g-radio-profile
£ Managed Network (2.
g1 @) Roles & Policies @ B Qos > General
Access Points o=
L © (5 RFManagement I [ T d
& lab2-md1 AP Groups O & 24GHzradio
AM tx mute (radio).
& lab2-md2 Authentication ® [ default
Enable CSA:
Services
C5ACount 4
Interfaces G AM Scanning
Smart Antanna:
Controllers B Adaptive Radio Management (ARM)
) B e roughout g !e Advertize 202 11d and 802 1 1h Capabilities:
5 High-throughput radio L
PR J Spectrum Load Balancing:
Tasks @ B ro-mainting
Beacon Period; 100 ms:
Redundancy ® [ rp-monitor-g
Beacon Regulate:
Maintenance ® B rpseang ¢
@ E 5 GHz radio ARM/WIDS Override: OFF
@ (G 80211 60GHz radio ® Reduce Cell Size (Rx Sensitivity): 10 d8
@ (5 802112 secondary radio Energy Detect Threshold Offset o d8
Management Frame Throttle interval
Management Frame Throttle Limit: 30
o met
o dB

ERaRT Submit #&Z##0 Pending Changes #%$H,

CLIENTS ALERTS

A2

Pending Changes



Aruba &J)F-5Z46 F

2) 71E labX T, & Configuration>System, & Profiles #EIN-&H,
radio>labX-1 1a—rad|o—proflle, M Advanced BFFRZEIN, 4k Advertise 802.11d and 802.11h

Capabilities ,

MOBILITY MASTER
Lab2-MM-1

aruba

€ Managed Network > lab2 >

& A pashboard
€ Mobility Maste

& Lab2-MM-1 WLANS

> Managed Network (2)

& lab2 (2)

& lab2-md1

Roles & Policies
Access Points
AP Groups
& lab2md2 Authentication
Services
Interfaces
Contrallers
|system
Tasks
Redundancy

Maintenance

ArubaMMVA 8.603

1.4.14

fe M Submit #%Z5HF0 Pending Changes %,

CONTROLLERS ACCESS POINTS CLIENTS ALERTS
Q2 A2

General ~ Admin  AirWave  CPSec  Certificates ~ SNMP  Logging | Profiles | More

All Profiles 5 GHz radio profile: lab2-11a-radio-profile

® [ qos > General
© (5 ~F Management m
® [ 24GHzradio
AM tx mute (radio):

© [ 5 cHzradio

@ [B default Spur Immun y:
© [5 lab2-11a-radio-profi.. o Enable CSA:

5 AM scannin; g C5A Count

(5 Adaptive Radio Management (ARM) Smart Antenna

ArubaOS 8 = 2N Hic B

%64 RF Management>5 GHz

® admin v

Pending Changes

 High-throughput radio

( ® Advertise 802.11d and 802.11h Capabilities:

Spectrum Load Balancing:

® B mmanzina

Beacon Period:

Beacon Regulate:
@ [5 s02.11 60GHz radio ARM/WIDS Override:
@ (5 e02.172 secondary radio - ® Redice Cell Size (Rx Sensitivity)

Energy Detect Threshold Offset:

Management Frame Throttle interval

Management Frame Throttle Limit:

Maximum Distance:

ARM/WIDs (CLI)

=3 Eemm

&% ARM #1 WIDs RUHIERAE, 127 AP FIEER RREIAR—EF/S ARM F1 WIDs 4MEHZ,

AP FE—ERIR IR RETTE.

(LabX-MM-1) [labX] (config) #rf dot11g-radio-profile labX-11g-radio-profile

(LabX-MM-1) AflabX] (802.11g radio profile " labX-11g-radio-profile ") #disable-arm-wids-functions dynamic

And

(LabX-MM-1) [labX] (config) #rf dot11a-radio-profile labX-11a-radio-profile

(LabX-MM-1) A[labX] (802.11a radio profile " labX-11a-radio-profile ") #disable-arm-wids-functions dynamic

1.4.15

ARM/WIDs (GUI)

1) 7E labX T, #&#F Configuration>System, 7E Profiles i%&IR&,

radio>labX-11g-radio-profile, gtk Advanced BFiREIN,

fe M Submit #%$H%0 Pending Changes 1%,

%64 RF Management>2.4 GHz
ARM/WIDS Override %

1%&8% Dynamic,

aruba




MOBILITY MASTER
Lab2-MM-1

aruba

€ Managed Network > lab2 >

& Q. pashboard
£ Mobility Master

& Lab2-MM-1

WLANS

£ Managed Network (2) Roles & Policies

Access Points

& lab2-md1 AP Groups

& lbb2-md2 Authentication
Services
Interfaces
controllers

Tasks

Redundancy

Malntenance

Aruba ZNFLIETFHF: ArubalS 8 HHALE

CONTROLLERS  ACCESS POINTS CLIENTS ALERTS
@2 a2
General  Admin  AfWave  C(PSec  Certficates  SNMP  Logging More
AllProfiles 2.4 GHzradio profile: lab2-11g-radio-profile
@ [ qos > General

© B 24GHz radio
@ B default
T
[® am scanning
(5 Adaptive Radic Management (ARM)
[ High-throughput radio
@ [ emainting
@ B p-monitorg
@ 5 pscansg
® [ scHzradio
® (5 80211 60GHz radio

@ [ 0211 secondary radio

AM £ mute (radio):
Enable C5A
C5ACount
Smar Antenna:
® Advertise 802.11d and 802.11h Capabilities:

Spectrum Load Balanding

Beacon Period 100 msec
Beacon Regulate:
[ ® ARM/WIDS Override Dynamic v ]

' Reduce Cell Size (Rx Sensitvity] 10 a8
Energy Detsct Thrashold Offser 0 a8
Management Frame Throttle interval 1 sac
Management Frame Throttle Limit 30
Maximum Distance: o meters.
RX Sensitivity Threshold: o dB

@ admin v

Pending Changes (,

2) 1ElabX T, %% Configuration>System, fE Profiles iEI-<AE, 1%4%E RF Management>5 GHz
radio>labX-11a-radio-profile, mis Advanced BFHREIN, ARM/WIDS Override j%# Dynamic,
EamT Submit #Z##0 Pending Changes %,

MOBILITY MASTER
Lab2-MM-1

aruvba

€ Managed Network > lab2 >

& Q pashboard
& Mobility Master

& Lab2 MM

WLANS

& Managed Network (2) Roles & Policies

Access Points

& lab2-md1 AP Groups

& lab2-md2 Authentication
Services
Interfaces
Controllers
Tasks
Redundancy

Maintenance

ArubaMMYA, 8.6

1.4.16

CONTROLLERS ACCESS POINTS CLIENTS ALERTS
@2 &2
General  Admin  AWave CPSec  Certiicates SNMP  Logging More
All Profiles 5 GHz radio profile: lab2-11a-radio-profile
@ (3 qos > General

@ (5 RF Management

® [ 24 5H radio
© 3 5GHzradio
@ (3 defauit
T
G 4M scanning
(@ Adapuve Radio Management (ARM)
3 High-throughput radio
@ B rpmanming
@  re-montera
® @ rpscan-a
® [ 80211 60GHzradio

@ [ 502112 secondary radia

802.11b/g (CLI)

AM b mute (radio)
Spur Immunity:
Enable CsA:
CsACount
Smar Antenna:
® Advertise 802.11d and 802.11h Capabilities:
Spectrum Load Balanding
Beacon Period:

3eacon Regulate

[ ® ARM/WIDS Override:

® Reduce Cell Size (Rx Sensitivity)
Energy Detect Threshold Offset
Management Frame Throttle interval
Management Frame Throttle Limit

Maximum Distance

meters

@ admin v

Pending Changes |

i28802.11 b/gMNIITLLRIRERIBR, AT IHLAPISTT1bIMUAIRIPAIEFFHH, MM

A LASRT FoE R EE R RE,
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Aruba 5256 FF: ArubaOS 8 EZECE

IR B EEREEFIFERZETIRE 11b/g MY RIRENBITEMEERK, KIS 11b
BURIFRE, 11b #0 11g NRimaT LARRTAIEENE, SSRERFERTR, HEFES KA Legacy
stations IEE—i2(EH.

{YXFE dot11g-radio-profie k&
(LabX-MM-1) [labX] (config) #rf dot11g-radio-profile labX-11g-radio-profile
(LabX-MM-1) AflabX] (802.11g radio profile " labX-11g-radio-profile ") #no dot11b-protection

WARNING: Disabling protection violates the 802.11 standard and may cause interoperability issues.

1417  802.11b/g (GUI)

£ labX T, #&## Configuration>System, 7E Profiles i%&I-£5, & RF Management>2.4 GHz

=

radio>labX-11g-radio-profile, mis Advanced BFH&EIN, BUHA%E Protection for 802.11b Clients , &
fEmRid Submit #%Z##0 Pending Changes 1%$H.

MOBILITY MASTER CONTROLLERS ~ ACCESS POINTS CLIENTS ALERTS ® admin ~

QrUbQ Lab2-MM-1 52 & s

& Managed Network > lab2 > Pending Changes

&
& Mobility Master

&) Lab2 MM

£ Managed Network (2) Roles & Policies

e jem

1.4.18 802.11b/g(HT) (CLI)

AFeLF 802.11 b/g thiNAJAE HT BLRimKERZI SSID £, BT RERSAESHZOR
R, NI SEEIRTTEM S ERE T,

aruba



Aruba BIFSZEGFF: ArubaOS 8 mZfcE

IR BMRETERER, (MXESFIMERESEIRE 11b/¢ MHNYAITSR i MERRS, ZALA

REZEN, R —ESHEFIZRERESEFE 11b/¢ MBI BTTEEIRTTIERIATT LM,

(LabX-MM-1) [labX] (config) # wlan ht-ssid-profile no-legacy-station-ht-ssid

(LabX-MM-1) [labX] (High-throughput SSID profile "no-legacy-station-ht-ssid") # no legacy-stations
And

(LabX-MM-1) [labX] (config) #wlan ssid-profile no-legacy-station-ssid-profile

(LabX-MM-1) [labX] (SSID Profile " no-legacy-station-ssid-profile") # ht-ssid-profile no-legacy-station-ht-ssid

1.4.19 802.11b/g(HT) (GUI)

1) 7 labX T, #&## Configuration>System, 7E Profiles &I, #E#E Wireless LAN>High-
throughput SSID>no-legacy-station-ht-ssid, /s Advanced BFHEEIN, BUHAI%
stations, EfEmE Submit #ZHF1 Pending Changes #%H.

Legacy

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS ® admin v

QrUbQ Lab2-MM-1 © 2 A >

& Managed Network > lab2 > Pending Changes

& A pashboard

5 Mobility Master

General  Admin  AifWave  CPSec  Certfficates  SNMP  Logging More

& Lab2-MM-1 WLANS All Profiles igh. SSID profile: ne-legacy
£ Managed Network (2) Roles & Policies @ (§ H2QP Connection Capability
> General
[ 1ab2 (2) Access Points @ (G H2QP Osu Providers List
& lab2-md1 AP Groups @ [ +2QP Operating Class Indication
& lab2-md2 Authentication @ (B 207 Operator Friendly Neme BAAMEDU Enable 7
Senvices @ [ H2QP WAN Metrics RXAMPDU v
oo @ B Hgher . Temporal Diversity Enable:
S O[3 Fich throEhut <5iD | o Legagy stations. 1
— Low-density Parity Check: v
= default
.
" Maximum number of spatial streams usable for STBC reception: 1y
(5 no-legacy-station-ht...
Tasks
@ 3 Hotpot20 Maximum number of spatial straams usable for STBC transmission: 1y
Redundancy
® [ LoaP server MPBU Aggregation: v
Maintenance
@ [ MAC Authentication Max received A-MPDU size: 65535 -
@ B Management Authentication Miax transmitted AMPDU size ess3s by
@ (5 RADIUS Server
Min MPDU start spacing: 0 v
Short in 20 MHz mode: v
Short in 40 MHz mode: v
Short g in 80 MHz mode: v
Supported MCS set 031
VHT - Supported MCS map: 59959959

2) 1ElabX T, i#%#% Configuration>System, fE Profiles JEI-K9,

ArubaM MVA 8.603

o | ]

1%&4E Wireless LAN>SSID>opt-

ssid-profile>High-throughput SSID,#E High-throughput SSID profile B2 BitlEEEFAY no-
legacy-station-ht-ssid, &gfgmis Submit #%Z£H#0 Pending Changes #%$H.

aruba

Hewlett Packard
Enterprise company



Aruba ZFSEEGFM: ArubaOS 8 HZkAc B

MOBILITY MASTER CONTROLLERS  ACCESS POINTS CLIENTS ALERTS ® v
arubQ bz o o ®
&« Mar\aged Network > lab2 > Pending Changes
& Q "
= Dashboard General  Admin  AlWave  CPSec  Cerficates  SNMP  Logging More
E5 Mobility Master anfiguration —
£ Lab2-MM-1 WLANS All Profiles igh profile: no-legacy ht-ssid
B Managed Network (2) Roles & Policies @ [5 Radius Modifier .
High-throughput SSID profile: | no-legacysttion-hssid > +
& lab2-md1 AP Groups @ [5 default General
& lab2-md2 Authentication © [@ optssid-profile
High throughput enable (510}
Services @ so211r
40 MHz channel usage:
Interfaces 3 EDCA Parameters (4P)
Very High throughput enable (SSIDY '~
Controllers G eoca

80 MHz channel usage (VHT):

> Advanced
Tasks G High-throughput SSID
. » Transmit Beamforming
Redundancy @ Gsso

Maintenance @ (3 server Group > Muli User Transmit Beamforming
Mal =

@ (B stateful B02.1X Authentication
@ [3 Stateful Kerberos Authentication

@ [B Stateful NTLM Authentication

e | R |
1.4.20 =Jh AP

WNSR{ERIZ=EASME AP270/370/365 ERFIEPBHEEAIMEMERRT, BHZEEN AP &R
BEIIRE A indoor, &40 5G ATREERIFRESE 13 1, BMENNT (ch36--ch64)

1.4.21 Z=Hp AP (GUI)

1) 7E£ labX T, #&## Configuration>Access Points, #£ Campus APs £, Zi%(REIRER AP
name, /M Provision &8, #HAZIECERE.

MOBILITY MASTER CONTROLLERS  ACCESS POINTS cuEnTs ALeRTs

arubQ sz

€ Managed Network > b2

=1

2) EBCEEAL N, M Show advanced options #%5H, HIFREREE, 1%E#% Coverage area /A
indoor, Efgmi Submit #ZtHF0 Pending Changes #%H.

or_qbo



Campus APs Remote APs

Mesh APs Whitelist Provisioning Rules

Aruba ZFSLETF

fit:

ArubaOS 8 &

SR E

Campus APs 1 Q
AP NAME AP GROUP IPV4 ADDRESS SWITCH IP MAC ADDRESS SERIAL # TYPE FLAGS E
AP205 1921681011 10210.12 94-b40f-cc4d 68 CM 0219527 205 G
Provision 50 v n
AP-205
MAC address 94h&0fcead68
Name: AP-205
AP group: labd-group v
Controller discovery ©) Use AP discovery protocol (ADP)
IP. & DHCP 7 static
Deployment: % campus _) Remote
Wi-Fi uplink L
7 <
Show advanced options | m
L J
CampusAPs  Remote APs  MeshAPs  Whitelist  Provisioning Rules
AP-205 ab4-group 192168.101.1 0:210.72 4-DADF-cC 4068 0219527 25 G -
Provision 50 v -
AP-205
MAC address 94ba0fccadE8
Name: AP-205
#P group. lab2-group
Controller discovery ) Use AP discovery protocol (ADP) 2 static
IP: ) DHCP ) static
Deployment: ® Campus ) Remote _) Mesh _/ Remote mesh pertal
Wi-Fi uplink: L
v 9
L J
Single chain made: " TRadio 0 " | Radio 1
% None
Uplink authenticatien | EAPPEAP
) EAPTLS
SNIMP system location
>
ey
L J

1.4.22 mAKEAEL (CLI)

EHEEEZRT, BTRRENSRIRILE,
RSEAIRE, RFEIAZ 64, MRZIHEGEL T 64,

(LabX-MM-1) [labX] (config) # wlan ssid-profile opt-ssid-profile

el 15 %&Hﬁﬂﬁﬁ/\ SSID THIKEXFBF#X
SSHED RIRTTIEREX AP,

orubo



(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile") #max-clients 255

1.4.23 mAKEAEL (GUI)

1) 7E labX T, #&#F Configuration>System, 7& Profiles &Ik, 1#E#E Wireless LAN>SSID>opt-
ssid-profile,iZ& Max Associations=255, & Submit #&Z##0 Pending Changes #%$H,

pa-aes

1.4.24 AP 1345 (CLID)

EPEEEZET, AT APRIMLEE, FAIRILIFE AP a3 EREINsI A ERIRTE]
B8R, EEAMEFTLURE—RAE, NM#ERILKAT AP RIAEIIEE, iciE, AP 3EHE
VSHIAMSEREIFEEER, I MM EHIRFEXEEER5TH ClientMatch 71
Airmatch RUEHEITER, MNMEEBEIFMCENTELMBSASHEAMNE, B EFHESAE
RYAP E&f5, FERETRENESIEE, BBATNIM LIS HERRRTE 30s &£,
(LabX-MM-1) [labX] (config) #rf arm-profile labX-11a-arm-profile
(LabX-MM-1) A [labX] (Adaptive Radio Management (ARM) profile "labX-11a-arm-profile") #scan-interval 30
(LabX-MM-1) [labX] (config) #rf dot11a-radio-profile labX-11a-radio-profile

(LabX-MM-1) [labX] (802.11a radio profile "labX-11a-radio-profile") #arm-profile labX-11a-arm-profile

(LabX-MM-1) [labX] (config) #rf arm-profile labX-11g-arm-profile



(LabX-MM-1) AflabX] (Adaptive Radio Management (ARM) profile "labX-11g-arm-profile") #scan-interval 30
(LabX-MM-1) [labX] (config) #rf dot11g-radio-profile labX-11g-radio-profile

(LabX-MM-1) A [labX] (802.11g radio profile "labX-11g-radio-profile") #arm-profile labX-11g-arm-profile
1.4.25 Clientmatch (CLI)

HEHESEERS T, JTHESEE—F AP IEE%S, cm-band-g-max-signal #1 cm-
band-a-min-signal BEXIERRY, FRASBREENILIRIEER 2.4G £, RFARY AP B 2.4G Radio
RIS SBEE-45dBm LAFHE 5G Radio BRNIRIH{ESREE-65dBm LA LAY, Aiizekin
FEMS5|E 5G MmER, %R 2.4G (F5BERET-45dBm & 5G (F5@E{{F-65dBm AT,
TME3|, BINEEREZE cm-band-g-max-signal 2%, EAEREZSEHET 246 =5
BET, ZinREZH3K15-30 E -45dBm ZERNESEE, ABiXHF Clientmatch FISELEXHZE
InkEE S5 |2 5G SMER, MR T 11ac AP RIERRER.

SBREL IR BIREAE 2.4G LB 24G (F558EAXTF-10dBm, 55| 5G, FEALE
imFELR] 2.4G radio ERYESREASE-10dBm LA L, FRLABRFRENREE R iHK<ELZ]
24G Lk, Clientmatch HiaiF4EtS5|E) 5G AR T,

(LabX-MM-1) [labX] (config) #rf arm-profile labX-11a-arm-profile
(LabX-MM-1) [labX] (Adaptive Radio Management (ARM) profile "labX-11a-arm-profile") #cm-band-g-max-signal 10
(LabX-MM-1) [labX] (config) #rf dot11a-radio-profile labX-11a-radio-profile

(LabX-MM-1) [labX] (802.11a radio profile "labX-11a-radio-profile") #arm-profile labX-11a-arm-profile

(LabX-MM-1) [labX] (config) #rf arm-profile labX-11g-arm-profile
(LabX-MM-1) AflabX] (Adaptive Radio Management (ARM) profile "labX-11g-arm-profile") # cm-band-g-max-signal 10
(LabX-MM-1) [labX] (config) #rf dot11g-radio-profile labX-11g-radio-profile

(LabX-MM-1) A [labX] (802.11g radio profile "labX-11g-radio-profile") #arm-profile labX-11g-arm-profile

1426  =[0OA; (CLI)

REBTOREERT AN, INRENEEREARR SSID WEORESHB D,
1% fair-access RITHEENAERS TS

(LabX-MM-1) [labX] (config) #wlan traffic-management-profile fair-access
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(LabX-MM-1) AflabX] (Traffic management profile "fair-access") #shaping-policy fair-access

(LabX-MM-1) [labX] (config) #ap-group lab2-group

(LabX-MM-1) AflabX] (AP group "lab2-group") #wlan traffic-management-profile fair-access

1427  =0OEK (GUI)

1) 7 labX T, &8 Configuration>System, 7E Profiles &£, #E#E QOS> Traffic management,
M Traffic management profile F89+ S, HAZIFERE.

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS ®  admin v

QrUbQ Lab2-MM-1

€ Managed Network > lab2 >
(=]

Q o
R Dashboard General  Admin  AiWave  CPSec  Certficates SNMP  Logging | Profiles | More
€ Mob onfiguration -

ty Master

S Labz-MM-1 WLANS All Profiles Traffic management profile: New Profile
E5 Managed Network (2) Roles & Policies @ B -
Traffic management profile

Access Points @ [B Arcroup

= lab2mdi AP Groups @ [ Custer

& lab2-md2 Authentication @ [ contraller Profile
Services @ [3 &7 Profile
Interfaces @ G wos
Controllers @ [ e

@ [B Other Profiles

® [ Policy Domain

Tasks

Redundancy O E o
© (5 Traffic management
Maintenance
W Tarscces

@ [ Wi Traffic management

@ [3 #F Management

2) TEFrEETIE, % Profile name #[1 1%#% Station Shaping Policy /9 fair-access. &famds Submit
#&#H#0 Pending Changes #%H.

aruba
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General Admin Airwave CPSec Certificates SNMP Logging Profiles More

All Profiles Traffic management profile: New Profile
= -
@ G4 [Pmﬁle name: fair-access ]
@ [ Arcroup
~ General
@ [3 cluster
@ [B controller Profile station Shaping Policy: falr-access v
= EST Profile
@B > Advanced
@ B s
@ [ Mesh
@ [B Other Profiles
@ [ Policy Domain
Q

5 fairaccess
@ 5 WMM Traffic management

@ [5 RFManagement

Page 58 of 171 aruvba

a Hewlett Packard
Enterprise company



1.5 MAEERIMNALE

1.5.1 TLMBHE & (CLI)

ERTEERZEIRY virtual ap profile T, FFF Drop Broadcast and Unknown Multicast
(RBEEBNBRIZET, XRELLMAMRS, EFFAMNERBF SR, Rz im LY
Hib APP 774Ef) SSDP, mDNS, DLNA #1 NetBIOS BiBIRES#HEF, (B2 ARP 1 DHCPv4/v6
ISR TEER B, IPv6 BIND, NS #1RA 2117, MRBEARVABWSNART, 15
#£& Airgroup WMEFR)

R ZECEWF] Convert Broadcast ARP requests to unicast [EBJ{ER, Convert

Broadcast ARP requests to unicast ZRFEERIAFLE enable FFEHY.

(LabX-MM-1) [labX] (config) #wlan virtual-ap no-broadcast-vap
(LabX-MM-1) ~[labX] (Virtual AP profile "no-broadcast-vap") #broadcast-filter all

Warning: broadcast-filter arp should be enabled with this option. Otherwise ARP requests will be dropped!

1.5.2 TBEMBHE & (GUI)

7 labX T, %&#E Configuration>System, fE Profiles i&IR-RH, &4 Wireless LAN>Virtual AP
H— no-broadcast-vap BtE&, R A\Z] Broadcast/Multicast , 4Jifk Drop Broadcast and Multicast,
Rfe s Submit #4870 Pending Changes %48,



CONTROLLERS ACCESSPOINTS ~ CLIENTS

Redundancy ® B so21k
® B e

® (B Hotspot 20
® @ ssio

1.5.3 BENEE & (CLI)

ERTBEREIRITLEF VLAN #0O4ET, /S Enable BCMC Optimization (B4
BNANZET, YRETXIATBERRIZEAFR VLAN ID THITEE, XREBZEMIAR,
EFARANPVBRER BIRS----FIaNBEFim EREL APP 7489 SSDP, mDNS, DLNA#Q
NetBIOS EiBIRSZWEF, B2 ARP F1 DHCPv4/v6 [ HEIRSMARTEEE R, IPv6 B9 ND,
NS 0 RA tB51T, VRRP #R3XtBAT, WRESHAVERE WS mDNS MRS, 1B45& Airgroup
MY {ER)

TR TEEREINELER VLAN 20, #EFE
(LabX-MM-1) [labX] (config) #interface vlan X20

(LabX-MM-1) AflabX] (config-submode)#bcmc-optimization

1.5.4 BENEE & (GUI)

1) 1E labX T, %% Configuration>Interfaces, £ VLANs &&=, EFRREZEIWAR VLAN ID, =
it IPv4 3EIi&, s Other Option.
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QrUbQ MUE‘LITVMASTEF CONTROLLERS ~ ACCESS POINTS CLIENTS ALERTS ®  admin v
Lab2-MM-1
@2 @1 A2
& Managed Network > lab2 > )
& Q
3
Dashboard Ports IPRoutes  GRETunnels  Pool Management ~ OSPF  Multicast
E5 Mobility Master
Configuration N
(=) Lt WLANS VLANS
£5 Managed Network (2) Roles & Policies NAME 1D(s) 6]
I 1ab2 (2) Access Points 1.220
& lab2-md1 AP Groups
9 lab2-md2 Authentication
Services +
Controllers VLANs | VLANIDs|  Options
System D IPV4 ADDRESS 1PV6 ADDRESS ENABLE NAT PORT MEMBERS ADMIN STATE OPERATIONAL ST. PD CLIENT DHCP SETTINGS E
1 = Disabled None
Tasks -
220 = Disabled None w ‘
Redundancy
Maintenance
+
Port Members | IPv4 | IPv6  More
> IP Address Assignment
> IGMP
~ Other Option
NAT inside: e

2) 7E Other Option BT, 4% BCMC Optimization. &/ Submit #Z$HF0 Pending Changes #%
£H,

Port Members IPva IPVE More

> IP Address Assignment

> IGMP

~ Other Option

NAT inside:
NAT outside:
Local-proxy ARP:

Inter-VLAN routing:

[ BCMC optimization: >

Bandwidth contract:

ACL: -None- hd

Enable ospf: Q

1.5.5 VMM (CLI)

NBEEEMAESTHSIERE, WEEHFE WMM + DSCP VO/VI/BE/BK (56-voice,40-video,24-
best effort,8-background, DSCPRYEEXEES®, BIRIEENNEFICRERE) BESaE RN AR,
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BLAFRNBRAWMM, XEMMBTIEELANA, SRMRORELESQoSHXEER—REMES ISR
Fh (BERZEIEEFSTIHETESTUTRENQOSIRE)

(LabX-MM-1) [labX] (config) #wlan ssid-profile opt-ssid-profile
(LabX-MM-1) [labX] (SSID Profile "opt-ssid-profile") #wmm
(LabX-MM-1) AflabX] (SSID Profile "opt-ssid-profile") #wmm-vo-dscp 56
(LabX-MM-1) A[labX] (SSID Profile "opt-ssid-profile") #wmm-vi-dscp 40
(LabX-MM-1) AflabX] (SSID Profile "opt-ssid-profile") #wmm-be-dscp 24

(LabX-MM-1) AflabX] (SSID Profile "opt-ssid-profile") #wmm-bk-dscp 8

1.5.6 VMM (GUI)

£ labX T, #&## Configuration>System, 7E Profiles 1%, #&#FE Wireless LAN>SSID>opt-
ssid-profile, Ak WMM, FH55iZE voice, video, best-effort #1 background g9 dscp B (BfZIEE
ERELIIMETNEEMNE—BREEN, XBRBEAR—NESEIRE) , &E~E Submit 50
Pending Changes #%4H.

wwwwwwwwwwwwww CONTROLLERS  ACCESS POINTS CLIENTS ALERTS

OrUbO " Labz-MM-1

,,,,, r |
al  Admin  AiWave  CPSec  Certficates  SNMP  Logging [l Profiles | m

SSID Profile: opt-ssid-profile

aruba
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@ Wireless Multimedia (WMM): =

Wwireless Multimedia U-APSD (WMM-UAPSD) Powersave: 1
W TSPEC Min nacty el o e
WMM DSCP Mapping Control: ~

® DSCP mapping for WMM voice AC (0-63)
® DSCP mapping for WMM video AC (0-63):

® DSCP mapping for WMM best-effort AC (0-63):

® DSCP mapping for WMM background AC (0-63):
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1.6 REEEAIMALLR

1.6.1 Basic—acl (CLI)

BN E—EEANLZ 2K basic-acl, #E/MALEHNEFRAEHER, TEERERN
employee role (EAIFZEEREAIFARINNPNBESHEHEZERR TENTSRIEIEFAY, iFE position AR
FF. BB BRSO RR.)

(LabX-MM-1) [labX] (config) #ip access-list session ipv4-basic-acl

(LabX-MM-1) AflabX] (config-submode)# user any udp 68 deny position 1
(LabX-MM-1) AflabX] (config-submode)#  any any svc-dhcp permit position 2
(LabX-MM-1) AflabX] (config-submode)#  any any svc-dns permit position 3
(LabX-MM-1) AflabX] (config-submode)#  any any svc-icmp permit position 4
(LabX-MM-1) [labX] (config) #ip access-list session ipv6-basic-acl

(LabX-MM-1) AflabX] (config-submode)# ipv6 user any udp 546 deny position 1
(LabX-MM-1) AflabX] (config-submode)# ipv6 any any svc-v6-dhcp permit position 2
(LabX-MM-1) A [labX] (config-submode)# ipv6 any any svc-dns permit position 3

(LabX-MM-1) AflabX] (config-submode)# ipv6 any any svc-v6-icmp permit position 4

(LabX-MM-1) [labX] (config) #user-role employee

(LabX-MM-1) [labX] (config-submode)# access-list session ipv4-basic-acl position 3
(LabX-MM-1) AflabX] (config-submode)# access-list session ra-guard position 4
(LabX-MM-1) AflabX] (config-submode)# access-list session ipv6-basic-acl position 5
(LabX-MM-1) AflabX] (config-submode)# access-list session allowall position 6

(LabX-MM-1) AflabX] (config-submode)# access-list session v6-allowall position 7

(FELEFSERFFFAIR IPv4 B9 dhcep server)
(FELEFSELFFFAIR IPv6 [ dhcep server)



1.6.2 Basic—acl (GUI)

Aruba ZNFLIEEFM: ArubaOS 8 EZfCE

1) 7 labX T, &8 Configuration>Roles & Policies, £ Policies £k, mib+ RHARFIERD

Policy,

MOBILITY MASTER CONTROLLERS

aruvba Lab2-MM-1 ©2
€ Managed Network > lab2 >
&

& Mobility Master

© Lab2-MM-1

WLANSs

5 Managed Network (2) [Roles & Policies
& lab2 (2) Access Points

© Iab2-md1 AP

RULES COUNT
1
0
0

& lab2-md2
12

1"
1
12

System

Tasks
Redundancy

Maintenance

ACCESS POINTS CLIENTS ALERTS ® admin v
o1 A2
&
TYPE POLICY USAGE i)

2) Policy 1= ipv4-basic-acl, s Submit #ZH, ST Policies 3kZ! ipv4-basic-acl, #r&emdh+
RHSRAINZ I, Rule type 2:8415%4E Access Control.

Session ~

ipvd-basic-ac|

New Policy
Roles Policies  Applicatior policy type:
Policies Policy name:
AN
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Roles  Policies  Applications  Aliases

Policies
NAME - RULES COUNT TYRE POLICY USAGE i)
logon-cantrol 7 session Iogon, gusst-ogon =
jabber-cl 2 session woice
ipvé-controller-if-acl 1 session CONtractor
ipvé-basic-ad 4 session employee n
ipwd-controller-if-acl 1 session contractor
o X 0 session -
pusd-basic-ac! 4 session employee 0] .
+
Policy > ipvd-basic-acl Rules. (@ Dragrows to re-order
IP VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION B
user any &8 deny_opt
any any svedhep permit
any any svedns permic
any any svciomp permic
w2z 0 U [ON U o2
New Rule for ipvd-basic-acl
Roles  Policies  Applicatio Ruletype:  (®) Access control ) application
Policies
: Com | o]
NAME
logon-control 7 session
jabber-acl 2 session
ipve-controller-if-acl session
ipvé-basic-acl 4 session
ipva-controller-if-acl 1 session
ipvd-basic-acl-1 0 session
I ipvd-basic-acl I 4 session
Policy > ipvd-basic-ac|
IP VERSION SOURCE DESTINATION SERVICE/APPLI
Ipv4 user any 68
Ipva any any svc-dhcp
Ipva any any svc-dns
Ipv: any any svc-icmp
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Roles Policies Applications Aliases

Policy > ipvd-basic-acl Rules (© Dragrows to re-order -~

1P VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION E
+
ipv4-basic-acl > New forwarding Rule
1P version: Pud v
s
Destination:
Service/app:
Min/max port: H 68
Source dest o}
Action: Deny ~
TOS:
Time range: - None - ~  Reset
802.1p priority:
Optiens: [ 'log [ Mirror | Blacklist | | Disable scanning
e T
o
4 »
=
Roles  Pol Applications  Aliases
+ - a
Policy > ipva-basic-acl Rules () Dragrows to re-order
IP VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION i}
Ipvd user any 6868 deny_opt
+
ipva-basic-acl > New forwarding Rule
IP version:
Source:
Destination:
Service/app:
Services alias: svcdhep v
e
Tos:
Time range: -None- v Reset
802.1p priority: Izl
Options [ Log [ mirror [ | Blacklist || Disable scanning
quase [~

= =
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Roles Policies  Applications Aliases

+

Policy > ipvd-basic-acl Rules

Aruba

IP VERSION SOURCE DESTINATION SERVICE/APPLICATION
Ipvd user any 6868
Ipvd any any sve-dhep
+
ipva-basic-acl > New forwarding Rule
IP version: Pva v
Source: Any v
Destination: Any -
Service/app: service v
Services alias: sucdns, v
Action: Permit v
TOS:
Time range: - None - v Reset
802.1p priority: v
Options: Log Mirror Blacklist Disable scanning
Queue: v
4
Roles Policies Applications Aliases
+
Policy > ipv4-basic-acl Rules
1P VERSION SOURCE DESTINATION SERVICE/APPLICATION
Ipvd user any 6868
Ipva any any sve-dhep
Ipvd any any sve-dns
+
ipvd-basic-acl > New forwarding Rule
IP version: P v
Source: Any v
Destination: Any b
Service/app: service ¥
Action: Permit >
Tos:
Time range: - None - v Reset
802.1p priority: v
Options: Log Mirror Blacklist Disable scanning
Queue: >

BFLIGFMH: ArubaOS 8

ACTION
deny_opt

permit

ACTION
deny_opt
permit

permit

FRBCE

E

E

3) Policy 2= ipv6-basic-acl, s Submit 3%tH, SAFG7E Policies 3k Z| ipv6-basic-acl, #r&EmtE+

REASERINZ MR, Rule type 258Y5%4#% Access Control.
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@2 @1 A2
New Policy
Roles Policies Applicatiof . .
L Policy type: Session ~
Policies o pve
NAME POLICY USAGE
o . 4 ncel 3 .
apprf-sys-ap-role-sacl U SESSIoN sys-ap-role
apprf-sys-switch-role-sacl 0 session sys-switch-role
appri-employee-sacl 0 session employse
appr-contractor-sacl 1] session contractor
ipv6-basic-acl 0 session employse
deny-cry-a 6 session -
ipvd-g ller-if-acl 1 session contractor
Roles Policies Applications. Aliases
Policies
NAME - RULES COUNT TYPE POLICY USAGE ]
icmp-acl 1 session guest, voice o
ipva-basic-acl 4 session employze
ipvd-controller-if-acl 1 session contractor
Ml pvebasic-ac | 0 session employee w
ipve-controllel 1 session contractor
jabber-acl 2 session voice
logon-control 7 session logon, guest-logon -
+
Policy > ipvé-basic-acl Rules (© Drag rows to re-order
IP VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION iz
©2 Q1 Az
New Rule for ipvé-basic-acl pending Changes ()
Roles  Pol Applicatiof  Ruletype:  (®) Access control ) pplication
Policies
. [ ] o]
NAME POLICY USAGE i)
icmp-acl 1 session guest, voice -
ipud-basic-acl 4 session employee
ipvé-controller-if-ac| 1 , session contractor
ipvé-basic-ac] 0 4 session employee
ipvé-controller-if-acl 1 session contractor
jabber-acl 2 session voice
logon-control session logan, guest-logon .
+

Policy > ipvé-basic-acl Rules

IP VERSION SOURCE

Page 69 of 171
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(D Drag rows to re-order
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Roles Policies Applications  Aliases

Policy > ipv6-basic-acl Rules (D Dragrows to re-order

IP VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION &

+

ipvé-basic-ac| > New forwarding Rule

1P version:
Source;
Destination:

Servicelapp:

Min/max port:

Source dest: O

Action:

TOS:

Time range: - None - v Reset

Options: [ ltog | Mirror | | Blacklist || Disable scanning

i

Queue:

Roles Policies Applications Aliases

Policy > ipv6-basic-acl Rules (@ Dragrows to re-order

IP VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION B

Ipvé user any 546 546 deny_opt

+

ipv6-basic-acl > New forwarding Rule

estnatr:

Servicelapp:

Services alias: svcve-dhep ~
Action: Permit ~

TOS!

L

Time range: - None - v Reset

n

802.1p priority:

O

Options: Log [ Mirror [ Blacklist || Disable scanning

J

Queve:

Page 70 of 171 aruba

Enterprise company



Roles Policies Applications Aliases

+

Policy > ipvé-basic-acl Rules

Aruba BTS2 T ArubaOS 8 HiZKJil &

(© Dragrows to re-order

1P VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION i3i)
Ipve user any 546 546 deny_opt
Ipve any any sve-ve-dhep permit
+
ipvé-basic-acl > New forwarding Rule
1P version: Y6
Source:
oesias
Service/app:
Servces s
Action:
TOs:
Time range: - None - v | Reset
802.1p priority: El
Options: [ lwg [ Mirror [ |Blackist | | Disable scanning
| 3

Roles Policies Applications  Aliases

=

+ -
Policy > ipvé-basic-acl Rules (@ Dragrows to re-order
1P VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION 54
Ipv6 user any 546546 deny_opt
Ipv6 any any svcvé-dhcp permit
Ipv6 any any sve-dns permit
+
ipvé-basic-acl > New forwarding Rule
P ersn:
Source:
Service/app:
s s
Action:

TOS:

Time range: - None - v Reset

802.1p priority: El

options: [log [ Miror [ Blacklist

Qoo _—
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4) 7E labX T, %&#Z Configuration>Roles & Policies, fE Roles &+, HESALEH LEREE

employee ((RBHIE, TLFME—) |, AR ZEICIRERTFAF SRS policies %u—/\%éﬁg*ﬁﬂ’g

ra-guard Rl (BIMNETRZAENREEEESRECENXNEMKIAAEAR) . &E~Ri Submit
1£40#10 Pending Changes %48,

MOBILITY MASTER COMTROLLERS  ACCESS POINTS CLENTS  ALERTS
arvba Lab2-MM-1 p

New Role

Roles  Policies ApPEation  pame: employed

Roles

Enterprise company
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Roles  Policies  Applications  Aliases

Roles 16
NAME RULES i
: a
denyall 1Rules
default-via-role 3Rules
default-upn-role 4 Rules
authenticated 4Rules
voice 43Rules
contractor 5Rules
employee
Global Rules
1P VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION i
+
Rules of this Role only
1P VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION i
[ any any any permit
Ipvé any any any permit
Ipve any any any permit
+
[Naw Tauvr Narimant () v - Natanad b
Roles Policies Applications  Aliases
Roles 16
NAME RULES
denyall 1 Rules -
default-via-role 3Rules
defaultvpn-role 4Rules
authenticated 4Rules
voice 43Rules
contractor SRules
3Rules
employee Bandwidth  Captive Portal  More Show Basic View
NAME RULES COUNT TYPE POLICY USAGE B
global-sach 0 session Iogon, guest, ap-role, stateful-dotix, guestlo...
appri-employee-sacl 0 session employee
allowall 2 session default-izp-user-role, default-viz-role, defaul.
v6-allowall 1 session default-via-role, default-vpn-role, authenticat...
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New Policy @

Roles Policies Application
. (®) Add an existing pelicy () Create a new policy

Rats 16 pey e

LOE 1 Policy name: iova-basicad v ]
denyall -
default-viz-role
default-vpn-role
authenticated
voice 43 Rules
contractor 5Rules
| employee 3Rules -
employee Bandwidth  Captive Portal  More show Basic View
NAME RULES COUNT TYPE POLICY USAGE ]
global-sacl 0 session logon, guest, ap-role, stateful-dot1x, guest-lo...
apprf-empl 0 session employee
allowall 2 session default-iap-user-role, default-viz-role, defaul
vé-al 1 session default-via-role, default-vpn-role, authenticat...
+
©2 Q1 A2
i (¢
New Policy Pending Changes (,
Roles  Policies  Application
(®) Add an existing policy ) Create a new palicy

Rols 15 recy e

e || roiynane: , &
denyal Position:
defaultvia-role
defaultvpn-role
| -

authenticated
voice 43 Rules
contractor ’ 5Rules

| employee 7 Rules -
employee i Bandwidth Captive Portal More ‘Show Basic View
NAME RULES COUNT TYPE POLICY USAGE E
appri-employes 0 session employee -
ipvd-basic-a 2 session
allowall 2 session default-ap-user-role, default-viarole, defau
vl 1 session defaultvia-role, defaultvpn-role, authentic.. v
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New Policy
Roles Policies Application
Add an existing policy Create a new policy
Roles Policy type: Session ¥
Policy name: puG-basic-ac

Position

1.6.3 user—table (CLI)

RE BT AP R M ESH N BIHSEIZERY user-table, TEXFTLUINA user-table B9k FM
MU RZ BB (FELEFFFAIRERR IP RIS 49 DNS, DHCP, RADIUS ERiFEIRSESHIMIEMZR, &
s == | =3 O (=)

B5EEN IPv6 7 IPv6 RITCELFEF P HEULERRIE, MNRAFMNEEREDRW, FETHF vlan 7K,
BIREEARNENZEE. (XER IPv6 HHESSEEAS N, (MXERSSE)

(LabX-MM-1) [labX] (config) #netdestination6 user-net-ipv6

(LabX-MM-1) AflabX] (config-submode)#network 2001:da8::/32

(LabX-MM-1) [labX] (config) #netdestination user-net-ipv4

(LabX-MM-1) AflabX] (config-submode)#network 10.x.20.0 255.255.255.0
(LabX-MM-1) [labX] (config) #ip access-list session validuser

(LabX-MM-1) AflabX] (config-submode)#no any any any permit

(LabX-MM-1) AflabX] (config-submode)#no ipv6 any any any permit

(LabX-MM-1) AflabX] (config-submode)#alias user-net-ipv4 any any permit position 6
(LabX-MM-1) AflabX] (config-submode)#any any any deny position 7

(LabX-MM-1) AflabX] (config-submode)#ipv6 alias user-net-ipv6 any any permit position 12
(LabX-MM-1) AflabX] (config-submode)#ipv6 any any any deny position 13

(LabX-MM-1) AflabX] (config-submode)#end
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IR 1% position x 2IRIERZBIAR validuser PRISRIESE I BT,

1.6.4 user—table (GUI)

1) 7 labX T, &8 Configuration>Roles & Policies, 7 Aliases Ik, M+ KRS TLEE
P IP FRitdiha9sI%, B3F IPv4 1 1Pv6 B9 (IPve HBEESXEERERE, lab RMEFBHEIIAAES
IPv6) , Efamis Submit =0 Pending Changes #%$H,

MOBILITY MASTER CONTROLLERS ~ ACCESS POINTS ® admin v
arvbQ abzuma ®2 ol
& Managed Network > lab2 >
& Q. pashboard
Roles  Policies  Applications
& Mobility Master Configuration
© Lab2-MM-1 WLANS ~ Network Aliases
£5 Managed Network (2) | Roles & Policie: NAME ITEMS DESCRIPTION 1P VERSION INVERT i)
& lab2(2) Access Points mswitch 1 Pus -
© lab2-md1 2P Groups controller 1 1Pva
v 1 1PV
= lsbzmdz Authentication i
any 1 1Py
Services
1 1PV
Interfaces localip 1 1Pv4
Controllers auth-google 2 1Pv4 o
System
Tasks
Redund,
ecundangy > Service Aliases
Maintenance
Add New Destination
Roles olicie
Rule type: Network v
1Py
IP address: 102200
1Pyt
Network mask: 235325532350 1Pys

Destindgion user-net-ipvd

aruba
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Add New Destination

Roles Policig
Rule type: Network v
lncalip 1Pyt =
autn-googh IP addrezs: 2001:dag: = B .

o
oL, T{11E - —— |

[ ame user-netip/6 I

TYPE IP ADDRESS NETMASK/RAN GE/OFFSET

Service Aliases

2) 7E labX T, % Configuration>Roles & Policies, £ Policies #EI&/r, sk validuser 5RHEg,
R TEERESE, BEAd Submit #4050 Pending Changes %4,
HBR ipv4 0 IPv6 AY any any any permit FISRERHEE.
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Roles Policies Applications Aliases

NAME RULES COUNT TYPE POLICY USAGE ﬁﬂ
v6-http-acl 1 session guest =
V6-https-acl 1 session guest

vB-icmp-acl 1 session guest

vE-logan-contral 7 session logon, guest-logon

l validuser " session - 0]
1 eth .

vmware-acl 5 session - v
+

Policy > validuser Rules () Drag rows to re-order

IP VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION ﬁﬂ

: ) ) A
Ipvd 240.0.0.0 240.0.0.0 any any deny_opt
[ I Ipvd any any any permit I
=

Ipve fe80: any any deny_opt

I c00:/7 any any permit

Ipvs feB0:/64 any e permit

Ipv IpvE-reserved-range any any deny_opt

Ipv6 any any any permit -
+
validuser > forwarding Rule 9

Roles Policies Applications Aliases

V6-https-acl 1 session guest -
v6-iemp-acl 1 session guest

v6-logon-contral 7 session logon, guest-logon

user " session - [0]

validuserethacl 1 eth -

vmware-acl 5 session - -
+

Policy > validuser Rules @ Drag rows to re-order

1P VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION i
Ipvd 240.0.0.0240.0.0.0 any any deny_opt 4
Ipvd any any any permit

Ipve fe80: any any deny_opt

%3 F€00:/7 any any permit

I feB0:/64 any any permit

5 ipyG-reserved-range. 20y 2o deny oot
I pve any any any permit

validuser > forwarding Rule

IP version: ipve
Source: sany

-
Nactinati Aanv

« e
FZET IPv4 B alias user-net-ipv4 any any permit 1 any any any deny FIgEERES

Page 78 of 171 aruba

a Hewlett Packard
Enterprise company



Aruba ZFLEGFH: ArubaOS 8 mKALE

New Rule for validuser Pending Changes ()

Roles  Polici Rule typs Access control () application

Policies
vE-http-acl 1 session =
v6-ttps-acl 1 session =
vB-iemp-acl 1 session -
vE-logon-control 7 session -
\aliduser 5 session -
valduse rethacl 1 eth -
mware-acl s session = -
+
Policy > validuser Ry (@ Dragrows to re-order
1P VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION i
1pra 127.000255000 any any deny_opt e
1pra 169.254.00 255.255.0.0 any any deny_opt
Iped 224000240000 any any deny_opt
Iped 255255255255 any any deny_opt
Iped 240.00.02400.00 any any deny_opt
Ip6 feB0: any any deny_opt
1pr6 100217 any any permit o
validuser > New forwarding Rule
—_—
1P verzion:
Source:
Source alias: user-net-ipvd v
Destination:
Service/app:
Actian: Permit v
TOS:
Time range: - None - v Reset
8021p priority:
Options: | | Log | | Mirror | | Blacklist | | Disable scanning
Queue:
»
Cancel
validuser > New forwarding Rule
1P version: IPvd ™
Source:
Destination:
Service/app:
Action:
TOS:
Time range: - Mone - v Reset
802.1p priority:
Options: | | Log || Mirrar | | Blacklist | | Disable scanning
Queue:
-
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FHEET IPv6 A9 ipv6 alias user-net-ipv6 any any permit 0 ipv6 any any any deny FIEE5RES

validuser > New forwarding Rule

1P version: Ve v
Source: Alias e
Source alias: user-net-ipvé v
Destination Any v
Service/app Any ~
Action Permit ~
-TOS
Time range: - None - v Reset
802.1p priority. v
Options Log Mirror Blacklist Disable scanning
Queue ~

¥ ]

validuser > New forwarding Rule

¥ IP version: Tieve |
Source Any v
Destination Any v
Service/app Any v
- —_—
TOS:
Time range: - Mone - ~ Reset
802.1p priority. A
Options: Log Mirrar Blacklist Disable scanning
Queue: v

—

1.6.5 i=Hl=RipEES] (CLI)

AHRELEAPTUERLEHEENEERE, EEeAEENRF e+ EE TEAISEE xx-
controller-if-acl, (& UWREINEGITZLAEF role AR EUAR] authenticanted role, %7 Portal iAIERT]
NREFAEEEER.

(LabX-MM-1) [labX] (config) #netdestination v4-controller-interfaces

(LabX-MM-1) [labX] (config-submode)# host 10.2.10.11



(LabX-MM-1) [labX] (config-submode)#
(LabX-MM-1) [labX] (config-submode)#
(LabX-MM-1) [labX] (config-submode)#
(LabX-MM-1) [labX] (config-submode)#

(LabX-MM-1) [labX] (config-submode)#

host 10.2.10.12

host 10.2.10.21

host 10.2.10.22

host 10.2.10.10

host 10.2.50.11

Aruba ZFS2EGTFHF: ArubaOS 8 2 B

(LabX-MM-1) [labX] (config) #netdestination6 v6-controller-interfaces

(LabX-MM-1) [labX] (config-submode)# host 2001:da8:8000:151::13

(LabX-MM-1) [labX] (config) #ip access-list session ipv4-controller-if-acl

(LabX-MM-1) AflabX] (config-submode)#user alias v4-controller-interfaces any deny position 1

(LabX-MM-1) [labX] (config) #ip access-list session ipv6-controller-if-acl

(LabX-MM-1) AflabX] (config-submode)#ipv6 user alias v6-controller-interfaces any deny position 1

(LabX-MM-1) AflabX] (config) #user-role contractor

(LabX-MM-1) AflabX] (config-submode)# access-list session ipv4-controller-if-acl
(LabX-MM-1) AflabX] (config-submode)# access-list session ipv6-controller-if-acl
(LabX-MM-1) AflabX] (config-submode)# access-list session allowall

(LabX-MM-1) AflabX] (config-submode)# access-list session v6-allowall

1.6.6 i=HISRIHEES] (GUI)

1) 7 labX T, &8 Configuration>Roles & Policies, £ Aliases &I
HHEtRAIBIE, BFE IPv4 #11Pv6 Y (IPv6 HEHHXER
i Submit #Z$H#0 Pending Changes #%$H.

/\ZET%: lab ﬂ;iﬁ_l,q:'ﬁ E[!

position 3
position 4
position 5

position 6

*h, R+ REFGEE 1P

EAREE IPV6) . &ia

orubo
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b MOBILITY MASTER CONTROLLERS  ACCESS POINTS CLIENTS ALERTS ®  admin v
aruba "Gz e | e | 2|
& Managed Network > lab2 > @
& S Dashboard
Roles  Policies  Applications
& Mobility Master
& Lab2-MM-1 WLANS ~ Network Aliases
5 Managed Network (2) NAME ITEMS DESCRIPTION 1P VERSION INVERT i)
Access Paints mswicch 1 1Pv4 - -
& lab2-md1 AP Groups controller 1 [ -
wrrpJ 1 1Pva -
= (i Authentication e
any 1 - 1PV -
Services
user 1 1Py -
Interfaces localip 1 1Pua -
Controllers auth-google 2 1Pv4 - -
System
Tasks
Redundancy
> Service Aliases
Maintenance
Add New Destination
Roles  Policies  Application
Rule type: Host ~
wificalling-block 1Pv4 -
va-controller-interfaces 1P address: 10.2.50.11] 1Pvd -
user-net 1Pus =
controllers -
ipv6-reserved-range v
vé-controller-interfaces 1 - 1PV6 - -
-
ation vd-controller-interfaces
IP version: Pus v
jame: va-controller-interfa
Description:
Invert:
Items
TYPE 1P ADDRESS NETMASK/RANGE/OFFSET i
+

> Service Aliases
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Roles Policies  Applications  Aliases

Aruba ZNFLIETFHF: ArubalS 8 HHALE

N
auth-facebook 3 1Py
wificalling block 2 Pud
| v<ontrolier-interfaces 5 1Pv4 @
user-net 1 1Pvd
controllers 1 1PV
ipvé-reserved-range 1 1Pv6
vé-contraller-interfaces 1 Pv6 -
+
Destination vé-controller-interfaces
IP version: Ipva
Invert:
Items
TYPE 1P ADDRESS NETMASK/RANGE/QFFSET B
ADDRESS NETMASK/RANGE/OFFSE
host 10.2.10.11 2
host 1021012
host 1021021
host 1021022 -
+
Roles Policies Applications Aliases
auth-facebook 3 1Pvd
wificalling block 2 1Pva
vA-controller-interfaces s 1Pv4
user-net 1 1Pua
controllers 1 1Pvs
- ! 1 1Pus
vé-controller-interfaces | 1 1Pv6 [}
T
Destination vé-contraller-interfaces
Puersion:  Ipvb
Invert:
Items
TYPE |P ADDRESS NETMASK/RANGE/OFFSET —
AEDEES
host 2001:da8:8000:151212
+

2) 1 labX T,
g,

%#% Configuration>Roles & Policies, #E Policiess I II~H, Ri5+ IREERFIEHRD

ipv4-controller-if-acl ] ipv6-controller-if-acl, ffgmds Submit #£5HF0 Pending Changes %48,
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MOBILITY MASTER
Lab2-MM-1

aruba

4 Managed Network > lab2 >

& & pashboard

R
3 Lab2-MM-1 WLANS

B Managed Network (2) +

Access Points

3 lab2-md1 AP Groups

S labz-mdz Authentication
Services
Interfaces
Controllers
System

Tasks
Redundancy

Maintenance

pv4 if-acl > New

IP version:
Source:
Destination:
Destination alias:
Service/app:

Action:

Roles & Policies

vé-controller-interfaces v

Aruba BTS2 T ArubaOS 8 HiZKJil &

CONTROLLERS  ACCESS POINTS. CLIENTS ALERTS ® sdmin v
@2 Y 0 A2
®
Applications  Aliases

NAME RULES COUNT TrPE POLICY USAGE ii]
deny.cryantiieus s session - o
ipvd-controller-f-acl 1 1 session contractor @ |

4 session employes
ipus-controlief.ac 1 session contractor
uplink-lb<fgrad o routing -
uplink-lb-sys-racl ] routing - [ |
master-boc-traffic 0 routing - -
+
Policy > ipvé-cantroller-if-acl Rules (© Orag rows to re-order
P VERSION. SOURCE DESTINATION SERVICEIAPPLICATION ACTION ]

— —

Iped user wa-controlier nterfaces ary
+

TOS:

Time range:

802.1p priority:

[ ]

[ Log

Options:

Queue:

MOBILITY MASTER
Lab2-MM-1

aruba

4 Managed Network  lab2 >

= Q Dashboard

T

WLANS,

Roles & Policies.

Access Points.

LabZ-MM-1

B Managed Network (2)
= lab2-md1 AP Groups

9 lab2-md2 Authentication
Services
Interfaces
Controllers
System
Tasks
Redundancy

Maintenance
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[ Mirror

v Reset

|| Blacklist

|| Disable scanning

CONTROLLERS  ACCESS POINTS CLIENTS ALERTS ®  sdmin v
@2 o o 01 0 a (%
@
Applications Allases
RULES COUNT TYPE POLICY USAGE i)
deny-cry-antivirus 6 session - -
ipwa-controler-i-acl 1 session contractor
session employes
ipvecontroller-tac | session contractor ]
E———— 3 routing -
uplinklb-sys-rac o routing - u
master-boc-traffic o routing - -
+
Policy > ipvé-controller-if-acl Rules (D Drag rows to re-order
SOURCE a8
Ipvs user ve-controller-interfaces any deny_opt

aruvba
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ipvé-controller-if-acl > New forwarding Rule

IP version: IPve ™
Source: User v

Destination: Alias e

Destination alias: vé-controller-interfaces v

Service/app: Any -

Action:

TO5: |

Time range: - None - v Reset

802.1p priority: v

Options: Log Mirrar Blacklist Disable scanning
Queue: -

13

3) 1£ labX T, i%#% Configuration>Roles & Policies, £ Roles &=, #HELNEEHNLENEE
contractor ((REHNE, FILFME—) , KRABZBEIEFRIFAIRNREE policies, ipv4-controller-
if-acl /1 ipve-controller-if-acl (B/MNETRZAENREREERECEXNEMRIRIER) . &
famiE Submit #Z$H#0 Pending Changes #%H.

MOBILITY MASTER CONTROLLERS  ACCESS POINTS CLIENTS ALERTS

QrUbQ Lab2-MM-1 A

€ Managed Network > lab2 >

&
Policies  Appl
B> Mobility Master
) Lab2-MM-1 Roles 16
3 Managed Network (2) NAME RULES i
oge 32 Rule:
£ lab2-md1 ue: =

2 lsb2-md2

aruba



Aruba ZFLEGFH: ArubaOS 8 mKALE

© 2 @1 a2
New Role
Roles Policies  Application
PP MName: cuntractDrI
Roles 16
=3
NAME
logon 32 Rules
guest 11 Rules
ap-role 35 Rules
stateful-dot1x 0 Rules
guest-logon 27 Rules
sys-ap-role 23 Rules
Sys-Svi 24 Rules
Roles  Policies  Applications  Aliases
Roles 16
NAME RULES i}
denyall 1 Rules “
defaulvia-role 3Rules
defaulivprerole 2Rules
authenticated 4 Rules.
43 Rules
I contractor || 5 Rules
employes 12 Rules -
+
‘contractor
Global Rules
1P VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION [iii}
+
Rules of this Role only
1P VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION [ii:}
+
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Roles  Policies  Applications  Aliases.

Roles 16

NAME RULES i)

denyall 1Rules -

default-via-role 2 Rules

default-vpr-role 4Rules

authenticated 4Rules

voice 43 Rules

contractor 5Rules

employee 12 Rules -
+
contractor Bandwidth  CaptivePortal  Mare Show Basic View
NAME RULES COUNT TYPE POLICY USAGE i)
global.sacl 0 session logon, guest, ap-role, stateful-dotl, guestl... =]
apprf-contractor-sacl 0 session contractor I
ipva-controller-f-acl 1 session contractor

ipv6-controller-if-acl 1 session contractor <

@2 01 A2 B
New Policy
Roles Policies Application
Add an existing policy () create a new policy

e rkyvpe

EAME | Policy name: Ipud-controllar-f-acl v &
3

defaultvia-role

default-vpn-role
authenticated

voice

g Positiol

43 Rules
| contractor 5 Rules
employee 12 Rules -
+
contractor  Policiegl Bandwidth  Captive Portal  More Show Basic Vien
NAME RULES COUNT TvPE POLICY USAGE E
globaksad o session logon, guest, ap-role, stateful-dot1, guest-.. 7
appri-contrs o session contractor
pvt-cor 1 session contractor
ipvey 1 sassion contractor 4
+
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New Policy
F
Roles
®) Add an existing policy Create a new policy
Roles Policy type: Session ~
Policy name: pvé-controller-if-acl h
Position: 4

<

| [cocet | suomi |

contractor Poli Bandwidth Captive Portal More

1.6.7 BRMEE (CLI)

AHRELLRAFPZET LA EERR, BIfEERE— VLAN T, tBFEEEIEAFEER .
R WRNEFFEES Bonjour FERBNA, FBEXRITMZER, AOS8.6 FIATTS=HIEIN T ETF role-
based 89 acl kR EZEHIE— VLAN TARRBFHEZBNEISES® role-based B acl ET5IRE).

BRI THELE L2 ERFEEEHEES

(LabX-MM-1) A[labX] (config) #firewall

(LabX-MM-1) A[labX] (config-submode)#deny-inter-user-bridging  (BELEFERIAE IP hiTRE)
(LabX-MM-1) A[labX] (config-submode)#deny-inter-user-traffic (BELLE 3 289 IP EUERE)
(LabX-MM-1) A[labX] (config) #ipvé firewall

(LabX-MM-1) A [labX] (config-submode)#deny-inter-user-bridging

SNSRFEEXIEA SSID THIKRLRF, ATHIESRZ BNEIHRLK P2P NAF,

(LabX-MM-1) [labX] (config) #wlan virtual-ap no-broadcast-vap
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(LabX-MM-1) AflabX] (Virtual AP profile "no-broadcast-vap") #deny-inter-user-traffic

1.6.8 FRFMEE (GUI)

1) 7 labX T, &8 Configuration>Services, fE Firewall EII-KH, 4%k Deny inter user bridging
#0 Deny inter user traffic, &fEmds Submit &0 Pending Changes #%$H.

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS
arvbQ ubzwma -

& Managed Network > labz
=]

®

Pending Changes (2

Custers  ArGroup VPN .wm., External Services  DHCP WAN

3 Mobility Master

© Lab2-MM-1 Global Settings
£ Managed Network (2) Roles & Policies L) 1PV6.
= I3b2-md1
9 lab2-md2
o

fore allowing data:

=]

2) 1ElabX T, i#%#F Configuration>System, fE Profiles iEIl-<ker, #KZE Wireless LAN>Virtual

AP >no-broadcast-vap, £ Advanced &, 4Ji%k Deny inter user traffic, FfEmy Submit 3ZEHF0
Pending Changes %8,




Aruba &J)F-5Z46 F

MOBILITY MASTER

ArubaOS 8 mZH L &

CONTROLLERS  ACCESS POINTS CLIENTS ALERTS ®  admin v
aruba "Gz o " . :
€ Managed Network > lab2 > Pending Change:
(=] Q
3
Dashbozrd General  Admin  AifWave  CPSec  Certificates SNMP  Logging More
& Mobility Master Configuration
& Labz-MM-1 AR All Profiles Virtual AP profile: no-broadcast-vap
5 Managed Network (2) a
g Roles & Policies ® B sso s General
6 lab2 (2) Access Paints © @ sarver Grow .
AP Groups s
@ [ Stateful 802.1X Authentication " Advanced
Authentication @ [ Stateful Kerberos
services @ [ staeful NTLM Authentication Celluar handoff assist
Openfiow Enable: ~
Interfaces @ B TACACS Server "
Fine Timing Measurement (802.11mc) Responder Mode:
Controllers @ [ TSM Report Request
Authentication Failure Blackiist Time: 36500 sec
|system @ 3 VIAClient WLAN
Tasks © B voN Authenication Blackist Time: 3500 sec
Maintenance ® B defautc Deny time range: -None- v
@ B & DoS Prevention:
© B eoziik HA Discovery on-association: v
v
© 6 . Mabile IP:
Preserve Client VLAN:
Remote-AP Operation: sandard ¥
Station Blackisting v
Strict Compliance:
VLAN Mobilty:
WAN Operation mode: always v

FDE Update on Assoc:

> Broadcast/Multicast

1.6.9 iwmOIREER (CLI)

BE L TR im T B R NEIB N RS,
1) 5ExENX policy FHg
(LabX-MM-1) [labX] (config) #ip access-list session deny-cry-antivirus

(LabX-MM-1) AflabX] (config-submode)# any any tcp 135 deny

(LabX-MM-1) AflabX] (config-submode)# any any tcp 137 139 deny

(LabX-MM-1) AflabX] (config-submode)# any any tcp 445 deny

(LabX-MM-1) AflabX] (config-submode)# any any udp 135 deny
(LabX-MM-1) AflabX] (config-submode)# any any udp 137 139 deny

(LabX-MM-1) AflabX] (config-submode)# any any udp 445 deny

2) ARTAERAEHTRISER,
(LabX-MM-1) [labX] (config) #user-role employee
(LabX-MM-1) [labX] (config-submode)#

(LabX-MM-1) AflabX] (config-submode)# access-list session allowall

access-list session deny-cry-antivirus

cal e

position 1
position 2

position 3

position 4
position 5

position 6

position 3

position 4
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1.6.10  ixCIBAER (GUI)

1) 1E labX T, 1%&#E Configuration>Roles & Policies, fE Policiess i&Ii~H, M+ ZHFIE—
NRRE.
deny-cry-antivirus, i Submit #&##0 Pending Changes #%$H,

MOBILITY MASTER CONTROLLERS  ACCESS POINTS CLIENTS ALERTS @ | admin v
aruvba Labz-MM-1 N o o

€ Managed Network > lab2 > pending Changes ()

& SR
Dashboard Roles Applications  Aliases
= Lab2-MM-1 WLANS Palicies
3 Managed Network (2)

NAME RULES COUNT TYPE POLICY USAGE B

‘Access Points

appri-sys-ap-role-sa o session sy

-role
AP Groups session sys-switch-role
Authentication session employee
appr-co 0 session contractor
Services
pv6-basic-adl 2 session employee
nterfaces
session
Controlers 1 session contractor -
System
Tasks
Redundancy Policy > deny-cry-antivirus Rules @ Dragrows ta re-order
Maintenance 1P VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION i
e any any 135 -
2 any any 137139
2 any any ws
12 any any 135 =
New Rule for deny-cry-antivirus
Policies

Ruletype: (&) Access control Application

Policies

NAME mm POLICY USAGE

() Dragrows to re-order

P VERSION

DESTINATION
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deny-cry-antivirus > New forwarding Rule

|P version:
Source: Any v
Destination:
Service/app:
Min/max port: || 135 |
Source dest: O
Action: | Deny ~ |
TOS:
Time range: - None - A4 Reset
802.1p priority: II'
Options: [ Log | Mirror || Blacklist __| Disable scanning
Queue:
deny-cry-antivirus > New forwarding Rule
IP version:
Source: Any ~
Destination: Any v
Service/app:
Min/max port: @® | 137 | | 139 |
Source dest: O
Action: | Deny " |
= -
TOS:
Time range: -Mone - v Reset
802.1p priority:
Options: [ ‘tog [ mirror [ | Blacklist | Disable scanning

Queue:
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deny-cry-antivirus > New forwarding Rule

IP version:

Source: Any ~

Destination: Any

Service/app: TCP

Min/max port: ® [ 445 || 445 |
Source dest: O

Action: | Deny ~ |

Time range: - None - v Reset

802.1p priority:

Options:

Queue:

[ Log | Mirrar || Blacklist __| Disable scanning

deny-cry-antivirus > New forwarding Rule

V
IP version: IPvd ™~
Source: Any v
Destination:
Service/app:
Min/max port: ® 435 | | 135 |
Source dest: @]
Action: ‘ Deny ~ |
TOS:
Time range: - None - v Reset

802.1p priority:
Options:

Queue:
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deny-cry-antivirus > New forwarding Rule

Aruba

Disable scanning

IP version: IPvd ™
Source; Any ~
Destination: Any ™
Service/app: UDP v
Min/max port: SRk
Source dest:
Action: Deny ~
TOS: '
Time range: - None - Reset
802.1p priority: ~
Options: Log Blacklist
Queue: d
deny-cry-antivirus > New forwarding Rule
[ 4
IP version: IPvd ™
Source: Any
Destination: Any
Service/app: upp
Min/max port: 2| 445 445
Source dest:
Action: Deny hd
TOS: '
Time range: - None - Reset
802.1p priority: >
Options: Log Blacklist
Queue: W

RS S SIIE

Disable scanning

ArubaOS 8 HE ML &

2) £ labX T, i%#% Configuration>Roles & Policies, fE Rolesi%Ii£H, HEBAEEHN LENEE
contractor (iRBHIA, TLFNE—) |, KEARZBIEEFAIRRES policies, deny-cry-
antivirus, 128 position=3 (FRZKREREL, LT BINEFRIZACHRERZERRE
CEMEMRISIYER) . &Emd Submit #Z41F0 Pending Changes %,
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MOBILITY MASTER

Aruba ZFLEGFH: ArubaOS 8 mKALE

CONTROLLERS. ACCESS POINTS CLIENTS ALERTS n v
aruba sz ©: ©o| G0 ©1 Ta a2 |
4 Managed Network > lab2 » @
a
: o Deshboard Policies  Applications  Aliases
obility Master
© Lab2-Mbt-1 Roles 16
5 Managed Network (2) NAME RULES i)
logen 32 Rules -
B lab2-md1 AP Groups guest 1 Rules
9 lsb2-ma2 Authentication e e
stateful-dotix ORules
Services guestdogon 27 Rules
Interfaces sys-ap-role 23 Rules
Controllers sys-switch-role 24 Rules. -
System
Tasks
Redundancy
maintenance
@ 2 @1
New Role
Roles Policies  Application
PP Name: contractol
Roles 16
NAME
logon 32 Rules
guest 11 Rules
ap-role 35 Rules
stateful-dot1x 0 Rules
guest-logon 27 Rules
sys-ap-role 23 Rules
SYS-5WY 24 Rules
Roles  Policies  Applications  Aliases
Roles 16
NAME RULES i}
denyall 1 Rules “
defaulvia-role 3Rules
defaulivprerole 2Rules
authenticated 4Rules.
. 43 Rules
I contractor || 5 Rules
employes 12 Rules
+
M
Global Rules
1P VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION [iii}
+
Rules of this Role only
1P VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION [ii:}
+
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Roles Policies Applications  Aliases

Aruba TSI FM: ArubaOS 8 B AL E

Roles 16
NAME RULES B
denyall 1Rules -
default-via-role 3Rules
defaultvpnirole 4Rules
authenticated 4Rules
voice 43 Rules
contractor 5Rules
employee 12 Rules -
+
contractor Bandwidth  CaptivePortal  More
NAME RULES COUNT TYPE POLICY USAGE i)
globalsacl 0 session logon, guest, ap-role, stateful-dotl, guestl... -
appri-contractor-sacl 0 session contractor I
ipva-controller-if-acl 1 session contractor
ipvs-controller-if.acl 1 session contractor <
@2 o1 A2
New Policy
Roles Policies Application]
(®) Add an existing policy ) Create anew policy
Roles 16 Policy type:
NAME i Policy name: deny-cry-antivirus v i i
ap-role 2
Position: 3
authenticated
contractor ] ‘
default-iap-user-role :
default-via-role 3Rules
default-vpn-role 4Rules
denyall 1Rules -
o
contractor  Policies dwidth  Captive Portal  More Show Basic View
NAME RULES COUNT TYPE POLICY USAGE ]
global-sacl 0 session logon, guest, ap-role, stateful-dot1x, guest.. 2
appri-contract 0 session contractor
ipva-contrglr-if-acl 1 session contractor
ipu6-gj - 1 session contractor -
+
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Roles Policies Applications Aliases

Roles 16

NAME - RULES 2]
ap-role 35Rules -
authenticated 4Rules

contractor 11Rules fmj ‘
default-iap-user-role 2Rules

default-via-role 3 Rules

default-vpn-role 4Rules

denyall 1Rules

+

contractor Polit Bandwidth Captive Portal More Show Basic View
RULES.COUMT. 2OLICYUSAGE i
appri-contractor-sacl 0 gun contractor .
deny-cry-antivirus 6 session contractor
ipva-controller-if-acl 1 session contractor
ipve-controller-if-acl 1 session contractor
allowall 2 session default-iap-user-role, default-via-role, def...
-
0

oo Anfanlr vin rnln Anfasdt s rnln oo

< I —_—_—_—__—. »
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2 SRS

2.1 BPER

RN R EM BN R EBIH THIENSITIISYT, BERRBERERIRE, FRAS
REIRIA)RR,

2.2 IRBEE

HNSBE SN EEREXASIIRENDTT, EETENERERNELE, KOSEHK
BARNERE, FRESREEFEREIEZIRISIPEEERR, I Aruba FToLeMZ8RY_ERIALS
E. BINX—ET, BAUURM CLINEBISTSS, NMEHERA L GUI,

2.3 iCHEIERYRTE
B A TFES R 3 9 #r To 26 2%t v) it
Auth/Encrvotion Phase 2-J RO N0 ZE B R EF0 A A% A 00k -S 1 E A
| autyEncryption B IRl el S kol Aot
Phase 3-DHCPZ:HR (5 % FIDHCP Relay L\ % f1 4844
DHCP serverf i@ MM gETH )
| Sccurity Policy L o R R

WERX)

Network Access Phase *E'ﬂ 2297 A CREIR Y EER LSS, DNS

AR 25 iEm M At gErE X0

B E L&A EFRSHIZRERBADNAIEMNER, 802.11 WiFi &Kix (FRFTEMEZHIRE L
pIFEEN T :

1) BE5cEProbe request (Ezki#e, 957/ #&ProbefliESSID Probe) F1Beacon (#zhiEsFAP
1) B8

Enterprise company



2) RIEXRBGER  (APREXEKIN)

3) RIXIANIEEK ARG 2R EE1ER ML)

4) DHCPIREXIPibiT?E (DHCPERSS SRR BIEFERMLIP)

5) BIIDNSHFTIHEZIETE (DNSERIERMETIP)

6) RELNMERE (ABRRKESEH, ZI=ERHIIMAHOLEKES)

802.11 Negotiation
luninin) =eee meee 53

>

Smartphone

<

Probe Response

Auth Resp
Associa tion / Reassocia tion Request
Associa tion /Reassocia tion Response

> TR, KZSHHMEEPERERRE, WEMERTR (48, K&k F

> TG ITHIMNE, KRSERERERRIKNEFRDR, FRmIOMMIREER, NS
BRI (g, K&XK)  FHEMREN, BEMESIMNERNE

> T EIRRNE, KSHOREPENEYIRRER (LK, K&k) | BHEEE,

2.4 EiREEZE

F1L. ERE MM I=Higg £, MREMAEEEZAFIRTER, JUBEELHILER IR
FEAY UAC (Current Switch) , MAC ik, A, TANERFR, TAEAT, KRimsSEFAT
KEXAY AP name FHEE.

BEMERFIRSER

(LabX-MM-1) [mynode] #show global-user-table list
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Global Users
IP MAC Name Current switch Role Auth AP name Roaming Essid Bssid Phy Pr
ofile Type User Type

192.168.100.1 50:a7:2b:5b:25:17 10.2.10.11 authenticated LAB2-AP1 Wireless aruba-test 94:b4:0f:44:d6:
80 g-HT aruba-test aaa prof Android WIRELESS

172.16.200.133 7c¢:01:91:a8:a2:aa 10.2.10.12  authenticated LAB2-AP1 Wireless aruba-test 94:b4:0f:44.d6:
90 a-VHT aruba-test aaa prof iPhone WIRELESS

192.168.100.2 7c:01:91:a8:a2:aa 10.2.10.12  authenticated LAB2-AP1 Wireless aruba-test 94:b4:0f:44:d6:9
0 a-VHT aruba-test aaa_prof iPhone WIRELESS

HFXAMNEFH mac #EiEskigiEsR, & MM _EaTLURiEE A — N EFEESER UAC #1
2BIFTRELAY AP name.

(LabX-MM-1) [mynode] #show global-user-table list mac-addr 7c:01:91:a8:a2:aa

Global Users

IP MAC Name Current switch Role  Auth AP name Roaming Essid Bssid Phy Prof
ile Type User Type

192.168.100.2 7c:01:91:a8:a2:aa employee 10.2.10.12  employee 802.1x LAB2-AP1 Wireless aruba-test 94:b4:0f:4
4:d6:90 a-VHT aruba-test_aaa prof iPhone WIRELESS

Total entries = 1

X4 ESSID kidiEEf, & MM ErlbiiREM—ERBFTEER UAC

(LabX-MM-1) [mynode] #show global-user-table list essid aruba-test
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Global Users

IP MAC Name Current switch Role  Auth AP name Roaming Essid Bssid Phy Prof
ile Type User Type

192.168.100.2 7c:01:91:a8:a2:aa employee 10.2.10.12  employee 802.1x LAB2-AP1 Wireless aruba-test 94:b4:0f:4
4:d6:90 a-VHT aruba-test_aaa prof iPhone WIRELESS

192.168.100.1 50:a7:2b:5b:25:17 employee 10.2.10.11  employee 802.1x LAB2-AP1 W.ireless aruba-test 94:b4:0f:4
4:d6:80 g-HT aruba-test aaa_prof Android WIRELESS

Total entries = 2

F22 BRENZiRFTEER MD =588 E(UAC), FTXEXRY AP name THRIFMEZRIREE (B
FHEECHZIRER)  SFIRXRRE, KBRS, XEGER (ET™7) . BFiR
SNR{SI£EL (ETT) . EfLRER, =iEifRH Client health (B3,

BRIREIRKEIRESZER-65dBm, MIATRITEAMEIMRRIER-95dBm, BPAIZLIRAT SNR {E79 95-65=30dB
AJLAET show user mac 7¢:01:91:a8:a2:aa KEE, BE TLAMEZINEKIRE-85dBm F| -95dBm E8RIEETCE, KT
IFBRITCAARIRE) SNR BEATST 25dB, SNR=50 A&RtE, /\F 20dB BHEERTBRE.

Tx_Rate ---RERAVZELRim FTEZ, Rx Rate --RIFIZRiR LITEE, X MERRGEIEEAK, BERMNSAEEMLAT,
(labX-md1) [MDC] #show ap debug client-table ap-name LAB2-AP1

Client Table

MAC ESSID  BSSID Assoc_State HT State AID PS State UAPSD TWT Tx_Pkts Rx_Pkts PS
_Qlen Tx Retries Tx_Rate Rx Rate Last ACK SNR

Last Rx SNR TX Chains Tx_Timestamp Rx_Timestamp MFP Status (C,R) Idle time Client health (C/R)
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7c¢:01:91:a8:a2:aa aruba-test 94:b4:0f:44:d6:90 Associated AWvSsEe 0x1 Power-save (0,0,0,0,N/A,0) (0,0) 455 78
6 0 9 866 866 42 43

2[0x3] Sat Mar 28 14:36:18 2020 Sat Mar 28 14:36:18 2020 (0,0) 0 71/71

50:a7:2b:5b:25:17 aruba-test 94:b4:0f:44:d6:80 Associated sb 0x1 Power-save (0,0,0,0,N/A,0) (0,0) 1328 2028
0 117 72 1 39 40

2[0x3] Sat Mar 28 14:35:17 2020 Sat Mar 28 14:36:02 2020 (0,0) 16 96/78
Num of associated clients: 2
UAPSD:(VO,VI,BK,BE,Max SP,Q Len)
TWT:(iTWT sessions num, bTWT groups num)
HT Flags: A - LDPC Coding; B - TX STBC; D - Delayed BA; G - Greenfield
| - HT40 Intolerant; M - Max A-MSDU; N - A-MPDU disabled
Q - Static SM PS; R - Dynamic SM PS; S - Short Gl 40; W - 40 MHz
b - RX STBC; s - Short Gl 20; t - turbo-rates (256-QAM)
VHT Flags: C - 160MHz/80+80MHz; E - Beamformee; V - Short GI 160
¢ - 80MHz; e - Beamformer; v - Short Gl 80
HT State shows client's original capabilities (not operational capabilities)

MFP Status: C - 1 if the station is MFP capable; R - 1 if the station has negotiated MFP

BEELRIAP T, ATERIRAIREAATK, FIMRinESFEMEREMELDE, BRXYE
[ IRFIREIHRASET 2 517,

JUBERMERAIRERITIK, BRILAEER SR AP TR SRR, BT o
Br[A)R.
(lab2-md1) [MDC] #show ap association ap-name lab2-ap1
The phy column shows client's operational capabilities for current association

Flags: A: Active, B: Band Steerable, H: Hotspot(802.11u) client, K: 802.11K client, M: Mu beam formee, R: 802.11R client,
W: WMM client, w: 802.11w client, V: 802.11v BSS trans capab le, P: Punctured preamble, U: HE UL Mu-mimo, O: OWE cli
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ent, S: SAE client, E: Enterprise client, m: Agile Multiband client, C: Cellular Data Capable - network available, c: Cellular
Data Capable - network unavailable, p: Pending GSM activation, T: Individual TWT client, t: Broadcast TWT client

PHY Details: HT : High throughput; 20: 20MHz; 40: 40MHz; t: turbo-rates (256-QAM)
VHT : Very High throughput; 80: 80MHz; 160: 160MHz; 80p80: 80MHz + 80MHz
HE : High Efficiency; 80: 80MHz; 160: 160MHz; 80p80: 80MHz + 80MHz

<n>ss: <n> spatial streams

Association Table

Name  bssid mac auth assoc aid I-int essid vlan-id tunnel-id phy assoc. time num as
soc Flags Band steer moves (T/S) phy c ap

lab2-ap1 84:d4:7e:fe:45:56 7c:7a:91:46:24:18 y 'y 1 250 lab2-AG-1x 220 0x10009 a-VHT-80sgi-2ss 7h:25
m:49s 1 WAB 0/0 a-VHT -80sgi-2ss

Num Clients:1

Total num of dual-band capable clients:1

Total num of dual-band capable clients in 2.4G band:0
Total num of dual-band capable clients in 5G band:1

Total num of single-band only clients:0

BEZIRT AP ZERIXENIE (8FBEHM 50:a7:2b:5b:25:17 RTcE&LiIHAI mac ith
fit, 94:b4:0f:44:d6:80 2 BSSID, XKEXERFIXEKIBRAITHI, FRIES)
(labX-md1) [MDC] #show ap remote debug mgmt-frames ap-name LAB2-AP1

Traced 802.11 Management Frames
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Timestamp stype SA DA BSS signal Misc

Mar 29 20:19:34.215 assoc-resp 94:b4:0f:44:d6:80 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 15  Success

Mar 29 20:19:34.215 assoc-req 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 94:b4:0f:44:d6:80 0 -

Mar 29 20:19:34.212 auth 94:b4:0f:44:d6:80 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 15  Success (seq num 0)
Mar 29 20:19:34.212 auth 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 94:b4:0f:44:d6:80 O =

Mar 29 17:53:32.617 deauth 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 94:b4:0f:44:d6:80 0 STA has left and is deauthe
nticated (seq num 357)

Mar 29 17:20:11.817 assoc-resp 94:b4:0f:44:d6:80 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 15  Success

Mar 29 17:20:11.817 assoc-req 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 94:b4:0f:44:d6:80 0 -

Mar 29 17:20:11.813 auth 94:b4:0f:44:d6:80 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 15  Success (seq num 0)
Mar 29 17:20:11.813 auth 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 94:b4:0f:44:d6:80 O =

Mar 29 15:46:26.465 deauth 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 94:b4:0f:44:d6:80 0 STA has left and is deauthe
nticated (seq num 239)

Mar 29 15:13:05.804 assoc-resp 94:b4:0f:44:d6:80 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 15  Success

Mar 29 15:13:05.804 assoc-req 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 94:b4:0f:44:d6:80 0 -

Mar 29 15:13:05.802 auth 94:b4:0f:44:d6:80 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 15  Success (seq num 0)
Mar 29 15:13:05.802 auth 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 94:b4:0f:44:d6:80 O -

Mar 29 15:05:26.386 deauth 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 94:b4:0f:44:d6:80 0 STA has left and is deauthe
nticated (seq num 122)

Mar 29 14:30:24.040 assoc-resp 94:b4:0f:44:d6:80 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 15  Success

Mar 29 14:30:24.040 assoc-req 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 94:b4:0f:44:d6:80 0 -

Mar 29 14:30:24.035 auth 94:b4:0f:44:d6:80 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 15  Success (seq num 0)
Mar 29 14:30:24.035 auth 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 94:b4:0f:44:d6:80 O -

Mar 29 14:30:19.765 deauth 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 94:b4:0f:44:d6:80 0 STA has left and is deauthe
nticated (seq num 93)

Mar 29 14:28:41.491 assoc-resp 94:b4:0f:44:d6:80 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 15  Success

Mar 29 14:28:41.491 assoc-req 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 94:b4:0f:44:d6:80 0 -

aruba



Aruba ZFS2EGTF W ArubaOS 8 =2 &

Mar 29 14:28:41.488 auth 94:b4:0f:44:d6:80 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 15  Success (seq num 0)

Mar 29 14:28:41.488 auth 50:a7:2b:5b:25:17 94:b4:0f:44:d6:80 94:b4:0f:44:d6:80 0 -

35 ERFZIRFHEEN MD 2428 E(UAC), RIEZAIBEIRSIR MAC tislit, AJLIEE X
KBS FMREKER (FIaNLiRRIAEF VLAN 2EAZKEH, RANEHANESR
MRAIERRSS=R) | RimALM-ReEN, EilFil, IR SNR (B,

(labX-md2) [MDC] #show user mac 7c:01:91:a8:a2:aa

This operation can take a while depending on number of users. Please be patient ...
Name: employee, IP: 192.168.100.2, MAC: 7c:01:91:a8:a2:aa, Age: 00:00:01

Role: employee (how: ROLE_DERIVATION DOT1X VSA), ACL: 94/0

Authentication: Yes, status: successful, method: 802.1x, protocol: EAP-PEAP, server: clearpass
Authentication Servers: dot1x authserver: clearpass, mac authserver:

Bandwidth = No Limit

Bandwidth = No Limit

Role Derivation: ROLE_DERIVATION DOT1X _VSA

VLAN Derivation: Default VLAN

Idle timeout (global): 300 seconds, Age: 00:00:00

Mobility state: Wireless, HA: Yes, Proxy ARP: No, Roaming: No Tunnel ID: 0 L3 Mob: 0
Flags: internal=0, trusted_ap=0, I13auth=0, mba=0, vpnflags=0, u_stm_ageout=1
Flags: innerip=0, outerip=0, vpn_outer ind:0, download=1, wispr=0

IP User termcause: 0

phy_type: a-VHT-80, I3 reauth: 0, BW Contract: up:0 down:0, user-how: 1

Vlan default: 100, Assigned: 100, Current: 100 vlan-how: 1 DP assigned vlan:0
Mobility Messages: L2=0, Move=0, Inter=0, Intra=0, Flags=0x0

SlotPort=0x2100, Port=0x1000f (tunnel 15)

Essid: aruba-test, Bssid: 94:b4:0f:44:d6:90 AP name/group: LAB2-AP1/lab2-group Phy-type: a-VHT-80 Forward Mode: tu
nnel

AP IP: 10.2.12.101
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RadAcct sessionlD:n/a

RadAcct Traffic In 495/63844 Out 285/115364 (0:61185/63844:0:0:0,0:7425/49828:1:0:0)

Timers: L3 reauth 0, mac reauth 0 (Reason: ), dot1x reauth 0 (Reason:)

Profiles AAA:aruba-test aaa prof, dot1x:aruba-test dot1 _aut, mac: CP:n/a def-role:'logon’ via-auth-profile:"
ncfg flags udr 0, mac 0, dot1x 1, RADIUS interim accounting 0

IP Born: 1585378863 (Sat Mar 28 15:01:03 2020)

Core User Born: 1585378859 (Sat Mar 28 15:00:59 2020)

Upstream AP ID: 0, Downstream AP ID: 0

User Agent String: Mozilla/5.0 (iPhone; CPU iPhone OS 13 3 1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Geck
o) Mobile/15E148

HTTP based device-id info - Index: 46, Device: iPhone

Overall device-id info - Index: 6, Device: iPhone By: Auth-UA-Str

Max IPv4 users: 2

L3-Auth Session Timeout from RADIUS: 0

Mac-Auth Session Timeout Value from RADIUS: 0

Dot1x Session Timeout Value from RADIUS: 0

Dot1x Session Term-Action Value from RADIUS: Default

CaptivePortal Login-Page URL from RADIUS: N/A

Reauth-interval from role: 0

Number of reauthentication attempts: mac reauth 0, dot1x reauth 0

mac auth server: N/A, dot1x auth server: clearpass

Address is from DHCP: yes

ipuser_notify action:NoAction/NoAction

RTTS disabled: rtts_throughput 554240 rtts_discard O rtts_reest O rtts_keepalive 0
Repkey-ready: 1, Repkey: 8, uuid: 000c29ea9ad9000000070001, bucket: 160 nasip 0.0.0.0
User added to cluster bucket-map: Yes

The phy column shows client's operational capabilities for current association

aruba
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Flags: A: Active, B: Band Steerable, H: Hotspot(802.11u) client, K: 802.11K client, M: Mu beam formee, R: 802.11R client,
W: WMM client, w: 802.11w client, V: 802.11v BSS trans capable, P: Punctured preamble, U: HE UL Mu-mimo, O: OWE cli
ent, S: SAE client, E: Enterprise client, m: Agile Multiband client, C: Cellular Data Capable - network available, c: Cellular D
ata Capable - network unavailable, p: Pending GSM activation, T: Individual TWT client, t: Broadcast TWT client

PHY Details: HT : High throughput;  20: 20MHz; 40: 40MHz; t: turbo-rates (256-QAM)
VHT : Very High throughput; 80: 80MHz; 160: 160MHz; 80p80: 80MHz + 80MHz
HE : High Efficiency; 80: 80MHz; 160: 160MHz; 80p80: 80MHz + 80MHz
<n>ss: <n> spatial streams

Association Table

Name bssid mac auth assoc aid I-int essid vlan-id tunnel-id phy assoc. time num ass
oc Flags Band steer moves (T/S) phy cap

LAB2-AP1 94:b4:0f:44:d6:90 7c:01:91:a8:a2aa'y y 1 20 aruba-test 100 0x1000f a-VHT-80sgi-2ss 1m:19s
1 WVAB 0/0 a-VHT-80sgi-2ss-V

7¢:01:91:a8:a2:aa-94:b4:0f:44:d6:90 Stats

Channel 60

Channel Frame Retry Rate(%) 5 ((EEMEBEER, HERIPEEWHREITD)
Channel Frame Low Speed Rate(%) 0

Channel Frame Non Unicast Rate(%) 0

Channel Frame Fragmentation Rate(%) 0

Channel Frame Error Rate(%) 0

Channel Bandwidth Rate(kbps) 258

Channel Noise 89 (HEi=EERE, 24G>85, 5G >90)

aruba
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Client Frame Retry Rate(%) 5 (BPiREUEIRYEER, /)
Client Frame Low Speed Rate(%) 0

Client Frame Non Unicast Rate(%) 0

Client Frame Fragmentation Rate(%) O

Client Frame Receive Error Rate(%) 6

Client Bandwidth Rate(kbps) 258

Client Tx Packets 1308

Client Rx Packets 255

Client Tx Bytes 104834

Client Rx Bytes 113793

Client SNR 45 (£2iHY SNR {8 = HBEISIEKIER-Lini 2RI RSSI)
A2c_SM SeqNum, Old SeqNums 50

Client non-preferred channels Disabled

BE M RIREARRE AP ESFRIFEAMITCR (LUTEIEHIEEE lab Kig, (XMitEF)

Internal ageout FRRAFEFIRBIEMAYHET AP £, T2I889 AP #ER&RIE—1 internal ageout (58, EiZAFERERIIM
|H AP iRz, Deauth REBEZEHT AP B9, EHEBRIER—ET AP f9 2.4G 0 5G SRERZ [BR9THE.

(xx-7240XM-MD1) [MDC] *#show ap client trail-info d8:63:75:bb:d4:75
Client Trail Info

MAC BSSID ESSID AP-name VLAN Deauth Reason Alert

d8:63:75:bb:d4:75 00:24:6c:ac:6b:31 shisu free SJ-TJXL-WS1F-120 920 Unspecified Failure STA has roamed to anoth
er AP

Deauth Reason

aruvba
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Reason Timestamp

Unspecified Failure Mar 30 17:22:14
AP aged out STA; did not get ASSOC Mar 30 17:16:17
Sapcp Ageout (internal ageout) Mar 30 17:11:32
AP aged out STA; did not get ASSOC Mar 30 17:08:17

Disassociated; Auth frame from STA that was already associated Mar 30 17:04:02

Disassociated; Auth frame from STA that was already associated Mar 30 17:01:50

Disconnect User Mar 30 17:00:10
Sapcp Ageout (internal ageout) Mar 30 16:29:20
Disconnect User Mar 30 16:24:34
Disconnect User Mar 30 07:51:11

Num Deauths:10

Alerts

Reason Timestamp

STA has roamed to another AP Mar 30 17:23:40
STA has roamed to another AP Mar 30 17:19:38
STA has roamed to another AP Mar 30 17:10:18
STA has roamed to another AP Mar 30 17:10:14
STA has roamed to another AP Mar 30 17:06:53
STA has roamed to another AP Mar 30 17:06:46
STA has roamed to another AP Mar 30 17:06:34

STA has roamed to another AP Mar 30 17:05:28

ArubaOS 8 mZH L &
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STA has roamed to another AP Mar 30 17:05:09

STA has roamed to another AP Mar 30 17:02:22

Num Alerts:10

Aruba ZfF-S256 T} -

Mobility Trail
BSSID ESSID AP-name VLAN Timestamp
00:24:6c:ac:6b:31 shisu_free SJ-1JXL-WS1F-120 920 Mar 30 17:23:40

80:8d:b7:ac:4d:c1

00:24:6c¢:ac:6b:31

80:8d:b7:ac:4d:c1

80:8d:b7:ac:4d:c1

00:24:6c¢:ac:6b:31

00:24:6c:ac:6b:31

00:24:6c¢:ac:6b:31

00:24:6c:ac:6b:31

44:48:¢1:79:dd:61

shisu_free SJ-JXL-2-W2F-OUTDOORT1
shisu_free SJ-1JXL-WS1F-120 920
shisu_free SJ-JXL-2-W2F-OUTDOORT1
shisu_free SJ-JXL-2-W2F-OUTDOORT1
shisu_free SJ-1JXL-WS1F-120 920
shisu_free SJ-1JXL-WS1F-120 920
shisu_free SJ-1JXL-WS1F-120 920

shisu_free SJ-1JXL-WS1F-120 920

920 Mar 30 17:23:40

Mar 30 17:23:40

920 Mar 30 17:22:26

920 Mar 30 17:22:26

Mar 30 17:22:14

Mar 30 17:21:21

Mar 30 17:21:21

Mar 30 17:19:38

shisu_free SJ-TWXXL-NW7F-J718 920 Mar 30 17:19:38

Num Mobility Trails:10

BEE M RIRRIGHERFENTICR

(labX-md1) [MDC] #show aaa debug role user mac 50:a7:2b:5b:25:17

Role Derivation History

0: 12 role->logon, mac user created

1: 12 role->employee, station Authenticated with auth type: 802.1x

Aruba0OS 8 Ll &
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2: 12 role->employee, station Authenticated with auth type: 802.1x

7]

BEE—MRIRIKEM employee AEREEAENEXFERAS:
(lab2-md1) [MDC] #show rights employee
Valid = 'Yes'

CleanedUp = 'No'

Derived Role = 'employee’

Up BW:No Limit Down BW:No Limit
L2TP Pool = default-12tp-pool

PPTP Pool = default-pptp-pool
Number of users referencing it = 0
Periodic reauthentication: Disabled
DPI Classification: Enabled

Youtube education: Disabled

Web Content Classification: Enabled
IP-Classification Enforcement: Enabled
ACL Number = 130/0

Openflow: Enabled

Max Sessions = 65535

Check CP Profile for Accounting = TRUE

Application Exception List

Application BW-Contract List

aruvba
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Position Name Type Location
1 global-sacl session

2 apprf-employee-sacl session

3 allowall session

global-sacl

Priority Source Destination Service Application Action TimeRange Log Expired Queue TOS 8021P Blacklist Mirro
r DisScan IPv4/6 Contract

1 any any app lync  permit Low 1 1 4
2 any any app lync  permit Low 1 1 6
apprf-employee-sacl

Priority Source Destination Service Application Action TimeRange Log Expired Queue TOS 8021P Blacklist Mirro
r DisScan IPv4/6 Contract

Priority Source Destination Service Application Action TimeRange Log Expired Queue TOS 8021P Blacklist Mirro
r DisScan IPv4/6 Contract

aruvba
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1 any any any permit Low 4
2 any any any-vé6 permit Low 6

Expired Policies (due to time constraints) = 0

BE— M RimHBIFTALER] session SIEREE
(lab2-md1) [MDC] #show datapath session table 10.2.20.101
Datapath Session Table Entries
Flags: F - fast age, S - src NAT, N - dest NAT

D - deny, R - redirect, Y - no syn

H - high prio, P - set prio, T - set ToS

C - client, M - mirror, V - VOIP

Q - Real-Time Quality analysis

u - Upstream Real-Time Quality analysis
| - Deep inspect, U - Locally destined

E - Media Deep Inspect, G - media signal
r - Route Nexthop, h - High Value

A - Application Firewall Inspect

J - SDWAN Default Probe stats used as fallback
B - Permanent, O - Openflow

L - Log, o - Openflow config revision mismatched

Source IP or MAC Destination IP Prot SPort DPort Cntr  Prio ToS Age Destination TAge Packets Bytes  Flags
CPU ID

aruvba
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10.2.20.255 10.2.20.101 17 137 137 0/0 0 O 109tunnel9 58d90 0 FY
7

124.239.239.228 10.2.20.101 6 80 56065 0/0 O O 1 tunnel9 12 5 1460 F
7

10.2.20.101 239.255.255.250 17 581461900 0/0 O O O tunnel9 f 4 644 FDCO
7

172.16.2.254  10.2.20.101 6 443 56068 0/0 0 O O tunnel9 3 O 0 YA 7
10.2.20.101 172.16.2.254 6 56064443 0/0 0 O 1 tunnel9 19 2 104 YCA
7

172.16.2.254  10.2.20.101 6 443 56066 0/0 0 O 1 tunnel9 12 O 0 YA
7

172.16.2.254  10.2.20.101 6 443 56067 0/0 O O O tunnel9 b O 0 YA

10.2.20.101 10.2.20.255 17 137 137 0/0 0 O O tunnel9 58da56742 4426308 FC
7

172.16.2.254  10.2.20.101 6 443 56064 0/0 O O 1 tunnel9 19 0O 0 YA
7

10.2.20.101 172.16.2.254 6 56068443 0/0 0 O O tunnel9 4 2 104 YCA
7
10.2.20.101 172.16.2.254 6 56066443 0/0 0O O 1 tunnel9 12 2 104 YCA
7
10.2.20.101 172.16.2.254 6 56067443 0/0 O O 1 tunnel9 b 2 104 YCA
7

10.2.20.101 239.255.255.250 17 584853702 0/0 0 O 1 tunnel9 58da 12551 13931610 FC
7

EEEHIR MD £, 2.4G 1 5G RimhInfmttfl, LARXBREENRIRIRIAEERIE 2.4G
SMERAVENE, JAROFIEXBREENEIRRILLE T (1ZE8IRR%E =771, FIE lab IR,
(XHERFFEINSE)



(WLAN_HD_AC Aruba_1) #show ap association | begin Num
Num Clients:1286

Total num of dual-band capable clients:970

Total num of dual-band capable clients in 2.4G band:356
Total num of dual-band capable clients in 5G band:614

Total num of single-band only clients:316

(WLAN_HD_AC Aruba_1) #show ap association ap-group local10-d1jx | begin Num
Num Clients:257

Total num of dual-band capable clients:200

Total num of dual-band capable clients in 2.4G band:14

Total num of dual-band capable clients in 5G band:186

Total num of single-band only clients:57

2.5 AP EmiZH

F15BRE MM =58 £, MReMPATERT AP EERSEBIEE (BT Up BURE) |
=[] Flag IENBETA, SILAEESE AP RIZRIESEEHIEE IP (switch ip AAC) &R
{=52455%ISE IP (standby IP S-AAC)

(LabX-MM-1) [mynode] #show ap database long
AP Database

Name Group AP Type IP Address  Status Flags Switch IP Standby IP Wired MAC Address Serial # Port
FQLN Outer IP User

LAB2-AP1 lab4-group 205 10.2.12.101 Up 1h:37m:15s UG  10.2.10.12 10.2.10.11 94:b4:0f:cc:4d:68 CM0219527
N/A N/A

Flags: 1 = 802.1x authenticated AP use EAP-PEAP; 1+ = 802.1x use EST; 1- = 802.1x use factory cert; 2 = Using IKE versi
on 2



B = Built-in AP; C = Cellular RAP; D = Dirty or no config

E = Regulatory Domain Mismatch; F = AP failed 802.1x authentication

G = No such group; | = Inactive; J = USB cert at AP; L = Unlicensed

M = Mesh node

N = Duplicate name; P = PPPoe AP; R = Remote AP; R- = Remote AP requires Auth;
S = Standby-mode AP; U = Unprovisioned; X = Maintenance Mode

Y = Mesh Recovery

¢ = CERT-based RAP; e = Custom EST cert; f = No Spectrum FFT support

i = Indoor; o = Outdoor; s = LACP striping; u = Custom-Cert RAP; z = Datazone AP
p = In deep-sleep status

4 = WiFi Uplink

r = Power Restricted; T = Thermal ShutDown

Total APs:1

SNSR1FFE Flags #Ric, BJLAFEAEXRAVEEREFIRE=AI AP TIEASHEE, tRiliXEEREY
UG, URRINKBEE, G FxkRBMEXA AP Group F1E, E/8 Aruba Y AP 2icizfFiE E—
IRIR1BET AP Group BFREAMA flash £, AP &—EF1_E—IX AP Group ZfRiF#TER, R
LEHSHIEIE Z BRI AP Group BFRIRE, MHIT G iR%,

BHI—PNRER, license BIFEEIHIT (ITHEEHE MM BY) , AP EEHIEE EERE
upBE flag F IL, TREHFETEN, ZMSKEE AP FZLES, wlan lTiAs, EF
RIEUATCES.

AC EFEZI AP xR |=inactive. ATREHNRRES

(1) virtual AP ;@EECERALEREARY VLAN ID.#IZ0 AP has a tunneled SSID of VLAN2 but your controller doesn't have VLA
N2.

(2) master AC 45 virtual AP EZ& T VLAN Pool name 1B local _£i&% vlan pool RIS ;
(3) Unknown AP Group.
(4) Duplicate AP Name.

(5) AP not provisioned with external antenna gain. Only applies to APs that have external antenna.



(6) Both Radios disabled.

(7) No Virtual AP's defined.

(8) Profile errors. Use ‘show profile errors’ .

(9) GRE blocked at firewall after AP is already up.

(10) EZ&Ez&. Single radio but dual-band AP. AP System Profile RF Band says 11g but VAP says 11a.
(11) RAP fails to move between VPN Client, RAP_ROLE, and standard AP Role.

(12) VAP in wrong forwarding mode. Campus AP without CPSEC enabled only supports tunnel mode forwarding.

F2X BERAEN MD fFHlss £, MRIRIETER AP TIRRSERIER, FBEHUEMR ESSID
55, H "Clients” AERIRIXREAEE T AP fIARE Radio LRYZRImEE, “"Band
Ch/EIRP/MaxEIRP" #=HFE7&E" Radio RISRIT{EiMY. TIHEEMREE. SRiAES
IR, WATFHRARSIINIRESEH.

(labX-md2) [MDC] #show ap bss-table

fm (forward mode): T-Tunnel, S-Split, D-Decrypt Tunnel, B-Bridge (s-standard, p-persistent, b-backup, a-always), n-anys
pot

cluster (cluster role): U-UAC, A-AAC, sU-Standby UAC, sA-Standby AAC
Aruba AP BSS Table

bss ess port ip phy type ch/EIRP/max-EIRP cur-cl ap name in-t(s) tot-t mtu acl-state acl
fm flags cluster datazone

94:b4:0f:44:d6:80 aruba-test N/A 10.2.12.101 g-HT ap 11/9.0/20.0 0 LAB2-AP1 0 Th:9m:40s 1500 -
2 T A no

94:b4:0f:44:d6:90 aruba-test N/A 10.2.12.101 a-VHT ap 60E/18.0/23.0 O LAB2-AP1 O Th:9m:40s 1500
- 2 T A no

Channel followed by "*" indicates channel selected due to unsupported configured channel.
"Spectrum” followed by "A" indicates Local Spectrum Override in effect.
Num APs:2

Num Associations:0
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Flags: K = 802.11K Enabled; W = 802.11W Enabled; 3 = WPA3 BSS; O = Enhanced-open BSS with transition mode; o
= Enhanced-open transition mode open BSS; M = WPA3-SAE mixed mode BSS; E = Enhanced-open BSS without transiti
on mode; m = Agile Multiband (MBO) BSS; ¢ = MBO Cellular Data Capable BSS; | = Imminent VAP Down; T = Individual
TWT Enabled; t = Broadcast TWT Enabled

(labX-md?2) [MDC] #show ap active
Active AP Table

Name Group IP Address AP Type Flags Uptime Outer IP Cluster Role Radio 0 Band Ch/EIRP/MaxEIRP/Clients
Radio 1 Band Ch/EIRP/MaxEIRP/Clients Radio 2 Band Ch/EIRP/MaxEIRP/Clients

LAB2-AP1 lab2-group 10.2.12.101 205 a 4m:i52s N/A A AP:5GHz-VHT:60E/18.0/23.0/0 AP:2.4G
Hz-HT:11/9.0/20.0/0

Flags: 1 = 802.1x authenticated AP; 2 = Using IKE version 2;
A = Enet1 in active/standby mode; B = Battery Boost On; C = Cellular;
D = Disconn. Extra Calls On; E = Wired AP enabled; F = AP failed 802.1x authentication;
H = Hotspot Enabled; K = 802.11K Enabled; L = Client Balancing Enabled; M = Mesh;
N = 802.11b protection disabled; P = PPPOE; R = Remote AP;
S = AP connected as standby; X = Maintenance Mode;
a = Reduce ARP packets in the air; d = Drop Mcast/Bcast On; u = Custom-Cert RAP;
i = Provisioned as Indoor; o = Provisioned as Outdoor;
p = Restriction mode in POE-AF/AT;r = 802.11r Enabled; f = No Spectrum FFT support;
Q = DFS CAC timer running; T = Flex Radio Mode is 2.4GHz+5GHz; t = Tri-Radio Mode Enabled;

U = Flex Radio Mode is 5GHz; V = Flex Radio Mode is 2.4GHz; e = custom EST cert; W = Dual 5GHz Mode Enabled;
4 = Using WiFi Uplink

Channel followed by "*" indicates channel selected due to unsupported configured channel.
"Spectrum” followed by "~" indicates Local Spectrum Override in effect.
Channel flags: +/- = 40 MHz, E = 80 MHz, S = 160 MHz, E+E = 80 + 80 MHz (i.e. 36E+149E)

Cluster Role: U = UAC, A = AAC, SU = Standby UAC, SA = Standby AAC

aruba



Num APs:1
Bob, EBZ AP HRITIEELRTK, ZHa0 md 55889 cluster role HEE.

VHT---RARIHEE 11ac thi), HT---FRAIAEE 11n #1Y

F3L ERAEN MD FHlss L, MRIRIEFTER AP ERNVGERIER.

&EE Bootstraps IEEE &I AT Reboots f9%i&E, Hr Bootstraps (Total) ZFRx AP fUHFEERIX
¥, WAIRNRER, FrEA GRELDBKELSH, BEEAMNLZ. KEELkSENEBA M EEFRA,
Reboots &7~ AP YL EEFREL, BEE PAPIODBKES, WS, FHEES.

(labX-md2) [MDC] #show ap debug counters
AP Counters

Name Group IP Address  Configs Sent Configs Acked AP Boots Sent AP Boots Acked Bootstraps (Total) Rebo
ots Crash Current License counter Global License counter GSM Info for AP

LAB2-AP1 lab2-group 10.2.12.101 3 2 0 0 1 3 )3 N  1/0/1/0/0/0/0
6/5/6/5/0/0/0 40/4/0/0

Current License Counter : Increment/Decrement/Active-Increment/Active-Decrement/Standby-Increment/Standby-Decr
ement

Global License counter : G-Increment/G-Decrement/G-Active-Increment/G-Active-Decrement/G-Standby-Increment/G-
Standby-Decrement

GSM Info for AP : AP-Flags/HA-Flags/AP-Flag-Standby/HA-Flag-Standby

Total APs :1

BE AP (UREBMEERNA RICRARR ST
(labX-md2) [MDC] #show ap debug system-status ap-name LAB2-AP1

Reboot Information (FEREEE)
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AP rebooted Sun Mar 29 14:15:18 CST 2020; SAPD: Reboot requested by controller

Rebootstrap Information (REFER)

Date Time Reason (Latest 10)

2020-03-29 14:19:06 Power report failed: UNKNOWN_AP

HA Failover Information

Date Time Reason (Latest 10)

(none found)

Cluster Failover Information

Date Time Reason (Latest 10)

2020-03-29 14:21:15 Standby 10.2.10.12 is up, fail-over to it, since Missed heartbeats: Last Sequence Generated=7 Sent
=7 Rcvd=0; eth Sent=256 Drop=0; gre Sent=145 Drop=0 First=1; tun Sent=0 Drop=0

2020-03-29 14:21:20 Standby 10.2.10.11 is up, fail-over to it, since Missed heartbeats: Last Sequence Generated=8 Sent
=5 Rcvd=0; eth Sent=266 Drop=0; gre Sent=150 Drop=0 First=1; tun Sent=0 Drop=0

2020-03-29 14:21:23 Standby 10.2.10.12 is up, fail-over to it, since Missed heartbeats: Last Sequence Generated=8 Sent
=8 Recvd=0; eth Sent=272 Drop=0; gre Sent=153 Drop=0 First=1; tun Sent=0 Drop=0

2020-03-29 14:21:28 Standby 10.2.10.11 is up, fail-over to it, since Missed heartbeats: Last Sequence Generated=8 Sent
=5 Revd=0; eth Sent=282 Drop=0; gre Sent=158 Drop=0 First=1; tun Sent=0 Drop=0

2020-03-29 14:21:31 Standby 10.2.10.12 is up, fail-over to it, since Missed heartbeats: Last Sequence Generated=8 Sent
=8 Recvd=0; eth Sent=288 Drop=0; gre Sent=161 Drop=0 First=1; tun Sent=0 Drop=0

aruba
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2020-03-29 14:21:36 Standby 10.2.10.11 is up, fail-over to it, since Missed heartbeats: Last Sequence Generated=8 Sent
=4 Rcvd=0; eth Sent=297 Drop=0; gre Sent=166 Drop=0 First=1; tun Sent=0 Drop=0

2020-03-29 14:21:39 Standby 10.2.10.12 is up, fail-over to it, since Missed heartbeats: Last Sequence Generated=7 Sent
=7 Revd=0; eth Sent=302 Drop=0; gre Sent=169 Drop=0 First=1; tun Sent=0 Drop=0

2020-03-29 14:21:44 Standby 10.2.10.11 is up, fail-over to it, since Missed heartbeats: Last Sequence Generated=7 Sent
=4 Revd=0; eth Sent=311 Drop=0; gre Sent=174 Drop=0 First=1; tun Sent=0 Drop=0

2020-03-29 14:21:47 Standby 10.2.10.12 is up, fail-over to it, since Missed heartbeats: Last Sequence Generated=7 Sent
=7 Revd=0; eth Sent=316 Drop=0; gre Sent=177 Drop=0 First=1; tun Sent=0 Drop=0

2020-03-29 14:21:52 Standby 10.2.10.11 is up, fail-over to it, since Missed heartbeats: Last Sequence Generated=7 Sent
=4 Revd=0; eth Sent=325 Drop=0; gre Sent=182 Drop=0 First=1; tun Sent=0 Drop=0

Recent Control Messages from AP to Controller

Sun Mar 29 14:21:53 2020(0 secs ago): SENT REQ type=CLUSTER_AP_UPDATE_STANDBY TO ACTIVE AAC len=58 peer=
10.2.10.11 seq_num=3 num_attempts=1 rtt=0 secs 0400000035040000003805C0A865010401803E7C04000000030194B
40FCC4D680B000200000A020A0C0000000000000000000000

Sun Mar 29 14:21:53 2020(0 secs ago): SENT REQ type=AP_READY len=25 peer=10.2.10.12 seq_num=1 num_attempts=
1 rtt=0 secs 0400000014040000000105C0A865010400803E810400000001

Sun Mar 29 14:21:53 2020(0 secs ago): SENT REQ type=HELLO len=1617 peer=10.2.10.12 seq_num=0 num_attempts=1
rtt=0 secs 040000064C040000000005C0A865010400803E810400000000050A020A0C040000001D040000000004000001
8A04000000010400000193040000001704000001

Rebootstrap LMS

aruba
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KTFARREARERREEHNT (—FESXHSE, FHIF lab IMEEFES)
1) AP rebooted Tue Apr 29 10:22:30 PST 2008: SAPD: Unable to contact switch. Called by sapd_hello_cb:4
i8A ap AEFIASIAHLBSAT I, HEE L2 8 L3 B aAE>,
2) AP rebooted Tue Apr 29 10:25:31 PST 2008: SAPD: Rebooting after provisioning

WA ap EERHTH provision B reprovisioned, Indicates that the AP rebooted after being provisioned or reprovisio
ned.

3) AP rebooted Tue Apr 29 10:41:55 PST 2008: SAPD: Reboot requested by controller

B8 ap #AIZHIREHT WebUl LEFeE R CLI AY apboot G SHEEE,

4) AP rebooted Fri Dec 31 16:05:23 PST 1999: SAPD: Reboot after image upgrade

588 ap 2T EH image MEE,

5) 2008-04-29 10:33:42 Missed heartbeats on radio 0 VAP 0 Missed 8 heartbeats; rebootstrapping
XAMGIFISEER ap ERRHTELROBMER (XBE T GREOHRESHMEERE) , RHTMNEETREERDN,
B8 AP MiEHEsZ [AfFEIKIEEE LT MRESERMES acl iREF, 15 GRE (IP 47) RELALHEET?

GRE LBEEXNMEAY (AP &L515FI2S, EHIgSthALS AP, IP47) |, BitE, &l rebootstrap JREUEIN, KER, FERTF Tun
nel mode SSID)

PAPI OBEZEMAY (AP &Z51=HIss, UDP8211, #ERYfE, 53K reboot )XEUENN, EfS. £EABT bridge mode SSID)
PAPI imANSR—FHaamiek ACL FEETHNE, SSE AP TEERE R L, T4 AP EREIRE.

GRE imafA—FHiatk ACL [BIfNE, AP 2ffac k4%, BR—% up, —= down (Hiz AP fJ down (ER) .

AP (@IS PAPHOBERREAIFME AC ti5EI% AC

6) ap reboot caused by cold HW reset(power loss)

Ap SRRFBIRESR, REMT

7) BRRHEASMEAERRE, 2HT ap iRBERIER flash FEEE.

Reboot Information

aruba
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Rebootstrap Information

FAL BRE AP FHEERI MD 12588 £ (BN AAC) |, TIZASE AP NIERIRESRERRE, H
BiFMEEZ AP MEFISZANSIENSERARE, BREXMIZREAE AP TiAEM
F=HIsRE ARG IA.

7.

(labX-md2) [MDC] #show ap database
AP Database

Name Group AP Type IP Address  Status Flags Switch IP Standby IP

LAB2-AP1 lab2-group 205  10.2.12.101 Up 3h:35m:18s 10.2.10.12 10.2.10.11

Flags: 1 = 802.1x authenticated AP use EAP-PEAP; 1+ = 802.1x use EST; 1- = 802.1x use factory cert; 2 = Using IKE versi
on?2

B = Built-in AP; C = Cellular RAP; D = Dirty or no config

E = Regulatory Domain Mismatch; F = AP failed 802.1x authentication

G = No such group; | = Inactive; J = USB cert at AP; L = Unlicensed

M = Mesh node

N = Duplicate name; P = PPPoe AP; R = Remote AP; R- = Remote AP requires Auth;
S = Standby-mode AP; U = Unprovisioned; X = Maintenance Mode

Y = Mesh Recovery

¢ = CERT-based RAP; e = Custom EST cert; f = No Spectrum FFT support

i = Indoor; o = Outdoor; s = LACP striping; u = Custom-Cert RAP; z = Datazone AP

p = In deep-sleep status



4 = WiFi Uplink
r = Power Restricted; T = Thermal ShutDown

Total APs:1

EEBTIRET, REA AP 1 AAC (HRIEEERIEHIES) ZIBSHE GRE (IP47)
PAPI (UDP 8211) imOMIEHIRE.
i AP flizhlss 2 BB RE S A TIMEY, HEBRTNEF GRE mO®RFRK 7, —E
LEEERSE Bootstraps (BB,
RAXNGETUIEESRSEN AP 1 AC ZRIHIHIER E AMELBEN IR SEL.
(labX-md2) [MDC] #show datapath session table 10.2.12.101 (XE2Z AP Y IP 1biit)
Datapath Session Table Entries
Flags: F - fast age, S - src NAT, N - dest NAT
D - deny, R - redirect, Y - no syn
H - high prio, P - set prio, T - set ToS
C - client, M - mirror, V - VOIP
Q - Real-Time Quality analysis
u - Upstream Real-Time Quality analysis
| - Deep inspect, U - Locally destined
E - Media Deep Inspect, G - media signal
r - Route Nexthop, h - High Value
A - Application Firewall Inspect
J - SDWAN Default Probe stats used as fallback
B - Permanent, O - Openflow
L - Log, o - Openflow config revision mismatched

Source IP or MAC Destination IP Prot SPort DPort Cntr  Prio ToS Age Destination TAge Packets Bytes  Flags
CPU ID
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10.2.10.12 10.2.12.101 17 8222 8211 0/0 0 0O O 0/0/0 3 0 0 FYI 2
10.2.10.12 10.2.12.101 17 8211 8211 0/0 O 0O 1 0/0/0 17 0 0 FYI 2
10.2.12.101 10.2.1012 47 0 O 0/0 O 40 0 0/0/0 337b 20380 2592822 FC 2
10.2.12.101 10.2.10.12 17 8211 8211 0/0 0 O O 0/0/0 17 12 4374 FCI 2
10.2.10.12 10.2.12.101 47 0 0 0/0 O 40 0 0/0/0 337c¢ 12954 1289950 F 2
10.2.12.101 10.2.10.12 17 8211 8222 1/0 O 0O 0 0/0/0 4 0 0 FYCI 2
10.2.10.12 10.2.12.101 17 8999 8211 0/0 O 0O 1 0/0/0 f o1 184 FlI 2
10.2.12.101 10.2.10.12 17 8211 8999 0/0 O O 1 0/0/0 f 0 0 FYCl 2

EEBHIRET, REKRI AP F S-AAC (ZRIFENETIEE) ZES{NE GRE (IP 47)

i O RETRE.,
(labX-md1) [MDC] #show datapath session table 10.2.12.101
Datapath Session Table Entries
Flags: F - fast age, S - src NAT, N - dest NAT

D - deny, R - redirect, Y - no syn

H - high prio, P - set prio, T - set ToS

C - client, M - mirror, V - VOIP

Q - Real-Time Quality analysis

u - Upstream Real-Time Quality analysis

| - Deep inspect, U - Locally destined

E - Media Deep Inspect, G - media signal

r - Route Nexthop, h - High Value

A - Application Firewall Inspect

J - SDWAN Default Probe stats used as fallback

B - Permanent, O - Openflow

L - Log, o - Openflow config revision mismatched

aruvba
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Source IP or MAC Destination IP Prot SPort DPort Cntr  Prio ToS Age Destination TAge Packets Bytes  Flags
CPU ID

10.2.12.101 10.2.10.11 47 0 O 0/0 O 40 1 0/0/0 33eb 15142 1619198 FC 2

10.2.10.11 10.2.12.101 47 0 0 0/0 O 40 0 0/0/0 33eb 13062 1300850 F 2

NRfcizblEs ETEEENEE AP B9 session (52, BPERAEE AP PoE {HEE[aIRR, FTiE3k
BI=HIZERY IP Hbhk, AP BSIRENAZ! IP ik, AP FIiEHI88 2 BMER AR IE A5 iR
BN T AP LEFEMANEREE REWER, ZH LARNESBIRAITRHE,

FHoL EREEN MD f=Hlgs L (BD=E1 AP FrfE5eRY AAC) , BB =AT AP Y PoE (HEBIRE,

(labX-md2) [MDC] #show ap debug system-status ap-name LAB2-AP1 | begin "Power Status"

Power Status

Iltem Value
Power Supply : POE (FF&10 802.3af {EEZESK)
LLDP Power :0.0W

Current Operational State : No restrictions

HW POE status : POE

(labX-md1) [MDC] #show ap debug system-status ap-name labX-ap1 | begin "Power Status"

Power Status

EOUP STl {POE-AT  (fF&HY 802 3at {HEBFEK)
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LLDP Power : Successfully negotiated at 20.2W
Current Operational State : No restrictions (Overridden by LLDP)  (i@¥ LLDP t75%) 802.3at #R)
HW POE status : POE-AF

TR, §t3Y PoE ATRMiIREE, SRRUENITS LLDP #Y. Aruba AP ERAFFEFZH LLDP 7.

F6:5: BREIE MD =8 £ (BI=3R0 AP FriE5ERY AAC) , EE =R AP B9 Radio f2ERIR
=

1

C

No

&, 1B Total Radio Resets #1 Channel Changes R9IX%1, RILAT##=E1 AP N T{HERRES, MEBUHEER AP TIERE.

(labX-md1) [MDC] #show ap debug radio-stats ap-name LAB2-AP1 radio 0

RADIO Stats

Parameter Value
——————————————————— General
Total Radio Resets 0
Resets Beacon Fail 0

TX Power Changes 1
Channel Changes 0
Failed Channel Changes 0
Radio Band Changes 0
Current Noise Floor 89

Dummy NF pkts on home channel 0

Dummy NF pkts on scan channel 0
11g Protection 0
——————————————————— Transmit

Tx Time perct @ beacon intvl 0000000000000000000O0OO0O0OOOOOOOO
Tx Frames Rcvd 0

Tx Bcast Frames Rcvd 0

aruvba
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Tx Frames Dropped 0
Tx Frames Dropped Rate 1s 0
Tx Bcast Frames Dropped 0
Tx Frames Transmitted 958
Tx Bytes Revd 0

(labX-md1) [MDC] #show ap debug radio-stats ap-name LAB2-AP1 radio 1

RADIO Stats

Parameter Value
——————————————————— General
Total Radio Resets 0

Resets Beacon Fail 0

TX Power Changes 1
Channel Changes 0

Failed Channel Changes 0
Radio Band Changes 0
Current Noise Floor 85
Dummy NF pkts on home channel 0
Dummy NF pkts on scan channel 0
11g Protection 1
——————————————————— Transmit

Tx Time perct @ beacon intvl 114444444444444444444411111111

Tx Frames Rcvd 1730
Tx Bcast Frames Rcvd 2
Tx Frames Dropped 505

aruvba
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Tx Frames Dropped Rate 1s 0

A AP BERBIIREIELNEETEESEEIIE.
(labX-md1) [MDC] #show ap monitor ap-list ap-name LAB2-AP1
Monitored AP Table

bssid essid chan ap-type  phy-type dos  dt/mt ut/it encr nstas avg-snr curr
-snr avg-rssi curr-rssi wmacs ibss cl-delay bss-color partial bss color bss color disabled

94:b4:0f:44:d6:90 aruba-test 60E valid 80211a-VHT-80 disable 20537/20537 0/0 wpa2-8021x-aes
0 30 30 65 65 0 no O --- --- oo

94:b4:0f:44:d6:80 aruba-test 11 valid 80211b/g-HT-20 disable 20537/20537 0/0 wpa2-8021x-aes
0 15 15 80 80 0 no O --- --- oo

6c:f3:7f.7f.:61:c0 Baggio-103 11 interfering 80211b/g-HT-20 disable 20534/20534 0/0 wpa2-psk-aes
2 27 29 67 66 2 no O --- --- oo

b4:0f:3b:77:c0:a1 Tenda_77COAO0 2 interfering 80211b/g-HT-20 disable 20521/3187 35/10 wpa-psk-aes
1 0 26 0 69 1T no O --- - ==

04:bd:88:de:11:20 Baggio-103 1 interfering 80211b/g-HT-20 disable 20520/3041 4/0 wpa2-psk-aes
0 65 65 29 30 2 no O --- --- oo

04:bd:88:de:11:30 Baggio-103 149E interfering 80211a-VHT-80 disable 18788/445 321/4 wpa2-psk-aes
2 0 56 0 39 2 no O --- == -

6c:f3:7f.7f:61:d0 Baggio-103 36E interfering 80211a-VHT-80 disable 3681/76  54/0 wpa2-psk-aes 0
16 16 79 79 1 no 1 S — -

7c:49:eb:a0:d0:a6 rockrobo-vacuum-v1l _miapDOA6 6 interfering 80211b disable 1748/508 1/0 open
0 35 36 59 59 0 no O --- --- ome

Start:0

Length:8

orubq



Total:8

2.6 {ZHIZREEIZER

F1E5:.1E MM =588 E RS MIZENFEEFRER, HERENEERSIKS, &N EHEs
FRAER, 1RBRE, RB|EE, REBNENRA, TS, EE ID, crash EEF0#EH)
BRIETRBREES,

(LabX-MM-1) [mynode] #show switches
All Switches

IP Address IPv6 Address Name Location Type Model Version Status Configuration State Config Sy
nc Time (sec) Config ID

10.2.50.11 None LabX-MM-1 Building1.floor1 master ArubaMM-VA 8.6.0.3 74788 up  UPDATE SUCCESSFUL
0 66

10.2.10.12 None labX-md2 Building1.floorlT MD  ArubaMC-VA 8.6.0.3 74788 up  UPDATE SUCCESSFUL
0 66
10.2.10.11 None labX-md1 Building1.floor1 MD  ArubaMC-VA 8.6.0.3 74788 up  UPDATE SUCCESSFUL
0 66

Total Switches:3

(LabX-MM-1) [mynode] #show switches debug

All Switches

IP Address MAC Name Nodepath Type Model Version Status Uptime Crashinfo Config Syn
c Time (sec)

10.2.50.11 00:0c:29:ab:5a:bd LabX-MM-1 /mm/mynode master ArubaMM-VA 8.6.0.3 74788 up  0d 6h 24m no
0
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10.2.10.12 00:0c:29:ea:9a:d9 labX-md2 /md/labX MD  ArubaMC-VA 8.6.0.3 74788 up

10.2.10.11 00:0c:29:82:71:b4 labX-md1 /md/labX MD  ArubaMC-VA 8.6.0.3_74788 up

Total Switches:3

(LabX-MM-1) [mynode] #show configuration node-hierarchy
Default-node is not configured. Autopark is disabled.

Configuration node hierarchy

Config Node Type Name
/ System

/md System
/md/labX Group

/md/labX/00:0c:29:82:71:b4 Device labX-md1
/md/labX/00:0c:29:ea:9a:d9 Device labX-md?2
/mm System

/mm/mynode System

MM 1 MD Z @5 838377 IPSec f&iE, {EiaissfIEERES,
(LabX-MM-1) [mynode] (config) #show datapath tunnel table

Datapath Tunnel Table Entries

Flags: E - Ether encap, | - Wi-Fi encap, R - Wired tunnel, F - IP fragment OK

W - WEP, K - TKIP, A - AESCCM, G - AESGCM, M - no mcast src filtering

S - Single encrypt, U - Untagged, X - Tunneled node, 1(cert-id) - 802.1X Term-PEAP

2(cert-id) - 802.1X Term-TLS, T - Trusted, L - No looping, d - Drop Bcast/Unknown Mcast,

ArubaOS 8 FyZi L E

0d 6h 25m no 0

0d 6h 25m no 0

aruvba
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D - Decrypt tunnel, a - Reduce ARP packets in the air, e - EAPOL only

C - Prohibit new calls, P - Permanent, m - Convert multicast, B - Bgw peer uplink tunnel

n - Convert RAs to unicast(VLAN Pooling/L3 Mobility enabled), s - Split tunnel

V - enforce user vlan(open clients only), z - Datazone

H - Standby (HA-Lite), u - Cluster UAC tunnel, b - Active AAC tunnel, t - Cluster s-AAC tunnel
c - IP Compression, g - PAN GlobalProtect Tunnel, w - Tunneled Node Heartbeat

B - Cluster A-SAC Mcast, G - Cluster S-SAC Mcast, | - Tunneled Node user tunnel

f - Static GRE Tunnels, k- keepalive enabled, Y - Convert BC/MC to Unicast

# Source Destination Prt Type MTU VLAN Acls BSSID Decaps Encaps Heartbeats

Flags EncapKBytes DecapKBytes

10  SPIFB1A14000ut 10.2.10.12 50 IPSE 1500 O routeDest 000A O 0 901 T
0 0

9 SPI30BDC600 in 10.2.50.11 50 IPSE 1500 O routeDest 000A O 1852 0 T
0 0

13 SPIDF6635000ut 10.2.10.11 50 IPSE 1500 O routeDest 000A O 0 1329 T
0 0

14 SPIF741BC00 in 10.2.50.11 50 IPSE 1500 O routeDest 000A 0O 2563 0 T
0 0

(LabX-MM-1) [mynode] (config) #show crypto isakmp sa peer 10.2.10.11
Initiator IP: 10.2.10.11
Responder IP: 10.2.50.11

Initiator: No

Initiator cookie:25da2fd000b38ba4 Responder cookie:1e3d83b34c7a372e

SA Creation Date: Sun Mar 29 20:38:35 2020

aruba
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Life secs: 28800

Initiator Phase1 ID: IPV4 ADDR:10.2.10.11

Responder Phase1 ID: IPV4 ADDR:10.2.50.11

Exchange Type: IKE_SA (IKEV2)

Phasel Transform:EncrAlg:AES128 HashAlg:HMAC SHA1 96 DHGroup:2
Authentication Method: Pre Shared Key

IPSEC SA Rekey Number: 1

Ipsec-map name: default-local-master-ipsecmap10.2.10.11

H2:4: 7 MM =528 HIEEMERLREREENS.

MRARENRTH N, BNMHS, R aSRREFIIERE, 1%E write memory (BIEXLS MD $=HI88)
(LabX-MM-1) A[labX] #show configuration pending (BEEXSEHEEL md NEERS)
wlan ssid-profile "test-ssid-profile"
essid "yang-test"
!
(LabX-MM-1) A[mm] #write me  (WNRFATMAT write memory, EIUPARBRAFE, RRIREXIRET SIRERY)
Saving Configuration...
(LabX-MM-1) Almm] #
(LabX-MM-1) A[mm] #show configuration unsaved-nodes  (BJLABBER N AR NAEEEIREHEE)
List of unsaved configuration nodes

Nodename
/md/labX
(LabX-MM-1) A[mm] #cd /md/labX FENNBEIREIRFFEENT RIS, =X TECERR)

(LabX-MM-1) A[labX] #write me
Saving Configuration...

aruba



Configuration Saved.

(LabX-MM-1) [labX] #

(LabX-MM-1) [labX] #show configuration committed

netdestination v4-controller-interfaces
host 10.2.10.11
host 10.2.10.12
host 10.2.10.21
host 10.2.10.22
host 10.2.10.10
!
netdestination user-net
network 192.168.100.0 255.255.255.0
!
netdestination6 v6-controller-interfaces
host 2001:da8:8000:151::13
!
ip access-list session apprf-employee-sacl
!
ip access-list session apprf-contractor-sacl
!
ip access-list session labX-skype-role
!
ip access-list session ipv6-basic-acl
ipv6 user any udp 546 deny

ipv6 any any svc-v6-dhcp permit

Aruba BIFSZEGFF: ArubaOS 8 mZfcE

(AIEEELRITREE MRIERIIMEXEERS)




ipv6 any any svc-dns permit
ipv6 any any svc-v6-icmp permit
!
ip access-list session deny-cry-antivirus
any any tcp 135 deny
any any tcp 137 139 deny
any any tcp 445 deny
any any udp 135 deny
any any udp 137 139 deny
any any udp 445 deny
!
ip access-list session ipv4-controller-if-acl
user alias v4-controller-interfaces any deny
!
ip access-list session apprf-labX-skype-role-sacl
!
ip access-list session ipv4-basic-acl
user any udp 68 deny
any any svc-dhcp permit
any any svc-dns permit

any any svc-icmp permit

IMFEEEN T RESE T, EENBP T REBEHEKINFINB NS ERINERERNS, B
XLERSFIMR mdconnect B md k£, B show running—config ZEIHE—2Y.
(LabX-MM-1) [mynode] #cd labX-md1

(LabX-MM-1) [00:0c:29:82:71:b4] #show configuration effective detail



crypto-local pki PublicCert master-ssh-pub-cert master-ssh-pub-cert

masterip 10.2.50.11 ipsec ****** interface vlan 30

ip access-list eth validuserethacl
permit any

I

aaa tacacs-accounting

I

netservice svc-smb-udp udp 445

netservice vnc tcp 5900 5905

netservice svc-noe udp 32512 ALG noe

netservice svc-cfgm-tcp tcp 8211

netservice svc-netbios-ssn tcp 139

netservice svc-syslog udp 514

netservice svc-citrix tcp 2598

netservice svc-ipp-tcp tcp 631

netservice svc-v6-icmp 58

netservice svc-12tp udp 1701

netservice svc-http-proxy1 tcp 3128

netservice svc-papi udp 8211

Aruba BT S50 T -

# inherited from [/]

ArubaOS 8 5 I &

# local [/md/labX/00:0c:29:82:71:b4]

# inherited from [/]

# inherited from [/]

# inherited from [/]

# inherited from [/]
# inherited from [/]
# inherited from [/]
# inherited from [/]
# inherited from [/]
# inherited from [/]

# inherited from [/]

# inherited from [/]
# inherited from [/]
# inherited from [/]

# inherited from [/]

# inherited from [/]

F3L: £ MM IZHIRIREEXEESH MD LB, BA 240s 5, MD £B31EERIR.

BEHE MM f1 MD NI{ERS, IEERSEE
(LabX-MM-1) [00:0c:29:82:71:b4] #show switches

All Switches

IP Address IPv6 Address Name Location Type Model Version Status Configuration State Config Sy
nc Time (sec) Config ID

aruvba
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10.2.50.11 None LabX-MM-1 Building1.floor1 master ArubaMM-VA 8.6.0.3 74788 up  UPDATE SUCCESSFUL
0 75

10.2.10.12 None labX-md2 Building1.floor1 MD  ArubaMC-VA 8.6.0.3 74788 up  UPDATE SUCCESSFUL
0 75
10.2.10.11 None labX-md1 Building1.floor1 MD  ArubaMC-VA 8.6.0.3 74788 up  UPDATE SUCCESSFUL
0 75

Total Switches:3

FeA 1EFER] labX-md1 #=HIgg b, HBRINREEE LRI 0/0/0 shutdown #,
(LabX-MM-1) [00:0c:29:82:71:b4] #cd labX-md1
(LabX-MM-1) [00:0c:29:82:71:b4] #configure terminal
Enter Configuration commands, one per line. End with CNTL/Z
(LabX-MM-1) [00:0c:29:82:71:b4] (config) #interface gigabitethernet 0/0/0
(LabX-MM-1) [00:0c:29:82:71:b4] (config-submode)#shutdown
(LabX-MM-1) A[00:0c:29:82:71:b4] (config-submode)#end
(LabX-MM-1) A[00:0¢:29:82:71:b4] #write me
Saving Configuration...

Configuration Saved.

FEERAEEE show switches, & labX-md1 BUFEBIRS—E{=287E UPDATE
REQUIRED

(LabX-MM-1) [00:0c:29:82:71:b4] #show switches

All Switches

IP Address IPv6 Address Name Location Type Model Version Status Configuration State Config Sy
nc Time (sec) Config ID



10.2.50.11 None LabX-MM-1 Building1.floor1 master ArubaMM-VA 8.6.0.3 74788 up  UPDATE SUCCESSFUL
0 76

10.2.10.12 None labX-md2 Building1.floorlT MD  ArubaMC-VA 8.6.0.3 74788 up  UPDATE SUCCESSFUL

0 76

10.2.10.11 None labX-md1 Building1.floor1 MD  ArubaMC-VA 8.6.0.3 74788 up  UPDATE REQUIRED 0
75

Total Switches:3

HBTERATITE mm 55%_E ping md1, KIIER5%KEET.
(LabX-MM-1) [00:0c:29:82:71:b4] #ping 10.2.10.11
Press 'q' to abort.
Sending 5, 92-byte ICMP Echos to 10.2.10.11, timeout is 2 seconds:

Success rate is 0 percent (0/5)

BEERAIWRSTE mm 1% labX-md1 BB T RER TRIEELRR, EHFE 0/0/0 i
A, XMEERMAN, BU—E labX-md1 EFHERE, XELSTIZTABENRE, XaF%
0/0/0 imE shutdown #&,

BIMNBER, XEBEAFKNIE mm EHEXT labX-md2 TR THEE, HF mdfImm 2
ZoEEN, INEEELENIIELZE labX-md2 Y, ©iEEF labX-md2 WEBEFHHEE
[BIR, ABEERF0 mm IZFHIELSEE.

(LabX-MM-1) [00:0¢:29:82:71:b4] (config) #interface gigabitethernet 0/0/0
(LabX-MM-1) [00:0c:29:82:71:b4] (config-submode)#no shutdown
(LabX-MM-1) A[00:0c:29:82:71:b4] (config-submode)#end

(LabX-MM-1) A[00:0c:29:82:71:04] #write me

Saving Configuration...

Configuration Saved.
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(LabX-MM-1) [00:0c:29:82:71:b4] #ping 10.2.10.11
Press 'q' to abort.
Sending 5, 92-byte ICMP Echos to 10.2.10.11, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3.016/3.406/3.693 ms

£ mm izFIg5 E, BREFIRITHIEIORE, labX-md1 BEZ up &3k,
(LabX-MM-1) [00:0¢:29:82:71:b4] #show switches

All Switches

IP Address IPv6 Address Name Location Type Model Version Status Configuration State Config Sy
nc Time (sec) Config ID

10.2.50.11 None LabX-MM-1 Building1.floor1 master ArubaMM-VA 8.6.0.3 74788 up  UPDATE SUCCESSFUL
0 77

10.2.10.12 None labX-md2 Building1.floorT MD  ArubaMC-VA 8.6.0.3 74788 up  UPDATE SUCCESSFUL

0 77

10.2.10.11 None labX-md1 Building1.floor1 MD  ArubaMC-VA 8.6.0.3 74788 up  UPDATE REQUIRED 0
75

Total Switches:3

REENEME] labX-md1 &, EEEERRIVEIXEE, A labX-md1 #EEE TES
ERIRANTTE,
(LabX-MM-1) [00:0¢:29:82:71:b4] #cd labX-md1
(LabX-MM-1) [00:0¢:29:82:71:b4] #mdc
Redirecting to Managed Device Shell

(labX-md1) [MDC] #
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(labX-md1) [MDC] #show log system 50 | include rollback

Mar 28 09:57:08 :399814: <5419> <DBUG> |cfgm| cfgm rollback load state: State(UNINITIALIZED:UPDATE REQUIRED:
CFGID-62:PEND-0:INITCFGID:0) FD=-1:Rollback loading last good id 62, bad reboot id 0

Mar 28 09:57:08 :399814: <5419> <DBUG> |cfgm| cfgm_rollback_recv_config_id: State(UNINITIALIZED:UPDATE REQUI
RED:CFGID-62:PEND-0:INITCFGID:0) FD=-1:Rollback ignoring id 62 as it is same as last good id

Mar 28 20:20:09 :399816: <5419> <ERRS> |cfgm| cfgm rollback timeout: State(CONNECTINPROGRESS:CONFIG PROP
AGATION:CFGID-72:PEND-72:INITCFGID:0) FD=27:Rollback lost connectivity after reciving id 72 moving back to id 71

Mar 28 20:30:01 :399816: <5419> <ERRS> |cfgm| cfgm rollback timeout: State(CONNECTINPROGRESS:CONFIG PROP
AGATION:CFGID-74:PEND-74:INITCFGID:0) FD=27:Rollback lost connectivity after reciving id 74 moving back to id 73

Mar 28 20:43:10 :399816: <5419> <ERRS> |cfgm| cfgm rollback timeout: State(CONNECTINPROGRESS:CONFIG PROP
AGATION:CFGID-76:PEND-76:INITCFGID:0) FD=27:Rollback lost connectivity after reciving id 76 moving back to id 75

FAT MR MM 1 MD XXER 7, B2 MD RASMHIRETEEERIR, BPAFINERTLAR
FARtsESIBCE R IR IR E R4,

£ mm 1 md LEBRIREF, H1VERE labX-md1 =Flss £, FRETENGS, BRAMSESEE, NMalLAARHREE md

=HIRy, BIUNPUERIZE port-channel/lacp, STP ZEXLARZEH M EBRHENERE, JFIEMREBFEXESSE, 1BF, —x

FELE mm BHIEEREXTRIEET (BEMERETR)  BFNRESAERRE—E (XEMRAEEING) . HEEF

Akh.

(labX-md1) [MDC] #disaster-recovery

off Disable Disaster Recovery Mode

on Enable Disaster Recovery Mode

(labX-md1) [MDC] #disaster-recovery on

Entering disaster recovery mode

Hokkk kA AR Ak k Ak kAR AR
(DR-Mode) [MDC] [mm] #

(DR-Mode) [MDC] [mm] #show switches
All Switches

IP Address IPv6 Address Name  Location Type Model Version Status Configuration State Config S
ync Time (sec) Config ID

aruba
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10.2.10.11 None labX-md1 Building1.floort MD ArubaMC-VA 8.6.0.3 74788 up = CONFIG DISASTER RECOV
ERY 10 77

Total Switches:1

(DR-Mode) [MDC] [mm] #configure terminal

Enter Configuration commands, one per line. End with CNTL/Z
(DR-Mode) [MDC] [mm] (config) #interface gigabitethernet 0/0/0
(DR-Mode) [MDC] [mm] (config-submode)#no shutdown
(DR-Mode) [MDC] [mm] (config-submode)#end

(DR-Mode) [MDC] [mm] #write me

Saving Configuration...

e, 1 labX-md1 iz§I88 £, 15 disaster-recovery X8, iX#f labX-md1 £3ZB0F0
mm EHIEREF B ES —IRECE.
(DR-Mode) [MDC] [mm] #disaster-recovery off

(labX-md1) [MDC] #

(LabX-MM-1) [00:0¢:29:82:71:b4] #show switches

All Switches

IP Address IPv6 Address Name Location Type Model Version Status Configuration State Config Sy
nc Time (sec) Config ID

10.2.50.11 None LabX-MM-1 Building1.floor1 master ArubaMM-VA 8.6.0.3 74788 up  UPDATE SUCCESSFUL
0 77
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10.2.10.12 None labX-md2 Building1.floor1 MD  ArubaMC-VA 8.6.0.3 74788 up  UPDATE SUCCESSFUL
0 77

10.2.10.11 None labX-md1 Building1.floorlT MD  ArubaMC-VA 8.6.0.3 74788 up = CONFIG PROPAGATION
0 77

Total Switches:3

55 98I MM F1 MD 3=%12889 CLI BREHAN" show switchinfo” BJLAEEIEEIS8 RIS
TIRSEE, EhEERHIRRETRA. EXiniTiiiK. si—XEsRRE. BoEENXEA.
BHRFESXES. REHERERRSEEE.

(LabX-MM-1) [mynode] #show switchinfo
Hostname is LabX-MM-1
Building1.floor1

System Time:Fri Mar 27 19:08:59 CST 2020

Aruba Operating System Software.

ArubaOS (MODEL: ArubaMM-VA), Version 8.6.0.3

Website: http://www.arubanetworks.com

(c) Copyright 2020 Hewlett Packard Enterprise Development LP.

Compiled on 2020-03-20 at 11:07:28 UTC (build 74788) by p4build

BIOS Version: Phoenix Technologies LTD, 6.00

Built: 07/30/2013

Switch uptime is 9 hours 54 minutes 51 seconds  (ZFHEHIESAITELATK)
Reboot Cause: User reboot (Intent:cause: 86:50) (FRIF—XERRE)
Supervisor Card

Processor(s):

Total CPUs : 3, Sockets:1, CoresPerCPU: 3
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Socket 0: Intel(R) Core(TM) i5-4250U CPU @ 1.30GHz
5703M bytes of memory

4096M bytes of Supervisor Card system flash.

Config ID: 62 (fBEhAY, MNEMEEXHER, SEFREHE MM HEXEER)
Boot Partition: PARTITION 1 (Ezhft, FHERINSX)

mgmt is administratively down line protocol is down

Hardware is Ethernet, address is 00:0C:29:AB:5A:B3

VLANT1 is up line protocol is down
Hardware is CPU Interface, Interface address is 00:0C:29:AB:5A:BD (bia 00:0C:29:AB:5A:BD)

Description: 802.1Q VLAN

IPv6 Router Advertisements are disabled

Routing interface is enable, Forwarding mode is enable

Directed broadcast is disabled, BCMC Optimization disabled ProxyARP disabled Suppress ARP enable
Encapsulation 802, loopback not set

MTU 1500 bytes

Last clearing of "show interface" counters 0 day 9 hr 54 min 51 sec

link status last changed 0 day 9 hr 54 min 51 sec

Proxy Arp is disabled for the Interface

switchrole:master (XpiiEHISEHAEE)
Configuration unchanged since last save
No AP crash information available.

No controller crash information available. (HEIRKZEETFE crash E8, WIRE no, ¥ E&E. WERE crash informatio
n available , ERYBFIRFIFIE crash (S8, EEH—E4ME)

aruba



Reboot Cause: User reboot (Intent:cause: 86:50)

5625 2517 MM #0 MD $#=%I8869 CLI FREHIN" show cpuload” ATLASEE#=HIEE CPU iz
iR, TEA CLI AT BEESMNHE GBI CPU MIRNERRER, ATLERE 7 B2
s NS

BEEHIERR CPU R

(LabX-MM-1) [mynode] #show cpuload

user 9.1%, system 4.4%, idle 86.5%

(labX-md1) [MDC] #show cpuload
user 3.6%, system 4.0%, idle 92.4%

TR idle ITRE, ERTRHIBDHABIFRET 25%(HMERMERIT 5 ST ER).

BEARBFMHELRRN CPU MIREFRIR&RSIUAR SBRIES .
(labX-md1) [MDC] #show cpuload current
top2 - 10:17:29 up 22 min, 0 users, load average: 0.33, 0.41, 0.34
Tasks: 217 total, 3 running, 165 sleeping, 0 stopped, 0 zombie
Cpu(s): 5.4%us, 4.0%sy, 0.0%ni, 89.1%id, 1.3%wa, 0.0%hi, 0.2%si, 0.0%st
Mem: 5840632k total, 3211216k used, 2629416k free, 5228k buffers
Swap: Ok total, Ok used, Ok free, 1000828k cached

PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
5170root 20 016.4g 63m 24mS 39 1.1 8:27.57 sos.shumway.elf

50root 20 0 O O Ol 2 0.0 0:00.43 kworker/2:1

5411root 20 0 399m 195m 192m S 2 3.4 0:46.27 gsmmgr



5479 root

8249 root

1 root

2 root

3 root

4 root

6 root

7 root

8 root

9 root

10 root

11 root

12 root

13 root

14 root

15 root

16 root

18 root

19 root

20 root

21 root

22 root

24 root

Aruba ZfF-S256 T} -

20 01709m 145m 10mS 2 2.6 0:03.87 fpapps

20 0196402596 2188 R 2 0.0 0:00.01 top2

20 0 963222882180S 0 0.0 0:00.52 init

200 0 0O O0S 0 0.0 0:00.00 kthreadd

200 0 0 Ol

0-20

0-20

20 0

20 0

20 0

RT O

20 0

20 0

20 0

20 0

RT O

20 0

0-20

20 0

20 0

RT O

20 0

0-20

0

0

0

0

0S

OR

0l

0S

oP

0S

0S

oP

0S

0S

0l

0S

oP

0S

0S

0l

0 0.0 0:00.00 kworker/0:0

0 0.0 0:00.00 kworker/0:0H

0 0.0 0:00.00 mm_percpu_wq

0 0.0 0:00.25 ksoftirqd/0

0 0.0 0:00.51 rcu_sched

0 0.0 0:00.00 rcu_bh

0 0.0

0 0.0

0 0.0

0 0.0

0 0.0

0 0.0

0 0.0

0 0.0

0 0.0

0 0.0

0 0.0

0 0.0

0 0.0

0:00.02 migration/0
0:00.00 watchdog/0
0:00.00 cpuhp/0
0:00.00 cpuhp/1
0:00.00 watchdog/1
0:00.02 migration/1
0:00.00 ksoftirqd/1
0:00.00 kworker/1:0H
0:00.00 cpuhp/2
0:00.00 watchdog/2
0:00.01 migration/2
0:00.00 ksoftirqd/2

0:00.00 kworker/2:0H

EELRE RKERAY CPU FIRR

Aruba0OS 8 Ll &

aruba



Aruba ZFS2EGTFHF: ArubaOS 8 2 B

(labX-md1) [MDC] #show datapath utilization
Datapath Network Processor Utilization
e +-mme- B R o +
|  Cpu | Cpu utilization during past |
| Type | Id| 1Sec 4 Secs 64 Secs |
e +-mme- B R o +

SP| 1] 1%| 1% 1% |

Pl 2] 2%| 2%| 2%]|

DPI| 3| 1%| 1%| 1%

Datapath CPU Allocation Summary
Slow Path (SP) : 1, Slow Path Gateway (SPGW) : 0
Fast Path (FP) : 1, Fast Path Gateway (FPGW) : 0
DPI: 1, Crypto (CRYP) : 0
Slow Path Spare (SPSPARE) : 0

TR ERIRBRRES AR T 75% (R SRR 5 2 HadER).

FH74: 2BE MM 1 MD f=lss EEESRIAMERHENSII TIERS (ATEERSHHEL
THAHVIAE)

(labX-md1) [MDC] #show process monitor statistics
Process Monitoring Action:Log Message

Process Monitor Statistics

Name State Restarts Allowed Restarts Timeout Value Timeout Chances Time Started
/mswitch/bin/cmdexec PROCESS RUNNING - 0 240 3 Sat Mar 28 09:56:26 2020
/mswitch/bin/dbstart pgsql PROCESS RUNNING - 0 240 3 Sat Mar 28 09:56:26 2020

orubo
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/mswitch/bin/ctrimgmt PROCESS RUNNING - 0 240
/mswitch/bin/packet _filter PROCESS RUNNING - 0 240
/mswitch/bin/cryptoPOST PROCESS RUNNING 8 0 240
/mswitch/bin/gsmmgr PROCESS RUNNING 8 0 240
/mswitch/bin/pubsub PROCESS RUNNING 8 0 240
/mswitch/bin/cfgm PROCESS RUNNING 8 0 240
/mswitch/bin/rng-mgr PROCESS RUNNING - 0 240
/mswitch/bin/certmgr PROCESS RUNNING - 0 240
/mswitch/bin/cfgdist PROCESS RUNNING 8 0 240
/mswitch/bin/syslogdwrap ~ PROCESS RUNNING 8 0 240
/mswitch/bin/aaa PROCESS RUNNING 8 0 240
/mswitch/bin/fpapps PROCESS RUNNING 0 0 240
/mswitch/bin/lagm PROCESS RUNNING - 0 240
/mswitch/bin/pim PROCESS RUNNING - 0 240
/mswitch/bin/licensemgr PROCESS RUNNING - 0 240
/mswitch/bin/isakmpd PROCESS RUNNING 8 0 240
/mswitch/bin/wms PROCESS RUNNING - 0 240
/mswitch/bin/profmgr PROCESS_RUNNING - 0 240
/mswitch/bin/msghh PROCESS RUNNING - 0 240
/mswitch/bin/auth PROCESS RUNNING - 0 240
/mswitch/bin/appRF PROCESS RUNNING - 0 240
/mswitch/bin/stm PROCESS RUNNING - 0 240
/mswitch/bin/amon_sender ~ PROCESS RUNNING - 0 240
/mswitch/bin/rtpa PROCESS RUNNING - 0 240
/mswitch/bin/udbserver PROCESS RUNNING - 0 240
/mswitch/bin/dhcpdwrap PROCESS RUNNING - 0 240

Sat Mar 28 09:56:27 2020
Sat Mar 28 09:56:27 2020
Sat Mar 28 09:56:28 2020
Sat Mar 28 09:56:28 2020
Sat Mar 28 09:56:28 2020
Sat Mar 28 09:56:28 2020
Sat Mar 28 09:56:28 2020
Sat Mar 28 09:56:29 2020
Sat Mar 28 09:56:29 2020
Sat Mar 28 09:56:29 2020
Sat Mar 28 09:56:29 2020
Sat Mar 28 09:56:29 2020
Sat Mar 28 09:56:30 2020
Sat Mar 28 09:56:30 2020
Sat Mar 28 09:56:30 2020
Sat Mar 28 09:56:30 2020
Sat Mar 28 09:56:30 2020
Sat Mar 28 09:56:31 2020
Sat Mar 28 09:56:31 2020
Sat Mar 28 09:56:31 2020
Sat Mar 28 09:56:31 2020
Sat Mar 28 09:56:32 2020
Sat Mar 28 09:56:32 2020
Sat Mar 28 09:56:32 2020
Sat Mar 28 09:56:32 2020

Sat Mar 28 09:56:32 2020
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R EIMEHFRIRSHI stop, ibﬂ]_fl«,{’%‘l‘ijﬁ MHFEHAT restart, EEEBETE.
WRKER, NRHREI stop, BRREXR TAC #1701

(labX-md1) [MDC] #process restart httpd
WARNING: Do you really want to restart process: httpd (y/n):
(labX-md1) [MDC] #process restart aaa

WARNING: Do you really want to restart process: aaa (y/n):

8% oBIE MM 1 MD =l EEE SRR AFAIFETARIRAZLIER.
FERHIRE CLIREMA” show memory” BTLUSEUSHISSIEMESIE, T8 BX 5 DHENAN, WEEBRNFST 75%.

fEf=HIEs CLI REBN" show storage” AJLUSBUEHIRRIEREIEEUE. T2 EAZ Use% A EEET 80%

(LabX-MM-1) [mynode] #show memory

Memory (Kb): total: 5840796, used: 2744240, free: 3096556

(LabX-MM-1) [mynode] #show storage (XNEETF VMC guishlssaHEiEER, X0 sdb1)
Filesystem Size  Used Available Use% Mounted on

none 3.0G 13.7M  3.0G 0% /tmp

/dev/sdb1 58G 1019.9M  4.5G 18% /flash

/dev/sda5 14G 3879M 1015.1M 28% /mnt/disk1

/dev/sda6 14G 420.1M 982.9M 30% /mnt/disk2

(labX-md1) [MDC] #show memory

Memory (Kb): total: 3069168, used: 1192928, free: 1876240

(labX-md1) [MDC] #show storage  (IXPMEET 7010 i=HssmHEEER, X0 B flash 2578)
Filesystem Size  Used Available Use% Mounted on

/dev/usb/flash3 1.5G 804.5M 626.4M 56% /flash

(xxx-md1) *#show storage (XNEET 72xx ZH8mEEEER, F0 Bra flash Z5)8)
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Filesystem Size  Used Available Use% Mounted on
/dev/usb/flash3 1.5G 268.1M  1.2G 18% /flash

/dev/usb/flash4 56G 656.8M 4.7G 12% /flash1

H9: ZBIE MM 1 MD f=las EEEHREHES E CPUIRE, XS BIRER TP
(ANRBWHRI VMM 1 VMC, NITEER)

(labX-md1) [MDC] #show inventory  (&/RZ2E4HHI MM 1 MD f=lss, ZREEBRLUTEE, EMIARLL)

Supervisor Card slot :0
System Serial# : CG0010616 (Date:10/14/15)
CPU Card Serial# : AF41032212 (Date:10/14/15)
CPU Card Assembly# :2010184C
CPU Card Revision : (Rev:09.00)
SC Model# : Aruba7010
HW MAC Addr : 00:0b:86:dd:33:20 to 00:0b:86:dd:33:3f
CPLD Version : (Rev: 12.8)
PoE Firmware Version :1.7.0 (Build: 4)
Power Supply : Present
: 12V OK :Yes
: 56V OK : Yes

Main Board Temperatures

: U45 - LM95233 Local Temp 24 C (near DDR3)

: Q8 -LM95233 Remote 1 Temp 22 C (near intake right side edge)

: Q12 - LM95233 Remote 2 Temp 24 C (near SFP ports)

:U14 - ADT7476 Local Temp 32 C (near exhaust left side edge)

: U26 - ADT7476 Remote2 Temp 52 C (98DX3036 internal die temp)
Fan 0 13372 rpm
Fan 1 14150 rpm

Fan 2 13876 rpm



Main Board Voltages
ispPAC_POWR1220AT8

: VDD _0V9

: VDD_0V85

:VDD_1V8

: VDD _1V5

: VDD _3V3

: VDD _SW_1V8

:VDD_SW_1V0

: VDD _PHY 0V9

:3V3 SB
: VDD _CPU
: DDR3_VTT

: VCC5

Aruba Z)TFSZ56 T

0.90V sense 0.922 V

0.85V sense 0.872 V

1.80V sense 1.838 V

1.50V sense 1.538 V

3.30V sense 3.354 V

1.80V sense 1.846 V

1.00V sense 1.018 V

0.90V sense 0.924 V

3.30V sense 3.354 V

0.88V sense 0.886 V

0.77V sense 0.758 V

5.00V sense 4.998 V

Aruba0OS 8 =k Ac &

2108 aaEIE MD 1=H288)8Y cluster TYRIRZSUAR AN{AJHERR cluster £ L2 #0 L3 Z[E]

RIBPEL R

(LabX-MM-1) [mynode] #cd labX-md1

(LabX-MM-1) [00:0c:29:82:71:b4] #

(LabX-MM-1) [00:0c:29:82:71:b4] #mdc

Redirecting to Managed Device Shell

(labX-md1) [MDC] #show lc-cluster group-membership

Cluster Enabled, Profile Name = "labX-cluster”

Redundancy Mode On

Active Client Rebalance Threshold = 20%

Standby Client Rebalance Threshold = 40%

Unbalance Threshold = 5%

Heartbeat Threshold = 500 msec

aruvba
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AP Load Balancing: Enabled

Active AP Rebalance Threshold = 20%
Active AP Unbalance Threshold = 5%
Active AP Rebalance AP Count = 50
Active AP Rebalance Timer = 1 minutes
Cluster Info Table

Type IPv4 Address Priority Connection-Type STATUS

self  10.2.10.11 128 N/A CONNECTED (Member)

Aruba Z)TFSZ56 T

Aruba0OS 8 =k Ac &

peer 10.2.10.12 128 L2-Connected CONNECTED (Leader, last HBT RSP 68ms ago, RTD = 1.764 ms)

HAMEURINIE labX-md1 T FFiE— vlan 1000, T7E labX-md2 EigBFigiZ

vlan 1000.

(labX-md1) [MDC] #show vlan

VLAN CONFIGURATION

1  Default  GE0/0/0-0/2 Pc0-7 N/A Disabled

30 VLANOO30 GEO0/0/0 N/A Disabled

100 VLANO100 GEO/0/0 N/A Disabled
220 VLAN0220 GE0/0/0 N/A Disabled
1000 VLAN1000 GE0/0/0 N/A Disabled

(labX-md2) [MDC] #show vlan

aruvba
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VLAN CONFIGURATION

1 Default GE0/0/0-0/2 PcO-7 N/A Disabled

30 VLANO030 GE0/0/0 N/A Disabled
100 VLANO100 GEO/0/0 N/A Disabled
220 VLAN0220 GE0/0/0 N/A Disabled

#EE, (R labX-md1 LS AIERFIAEERL L3-Connected

(labX-md1) [MDC] #show lc-cluster group-membership
Cluster Enabled, Profile Name = "labX-cluster”
Redundancy Mode On

Active Client Rebalance Threshold = 20%
Standby Client Rebalance Threshold = 40%
Unbalance Threshold = 5%

Heartbeat Threshold = 500 msec

AP Load Balancing: Enabled

Active AP Rebalance Threshold = 20%

Active AP Unbalance Threshold = 5%

Active AP Rebalance AP Count = 50

Active AP Rebalance Timer = 1 minutes
Cluster Info Table

Type IPv4 Address  Priority Connection-Type STATUS

U:

ArubaOS 8 FyZi L E
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self 10.2.10.11 128 N/A CONNECTED (Member)

peer 10.2.10.12 128 L3-Connected CONNECTED (Leader, last HBT RSP 50ms ago, RTD = 1.739 ms)

FJABEEZZ labX-md1 HI L3 Connected BUEE, #ETE VLAN 1000 k5 vlan-
probe LK

(labX-md1) [MDC] #show lc-cluster vlan-probe status

Cluster VLAN Probe Status

Type IPv4 Address REQ-SENT REQ-FAIL ACK-SENT ACK-FAIL REQ-RCVD ACK-RCVD VLAN_FAIL CONN-TYPE START/ST
OoP

peer 10.2.10.12 42 0 6 0 6 6 1000 L3Conn 4/ 4

fRIRINE: 1E labX-md1 BUiRETI R MZE vlan-probe HEER vian 1000

(LabX-MM-1) [00:0c:29:82:71:b4] (config) #lc-cluster exclude-vlan 1000

(LabX-MM-1) A[00:0c:29:82:71:b4] (config) #write me

EH7E labX-md1 _EZEET vlan-probe K7, B£23H; L2 Connected BT
(labX-md1) [MDC] #lc-cluster start-vlan-probe (EFfA—X vlan probe i&K)
(labX-md1) [MDC] #show Ic-cluster vlan-probe status

Cluster VLAN Probe Status

Type IPv4 Address REQ-SENT REQ-FAIL ACK-SENT ACK-FAIL REQ-RCVD ACK-RCVD VLAN_FAIL CONN-TYPE START/ST
oP

peer 10.2.10.12 54 0 7 0 7 9 0 L2Conn 3/ 3

B SnEITEESZEERFRY MD f=les EEERFARI UAC, S-UAC FIElgEER



£24A0 labX-md1 =588 £, EEMBLIZIEFIEEEA UAC IRBFER
(labX-md1) [MDC] #show aaa cluster essid-all users

Active Users for ESSID : aruba-test

105 50:a7:2b:5b:25:17 192.168.100.1 10.2.10.11 10.2.10.12

FER labX-md 1 #4E L, BEFTELIZEHEIER S-UAC RFIEE

(labX-md1) [MDC] #show aaa cluster essid-all users standby

Dormant Users

ESSID BUCKET MAC IP Active UAC Standby UAC

aruba-test 160 7c:01:91:a8:a2:aa 192.168.100.2 10.2.10.12 10.2.10.11

£330 labX-md1 =Hlgs £, 5278 AR/ BUCKET ID, FAILAT %P RIER
UAC #0 S-UAC BIFTRIEZ,
(labX-md1) [MDC] #show sapm-bucketmap

SAPM Bucketmap

Essid aruba-ap

Status Bucketmap not published
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Essid aruba-test
Generation Number 3

Read Timestamp Sat Mar 28 17:44:54 2020 (12m:53s ago)

Stats GSM_ADD events=2 GSM Lookups=1 Deletes=0
UACO 10.2.10.12  (00)
UAC 1 10.2.10.11  (01)

Active Map [0-31] 0001 0001 00 010001 000100010001000100010001000100010001 000100010001
Active Map [32-63] 0001 000100010001 000100010001000100010001000100010001000100 010001
Active Map [64-95] 00010001 00010001 00010001 00010001000100010001000100010001000100O01

Active Map [96-127] 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01

Active Map [128-159] 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 0
1

Active Map [160-191] 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 O
1

Active Map [192-223] 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 O
1

Active Map [224-255] 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 01 00 O
1

Essid high-density-ssid

Status Bucketmap not published
Essid yang-test

Status Bucketmap not published
Num ESSIDs:4

LAMREATUETREN AP 28 1FFE BUCKET ID, #alLA T #HZFAEFRIISE
UAC #0 S-UAC RS RIX .

(labX-md1) [MDC] #show ap remote debug bucketmap sapd ap-name LAB2-AP1
aruvba
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Bucket map for essid aruba-test (Rcvd at Sat Mar 28 17:45:15 2020 [15m:22s ago]);gen_num=3

ltem Value

Essid aruba-test

UACO 10.2.10.12

UAC1 10.2.10.11

Active Map [0-31] 00010001 000100010001000100010001000100010001000100010001000100
01

Active Map [32-63] 0001 000100010001 00010001000100010001000100010001000100010001 00
01

Active Map [64-95] 00010001 00010001 0001000100010001000100010001000100010001000100
01

Active Map [96-127] 00010001 00010001000100010001000100010001000100010001000100010
0 01

Active Map [128-159] 00010001 00010001000100010001000100010001000100010001000100010
001

Active Map [160-191] 0001 000100010001000100010001000100010001000100010001000100010
001

Active Map [192-223] 00 0100010001 0001000100010001000100010001000100010001000100010
001

Active Map [224-255] 00 0100010001 0001000100010001000100010001000100010001000100010
001

Standby Map [0-31] 0100010001000100010001000100010001000100010001000100010001000
100

Standby Map [32-63] 0100010001000100010001000100010001000100010001000100010001000
100

Standby Map [64-95] 0100010001000100010001000100010001000100010001000100010001000
100

aruba
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Standby Map [96-127] 0100010001 00010001000100010001000100010001000100010001000100
0100

Standby Map [128-159] 010001 000100010001000100010001000100010001000100010001000100
0100

Standby Map [160-191] 010001 000100010001000100010001000100010001000100010001000100
0100

Standby Map [192-223] 010001 000100010001000100010001000100010001000100010001000100
0100

Standby Map [224-255] 010001 000100010001000100010001000100010001000100010001000100
0100

L2 Connectedness [0-31] 1111111111111 1111111111111111111
L2 Connectedness [32-63] 1111111111111 1111111111111111111
L2 Connectedness [64-95] 1111111111111 1111111111111111111
L2 Connectedness [96-127] 1111111111111 1111111111111111111
L2 Connectedness [128-159] 111111111111 11111111111111111111
L2 Connectedness [160-191] 1111111111111 1111111111111111111
L2 Connectedness [192-223] 1111111111111 1111111111111111111

L2 Connectedness [224-255] 111111111111 11111111111111111111

EERPIYEA— MD $z#88 £, TTLAR7R AP 0 Client TEEEFIEA MD BRI EE
W (BT lab 3BT AP 70 Client I2BR, (U2
(labX-md1) [MDC] #show lc-cluster load distribution ap
Cluster Load Distribution for APs

Type IPv4 Address Active APs  Standby APs
self 10.2.10.11 0 1

peer 10.2.10.12 1 0

Total: Active APs 1 Standby APs 1

aruvba
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(labX-md1) [MDC] #show Ic-cluster load distribution client

Cluster Load Distribution for Clients

Type IPv4 Address Active Clients Standby Clients

self  10.2.10.11 0 1
peer 10.2.10.12 1 0

Total: Active Clients 1 Standby Clients 1

E124 MfAIEE MM 1 MD =588 A LRI R BRI B R RS R E.

(labX-md1) [MDC] #show boot history

Reboot History Table

No Description User Role IP Timestamp

1 Reboot Cause: Power Cycle (Intent:cause: 0:0) system - - Tue Mar 24 12:56:13 2020

2 Reboot Cause: User reboot (Intent:cause: 86:50) system - - Tue Mar 24 13:00:47 2020

3 Controller Reboot initiated. seamless-logon-w standard 10.2.50.11 Tue Mar 24 13:50:40 2020
4 Reboot Cause: User reboot (Intent:cause: 86:50) system - - Tue Mar 24 13:54:26 2020

5 Reboot Cause: Halt reboot (Intent:cause: 86:50) system - - Wed Mar 25 10:09:54 2020

Thu Mar 26 08:49:19 2020

6 Reboot Cause: Halt reboot (Intent:cause: 86:50) system
7 Reboot Cause: Halt reboot (Intent:cause: 86:50) system - - Fri Mar 27 08:38:54 2020

Sat Mar 28 09:55:26 2020

8 Reboot Cause: Halt reboot (Intent:cause: 86:50) system

9 Reboot Cause: Halt reboot (Intent:cause: 86:50) system - - Sun Mar 29 12:44:55 2020

NSRRI SRR AR

(xx) #show boot history
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Reboot History Table

No Description User Role IP Timestamp

1 Reboot Cause: User reboot (Intent:cause:register 78:86:0)  admin root 101.225.89.0 Sat Oct 3 08:41:20 2015 --
-BIRRE telnet/ssh & AC

2 Reboot Cause: Power Failure (Intent:cause:register ee:ee:0) admin root 101.225.89.0 Mon Dec 7 09:10:12 2015
---FE R

3 Controller Reboot initiated from Web-UI. admin root 192.168.89.90 Mon Dec 7 09:17:40 2015 ---&
XA web Ul (http RI5388) EE AC

4 Reboot Cause: User reboot (Intent:cause:register 78:86:0) admin root 101.225.89.0 Mon Dec 7 09:20:05 2015

5 Reboot Cause: License expired (Intent:cause:register bc:86:0) admin root 101.225.89.0 Sat Dec 26 00:03:17 2015
—--IENEH, EHIEER

6 Reboot Cause: Power Failure (Intent:cause:register ee:ee:0) admin root 101.225.89.0 Thu Feb 18 08:52:26 2016
7 Reboot Cause: Power Failure (Intent:cause:register ee:ee:0) admin root 101.225.89.0 Thu Feb 25 19:31:13 2016

8 Controller Reboot initiated. admin root serial-console Thu Feb 25 20:16:08 2016 --EIE&R&ET
console EBO&EF AC (iR EEEHNBINERIE)

9 Reboot Cause: User reboot (Intent:cause:register 78:86:0)  admin root 101.225.89.0 Thu Feb 25 20:18:28 2016
10 Reboot Cause: User reboot (Intent:cause:register 78:86:0)  admin root 101.225.89.0 Thu Feb 25 20:23:12 2016
11 Controller Reboot initiated. admin root serial-console Fri Feb 26 01:59:46 2016

12 Reboot Cause: User reboot (Intent:cause:register 78:86:0)  admin root 101.225.89.0  Fri Feb 26 02:02:06 2016
13 Reboot Cause: Power Failure (Intent:cause:register ee:ee:0) admin root 101.225.89.0 Fri Feb 26 09:44:36 2016
14 Reboot Cause: Power Failure (Intent:cause:register ee:ee:0) admin root 101.225.89.0 Mon Feb 29 09:22:25 2016
15 Controller Reboot initiated. admin root serial-console Mon Feb 29 09:30:20 2016

16 Reboot Cause: User reboot (Intent:cause:register 78:86:0)  admin root 101.225.89.0 Mon Feb 29 09:32:42 2016
17 Reboot Cause: User reboot (Intent:cause:register 78:86:0)  admin root 101.225.89.0 Mon Feb 29 09:41:18 2016
18 Controller Reboot initiated. admin root serial-console Mon Feb 29 09:45:50 2016

19 Reboot Cause: User reboot (Intent:cause:register 78:86:0)  admin root 101.225.89.0 Mon Feb 29 09:48:08 2016

20 Controller Reboot initiated. admin root 192.168.89.6 Wed Apr 20 16:06:45 2016
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21 Reboot Cause: User reboot (Intent:cause:register 78:86:0) admin root 101.225.89.0 Wed Apr 20 16:09:06 2016
22 Upgrade to 6.4.3.7 53990 on partition 0 Successful. admin root 192.168.89.6 Wed Apr 20 18:38:36 2016 --
-FHREHRRERIER AC

23 Controller Reboot initiated. admin root 192.168.89.6 Wed Apr 20 18:39:20 2016

24 Reboot Cause: User reboot (Intent:cause:register 78:86:0)  admin root 101.225.89.0 Wed Apr 20 18:42:05 2016
25 Controller Reboot initiated. admin root 192.168.89.6 Thu Apr 28 16:27:57 2016

26 Reboot Cause: User reboot (Intent:cause:register 78:86:0)  admin root 101.225.89.0 Thu Apr 28 16:30:19 2016
27 Controller Reboot initiated from Web-UI. admin root 192.168.89.60 Tue Jun 28 16:02:21 2016

28 Reboot Cause: User reboot (Intent:cause:register 78:86:0) admin root 101.225.89.0 Tue Jun 28 16:04:45 2016
29 Controller Reboot initiated from Web-UI. admin root 116.238.201.168 SunJul 3 15:45:53 2016

30 Reboot Cause: User reboot (Intent:cause:register 78:86:0)  admin root 101.225.89.0 Sun Jul 3 15:48:17 2016
31 Controller Reboot initiated. admin root 192.168.89.6 Wed Jul 13 13:29:31 2016

32 Reboot Cause: User reboot (Intent:cause:register 78:86:0)  admin root 101.225.89.0 Wed Jul 13 13:31:53 2016
33 Reboot Cause: Power Failure (Intent:cause:register ee:ee:0) admin root 101.225.89.0 Tue Aug 30 12:27:32 2016
34 Reboot Cause: Power Failure (Intent:cause:register ee:ee:0) admin root 101.225.89.0 Tue Sep 13 13:35:38 2016
35 Reboot Cause: Power Failure (Intent:cause:register ee:ee:0) admin root 101.225.89.0 Thu Sep 22 17:40:15 2016
36 Reboot Cause: Power Failure (Intent:cause:register ee:ee:0) admin root 101.225.89.0 Sat Oct 8 07:22:37 2016
37 Controller Reboot initiated. admin root 192.168.89.147 Sat Oct 8 07:43:55 2016

38 Reboot Cause: User reboot (Intent:cause:register 78:86:0) admin root 101.225.89.0 Sat Oct 8 07:46:15 2016
39 Upgrade through Web-Ul to 6.4.3.7 on partition 1 Successful. admin root 101.85.46.174 Wed Oct 26 18:24:54 20
16

40 Controller Reboot initiated from Web-UI. admin root 101.85.46.174 Wed Oct 26 21:25:30 2016

41 Reboot Cause: User reboot (Intent:cause:register 78:86:0)  admin root 101.225.89.0 Wed Oct 26 21:28:15 2016
42 Controller Reboot initiated. admin root 192.168.89.9 Tue Nov 1 12:34:01 2016

43 Reboot Cause: User reboot (Intent:cause:register 78:86:0)  admin root 101.225.89.0 Tue Nov 1 12:36:19 2016
44 Upgrade through Web-Ul to 6.4.4.10 on partition 0 Successful. admin root 192.168.89.11 Wed Nov 2 19:17:54 2
016

45 Controller Reboot initiated from Web-UI. admin root 192.168.89.32 Sat Nov 5 08:50:23 2016
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46 Reboot Cause: User reboot (Intent:cause:register 78:86:0)  admin root 101.225.89.0 Sat Nov 5 08:53:03 2016

47 Upgrade through Web-Ul to 6.4.3.10 on partition 1 Successful. admin root 192.168.89.32 Sat Nov 5 09:22:45 20
16

48 Upgrade through Web-Ul to 6.4.3.10 on partition 1 Successful. admin root 192.168.89.32 Tue Nov 8 10:48:50 20
16

49 Controller Reboot initiated from Web-UI. admin root 218.3.164.126 Thu Nov 10 20:02:37 2016

50 Reboot Cause: User reboot (Intent:cause:register 78:86:0)  admin root 101.225.89.0 Thu Nov 10 20:05:19 2016

132 IMITEE MM # MD =hl2srY_EBR (iR a & S RENE S IER.

FTEMATEAEERM error §] CRC IR, LELIHAZEAERE TRUSTED.
(labX-md1) [MDC] #show interface gigabitethernet 0/0/0
GE 0/0/0 is up, line protocol is up
Hardware is 10 Gigabit Ethernet, address is 00:0C:29:82:71:B4 (bia 00:0C:29:82:71:B4)
Description: GE0/0/0
Encapsulation ARPA, loopback not set
speed (10 Gbps)
MTU 1500 bytes, BW is 10000 Mbit
Last clearing of "show interface" counters 0 day 4 hr 22 min 7 sec
link status last changed 0 day 4 hr 19 min 23 sec
464046 packets input, 85441353 bytes
Received 24634 broadcasts, 0 runts, 0 giants, 0 throttles
0 input error bytes, 0 CRC, 0 frame
24634 multicast, 439412 unicast
395875 packets output, 73945263 bytes
0 output errors bytes, 0 deferred
0 collisions, 0 late collisions, O throttles

This port is TRUSTED

aruvba
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(labX-md1) [MDC] #show port stats

Port Statistics

Port  Packetsin PacketsOut Bytesin BytesOut InputErrorBytes OutputErrorBytes CRCErrors RxNoMbuf

GE 0/0/0 471316 402390 86697700 75104826 0 0 0 0
GE0/0/1 O 0 0 0 0 0 0 0
GE0/0/2 O 0 0 0 0 0 0 0

B4 an{ajEEE MD $=4%I28F0 Radius RS EEZ BIIEBINERIER.

(labX-md1) [MDC] #show aaa authentication-server all

Auth Server Table

Name  Type FQDN IPaddr AuthPort AcctPort Status Requests

Internal Local n/a 10.2.50.11 n/a n/a Enabled 0

clearpass Radius none 10.0.50.41 1812 1813  Enabled 13

SXFH aaa test-server AJLUNIHANSME Radius Z[EBIEE1ER

(labX-md1) [MDC] #aaa test-server mschapv2 labX-cppm labXuser labXuser

Authentication Successful

BILAGITME Radius ARSSESAIFIIMMAATE) (B ms, BEENE(ET 100ms AxfE, FHE Tmout ERROZIFELENNAY)
(labX-md1) [MDC] #show aaa authentication-server radius statistics

RADIUS Server Statistics
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Server Acct Rq Raw Rq PAP Rq CHAP Rq MSCHAP Rq MSCHAPv2 Rq Mismatch Rsp Bad Auth Acc Rej Acct Rsp
Chal Ukn Rsp Tmout AvgRspTm Tot Rq Tot Rsp Rd Err Outstanding Auths Outstanding Requests Acc-RTTS Rg Acc
-RTTS Rsp ExpAuthTm Uptime SEQ

clearpass 0 22 0 0 0 12 0 0 6 8 0 20 0 2 1781 34 34
0 0 0 0 0 57 0:8:43 255/255

*AvgRspTm is in msec, Uptime is in d:h:m, SEQ is in Total/Free
Orphaned requests = 0

*ExpAuthTm is in msec and is different from AvgRspTm. ExpAuthTm is a moving average of auth server response time a
nd is used in load balancing if enabled in server group in which this auth server is a part of

2.7 BEBEETRIAR TAC

15 HESEEXAER

1) BERREEN IS ARG RN LE?
MBI L, ATRESIZRERILN-RAVIRENIEFA X
=S K b, AJRESTEMFAIMEMNEESEX
2) RERREER MERIAREXIE?
----- HEMEA, DTS EXIER RF E558F, RF BLOTFHIMER AP (IMEESFESHEX
----- FEKE, FTRESEEMMMENNEESEX
3) BERKER 24G i8R 2.4G #1 5G ERF(EER?
----- YNER 2.4G AF, T 5G IERE, NRATRERSHRTHERE
----- YNER 2.4G 71 5G #AIER, AIReS&MFIMESMNNEESEX
4) BERKREFERARAF?
----- AJ8e5 Radius IAIEAFEEX

5) RERBEMNAZEIRE, HEitthAREIER?
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----- AJRER ACL, EREERSSRMERERX

6) EERMTHFENEREME (WERALNSIER) ?
----- AJRESHXESE A SRS AR ERER X

7) MEFINARERIBTAZEN?
----- ESLRBRRIESFIN FRRIZEM, BT IRIEE S

B4 EMBIMRERAIER

1) MBI EERM?
----- Fotizhlgetl AP UBLS, RA, LARSRIREERS. TEAMRES. KahAEFER

----- RAHEITFARIRSIRING, FIINMRBFEIRE] Aruba LI HIRE < [AIRIFTE MEIRERIEMEIMIEXRIRE BMES,
TRBBEIRERY IP HEAER: KR ORS

2) FBF VLAN tnfajzg4s, FAF IP sibgn{ajskEx?

————— L2 user vlan, L3 uservlan, internal DHCP Server, external DHCP server
3) WANSTLRAFPHTANEN, AFRNEERAERISEEIER?

————— CP auth, MAC auth, 802.1xauth (EAP J5i%) 2EIREIEH

————— internal DB, external LDAP, external Radius E&IFET{E

————— role —based policy
4) REPIFERRFRALAE?

————— Data access, Voice (Skype or Zoom), Video (Multicast or unicast)
5) T hIRR SR EMBIEERRIER?

----- MI=HIEE ping MK, MREEIER
6) Radius fRSSEREAREEBIERTIF?

————— FA" aaa test-server mschap2 <radius-server> <username> <password>" iz Radius I\IERBIEE, F7E Radius

RS EMEABNAIHEER

7) DNS/DHCP fRS5=s 2R REHIER T1F?
----- BiEHRRE%RORE AR VLAN, EEEICABN, WRERALEAS IP it
----- 1§ AP (B CIEREICAEBIN, MRESTLIAS IP ithit

8) AP i RIEHIERAR TTEd=hlas 5oLk AP Z IR BBITIER?
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---- 1B IERIEE B I ALIE IR 5L AP ZIEET LA in O/ TBEERFFRXEim ) :
FTP (TCP port 21)
TFTP (UDP port 69)
NTP (UDP port 123)
SYSLOG (UDP port 514)
PAPI (UDP port 8211, UDP 8209 for CPSec)
TCP 21/22 (FTP)
GRE (protocol 47)

UDP 4500 (IAP-VPN %0 RAP)

9) RIEENMEINEFITAZINE I NTEEREERERE.
----TBSCHEIASRT Aruba TEMSRIEHMEXEERRATEE? MRE, BANRESRISSSHEMA?

----TBSHA SRR TS A RAIE LM (OB, BN, BEF) |, AERS::, PAIESFHOMXIRSE, D
HCP f5528, DNS IRSB3#:%5, RIEEEHUXERIFAIEIE?

3L AR IEAT MM #1 MD =528 LRI Crash (52, BIIZETREESRLRITERFT
RIXEERIREASG, FHFERHE flash (W, EEBEY ftp MHUEiZ Crash K€
WEAMEBEN L, ETOIEER, FURESUSARLEE Aruba TAC i—E o FIatE.

YNERAIAE mm 8E md ZHIBRRET crash EREEERMBRFEHE, FEENRIHPRET, BATTLAZIEXEHIRS L/RMR tar crash
BRI EERRIRTTK.

BRERREIEFIEEEEIRE T NTP Server 5E 7RI Clock RHEFZIERRY (WNRAER, BEHItRNENES) .
ISR IEHRIC RIARRSE — IR R ERIR B _A0 R B AT AR RIRRF AR A,

WRBEHNE, BRURNIRE—S syslog server RLhElSIEFRRIEHIZSHY syslog HE, &F TAC B9,

(LabX-MM-1) [mynode] #show switches debug
All Switches

IP Address MAC Name Nodepath Type Model Version Status Uptime Crashinfo Config Sync
Time (sec)
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10.2.50.11 00:0c:29:ab:5a:bd LabX-MM-1 /mm/mynode master ArubaMM-VA 8.6.0.3 74788 up  0d Oh 8m no
0

10.2.10.12 00:0c:29:ea:9a:d9 labX-md2 /md/labX MD  ArubaMC-VA 8.6.0.3 74788 up  0d Oh 9m no 0

10.2.10.11 00:0c:29:82:71:b4 labX-md1 /md/labX MD  ArubaMC-VA 8.6.0.3 74788 up  0d Oh 9m no 0

SNRAIAE mm & md ZBFIBSRET crash (R, HITTLIZISERFIES Lk tar crash
(labX-md1) [MDC] #tar crash

-rw-r--r-- 1root root 6710 Jan 5 05:38 AUDITTRAIL-HISTORY.log
-rw-r--r-- 1root root 23006710 Jan 5 05:38 crash.tar (Bzh4ERKL crash 3, FHREIFEAUEAY flash 1)
-rw-r--r-- 1 root root 58 Jan 11 04:24 crash.tar md5sum.txt

-rw-r--r-- 1 root root 86928 Jan 11 04:40 default.cfg

-rw-r--r-- 1root root 9007 Jun 27 2013 default.cfg.2013-06-27 22-11-20
-rw-r--r-- 1 root root 9275 Jun 28 2013 default.cfg.2013-06-28 06-23-34
-rw-r--r-- 1 root root 9339 Mar 18 2014 default.cfg.2014-03-18_05-56-38
drwxr-xr-x 4 root root 1024 Jan 5 05:41 fieldCerts

-rw-r--r-- 2 root root 79031 Apr 25 2017 original.cfg

drwx------ 2 root root 1024 Nov 29 2016 tpm

(labX-md1) [MDC] #copy flash: crash.tar ftp: 1.1.1.1 admin 123456 (EA1i&ET copy &%, 15 crash EEHIHFREA M
BB, AAEEAR TAC DTRbIE)

LERYERE, REFESE mm ZHlss L

FEAL R IEAT MM 71 MD =528 &IV Crash (EESHEHIUSESE, HIIRNFZETR
BEER, MPKBEFESTET logs ERIREFEANMY, AEERM flash (NEH, EEFEBEY
ftp G Crash SUHEMBIAEBIN L, EToANEE, HLUSIZSU4%LE Aruba
TAC fiH—C D HTFNALIE,

NRAEIE mm FE md I=HIBERLET crash (EREEHMFELEE, ARERAHIRET, FHATATLAZIEREHIEE ER MR tar logs t
ech-support , JFRMREREIREERRISRTTK.
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BT RERREIHEHIZEEIRE T NTP Server 5 Z& H71RY Clock RIEIFRRERRY (NRAFEH, BEHTHERRENER) .
SIS IRICRIE S R R £ 8 AR R R RR I AREA.

WREEMANE, BRUENIRE—S syslog server RhlaiEFfliRIEHIESAY syslog HE, &F TAC B9,

(LabX-MM-1) [mynode] #tar logs tech-support

(LabX-MM-1) [mynode] #dir

-rw-r--r-- 1 root root 68737 Mar 28 00:45 AUDITTRAIL-HISTORY.log

-rw-r--r-- 1root root 37529 Mar 28 00:45 AUDITTRAIL-LOGIN_OUT-HISTORY.log
-rw-r--r-- 1root root 152 Mar 28 11:59 blimits

-rw-r--r-- 1 root root 40 Mar 24 13:28 bmap

-rw-r--r-- 1 root root 46384 Mar 27 09:22 configbackup.tar.gz

-rw-r--r-- 1 root root 24532 Mar 24 13:54 default.cfg

-rw-r--r-- 1 root root 46384 Mar 27 09:23 default.tar.gz

drwxr-xr-x 4 root root 4096 Mar 24 13:08 fieldCerts

-rw-r--r-- 1 root root 12521 Jan 8 10:59 license-backup-2020

-rw-r--r-- 1 root root 12604 Mar 24 15:33 license-mynode.lic

-rw-r--r-- 1root root 31127 Mar 24 15:40 localdb

-[W--=----~ 1root root 15555619 Mar 28 13:28 logs.tar.7z  (RZFBENER T1ZBEXES)
-rw-r--r-- 1root root 18 Mar 28 09:57 mac_addr.cfg

-rw-r--r-- 1 root root 47500 Mar 27 09:12 reboot_config_backup.tar.gz
drwxr-xr-x 2 root root 4096 Mar 24 13:10 upgrade-2020-03-24 13-10-02

-rw-r--r-- 1root root 51746 Mar 24 12:57 upgrade_config _backup 8.4.0.5 to 8.6.0.3 2020-03-24-12 57 14.tar.g
z

-rw-r--r-- 1 root root 5 Mar 24 13:50 vclock.time

-rw-r--r-- 1root root 30575 Mar 25 21:35 wms

(LabX-MM-1) [mynode] #copy flash: logs.tar.7z ftp: 1.1.1.1 admin 123456 (A& copy @<, 15 logs 4HEHIHKR|
AR, AEBAR TAC DHTRbIE)
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LEAYERE, REESHE md ZHlss L

B5L MRAMAEEIFER R L, BEEIUTRIEXERFEIRERS Aruba TAC it—E 01
FMALIE,

1ERHERIRSENFIES. BS. BMERRRE, SERSEEMUFTANT.,
2 ISIRMABIRIRELLMRAIFEIERS. BS. KaHHER. EESH.
1) Windows 7 LA E&%E
a) i517 CMD, {#EF"netsh wlan show drivers"§5$
b) iz1T CMD, f&F3"netsh wlan show interfaces"#<
2) MacOS
a) IR mdEi&iE " option "1 Wi-Fi BlfR
b) i%#%"Open Wireless Diagnostics”
) ML Window", FH%HE" Utilities"
d) =& "Logging"El#R
e) BEFE"Wi-Fi", "EAPOL", "DHCP", "DNS" F it "Collect Logs".
f) ¥ =mE LR EMEEG A% Aruba TAC
3) Linux &%
a) FEaR HATHEM " Ismod" 8<%, I module name IRE—MERER
b) TS 1TH#EA "modinfo <module name>"
3. AR HEEMEFZIE TR mHINFAN 802.11 R ER.
1) logging user-debug <client mac address> subcat level debugging
2) show logging level verbose
3) show ap debug mgmt-frames client-mac <client mac address>
4) show log user-debug all | include <client mac address>
5) show log user all | include <client mac address>
HRIEEF T user-debug BEE, ICE—EEXAE logging IRE, XEIFREEERT
no logging user-debug <client mac address> subcat level debugging
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6) show auth-tracebuf mac <client mac address>
7) packet-capture destination local-filesystem
packet-capture datapath mac <client mac address>

packet-capture copy-to-flash datapath-pcap

Fox MRAMEAEETE AP £, BIEELITHIBXERNRIRLEE Aruba TAC HiIA—E 01
AOLLIE,

Show profle-errors  (BEEXFIREEMEAIR)

show ap tech-support ap-name <ap name> (IBE/MKE=RIZBSITITER)

show ap debug system-status ap-name <ap name>

show ap debug radio-status ap-name <ap name> radio 0 advanced (5G 3R FALIBERREIERE HEWZFIEIERE)
show ap debug radio-status ap-name <ap name> radio 1 advanced (2.4G SRERATIABEARIER HZKZINEIEIRE)

BEMARE, TLRRBEXTIEHTNE
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