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(LabX-MM -1) [md] #show configuration node -hierarchy
Default -node is not configured. Autopark is disabled.

Configuration node hierarchy

Config Node Type Name

/ System
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/md System
/md/ labX Group
/md/ 1abX/00:0c:29:82:71:b4 Device labX-md1l
/md/ labX/00:0c:29:ea:9a:d9 Device labX-md2
/mm System

/mm/mynode System

PMMi ®wil~E JAv §° nt Y default boot

(LabX-MM -1) [mynode] (config) #show image version

Partition : 0:0 (/mnt/diskl)

Software Version : ArubaOSs 8.4.0.5 (Digitally Signed SHA1/SHA256

Build number 172830

Label : 72830

Built on : Tue Oct 22 08:43:27 UTC 2019
Partition :0:1 (/mnt/disk2)  **Default boot**

Software Version : ArubaOSs 8.6.0.3 (Digitally Signed SHA1/SHA256

Build number 174788
Label . 74788
Built on : Fri Mar 20 11:07:28 UTC 2020
pMMi  ®il~E ¢y ®MDIi +w*p TV
MMi +# Tv =MD 7 wal Et ¢EMMVv

&b mmi 851 mdi 8271 j @1 j & MMH: MDGv

(LabX-MM -1) [mynode] #show switches

All Switches

33Ul o,
A @ 2 MDe HT j

Y AubaOS 8

“"E " p O8I A v

- Production Build)

- Production Build)
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IP Address IPv6 Address Name Location Type Model Version Status Configuration State Config Sy
nc Time (sec) Config ID

10.2.50.11 None LabX-MM -1 Buildingl.floorl master ArubaMM  -VA 8.6.0.3 74788 up UPDATE SUCCESSFUL
0 46
10.2.10.12 None labX-md2 Buildingl.floort MD  ArubaMC  -VA 8.6.0.3 74788 up UPDATE SUCCESSFUL
10 46
10.2.10.11 None labX-md1 Buildingl.floor 1 MD  ArubaMC -VA 8.6.0.3 74788 up UPDATE SUCCESSFUL
8 46
aC) @ . MDConnect ¥J MDi ~+ i show image versiont ! ~ b A" N

(labX-md1) [MDC] #show image version

Partition : 0:0 (/mnt/disk1) **Default boot**

Software Version : ArubaOSs 8.6.0.3 (Digitally Signed SHA1/SHA256 - Production Build)
Build number 174788

Label : 74788

Built on : Fri Mar 20 14:07:12 UTC 2020

Partition : 0:1 (/mnt/disk2)

Software Version : ArubaOSs 8.6.0.3 (Digitally Signed SHA1/SHA256 - Production Build)
Build number 1 74788

Label : 74788

Built on : Fri Mar 20 14:07:12 UTC 2020

aruba
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(labX-md2) [MDC] #show image version

Partition : 0:0 (/mnt/diskl) **Default boot**

Software Version : ArubaOS 8 .6.0.3 (Digitally Signed SHA1/SHA256 - Production Build)

Build number 1 74788

Label : 74788

Built on : Fri Mar 20 14:07:12 UTC 2020

Partition : 0:1 (/mnt/disk2)

Software Version : ArubaOS 8.6.0.3 (Digitally Signed SHA1/SHA256 - Production Build)
Build number : 74788

Label : 74788

Built on : Fri Mar 20 14:07:12 UTC 2020

¢ ¥ JepgMMi i @ /mm/mynode it ¥ Jo! 11 pMDi @ Hi
¥ Jitw J T KxMMi +ap AMD®E MDi k KE  Dp Jo! T

(LabX-MM -1) [mynode] #backup config
Please wait while we take the config backup.......
File configbackup.tar.gz created successfully on flash.

Please copy it out of the cont  roller and delete it when done.
t ¥a 1 pMMi = v B /mm/mynode i ! ¥AOQpd& o

(LabX-MM -1) [mynode] #license export license -mynode.lic

Successfully exported 5 licenses from the license database to license -mynode.lic
(LabX-MM -1) [mynode] #dir

-rw-r--r-- 1root root 7323 Mar 24 13:52 AUDITTRAIL  -HISTORY.log

-rw-r--r-- 1root root 37108 Mar 24 13:52 AUDITTRAIL  -LOGIN_OUT-HISTORY.log

-rw-r--r-- 1lroot root 152 Mar 24 13:58 blimits

aruvba
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-rw-r--r-- 1 root root 40 Mar 24 13:28 bmap
-rw-r--r-- 1root root 40298 Mar 24 15:25 configbackup.tar.gz
-rw-r--r-- 1lroot root 24532 Mar 24 13:54 default.cfg
drwxr -xr-x 4 root  root 4096 Mar 24 13:08 fieldCerts
-rw-r--r-- 1root root 12521 Jan 8 10:59 license  -backup -2020
-rw-r--r-- 1lroot root 12604 Mar 24 15:33 license -mynode.lic
-rw-r--r-- 1root root 18 Mar 24 13:54 mac_addr.cfg
-rw-r--r-- 1root root 39868 Mar 24 13:51 reboot_config_backup.tar.gz
drwxr -xr-x 2 root root 4096 Mar 24 13:10 upgrade -2020-03-24_13-10-02
-rw-r--r-- 1root root 51746 Mar 24 12:57 upgrade_config_backup_8.4.0.5_to_8.6.0.3_2020
z
-rw-r--r-- 1lroot root 5 Mar 24 13:50 vclock.time
O« 1 (Kt p /mm/mynode i Qo)

(LabX-MM -1) [mynode] #restore config

~

O¢ & (Kt p /mm/mynode e Geol)

(LabX-MM -1) [mynode] #license import license -mynode.lic

-03-24-12_57_14.tar.g

FYEt @PL " i1 i Ah_ 70 *| h X Remote AP = IAP©@ Y i u1 Re h 7T JjjJ @iinternaldb AT ‘A

01

3 Ht ¥

HORAP ® p = internaldb "‘Q Qi t ¥ internal db 'QQ

(LabX-MM -1) [mynode] #local -userdb export localdb

Successfully exported 0 users and 1 CPSec Whitelist 0 RAP whitelist entries from the Internal User Database to localdb

(LabX-MM -1) [mynode] #dir

-rw-r--r-- 1 root

=[W=lr== == 1 root

-rw-r--r-- 1 root

=[W=lr== == 1 root

root

root

root

root

7323 Mar 24 13:52 AUDITTRAIL  -HISTORY.log
37108 Mar 24 13:52 AUDITTRAIL  -LOGIN_OUT-HISTORY.log
152 Mar 24  13:58 blimits

40 Mar 24 13:28 bmap

aruba
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-rw-r--r-- 1lroot root 40298 Mar 24 15:25 configbackup.tar.gz
-rw-r--r-- 1root root 24532 Mar 24 13:54 default.cfg

drwxr -xr-x 4 root root 4096 Mar 24 13:08 fieldCerts

-rw-r--r-- 1root root 12521 Jan 8 10:59 license  -backup -2020
-rw-r--r-- 1root root 12604 Mar 24 15:33 license  -mynode.lic
-rw-r--r-- 1lroot root 31127 Mar 24 15:40  localdb

-rw-r--r-- 1root root 18 Mar 24 13:54 mac_addr.cfg

-rw-r--r-- 1root root 39868 Mar 24 13:51 reboot_config_backup.tar.gz

Y AubaOS 8

drwxr -xr-x 2 root root 4096 Mar 24 13:10 upgrade

-rw-r--r-- 1root root

z

-rw-r--r-- 1root root 5 Mar 24 13:50 vclock.time

M3t ¥ BQ0z & T

(LabX-MM -1) [mynode] #local -userdb import localdb

' "E V19 e pQQz1 XNA®

(LabX-MM -1) [mynode] #show whitelist -db rap

AP-entry Details

Name AP -Group AP -Name
Date -Added Enabled

51746 Mar 24 12:57 upgrade_config_backup_8.4.0.5_to_8.6.0.3_2020

-2020-03-24_13-10-02

-03-24-12_57_14.tar.g

(O]
Cu
¢
@]
—
>

Full -Name Authen -Username Revoke -Text AP_Authenticated Description
Remote -IP Remote -1Pv6 Cluster -InnerlP Cert -type

11:12:13:14:15:16 default 11:12:13:14:15:16
0 Yes 0.0.0.0 0.0.0.0 NA

AP Entries: 1

O¢ M1 @iy )~ e pQQze’ XNurm A

Provisioned Tue M ar 24 15:43:26 202

B R4
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(LabX-MM -1) [mynode] (config) #whitelist -db rap add mac -address 11:12:13:14:15:16 ap -group default

(LabX-MM -1) [mynode] (config) #whitelist -db rap add mac -address 11:12:13:14:15:1 7 ap-group default

1~ AGRp4 =" 41 BEAPQQz 3 U1 A% Ql ~  Jé 4 BEAPZ Ue = [ @y JT U
e GEAPL

(LabX-MM -1) [mynode] #show ap database long

AP Database

Name Group AP Type IP Address Status Flags Switch IP Standby IP Wired MAC Address Serial # Port
FQLN Outer IP User

LAB2-AP1 lab2-group 205 10.2.12.101 Up 2h:13m:37s 10.2.10.11 10.2.10.12 94:b4:0f:cc:4d:68 CM0219527
N/A  N/A

Flags: 1 = 802.1x authenticated AP use EAP -PEAP; 1+ =802.1x use EST; 1- = 802.1x use factory cert; 2 = Using IKE versi
on 2

B = Built -in AP; C = Cellular RAP; D = Dirty or no config

E = Regulatory Domain Mismatch; F = AP failed 802.1x authentication

G = No such group; | = Inactive; J = USB cert at AP; L = Unlicensed

M = Mesh node

N = Duplicate name; P = PPPoe AP; R = Remote AP; R - = Remote AP requires Auth;
S = Standby -mode AP; U = Unprovisioned; X = Maintenance Mode

Y = Mesh Recovery

¢ = CERT-based RAP; e = Custom EST cert; f = No Spectrum FFT support

i = Indoor; o = Outdoor; s = LACP striping; u = Custom -Cert RAP; z = Datazone A P
p =In deep -sleep status

4 = WiFi Uplink

r = Power Restricted; T = Thermal ShutDown

Total APs:1
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2) 3 Mobility

Upgrade
Y default boot
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€ Mobility Master > Lab2-MM-1
e Q
£ Mobility Master
£ Managed Network (2)
£ 1ab2 (2)
& lab2-md1

&3 lab2-md2

3)
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MOBILITY MASTER

R Managed Netowrk
E' y GEMD{

fryei

Dashboard
|Overwew
Infrastructure
Traffic Analysis
Services

Configuration

Maintenance

ArubaMM-VA8.6.0.3

MOBILITY MASTER

Master
Jip MMi
~ E c % p
Configuration
Diagnostics

Maintenance

|Sof[wa|e Management

Configuration Management

ArubaMM-VA

Et & BIMM v

-> LabX-MM -11 ¢~

->Dashboard -> Infrastructure b ,p°
GF

Aruba”

Ha GUI

PPKe AOSv  V8.6.0.x{ X

CONTROLLERS ~ ACCESS POINTS CLIENTS ALERTS
©:2 &2
CLIENTS =
Grouped by health ™ -
There is no client to display right now.
—> USAGE il (G
Show Tx & Rx _

Throughput (bps)
o

20049 2054

— Transmitted Received

Mo traffic in the last 15 minutes

T"E Vv " ni bA

B A v

CONTROLLERS ACCESS POINTS CLIENTS ALERTS
©2 A 2
Upgrade Reboot Boot Parameters Service Module Packages

Upgrade using. TFTP -»

Server IP address:

Image file name:

Partition to upgrade: @ Partition 0 Partition 1

Reboot controller after upgrade: (o]

‘n

"Y' ArubaOS 8

admin v

WLANS
Show WLANS with most clients v

There is no WLAN to display right now.

RADIOS
Grouped by channel quality ¥

There is no radio to display right now.

0 Maintenance ->Software Management b ,e’

cRV

p 8xi 1 f

admin v

®

<

About

Current Partition Usage
PARTITION 0
Partition 0:0¢/mnt/disk1)
\S’ggls\?/:nre érrggamo&%%gﬁfagmgua"y Signed SHA1/SHA256 -
Build Number 72830
Label 72830
Built On Tue Oct 22 08:43:27 UTC 2019

PARTITION 1 (DEFAULT BOOT)
0:1(/mnt/disk2)

ArubaOs 8.6.0.3 (Digitally Signed SHA1/SHA256 -
Production Build)

74788
74788
Fri Mar 20 11:07:28 UTC 2020

Tv 3U1 >, i 6CT 4
A @ < MDI j & H: MD 98

Controllers

B MM i Hi
G oiMM @ w

v

Tv =

aruvba
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MOBILITY MASTER
Lab2-MM-1

& & [oashboara_____|

£ Mobility Master
£ Lab2-MM-1
£ lab2 (2)
= lab2-md1

& lab2-md2

aruba

€ Managed Network >
&
£ Mobility Master
= Lab2-MM-1
£ Managed Network (2)
£ 1ab2 (2)
& lab2-md1

& lab2-md2

Overview
Traffic Analysis
Security
Services
Configuration

Maintenance

ArubaMM-VAB 603

MOBILITY MASTER
Lab2-MM-1

Dashboard
Overview
|Infrastructure
Traffic Analysis
Security
Services
Configuration

Maintenance

Aruba”

"Y' ArubaOS 8

CONTROLLERS ~ ACCESS POINTS CLIENTS ALERTS
@2 A2 admin v
&  search Qg
2 ACCESS DEVICES
[S=) CONTROLLERS &
Grouped by status v =2 Grouped by status v
.
2 ®up)
Controllers @ Dowin (0)
—

@NelwurkMap

WAN
Uplinks grouped by status ¥

There is no access point to display right now.

(=] CLUSTERS
Show clusters with highest AP load v

lab2—cluster W Adtive
W Standby
Free
o 3 s 7 0z
. . . . Access Ponlts.
There is no uplink to display right now.
1 cluster in total
CONTROLLERS ~ ACCESS POINTS CLIENTS ALERTS
©2 A2 admin v
&  Searc o
=
& @2 nin & Qw9 Do T e cm
Controllers = Yo i
NAME & STATUS HEALTH UPTIME SOFTWARE ACCESSPOIN..  CLIENTS
> lab2md! @ up ¥ Good 11h11m B 603 [ [
> lab2md2 @ up W8 Good 11h11m 6.03 [ [

4) 3 Managed Netowrk ->labX ->labx-md1 ->Dashboard -> Infrastructure b ,a' @°

MD i =+ B i

h
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QrUbQ Lab2-MM-1

€ Managed Network > lab2 > lab2-md1

& 8 oo ]

£ Mobility Master Overview
&3 Lab2-MM-1

€ Managed Network (2) Traffic Analysis
£ 1ab2(2) Services
Configuration

& lab2-md2

Maintenance

ArubaMM-VA8.6.0.3

MOBILITY MASTER

arubQ Labzwma

& Managed Network > lab2 > lab2-md1

EN Q  pashboard
£ Mobility Master Overview
3 Lab2-MM-1 | infrastructure

€ Managed Network (2) Traffic Analysis

£ labz(2) Services
& lab2-md1 Configuration
& lab2-md2 Maintenance

5 e T g,oilabX-md2

Page 17 of 171
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CONTROLLERS ~ ACCESS POINTS CLIENTS
©2

CONTROLLER
@ Show controller information

"Y' ArubaOS 8

ALERTS
A2

admin v

&  Search [N

@ ACCESS DEVICES
=) Groupedby status v

There is no access point to display right now.

‘ Network Map

Status Software

o 8.6.03_74788
Mogel
ArubaMC-VA

Health
1P address

Good mx 1021011

WAN

Uplinks grouped by status v

There is no uplink to display right now.

CONTROLLERS ACCESS POINTS CLIENTS
[O)]

=
=) O ccessvevices

& BT o

# 0 Uplinks

DETAILS

Harme Model

lab2-md1 ArubaMC-VA

1P address Boot partition

1021011 Aruba0Ss 8.6.0.3 74788
MAC address Backup partition
00:0c:29:8271:b4 Aruba0s 8.6.0.3 74788

PORTS
Hover a port for more deta

Ankt”

ALERTS
A2

admin v

@  search Q

Uptirne Group
11h18m lab2

Country Serial number
CN MC182714A

B2 up
B oovn

Al Admin
disabled
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MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS

aruba usszmm ©2 & 2 admin v

€ Managed Metwork > lab2 > lab2-md2 &  Search Q,

. Show controller information
£ Mobility Master Overview

3 Lab2-MM-1 Infrastructure

ACCESS DEVICES
Grouped by status v

i)

E> Managed Network (2) Traffic Analysis
Status Software
£ lab2 (2) Services Up @ 8.6.0.3_74788
Model
€3 lab2-md1 Configuration Heakth ArubaMC-VA
Maint Good mE 155
aintenance There is no access point to display right now.
@ Network Map
WAN

Uplinks grouped by status v

There is no uplink to display right now.

ArubaMM-VAE 603

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS

aruvba Lab2-MM-1 P 3 admin v

& Managed Network > lab2 > lab2-md2 &  search SN
(= Q
L3 Dashboard 2
= é G 1 controtier =2 Ol-:mslxmﬁ }ﬁ 0 Wplirks
£ Mobility Master Oveniew ————
DETAILS
S5 Lok |infrastructure Name Model Uptime Group
lab2-md2 ArubaMC-VA 11h22m lab2
£ Managed Network (2) Traffic Analysis
17 adoress 800t partivon Country Serial number
£ 13b2(2) Services 1021042 Aruba0S 86.0 3 74788 N MC2EASACF
& lab2-md1
Configuration MAC 300ress Backup partition
ArubaOS 86.0 3 74788
& lab2-md2 Maintenance 00:0c:29:ea:9a:d9 o
PORTS
Hover a port for more details.
Eup
B oown
Al Admin
disabled

6) ' Mobility Master ->LabX-MM -1 ->Maintenance ->Configuration Management b ,e°’
Backup Jrate@p MMi wit ¥ Jexkp MMi{ #®it¥ Jo!' 11 p MD

itY Jitrw J T XK MMi wag N MD G
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MOBILITY MASTER CONTROLLERS ~ ACCESS POINTS CLIENTS ALERTS @ admin v
arubQ ez
@2 ( &2
& Mobility Master > Lab2-MM-1 ]
& =) Configuration

Restore  Clear Configuration  Synchronize Database ~ WMS Database

E> Mobility Master Diagnostics

= Lab2-MM-1 Select what to backup Flash

£ Managed Network (2)

Software Management G) Information
£ lab2 (2) Configuration Management
This will back up the required contents of the configuration to confighackup tar gz
& lab2-md1
il Once the backup is complete, it can be copied elsewhere for safe-keeping.
& lab2-md2

7 ' Mobility Master ->Configuration >Licenseb , e~ License Usage JLY¥a 1k
PMMi Hit¥aOpa o' (FYX Efr "1 jifd =4 &8 &a7A1 4 2K

[E]

Fo-aw

T 1 cli@ishowlicense . X0 ~ 20 s©& a1a)

MOBILITY MASTER CONTROLLERS  ACCESS POINTS cLENTS ALERTS @  admin v
aruba  “Gezuw 2 &
€ Mobility Mastar &
=Y a I‘“""E“""“" ] License management Aruba Suppart Portsl ASP) asmal license server o manual
£ Mol Master
Roles & Policies
| Lcens Il.lmulmlmn'
@ Lab2MM- B e
Authentication AP PEF RF Protect ACR WeCC iA M MCVARW
& Managed Network (2) Services st Pl Wmiwee sweadtmemsr geGemen  mebmessce sl S
E5 labz (2) Interfaces || © siobal License pocl ! s o
@ lab2-md1 Controliers
for Global License Pool
& lab2.md2 System —
" rer 8 Protect Ak weace Vn m e
ense
F v v
Redundancy
scone Perap Per AP Perad Per Session peran PerSemion  PerDevie | PerDevice
Fooisize 048 2048 a8 o o o E 1000
Exgired Lcenses o [ o o o o o o
sctus poal sz 088 2048 2048 o o o = 1000
icanses Used v o 0 o o 0 2 0
Ucenses Remaining Awailable 048 2048 a8 o o o - 1000
Expired Expiring Licenses for Global Pool
Ky FeATURE count usto e EXFIRATION
TS rpprmnen.CY7 2 WRE Sk “w £ o el Ape 23 2020 ®
s S G2 BT MmNk verna E o Bl sprzm @
we ™ o el ez @
. ™ ) o ol Aprzaza =)
e - - 1008 o o spez3 @

ArubaMMYA 8503

8) O¢
" Mobility Master ->LabX-MM -1 ->Maintenance ->Configuration Management b ,e° Restore

J | O Configuration [ Restore.
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99 Ova & A Ve | ¥WA keyo! T 3 Mobilty Master->Configuration >Licenseb ,

" License Inventory v et +7Y | license

Page 20 of 171 aruvba

















































































































































































































































































































































































































































