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1 LAB RIMAIEIIRBERER

1.1 Lab BAEEN

KRlabFFEARBNITRRIE, P RBECEAruba MM, Controller, ClearPass/=gq, ¢5#]21&fAruba
ClearPass/=RHISERE ClearPass TIERIEFIEAIRIE, KXlabAEFEIE: BIE—NIRAPVAUEIRSS. Aruba
{=4l|2ee=pliClearPassSCEIMaciAiE. PortaASE. 802.1XIAE. Mac + Portal TTREAHAIE. B2 EEMAIL.
Tacacs+IAME. ClearPass Insighti®{E. ClearPassi\IEEAARUZHTILAR ClearPassEERHERE,

BigARIabiY%S], {RirizaextClearPass TIERIEGRT 7%, HEBBAEHIMIISTRArubalzHIZS SR
ClearPassSEME R TLEINILE. EiEClearPassIAEEAN QI BHIEIEHIE S X,

AiRlabFEE L ClearPassECE N E, BREAT P K& EIAruba ControllerfVEEE, EUIRRIIZXIAruba
Controller OS8RYECEBR—EHI T &,

1.2 Labig&ENR#Ah

6&Mobility Master (B4H18MM)
12&Mobility Controller (EH2EMC)
6EClearPass (&2H1ECPPM)
6EAirwave (BH1EAMP)
66Switch (BAH1E8EAIEN)
6%lAccess Point (B4H1E7AP)
6EXEEFin (BH1E814&E in)
6aB%E in (BHRI18B%E i)

Console fRFZ=5—E (HA)

S T SR SR SR S
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Console Server Primary MM Backup MM ClearPass AirWave |
10.0.50.50 10.X.50.11 10.X.50.12 10.X.50.41  10.X.50.30 Lab X Architecture

w4 X=1to 6

i e e 1 s i

1 1 1 8320-3 1 | 8320-1 :

! 1 1 —_— i

! 7, | 101011 1251 T ! ; 1 :
I ——— | 2@ < x|

T R LY i l 2 :

1 1 ] ] 1 =

i 10.X.10.10 | 10.X10.250 - ! i— »Eﬁ« Internet

i 1 1 1 \ T

I = 1 ] [} I

1 | 10x10.12 $ [, |1 Central-Managed

7on0-2p 3 (> - ,|<~X~> : PNC-2

D = | ¥ ! 3z :

i : ! |

Port 1-2 (Trk 1)
Labi-MD 1011010  219.143.145.101  Except SSH&Telnet ~ TCPA43# &%
2930F 10.X.11.11 Lab2-MD  10.2.10.10  219.143.145.102  Except SSH&Telnet ~ TCP443f§ %%
- Lab3-MD 1031010  219.143.145.103  Except SSH&Telnet ~ TCP443# %%
10.X.50.101 I I Port 8 7
Lab4-MD  10.4.10.10  219.143.145.104  Except SSH&Telnet  TCP443f5 %%
L-'J Tips:
Wirsd Client D i:mraiﬂﬁi%&zwoﬂ:&ﬁﬁ% Lab5-MD 1051010  219.143.145.105  Except SSH&Telnet  TCP443f§ %%
ir ien £ 7 1
power-over-ethernet poe-reset port 7 | Labé-MD 10.6.10.10  219.143.145.106  Except SSH&Telnet ~ TCP443f5& R

WlnnlnG 10.X.50.102 D O\\\

“2 INNOVATION eDGe 3

Wireless Client

1.3 LabiE& VLANHIIP (EE
BEESR

VIVE X50 10.X.50.11 255.255.255.0 10.X.50.250
MM-2 X50 N/A N/A N/A
MD-1 X10 10.X.10.11 255.255.255.0 10.X.10.250
MD-2 X10 10.X.10.12 255.255.255.0 10.X.10.250
X50 10.X.10.10 255.255.255.0 10.X.10.250
X50 10.X.10.21 255.255.255.0 10.X.10.250
X50 10.X.10.22 255.255.255.0 10.X.10.250
X50 10.X.50.41 255.255.255.0 10.X.50.250
10.X.50.101 255.255.255.0
10.X.50.102 255.255.255.0

Enterprise company



1.4 Lab iSRS

Console Server
8320-3
8320-4
5406-1

5406-2

ClearPass

AirWave

MM-1
MM-2 (NA)
7010-1
7010-2
2930F
Wired Client

Wireless Client

https
telnet
telnet
telnet
telnet
https
ssh
https
ssh
https/ssh
https/ssh
telnet
telnet
telnet
RDP

RDP

10.0.50.50

10.0.50.50:10833

10.0.50.50:10834

10.0.50.50:10541

10.0.50.50:10542

10.X.50.41

10.X.50.30

10.X.50.11

10.X.50.12

10.0.50.50:20X01

10.0.50.50:20X02

10.0.50.50:20X03

10.X.50.101

10.X.50.102

NEKS
NEKS
InEKS
admin
admin
admin
appadmin
admin
ampadmin

admin

admin
admin
manager
lab
lab

Aruba Hands—On Lab Guider: ClearPass

IEEE
IEEE
=Y
aruba123
aruba123
aruba123
aruba123
admin
ArubaSELab

arubai123

aruba123
aruba123
aruba123
Aruba123!

Aruba123!

orqbo



2 TASK1: gIEE— M RESEANAERSS
2.1 RBRE:

feEClearPassTAIEIRSS: RE@Taaa testUidi@ig AT

2.2 SIS

EE1FUMR
v ClearPassi{alabIE—  radiusiAIEEK?
BER:
v REE TR LA
m  MM18YIPHBLLE:

m  CPPMEYIPibL:
B Radiust==455:

m  MDilifradius@$EHtA:

v EBESRE
m ECERAEHIRE:
¢ UHikMD1FIMD2
& F&Cluster
& FcERadiusiR55881EMCPPM (10.X.50.41)

B FfgEClearPass: BLE—5KIAUEIRSS HTFaaa test

2.3 ClearPass fit&
2.3.1 & ClearPass
F12. BF FlClearPassggWebUI: https://10.X.50.41 (X: 1--6)

1. ClearPass Policy Manager: SRERETEELR
2. ClearPass Guest: JHZ1&EER

3. ClearPass Onboard: Onboard &R

4. ClearPass Insight: Insight #&iR

<N R X
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aruba

2 F Q

Wired Wireless VPN

ClearPass

—
& 0 & & =

—
AAA/Policy Device Guest Device Security
" boardi M Health Exchange
s"r‘ ClearPass Policy Manager 1 ‘]! ClearPass Guest 2
‘4“ Role-based Policles, Enterprise-grade AAA with Device TEER
= profi

ClearPass Onboard 3

” @) ClearPass Insight 4
%} BEER -

MRSH . REES. SHESEHE

%25 mifClearPass Policy Manager§#iz, HARIEESIEERTE
A LAB T https://10.X.50.41/tips (X: 1-+6),

v HP4%5: admin
v Z5: aruba

ERPEEEICNmE, MABFS. BE, /& "ER"

aruba ClearPass Policy Manager

Admin Login

Bl

22 |
23.2 RIS

B1E: BEBE - > W% - > 185, /&AM "HINK

"R, RiEdlEs, WNERR:
aruba ClearPass Policy Manager

Menu E
L3 [ &N » RE » Q&
[ &8 M R&RE

TR
L ER

fodie iz

& R
& BiHigE
« Discovered Devices
FoY: 't A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.
o B IAE
iz:wz sties: [ an pETE S o | clear Fiter | BR(20_¢e
. by mm;i # . EW. 1P WF ¥
R Copy | | St LL3
[ oEm |
[eETT

3 REBE#R
£ Event Sources
+ R Profile and Network Scan
{3 A5

aruba

a Hewler! Packard

ClearPass
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ERLRIHEEREBA LI TSH, ok "&RE"

v ZFR: LabX-MDs (X : 1-+6)

v IP: 10.X.10.0/24 (X : 1--6)

v RADIUS £==4H: arubal23
v TACACS+HEZ1S: arubal123

RS °

SNMP ZEi@E SNMPSAZE CLI@E  OnConnect Enforcement i

E=10H Lab1-MDs
1P s F Rtttk : 10.1.10.0/24 (30, 192.168.1.10 8 192.168.1.1/24)
568:
| A
RADIUS HEBH:  eessesersrerens TAE: | [esssssassnnneen
TACACS+ HRERH: IR TME:  sesssssssnssnes
R R |Aruba -
/2 RADIUS CoA: RADIUS CoA §#[d: 3799

Enable RadSec:

2.3.3 FNRSSESH
$15: HE EE - > REHEES - > RESEHE, AN RSE "LabX-CPPM-1"  (X: 1-6)

arvba ClearPass Policy Manager Menu ==
L ] [ =u- moawes - BEEER
i o £ & REABMeE
F ER o i o EMERER
v o ERERERER
SPun 0 s NetEvents Bix
# ClearPass Portal 7" Clear Machine Authentication Cache
*2* Virtual IP Settings
.:" ;2§§§$ & £ Subscriber
' o ERESNBN
ﬁs Publisher IE%#: Lab1-CPPM-1 [10.1.50.41]
,Ms;;xssdm Insight _EREHE
ol 1 Lab1-CPPM-1 10.1.50.41 - default Enabled Enabled
B —a- O =3 £ 3
& i

24 ERHENEOS, RE "RSSH &R,

v %EEERS: “Radius server” THY, Log Accounting Interim-Update Packets £#u%#%" TRUE" FHmadh
(‘{%ﬁ “

orubo
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EHE » [R5 EIEEE » BESHIECHE - Labl-CPPM-1
RS EE - Lab1-CPPM-1 (10.1.50.41)

AR WSEEW H%‘Dﬁ RAEEN WSRO FIPS

AR | Radius server 0|

P SHE BHAE FEIFINE
EAP-FAST
Master Key Expire Time 1 weeks 3 1 weeks
Master Key Grace Time 3 weeks ¥ 3 weeks
PACs are valid across cluster TRUE : TRUE
Proxy
Maximum Response Delay 5 seconds 5 1-5
Maximum Reactivation Time 120 seconds 120 60-3600
Maximum Retry Counts 5 retries 5 2-10
Accounting
Log Accounting Interim-Update Packets TRUE ¥ l FALSE
Thread Pool
Maximum Number of Threads 20 threads 20 10-300
Number of Initial Threads 10 threads 10 5-300

2.3.4 RNFHHRSHHE
F1E KRAEE - > B - > B8, aFatAl HINEe" &k, Ein—_at:

arvba ClearPass Policy Manager Menu ==
(-1 [ KR > 5> A
i o -+ FNAE
; 2= & SAEE
dokn & SiisE
£ HeobFFE Roles exist independently of an individual service and can be accessed globally through the role-mapping palicy of any service.
Qe
BIE s an tEat BB Go | Clear Fiter | 7 000 23
e
= # . EG- i

{3 Single Sign-On (S50}

i [TACACS Super Admin] Super administrator role for Policy Manager Admin

2. [TACACS Receptionist] Receptionist role for Policy Manager Admin

3. [TACACS Read-only Admin] Read-only administrator role for Policy Manager Admin
4, [TACACS Network Admin] Network administrator role for Policy Manager Admin
c FTAFAFE Ualn Parkl Unln Anels valn far Ballss Mananar Admin

EadaRnaeEgOPSATESE, =F “save” :

v ¥R test-role
v OIREE: TR IUNEASHRISER

2 test-role
BA: 3t ML AT TR R

(C)

bz

sove J Cancel |

F2L: HEIRE - > By - >AAEF , REALE RINERT RE, EIn—MRERKS




Aruba Hands—On Lab Guider:

aruba

i [] BX » 56 » FiEEF

u“’jEl
L3 AT
RS
S IME
25t
3 Single Sign-0n (SS0)
& EEE
Ly ks
L TENIR
LA
£ e
o R2WR
$ EURT
< F

ERhrRnAGEORMATESE, [E “"save” :

FAFID: labX-test (X: 1--6) (BIAFPHERKS)

EZR: labXUHAKS (X: 1-6) (BNzKSHEIE, RE—MrE)
f3: arubal123 (BPAFHIERIKS)

TNIEZRS: arubal23 (BIEEMA—RERE)

[ERRF: (Aigk)

v fafa: test-role (IZABES—EFEIEMN)

| EmANER °

ClearPass Policy Manager

ClearPass Policy Manager lists all local users in the Local Users page.

# | FBPID. =40 RE

NN

AP ID: lab1-test

B labTILMKS

B3 esesssesssennes

INEBIB:  eesessessseenes

BRBP: (&R ERAAIAF)

ERES: (Check to force change password on next TACACS+ login)
p=1=H test-role s

3 3

2.3.5
B

AIMAIERRSS

HEIERE - > k55, /EAM "FIRS" ZEM— MRS

ClearPass

Menu

NG

& SAP
s Account Settings

BT 20 & e
R

S L3
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(13 [ RCHE » BRART » RE§
«
O B T T oavnns
o kR . &, GBI R
L3 HEALFFA ClearPass controls network access by evaluating an enforcement policy associated with the service.
L3RS
WL SECHET) DIE:EX G Go | Clear Fittor | Bix (200e) 12k
i # @ B [T 8
& @G 13 [Admin Network Login Policy] TACACS Enforcement policy controlling access to Policy Manager Admin
ol 2: [AirGroup Enforcement Policy] RADIUS Enforcement policy controlling access for AirGroup devices
el 3°¢:3 3, [Aruba Device Access Policy) TACACS Enforcement policy controlling access to Aruba device
’ '*Mﬁ» 4. [Guest Operator Logins] Application Enforcement policy controlling access to Guest application
Sl Profile;and Netork Scan 5 [Insight Operator Logins] Application Enforcement policy controlling access to Insight application
0 AN 6. [Sample Allow Access Policy] RADIUS Sample policy to allow network access
7 [Sample Deny Access Policy] RADIUS Sample policy to deny network access

BRRENN—E— uy | | s ] [ s ]
& "R ER-FPREN TS

v KA. RADIUS Enforcement (Generic)
v BZFR: taskl-test-service

EE » B35 » Fn

AR

e #EHT R

RADIUS Enforcement ( Generic ) ¥

taskl-test-service

Z
El: e BRI R BT ETE
EZiEm: B O RWREM O EHAREN O EEXHRS T Accounting Proxy
BRI
R ) RS @ UUTAARM:
HE &R BHF i |

il Click to add...

£ “INE" #ERRPERENTSE:

v 1. IANEATR: [PAP]. [MSCHAP]
v 2. INIEE: [Local User Repository][Local SQL DB]

BEE » B35 » &N

RS

HE mE  EEAGT  EE

IR pAP] FISRALER %
LEE G Move Down |
--Select to Add-- ¥
AR [Local User Repository] [Local SQL DB] Move Up 1 RIEAMER
Move Down |

Modify
--Select to Add-- ’
FIEBP BN BRLMEEIES S IRRANGIR, BTHEBFEELEE
Service Certificate: --Select to Add-- 8 View Certificate Details

aruba

a Hewler! Packard
Enterprise company
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£ "Ae" ERP, ERAEINRE (FARSTUSESRNEHS)
v ABRSRE: =

EE » S » R

HRSS

WS W WHAT  EE

R —-Select- 2) [ Modify TRNE o SRR SRR

R EERE HERE I (R 2
A8:
BirBeE:
HNPEEE:
it b))

$2 | EEIHT IR, KB "EHHTT  ISEREEHTRE, MTERTR, FRE REF

EE » R3S » 0

e
Bs  ME  me LU #E
EREFNER: FEANE—REREGHRBNE SRR
SRRIALT R [Sample Allow Access Policy] B Modify TRONER BT HR
ERATHREEER
iRAR: Sample policy to allow network access
EIAECE XM [Allow Access Profile]
FMRTEEE: evaluate-all
i ERRTREEH
SEE]):;:)DaonfAWeek Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, [Allow Access Profile]

2.4 =HRERE
{5/ SSH 5 &RE) Mobility Master (10.X.10.11)
%1% 7£ Mobility Master (MM) i /md/labX EE&RER (X: 1--6)

(Lab1-MM-1) [mynode] #cd /md/labl
(Lab1-MM-1) [lab1] #

$20: HAEEER
(Labl-MM-1) [lab1] #configure terminal
Enter Configuration commands, one per line. End with CNTL/Z

(Lab1-MM-1) [lab1] (config) #

35 BII—NREY radius IAIERRSSEE  “cppm
(Lab1-MM-1) [lab1] (config) #aaa authentication-server radius cppm
(Lab1-MM-1) Mlab1] (RADIUS Server "cppm") #host 10.1.50.41

(Lab1-MM-1) Alabl] (RADIUS Server "cppm") #key arubal23 ergb‘c
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F4: REFEE
(Lab1-MM-1) "[mm] (config) #write memory
Saving Configuration...

Configuration Saved.

2.5 ISIFLEER
F12: EREIMD1, {£H aaa test ag>iix
(Labl-MM-1) [lab1] (config) #logon 10.1.10.11

(LAB1-MD1) [MDC] #aaa test-server pap cppm labl-test arubal23

Authentication Successful

24 BRE CPPM &EEINFIES:

W3 » Live Monitoring » iAElRIzEE

N
THIBIEREREE oct 09, 2019 14:22:15 CsT © BRI
The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.
¥ [All Requests] § Lab1-CPPM-1 (10.1.50.41) “12" Last 1 day before Today E3
i37885: [ Request D DT I - Go | cieor Fiter 8% 20 % iR
1. ‘ 10.1.50.41 RADIUS labi-test task1-test-service ACCEPT 2019/10/09 14:21:57

UNER aaa test £5522 "Authentication failed” AIBER{tA[AIRA?
(1. APREEEEIR, 2. RELEE service)

WIER aaa test Z£ERE "AAA server timeout” BIREE{tATER?

NOTE

(1. radius fRSSEEMBAANX, 2. radius HEZHAITE)

OF'UDQ



3 TASK2: ARUBA {=HIs2EER; CPPM I MAC SAIE

3.1 HP®E:
R &2 RGBS XIERA— I OTIRESLIE T madtiit RGNS, FREFRERIIEIIR

3.2 SEIBEE

ERFIMR

v MAGAIERY, A SEFEANRREFNERD, MAERSNEREHA?
=E:

v ClearPasst{a]ltEFe— 1 N"MAGIAIEEK :

X

v' ClearPassa] AR AIERRMMACIALE

X

v EESE

B EECPPMIANIERSS : BEE—TMAGAIERS
B TR E:
& BEE—/SSID:labX-mac, HEEMACGAIE ,
& AIEIRSSEEIE[ECPPM IP :10.X.50.41 ,  (X: 1-+6)

¢ AERINhEI®gClearPassix[Erole: authenticated

3.3 ClearPass fit&

3.3.1 FHMFHBIKS
B KA TE - > B - >inm , REALAN "HilnR" &, 1EIn— ERKS
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aruvba ClearPass Policy Manager
[ [ ®E» 56 » #a
EE o [fTT5
S :
L3 BEALFFE This page automatically lists all authenticated endpoints. An endpoint device is an Internet-capable hardware device on a TCP/IP network (e.g. laptops, smart phones, tablets,
o] L5:3 etc.).
S IAIE
Q56 388 | MAC tbnt DETE Sl Go | Clear Fiter | 2720 &R
X3 Single: Sign-On (S50) # @ MACHSN. & 30 os X3 res Bt
14 000c29c42049 Lab1-CPPM-1 Server ClearPass Unknown Yes
L BEENTIR BRBETNE—E— IAEZR | | Bulk Update | | Bulk Delete | | Trigger Server Action | | Update Fingerprint | | it M
LRe
3 Rens
b=
& BT
o
+ 1 Profile and Network Scan
L3 AR

ERLFNASHEOFBA TESH, <E “save” :
v MACHEHE: 7¢7a914652b7
vORES SR BREFR

NNNE AR °

| MAC tthiik 7c7a914652b7 |
b3z

y
| K& O EXEFlE FHEFH ERAEFIL |
|.§:3
_§:3 E
1.| Click to add...
b33 | H
> ey 0y
3 — .
wNserRkiE, REWMT:
aruvba ClearPass Policy Manager Menu =—
- [y > s> s
& ol o KA
L & SAMA
T £ SHFERS
£ IEEbFFS This page automatically lists all authenticated endpoints, An endpoint device is an Internet-capable hardware device on a TCP/IP network (e.g. laptops, smart phones, tablets,
fed etc.).
o S iME
Qat it [ MAC it DETE Il Go | Clear Filter | BT (20 :ieR
oy i::ﬁ‘;:‘g”'o“ (550 # W MACHME. A #5) 0s £3 wE BHHF
g 1. 000c29c4a049 Lab1-CPPM-1 Server ClearPass Unknown Yes
O BEETIE [ = 7c7a914652b7 Known No |
o) ERBRETNE—E— IMERR | |_Bulk Update Bulk Delete | | Trigger Server Action | | Update Fingerprint | | Sii B
o AERS

3.3.2 HRIBAIERRSS

15 WE)RE - > WSS - > RESE REAMN FIBESNGRER B8,
ANESIRTREST



Aruba Hands—On Lab Guider: ClearPass

aruvba ClearPass Policy Manager Menu =
[ 1 [ KX » BWRT » BEXH
= a® ° 1TECE - —~
— BT R = SABHABREXM
~o = & SHEBIR TR R
13 HEALFFIE Each enforcement policy contains enforcement profiles that match conditions (role, posture, and time) to actions (enforcement profiles).
Fy T
BIE is: (26 aat G co | ClearFiter | £ (1000 7] i2R
QA&
4R # L £ L)
Q86 1. [Aerohive - Terminate Session] RADIUS_CoA Systs defined profile to user (Aerohive)
13 Single Sign-On (SSO) 2. [AirGroup Personal Device] RADIUS System-defined profile for an AirGroup personal device request
L3 RO 3 [AirGroup Response] RADIUS System-defined profile for any AirGroup request
L3RR 4. [AirGroup Shared Device] RADIUS System-defined profile for an AirGroup shared device request
5 i

g zeimﬂi {7 [Allow Access Profile] RADIUS System-defined profile to allow network access
£ mess! 6. [Allow Application Access Profile] A i Systs defined profile to allow access to application

. ReWR 7. [ArubaOS Switching - Bounce Switch Port] RADIUS_CoA System-defined profile to bounce the switch port on ArubaOS Switching products.

& BT 8. [ArubaOS Switching - Terminate Session] RADIUS_CoA System-defined profile to disconnect the user on ArubaOS Switching, HP ProCurve and HP UWW

3 988 products.

System-defined profile to bounce the switch port on ArubaOS Mobility Controllers, Muilti-Port APs &

Fod i i 04 9. [ArubaOS Wireless - Bounce Switch Port] RADIUS_CoA Mobility Access Switches.
o ” = :
-4 : 10. [ArubaOS Wireless - TACACS Read-Only Access] TACACS System deﬁned profile for TACACS read-only access on ArubaOS Mobility Controllers, Aruba Instant
+ 44 Profile and Network Scan APs & Mobility Access Switches.
£ HEAH 11. [ArubaOS Wireless - TACACS Root Access] TACACS System-defined profile for TACACS root access on ArubaOS Mobility Controllers, Aruba Instant APs &

Mobility Access Switches.

£ "ReEXH" ERRPMATESE:

v &R Aruba Radius @&IHT
v RAFR: task2-mac-profile

icE » J|E/MT » BBEXH » Add Enforcement Profile

SEBIAITRCE X

EISZ# Bt E=

iR Aruba RADIUS 38HI#{T 3
a2 task2-mac-profile
BEER:
4
ES2H RADIUS
N 0 &= i) e

wHBIIR: Remove mhETiREE
View Details
Modify

«»

--Select--

£ "B #IRRREATESE:
v JBM: Radius:Aruba Aruba-User-Role authenticated

BE » JHIRIT » BEXH » Add Enforcement Profile

SEHIATRCE S

EEXH Wi #E

1. | Radius:Aruba Aruba-User-Role = authenticated B @

2. | click to add..
£ "HE" BN EEHTEE:
v BE: f/EF RE

aruba

a Hewler! Packard
Enterprise company
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BiE » EEIHT » BEXH » Add Enforcement Profile

SERIMITEE XM

EEXH  mf m

ClearPass

EEXH:
HiR: Aruba RADIUS 3E&IH{T
B task2-mac-profile
pLH
HE: RADIUS
BiE: Accept
REETIR:
3]
5] B

1. | Radius:Aruba Aruba-User-Role =

]

authenticated

25 B BE - > BT - > AR RIBEHTER B, I BT

T ) = - mwne -
(i M RHIITIRES

RINSRBIRAT RS

5 BR & SABBIRTHRE
o & SHEBIRT IR
3 HEALFFIA ClearPass controls network access by evaluating an enforcement policy associated with the service
fod '
S AE SR CHET (masl Bl Go | Clear Fitter | Bix (2005) 1o
QatH
T r2®n # . EW. ] L]
& EHRT 13 [Admin Network Login Policy] TACACS Enforcement policy controlling access to Policy Manager Admin
3 @ [AirGroup Enforcement Policy] RADIUS Enforcement policy controlling access for AirGroup devices
£ Rt 3 [Aruba Device Access Policy] TACACS Enforcement policy controlling access to Aruba device
R a. [Guest Operator Logins] Application Enforcement policy controlling access to Guest application
<+ Profile and Network Scan 3 %
& B 5 [Insight Operator Logins] Application Enforcement policy controlling access to Insight application
6. [Sample Allow Access Policy] RADIUS Sample policy to allow network access
7. [Sample Deny Access Policy] RADIUS Sample policy to deny network access
BRBETMON—E— i i LS
T 7" ER-RREA TESE:
T “IEEIIT LR S8
v H&FR: task2-mac-enforcement-policy
s .
v BRMAECEIE: [Deny Access Profile]
il » EHAT » HEE » {0
=
SR AT SRS
ARG LU
a2 task2-mac-enforcement-policy ]
BieR:
@
ERHAITRRL: © RADIUS TACACS+ WEBAUTH (SNMP/Agent/CLI/CoA) MEEF Event
| HIAEE X [Deny Access Profile] Bl View Details RFEHIATEE

£ "HW" #E-RPRE “Add Rule” :

v ERNmRESRPRE—FANATENR, HaTE "RE
B %4 Tips Role EQUALs [User Authenticated]

B BN task2-mac-profile (ZEE 1AL BIZLIFE L)

aruba

a Hewler! Packard
Enterprise company
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[ mmmmes

CRE LA A A
5 5] |

Tips EQUALS [User Authenticated]
2. | Click to add...

EWATRE X

REHE: [RADIUS] task2-mac-profile Move Up |

Move Down |

Remove

| —Select to Add--

Lo

2

E HE AREREEHTR:
v HE: EERER, Fad R

R » BHIRIT » 58 » 0
SR AT RS

Amme A

SRBINAT:
E3 task2-mac-enforcement-policy
BieA:
SRBIRATREL: RADIUS
AR EXH: [Deny Access Profile]
A
ML ERE: First applicable
Conditions Actions

Enforcement policy has not been saved

1. | (Tips:Role CQUALS [User Authenticated]) [RADIUS] task2-mac-profile

aruba

a Hewler! Packard
Enterprise company
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B35 HEIEE - > k55, _EAMR RIS &HE, BIn—7MRS:

o o
= - BRSS & SIS

ok & SHES
L3 BEARFFE This page shows the current list and order of services that ClearPass follows during authentication and authorization.
el i |
o+ WNE e a8 mat B Go | Clear Filtor | 2T 1000 8] 2R
Q84
w24k # . NF. E-18 wE Wi R
& milme 1. 1 [Policy Manager Admin Network Login Service] TACACS TACACS+ Enforcement [=]
oy 1] 2 2 [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic ) ]
3 BE 3. 3 [Aruba Device Access Service] TACACS TACACS+ Enforcement (]
_'*ﬂﬁ_ 4, 4 [Guest Operator Logins] Application Aruba Application Authentication (]
+ ;:::;"d Network Scan 5. 5 [Insight Operator Logins] Application Aruba Application Authentication (]
= 6. 6 task1-test-service RADIUS RADIUS Enforcement ( Generic ) (=]
STREAE —E— EEEl == ) =] [ ®m
" "o .
£ "IRSS” EIRPERENTSH:
Y Pa 1 N, . Y S
v REGEE: BERMAGAILE
— .
v BFRES: task2-mac-service
s
v BRSANAREIN:
B Radius:Aruba Aruba-Essid-Name EQUALS labX-mac (X: 1--6)
E » RS » &
RS
[ WE AE BERGT \E
e B MAC IAE +
B task2-mac-service
ol H BT MAC 19IAERRS
c)
AR BRI AR B AT R RS 510)
EBEM: B WTHEIES O BREXMER  Accounting Proxy
REAN
RS 0 R O WUTAERM:
HE E-2u BHEE E
1. | Radius:IETF NAS-Port-Type BELONGS_TO Ethernet (15), Wireless-802.11 (19) By @
2. | Radius:IETF Service-Type BELONGS_TO Login-User (1), Call-Check (10) B @
3. | Connection Client-Mac-Address EQUALS %{Radius:IETF:User-Name} By w
| 4. | Radius:Aruba Aruba-Essid-Name EQUALS lab1l-mac By @ I
5. | Click to add...

£ “INE" ERRPERENTSE:

v 10 ANIEAE: [MAC AUTH]
v 2. INIEE: [Endpoint Repository][Local SQL DB]

aruba

a Hewler! Packard
Enterprise company
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AR5
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s RN st EERGT  EE
INEF (MAC AUTH] Move Up T SRS
Move Down |
Remove
View Details
Modify ]
--Select to Add-- 2
LR [Endpoints Repository] [Local SQL DE] I[__Moveup 1 ANATIMIER
Move Down |
Remove
View Details
Modify ]
--Select to Add-- :
BEAP BN BRALUEENES 2 ROANTIR, BTHERFSmHSEE
£ "AB" EINRR, ERAREINERE (FEAISTUSESRNEHS) :
v HBRGTREE: =
Rl » IB% » Hm
ARSS
BS UE BIAG  EE
BEMREHRE: —-Select-- . | Modify D0 A BRR A AR
i BN B EAES
BER:
HiAfe:
FMHEEE:
&iF 1]
£ “iabeT" EIRRh, BRBRMTSE:
v SRHEIHITIREE: task2-mac-enforcement-policy (BUETEZEZRF EIERTH #1HA7THHE)
ECHE » BRSS » A0
RS
BE WE AE U WE
{EREFNER: {ERM E—&iFPEENABIZ SRR
[ s sae: task2-mac-enforcement-policy : NSRBI 750
FHIAITEEIHEER
i8A:
BRINECE 3 [Deny Access Profile]
HNRTEEE: first-applicable
i AT
1. (Tips:Role [User Authenticated]) task2-mac-profile

aruba
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£ "HE" ERRPHEEHRHTEE, HRERE:

BE » RS » R0
ARSS
Service has not been saved

WS NE mE @A
BR%5:
HEL BEE MAC TATE
EE0H task2-mac-service
i$8R: EF MAC #AERRS
il Disabled
EZIAL:

|;-E]
LR LA FERE &1
kR £ BRF b |
1. ‘ Radius:IETF NAS-Port-Type BELONGS_TO Ethernet (15), Wireless-802.11 (19)
2 ‘ Radius:1ETF Service-Type BELONGS_TO Login-User (1), Call-Check (10)
Zh ‘ Connection Client-Mac-Address EQUALS %{Radius:IETF:User-Name}
4, ‘ Radius:Aruba Aruba-Essid-Name EQUALS lab1l-mac
IAIE:
INER#: [MAC AUTH]
IAER: [Endpoints Repository] [Local SQL DB]
AP &
faf:
BRI
BEHRAT:
EREFNSER: Disabled
SRHNATERER: task2-mac-enforcement-policy

3.4 ZHIREE

3.4.1 FS PEF Ik

14 (#M SSH A& RE Mobility Master (10.X.10.11), #E Mobility Master (MM) _Ei#XN /mm ECER
2 (X: 1-+6)

(Lab1-MM-1) [mynode] #cd /mm

(Lab1-MM-1) [mm] #

2 HAERERN
(Lab-1-MM-1) [mm] #configure terminal
Enter Configuration commands, one per line. End with CNTL/Z

(Lab-1-MM-1) [mm] (config) #

58345 FFfS PEF IR
(Lab-1-MM-1) [mm] (config) #license-pool-profile-root
(Lab-1-MM-1) Almm] (License root(/) pool profile) #pefng-licenses-enable

Please ensure to add licenses before enabling feature bit. OrUDO
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(Lab-1-MM-1) Almm] (License root(/) pool profile) #!
(Lab-1-MM-1) Almm] (config) #

(Lab-1-MM-1) A[mm] (config) #write memory
Saving Configuration...

Configuration Saved.

48 EEFS PEF INREER
(Lab-5-MM-1) [mm] (config) #show license-pool-profile-root

License root(/) pool profile

enable PEFNG feature Enabled
enable RFP feature Disabled
enable ACR feature Disabled
enable WebCC feature Disabled

3.4.2 X CPSec

155 {HH Web 75 2 5 5 Mobility Master (10.X.10.11), # % Managed Networks - > labX ->
Configuration -> System (X : 1 -6)

v 27 Enable CPSec

General Admin AirWave CPSec Certificates SNMP Logging Profiles More

~ Control Plane Security

Enable CPSec: o

OI"UDQ
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3.4.3 0 AP-Group

25 FFAWeb 75 & 3 5 Mobility Master (10.X.10.11), # %l Managed Networks - > labX ->
Configuration -> AP Groups (X : 1-+-6) , m&E “+" BIE—5HY "AP Group”

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS
QrUbQ Lab1-MM-1 o - . A1 @  edmin ¥
& Managed Network > lab11 > @
Ev'x a Dashboard AP Groups =
£ Mobility Master [ TonTEuraten ] e e _
& Lab1-MM-1 WLANS
£ Managed Network (2) Roles & Policies NoAUthApGroup
[ & lab11 (1) ] Access Points erEE
& lab11-md1 [ TAPGroups | .
B lab12(1) Authentication
Services
Interfaces
Controllers
System
Tasks

Maintenance

38 EEHINBONMALITSE, FHaE "Submit” 12RXECE
v" Name : labX-group (X: 1-+:6)

New AP Group

Name: lab1-group

o
B4 RERFHRSEMIS

v 1, Pending Changes: m&Hizi&ll (ALAIRR)
v 2. Deploy changes : mfHizi%H

orqbo



MOBILITY MASTER
Lab1-MM-1

aruba

4 Managed Network > lab11 >
(=

3 @ pashboard

& Mobility Master Configuration

& Lab1-MM-1 WLANS

E Managed Network (2) Roles & Policles

E> lab11 (1) Access Points

& lab11-md1 | AP Groups

6 lab12 (1) Authentication
Services
Interfaces
Controllers
System

Tasks

Maintenance

Pending Changes

Pending Changes for 2 Controllers

CONTROLLERS ACCESS POINTS CLIENTS
@2 @1

AP Groups 4

NAME aps

default 1
NoAuthApGroup

labi1-group

a1 1-group

+

@ Managed Network = lab1 (2 Controllers)

3.44 HNE&ES

Aruba

ALERTS

A

Hands—On Lab Guider:

@ admin v

Pending Changes (’,)

m Discard changes Deploy changes

ClearPass

F1E: AR Web FEFE Mobility Master (10.X.10.11), #£%| Managed Networks - > labX ->

Configuration -> WLANs (X : 1--6) , mF "+" HACIBR— N EEEERS
BECE— SSID: labX-mac (X: 1+ « « = = +6)

& Managed Network > lab1 >

EK
5 Mobility Master
> Managed Network (2)
& lab1 (2)
&) lab1-md1

& lab1-md2

Page 28 of 201

Dashboard
Configuration
| wLANS
Roles & Policies
Access Points
AP Groups
Authentication

Services

WLANS 1

NAME (SSID)

aruba

He



. £ "General” EIN-RHECENTESEL
Name (ssid): labX-mac (X:1-+6)
Primary usage: Employee

<KW

Broadcast on: lab1-group

\

Forwarding mode: Tunnel

New WLAN

General VLANs Security Access

Name (ssid): lab1-mac
Primary usage: Employee Guest

Select AP Groups Vv

Broadcast on:
default

lab1-group

Forwarding mode: Tunnel ~ ‘

3% £ "VLANs" EIRH, M "Show VLAN details” , #A VLAN BEEES

FERSS, WBRTIRSERZTERFEEIF VLAN 1D x20, FTLAZE VLAN FHIFIFHETA%ERE VLAN X20
89, FLHAIFEFIEZ VLAN ID X20 ,

New WLAN

General VLANs Security Access

FA4L: A TERA +7, BI—N &S VLAN, BEESEUIT, =t "OK”
v" VLAN name: wireless-user-vlan
v" VLAN ID/Range: X20 (X: 1--6)
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New VLAN
New WLAN
VLAN name: wireless-user-vlan
VLAN ID/Range: 120
General acurity Access
Co
VLAN: 1

Named VLANs

[£]

55 15 VLAN ISEuEiR S “wireless-user-vlan” (BEL—*E8YFE5T vian name):
v" VLAN: wireless-user-vlan

New WLAN
General VLANs Security Access
VLAN: wireless-user-vlan
Hide VLAN details
586 £ "Security” EMRHPEEN TSH
v' Key Management: open
v' MAC authentication: Enable
New WLAN
@
General VLANs Security Access
More . v
Secure Key management: Open
MAC authentication: Enabled v
Enterprise
Personal
Open
Less
Secure

orubo

He
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FETE: £ "Access” EIMRHECEN TSEF =L “Finish”
v Mac authentication role: guest (Wilh R EEXIE— FIELT mac A uFF925mLmF B EHY role? )
New WLAN

General VLANS Security Access

Default role: { logon e ]

IIt\gelaec:authentlcatlon guest w

Show roles

3.4.5 RIGAEFTZEARSSES
%15 #£ZF Managed Networks - > labX -> Configuration -> Authentication->Auth Servers (X :

1 eeeee 6) ”r\'_‘-T\ Ry

¢ TERHEGETETEA “labX-macsvg’ (X : 1--6)
ard Name: | labl-mac_svgl :

terf.

245 raTEEER Server Group:  “lab1-mac svg” , B R/AH “+" 00 radius server, 7EMHAYEEIR
Krhi%kd “cppm” , FEaE “Submit”

Managed Network > lab1 New Server for lab1-mac_svg

Dashboard

Auth Servers AAA Profiles . Add existing server Add new server
WLANs Server Groups
Roles & Policies
internal

Access Paints

intema
AP Groups

lab1-peap_dot1_svg
Services
Interfaces
System
Tasks

Maintenance
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3 #&&F Managed Networks - > labX -> Configuration -> Authentication -> AAA Profile (X :
1-6) , k& labX-mac aaa prof (X : 1--6)

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS

Qrubo lab1-mm-1 © 2 o1 =,

4 Managed Network > lab1 >

ER < Dashboard
£5 Mobility Master

Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced

Configuration

> Managed Network (2) WLANS OGS
& lab1(2) Roles & Palicies O B ra

& lab1-md1 Access Paints © [ NoAuthasaprofile

= bk eE AP Groups ® @ default
| Authentication @ [B default-dotix
Services ® [B default-dotix-psk
Interfaces @® [ default-lap-aaa-prof...
Controllers ® [ default-mac-auth
System @ [3 default-open
Tasks @ (B default-tunneled-use...

® [ default-xml-api

v &M “MAC Authentication Server Group” 73 “labX-mac_svg” (X:1+ « « +6), Fmds “Submit”

Maintenance

MOQBILITY MASTER CONTROLLERS ~ ACCESS POINTS CLIENTS ALERTS ®  admin ~
aruba astmm 2 © = A
©2 G 1
— Managed Network > lab1 > Pending Changes ()

Dashboard Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced

Configuration

WLANS AAA Profiles Server Group: lab1-mac_svg

Roles & Policies ® B default-iap-aaa-prof...

Server Group: lab1-mac_svg v
Access Points ® [ default-mac-auth
AP Groups ® [ default-open Falil Through:
| Authentication ® (3 default-tnneled-use. Load Balance:
Services @ [ default-xml-api
Interfaces @ [3 lab1-mac_aaa_prof
Controllers 3 802.1X Authentication
System (3 802.1X Authentication Server Group
Tasks [5 MAC Authentication

Maintenance 5 MAC Authentication Server Group

[ RADIUS Accounting Server Group

v {2 “Radius Accounting Server Group” A “labX-mac_svg” (X:1+ « « «6), Frm® “Submit”

aruba
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— Managed Network > lab1 >

Dashboard Auth Servers  AAA Profiles L2 Authentication L3 Authentication  User Rules  Advanced
WLANS AAA Profiles Server Group: lab1-mac_svg
fRoles & Policies © B default-tunneled-use... Server Group: lab1-mac_svg
Access Points ® B default-xml-api
AP Groups ® (3 labl-guest-register . Fail Through:

® (3 Iab1-mac-caching aaa.. Load Balance
Services © [B lab1-mac_aaa_prof
Interfaces 3 802.1X Authentication
Controllers [3 802.1X Authentication Server Group
System [ MAC Authentication
Tasks (3 MAC Authentication Server Group

Maintenance
3 RFC 3576 server

B XML APl server

Ak mEALMA "Pending Changes” REEE

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS @ nin v
labl-mm-1 -

¢ Managed Network > lab1 > Pending Changes (3

3.5 IRIFLER
F1E: mEEER10.X50.102 (X:1-6) , HEEESSSSID: labX-mac (X: 1-6), mdiEE

2:E: SSHERFIMM: 10.X.10.50 (X: 1-6) , BEEMFIAFREMD

TEIS4SRACESS 5 &, ECEM Mac authentication role 2 guest, AHANIRKEEERE: authenticated?

34 BRFICPPM, ##KEF| U4 - > Live Monitoring - > 1|FIRIZEEEEINIECR.
v IR EIF P macAIERIH
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aruvba ClearPass Policy Manager Menu =—
[0 [] 430 » Live Monitoring » i5S 58S
N Bk
EE < ThIERIREE oct 15, 2019 17:21:08 CST © BERIER
|4 Live Monitoring The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain
& BREED
Fitm T [All Requests] § Lab1-CPPM-1 (10.1.50.41) *2" Last 1 day before Today
& onGuard i
B sriniass
0 R P
- [ Profile and Network Scan it | RequestiD DIETE) I R o | ciearFier | 8% (20 3R
FETEER # Server Source Username Service Login Status Request Timestamp »
L 1. |10.1.50.41 RADIUS 7¢7a914652b7 task2-mac-service ACCEPT 2019/10/15 17:20:49
gs‘(ﬁ"%ﬁﬁ) 2. [10.1.5041 RADIUS 7c7a914652b7 task2-mac-service REJECT 2019/10/15 17:19:29

v RmHANERIIRNER, & "BME SIRPEEERE, UTE:
m A mE R

SIERIAR: R0O0000021-01-5da58f71
B HAFeT ) : Oct 15, 2019 17:20:49 CST
LR EHNARIRG: 7C7A914652B7 (SmartDevice / Android / Android)
RApP&: 7c7a914652b7
ihielig & 1P/t : 10.1.10.21:0
RER2RRRE: UNKNOWN (100)
itk
[i-E=H task2-mac-service
INEAE: MAC-AUTH
TAIER: Local:localhost
BAE: [Endpoints Repository]
::):-H [User Authenticated]
SN TE B S task2-mac-profile
BESS Disabled
Online Status: @ Online

I4 4 Showing 1 of 1-14 records » »l E m
v RE RN B RRERNEEKER, TE:

aruba

a Hewler! Packard
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WRIEER °

HE VN Wi R

BFPE: 7c7a914652b7

IR EHARIRG: 7C7A914652B7 (SmartDevice / Android / Android)

ihialigs IP/i%0: 10.1.10.21:0

RADIUS ik ©

Radius:Aruba:Aruba-AP-Group lab1-group
Radius:Aruba:Aruba-Essid-Name labl-mac
Radius:Aruba:Aruba-Location-Id  94:b4:0f:c1:3f:e0
Radius:1ETF:Called-Station-Id 000B869AAF37
Radius:IETF:Calling-Station-Id 7C7A914652B7

Radius:IETF:NAS-IP-Address 10.1.10.21
Radius:IETF:NAS-Port 0
Radius:IETF:NAS-Port-Type 19
Radius:IETF:Service-Type 10
Radius:IETF:User-Name 7c7a914652b7
|14 4 Showing 1 of 1-4 records » »i

v " kR &EEClearPassikBlLSiEFIggradius/EME, WITE:

Frp— o
BE @A m e

SRR ATROE task2-mac-profile
RAEREWRE: UNKNOWN (100)
EHELRRRE: UNKNOWN (100)
RADIUS [EEL (O]

Radius:Aruba:Aruba-User-Role authenticated

v E R BIRPERIEREXER, WTE:

aruba

a Hewler! Packard
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WREAES °

HE WA W g

EPLE ID: 7c7a91467C7A914652B7-5DA5FE98-BIFFO
FHAR 8 Oct 15, 2019 17:20:49 CST
LTRE Still Active
EroH Active
£IFREA: -
PRESEEL: -
MESTES: 1
REHAES @
NAS IP #fifif: 10.1.10.21:0
NAS IRO%R: Wireless-802.11
ENYdL 1D: 7C7A914652B7
FRIENYLS 1D: 000B869AAF37
S0 P Hbiik: 10.1.20.102
Framed IPv6 Address: -

K FLATF - -

14 « Showing 1 of 1-14 records » »i Show Configuration E

aruba

a Hewler! Packard
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4 TASK3: ARUBA #=lz38ERE CPPM SCIR PORTAL JAE

4.1 FARE:

ERAEHNTEAFSMWEBAENAGTEALS, FERFETRFSERNNENR. Web MEREHRE
HFEFFREEE P ERML.

4.2 SEMERE

ERFIMR

v ClearPassBIWEBIANIFER REE G AR FIEREIEZIArubaizH s,
X

v ClearPass{{a]ItEZ—/ PortaBAIEiB K :

X

v EBEESR:
B ClearPasstcE&
& FEEportaiNIFERRE
¢ FEE—Portal\iERS
B TEhlEs:
& FEE—SSID:labX-portal, HfSMPortaliALE ,
¢ IAIEBRSSE8HEMCPPM IP :10.X.50.41,

& PortaliAiEgirole: labX-portal-guest-logon, pZhfE3k1Srole: labX-guest (X: 1--6)

ClearPass web ZERIEEZENIAEREAY http post action url &: http://securelogin.arubanetworks.com/cgi-
bin/login, 1t AP EIRISZH% Aruba 25151 1AP, 524b Aruba BSHRE—/ http post API:
http://securelogin.arubanetworks.com/auth/index.html/u




Aruba Hands—On Lab Guider: ClearPass

4.3 ClearPass fitE&

4.3.1 HGEMER HTTP B HTTPS RiBkEE

ErEEEREYF, KE EE - > SHRIE | BREIKREBWMIE (EEIAClearPassBINETTEIIHTTPIAIA
5K, HEWENPEERHTIPs E, ATEAIEBEERNEIE, HAIBERERIHTTPEIHTTPSHIBEIBES)
aruba ClearPass Guest Menu ==

R » B » BHET

¥ Onboard

—— Use this page to modify authentication se
=
S|

S e
8 e NASME etworks (RFC 3576 support) .
) e — =
& TE RFC-3576 Bind Address:

- HIXBFE
B 5 * Internal Auth Type:

ticats
L . AENERHTIPSHE
=0 pon
[ List Views _ IR B IR HT TP SR RIS
o ‘;:’ = * pare
4 W
£ * EEEEY
- HEBFE @ EEET
B s e
x, EBTFHRFEIR

Iy serEEh

© Copyright 2019 Hewlett Packard Enterprise Development LP ClearPass Guest 6.7.9.109195 on CLABV platform

4.3.2 HRNFHKSHAE
B2 HEIEE - > B - > AR, REALAN HINAE" B, 1En— I Re:

aruvba ClearPass Policy Manager Menu ==
we
= &n o =1 » HNAE
e & SARB
o = & FHAR
fediic sy o] Roles exist independently of an individual service and can be accessed globally through the role-mapping policy of any service.
1 RS
o8 WE T N Bl Go | Clear Filter & 1000 &| R
Q 5t -
3 Single Sign-On (SS0) * i R
{3 EHRF 1. [TACACS Super Admin] Super administrator role for Policy Manager Admin
£ BAR 2. [TACACS Receptionist] Receptionist role for Policy Manager Admin
= [TACACS Read-only Admin] Read-only administrator role for Policy Manager Admin
4 [TACACS Network Admin] Network administrator role for Policy Manager Admin
§ 5. [TACACS Help Desk] Help desk role for Policy Manager Admin
Tmsitn 6. [TACACS API Admin] API administrat le for Policy M. Admil
= . min administrator role for Polic lanage! imin
. § §ﬁ%‘Jﬁlﬁ i ini: r icy ger i
R 7. [Other] Default role for another user or device
|44 Profile and Network Scan 8. [Onboard Windows] Role for a Windows device being provisioned
fod. i 03 4 9, [Onboard Mac 05 X] Role for a Mac OS X device being provisioned

ERhrRnABEORMA TESE, |E “save” :

v AFR: guest-role
v iRBR: T IREAYEIEAER

aruba

a Hewler! Packard
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Ers °

B guest-role
AR P THE A TAIE) A PR

G)

Vi

L

B3 HEIGE - > 50 - >AAF , [EALAR "FAINRF" &=, BI— 1 RFPKS

arvba ClearPass Policy Manager Menu =—
& [ =8> st - weme
s M IR = onmr
T 5 & BHAP
Feglie s3] [ Account Settings
el &) ClearPass Policy Manager lists all local users in the Local Users page.
S iME
Qat e[ AP NEEY Bl Go | ClearFilter | 27 1000 3 2R
(x Single Sign-On (S50) =
P # | AFID. £ b 1-1 BE
oE 1. lab1-test lab1 it S [Other] Enabled
G BEENAIR BTRREEIH—F— ETERETY
fod -]
£ fateeRs
k==
& EURT
-4 ik
+ |4 Profile and Network Scan
LF RN

EsadaRnaeEgOPSATESE, =F “save” :

FAFID: guest (RAIAFHERKS)

FZFR: guest-test (BPIZKSHIBIE, RER—MFE)
D arubal23 (BIAFNERIKS)

JNIEZRS: arubal23 (RIESRMA—RERERD)
[EFEAF: (Ai%)

A guest-role (ZABES—THOERN)

AN N N N RN

orubo
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RF ID: guest

2 guest-test

INERED:  essssesesecscse

BRAP: (&R ZRAAAEF)

BEREL: (Check to force change password on next TACACS+ login)
e guest-role :

1.| Click to add...

axhn HH

4.3.3 %&b portal ERHE
$H1E: BRF|ClearPass GuestEIRITE: https://10.X.50.41/guest/guest_index.php (X: 1--6)

g2 B Configuration » Pages » Web Logins , matEAMIAY “Create a new web login page” &80, #f
BE—MPEERRE:

aruba ClearPass Guest
Tp Guest [[] Home » Configuration » Pages » Web Logins
. g Create a new web login page
N’ Onboard ] Web Logins aad gin pag
“, Configuration ®
Many NAS devices support Web-based authentication for visitors.

=) Start Here
=1 & Advertising By defining a web login page on the ClearPass Guest you are able to provide a customized graphical login page for visitors accessing the network through these NAS devices.

*‘g Authentication Use this list view to define new web login pages, and to make changes to existing web login pages.

+ g Content Manager
ﬂGuest Manager

= Onboard device provisioning pages are now managed from the Web Login tab within provisioning settings

+ ¥} Hotspot Manager Page Title Page Name Page Skin
-1 @ Pages
@ Start Here @ There are no web login pages to display.
il Fields
0web logins ("} Reload Show all rows
B Forms %
[0 List Views
§* Back to pages
@ Self-Reqgistrations N
'g Web Logins| | “, Back to configuration
Web Pages
- 9 & Back to main
|52 Receipts

i {4 SMS Services
+ k34 Translations

34 ERENTEEREERENEERNEAMERSEUIT

v Name: guest-login (ClearPassZERIERIZTR)
v' Page Name : guest-login (ZRHEurl: http:// 10.1.50.41/guest/guest-login.php)
v REER: ETMEREGIET "BEHTTPAIEANER"
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Web Login Editor

guest-login
NS k= fnliE=t

guest-login
WEEW: At WebS RTRE M.
i MIER B2 E M "page_name.php”

H @

ST T B RGAEE AR
) | Aruba Networks =
* qup :
AUBRE e R AR RN ENERE.
| Controller-initiated — Guest browser performs HTTP form submit 7|

Login Method: Select how the user's network login will be handled.
Server-initiated logins require the user's MAC address to be available, usually from the captive portal redirection process.

* bt securelogin.arubanetworks.com
Rk R R TP E EAE .

Teng. | EHTTPARIZAEN + |
REREERTELE— T E SRR SRR,

—| The controller will send the IP to submit credentials
Dynamic Address: In multi-controller deployments, it is often required to post credentials to different addresses made available as part of the original redirection.
The address above will be used whenever the parameter is not available or fails the requirements below.

v Pre-Auth Check: None-no extra checks will be made

Login Form
Options for specifying the behaviour and content of the login form.

| Credentials - Require a username and password 5]

Select the authentication requirement.

Access Code requires a single code (username) to be entered.

Anonymous allows a blank form requiring just the terms or a Log In button. A pre-existing account is required.
Auto is similar to anonymous but the page is automatically submitted.

Access Code and Anonymous require the account to have the Username Authentication field set.

Authentication:

| Enable bypassing the Apple Captive Network Assistant
Prevent CNA: The Apple Captive Network Assistant (CNA) is the pop-up browser shown when joining a network that has a captive portal.
Note that this option may not work with all vendors, depending on how the captive portal is implemented.

—| Provide a custom login form

Custom Form:
If selected, you must supply your own HTML login form in the Header or Footer HTML areas.

| Owerride the default labels and error messages

Custom Labels:
If selected, you will be able to alter labels and error messages for the current lagin form.

| None — no extra checks will be made 3

* pre-Auth Check:
re-Au ec Select how the username and password should be checked before proceeding to the NAS authentication.

—| Require a Terms and Conditions confirmation

Terms:
If checked, the user will be forced to accept a Terms and Conditions checkbox.

v mi5 “Save Changes” IZ{RIRECE
4.3.4 FIBAEIRSS

F1E HBIBE - > BET - > EXE , REAN “HIGEFHTEESE" &, Ein— ashT
BB

aruba

a Hewler! Packard
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aruvba
uE

@ B8
o =R
L3 UEhFFE
3 BB
= IAE
©REH
T 2R
& BT
fo 1]
L]
+ M4 Profile and Network Scan
L3 REHR

Aruba Hands—On Lab Guider: ClearPass

ClearPass Policy Manager Menu ==
B » ABRT » R

EHIPTREX

& SABBITREXS
& SHEBINTRES

Each enforcement policy contains enforcement profiles that match conditions (role, posture, and time) to actions (enforcement profiles).

i L IS B Go | Clear Fiter | 8% (100 ¢ 2R
# 8 B xR L)
1. [Aerohive - Terminate Session] RADIUS_CoA System-defined profile to disconnect user (Aerohive)
2. [AirGroup Personal Device] RADIUS System-defined profile for an AirGroup personal device request
=% [AirGroup Response] RADIUS System-defined profile for any AirGroup request
4. [AirGroup Shared Device] RADIUS System-defined profile for an AirGroup shared device request
5 [Allow Access Profile] RADIUS System-defined profile to allow network access
6. [Allow Application Access Profile] i System-defined profile to allow access to application

£ "REXMH" ERFHREA TESE:

v #&#R: Aruba Radius 3@&IHT
v RAFR: task3-portal-profile

BEE » @HIRT » BEXH » Add Enforcement Profile

SEHIHITECE ST

I:z E:' L

iR

Aruba RADIUS ZEHIHAFT +
B task3-portal-profile
588
y
&AL
$BE: it Ll
ig@EETIR:

Remove TR EE
View Details
Modify

a

£ "Bl ERRPRATESE:
v JEBtE: Radius:Aruba Aruba-User-Role lab1-guest

BEE » @HHNIT » BEXH » Add Enforcement Profile

SR ITE B
ERxh m =

-

Radius:Aruba

Aruba-User-Role =  labl-guest o

2. | Click to add...

& HE SRR REST A
vOWE: EERERN, Fad R

aruba

a Hewler! Packard
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BEE » BHlATT » BEEEXH » Add Enforcement Profile

SEHlATECE S

ERXE  EE m

EEfH:

B Aruba RADIUS S&HIH4T
B task3-portal-profile
158A:

R RADIUS

HRfE: Accept

BEAaN&:

| {:5

Enforcement profile has not been saved

31 =L &
1. | Radius:Aruba Aruba-User-Role = lab1-guest

B2 BB EE - > BT - > R, /AN RIBEFI TR &, BI— D EsI TR

aruvba ClearPass Palicy Manager Menu =
ANAE
. — ISR BT HE
Dn B e
= & S AERIRITREE
Ll &, SHEFIATT
£3 hAbFrEE ClearPass controls network access by evaluating an enforcement policy associated with the service,
£xiEss
=R WE SEHET) sl + B3 277 1000 4] 2
2 5 .
o HRERR * L B i)
& EHnG 1. [Admin Network Login Policy] TACACS Enforcement policy controlling access to Policy Manager Admin
ﬁn- 2. [AirGroup Enforcement Policy] RADIUS Enforcement policy controlling access for AirGroup devices
bed - a et 3. [Aruba Device Access Policy] TACACS Enforcement policy controlling access to Aruba device
] a, [Guest Operator Logins] Application Enfarcement policy contralling access to Guest application
[ Profile and Network Scan . . .
O RBGR 5. [Insight Operator Logins] Application Enforcement policy controlling access to Insight application
6. [Sample Allow Access Policy] RADIUS Sample policy to allow network access
7. [Sample Deny Access Policy] RADIUS Sample policy to deny network access
BTREMIE—E— =% Fit L

£ "EHIHT" ERRREA TESE:

v H&FR: task3-portal-enfocement-policy
v BRABECESE: [Deny Access Profile]

RE » BHIT » 5l » FW
SRHIIT RS

BEHIAT LU

& task3-portal-enfocement-policy
A
4
EHIAITRE: © RADIUS TACACS+ WEBAUTH (SNMP/Agent/CLI/CoA) izt Event
I BRIARE ST [Deny Access Profile] $ RINFEIATRE X

£ "HN” RS TESE:

v Conditions: & "Add Rule “, ECEIT,
m £ Tips Role MATCHES ALL guest-role & [User Authenticated]

B FENMHR: task3-portal-profile (ZEET1XFLIZERIFESE)
aruba
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it

LS LA TR et
%R ERF b

guest-role
[User Authenticated]

1. | Tips Role MATCHES_ALL
2. [ dlick to add...

TR

BEIES: [RADIUS] task3-portal-profile Move Up{
Move Down |
T

--Select to Add-- 3)

2 3
£ "BE SRERNRERTRS:
v HE EERENN, AT R &

B » REIRAT » 56 » N
SEHIIIT RS
Enforcement policy has not been saved

BEHlAGT AN

BRAT:

A task3-portal-enfocement-policy
6A:

SEIATREL: RADIUS

ERAECE it [Deny Access Profile]

AW

MRS First applicable

Conditions Actions

(Tips:Role MATCHES ALL guest-role - -
L [User Authenticated]) [RADIUS] task3-portal-profile

B35 HEIEE - > k55, _EaMR RIS &, BIn—71RsS:
£ "IRsS” EIRRPERENTSE:

v ZEHENERE: RADIUS Enforcement ( Generic)
v RAFRES: task3-portal-service
v IRSHIN:
m 1, Connect Client-Mac-Address NOT _EQUALS %{Radius:IETF:User-Name}

B 2 Radius:tAruba Aruba-Essid-Name EQUALS labX-portal (X: 1---6)
aruba

a Hewler! Packard
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EEE » RS » #hD

BR%S
INIE =)=} EBIALT e
ESicH RADIUS Enforcement ( Generic )
B task3-portal-service
AR task3 portaliAIEBRSS
4
HAE: BRI R TRIR i e
BEREm: B O wRREN O EtHEmEN © RESHEA ) Accounting Proxy

FRSS N

R {EREL @ LITHE RS

R B EHF bi-|
1./ Connection Client-Mac-Address NOT_EQUALS %<{Radius:IETF:User-Name} By @
2.|Radius:Aruba Aruba-Essid-Name EQUALS lab1-portal By @
3.|Click to add...
> Al »,
£ “INE" ERRPEEINTSH:
v 1. IAUEATR: [PAP] . [CHAP]. [MSCHAP]
v 2. TANIEJR: [Local User Repository][Local SQL DB]
BHE » RS » &
R3S
s me  mEWAT &R
IMETTE: (PAP] Move Up 1 FFIMER
|{:1:‘QEAP] Move Down |
Remove
View Details
--Select to Add-- ]
TMIER: [[Local User Repository] [Local SQL DB] Move Up | AR
Move Down |
Modify
--Select to Add-- 5
FEAFPEMAN: BRUEENES S RaMNEIE, ATHEAFPEMANER
Service Certificate: --Select to Add-- s

View Certificate Details

£ "AG" ENRP, ERAEINRE (FARSTUSESRNEHS)
v AERGTRE: =

iE » IR » Hn
-6
WE Wi WHRG W
| BEmsIE: —Salect- 5

Modify AN A BRI R
FERERREER

588
BiAme:
HURTAE S %

*iF At
£ EFIMT” EIRRR, RENTSH:
v BEIHITERRE: task3-mac-enforcement-policy (BB B F AR TEHI51TEERS) aruba

He
Enterp
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ECHE » B » &

5]
BE  WE  me UG EE
EREEFNER: EAM E—REPEFNA BRSNS
l SEHIATHRES: task3-portal-enfocement-policy D) m TR DNFTIREI T RS
ERIRATRIHRER
REA:
RAIABCE S0fF: [Deny Access Profile]
MRS R first-applicable
wfF BHAITECE
1. (Tips:Role guest-role task3-portal-profile

[User Authenticated])

£ "HRE" HERN-RPEREHTEE:
v BE EARERK, R "RF &

EE » %S » &

BRss
Service has not been saved
us  we_ me  swac [ITY
=
PR RADIUS Enforcement ( Generic )
£ task3-portal-service
iRBA: task3 portaiATERESS
AR Disabled
BRIR: -
;30

LB L TR & A

1. | Connection Client-Mac-Address NOT_EQUALS %{Radius:IETF:User-Name}

2. Radius:Aruba Aruba-Essid-Name EQUALS labl-portal
IAIE:
INEAE: 1. [PAP]

2. [CHAP]
3. [MSCHAP]

MER: [Local User Repository] [Local SQL DB]
FEAP BN -
Service Certificate: c
e
IR B -
EHIAIT:
EREFHER: Disabled
SEHIHITERRS task3-portal-enfocement-policy

aruba

a Hewler! Packard
Enterprise company



4.4 {=HREE

4.4.1 HINTEES
F14: A Web 5 EFE Mobility Master (10.X.10.11), #£% Managed Networks - > labX ->
Configuration -> WLANs (X : 1-+6) , miF "+" HACIBR— L& EERNS

& Managed Network > lab1 >

& < Dashboard WLANS 1
£ Mobility Master
uration NAME (SSID)
> Managed Network (2)
& lab1 (2) Roles & Policies
& lab1-md1 Access Points
& lab1-md2 AP GI’OUpS
+
Authentication
Services
245 FLE SSID BFR. TEFE. P AP-Group &, BRIER
v" Name (ssid): labX-portal (X:1-6)
v Primary usage: Guest
v Broadcast on: lab1-group
v" Forwarding mode: Tunnel
New WLAN
General VLANs Security Access
Name (ssid): lab1-portal
Primary usage: Employee ® Guest

Select AP Groups Vv

Broadcast on:
default

lab1-group

Forwarding mode: Tunnel e

%32 EE VLAN



Aruba Hands—On Lab Guider: ClearPass

v VLAN: wireless-user-vlan

New WLAN

General VLANs Security Access

VLAN: wireless-user-vlan

Hide VLAN details

4% BE portal INEAT,
v Auth servers: cppm
v' CPPM host: 10.X.50.41 (X: 1--6)

v CPPM page: /guest/guest-login.php (7 4.3.3 55 3 2EHRE)ZERI A
New WLAN

General VLANs Security Access

Captive Portal Options:

ClearPass or other external captive portal cppm

Internal captive portal with authentication
Auth servers:
Internal captive portal with email registration

Internal captive portal, no auth or registration
No Captive Portal CPPM host: 10.1.50.41
CPPM page: Jguest/guest-login.pl

Redirect URL:

E545: THRRSEE
New WLAN

General VLANs Security Access

Default role: lab1-portal-guest-logon




Aruba Hands—On Lab Guider: ClearPass

4.4.2 (M4 portal JAIEECE

#ZFIManaged Network - > labX -> Configuration -> Authentication -> L3 Authentication g5 “Captive

Portal Authentication” , & “labX-portal cppm prof” (X : 1--6) , {EXUNITSE

v Use HTTP for authentication: [5H
v Login page: http://10.X.50.41/guest/guest-login.php (X:1-+-6) (https {£2 9 http)

Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced
L3 Authentication Captive Portal Authentication Profile: lab1-portal_cppm_prof
© [3 Captive Portal Authentication Default Role: guest .
® [F default
Default Guest Rale: guest ~
© [3 lab1-portal_cppm_pro... o
Redirect Pause:
3 Server Group ° sec
@ [F stateful Kerberos Authentication User Login: ~
Guest Login:
@ [B stateful NTLM Authentication 8
Logout popup window: |
@ [5 VA Authentication
Use HTTP for authentication: v
@ [ VIA Connection
Logon wait minimum wait: 5 sec
@ [ WIA Web Authentication
@ [F VPN Authentication Logon wait maximum wait: 10 sec
@ [F WIsPr Authentication logon wait CPU utilization threshold: 60 %
Max Authentication failures: 0
Show FQDN:
Authentication Protocol: PAP ~

4.4.3 ih0 Portal EER

$ZE) Managed Network - > labX (X : 1
Settings” , %Z Allow tri-session with DNAT H4)is,

MOBILITY MASTER

Login page:

hitp://10.1.50.41/gue

Welcome page:

fauth/welcome.html

----- 6) -> Configuration -> Services -> Firewall &z “Global

GRRUEERAIZIIIAIRE)

CONTROLLERS ~ ACCESS POINTS CLIENTS ALERTS ® admin v
aruba astmm o . c
€ Managed Network > lab1 > @
S Q
*
Dashboard Clusters  Redundancy  ArGroup VPN IPMability  External Services  DHCP  WAN
& Mobility Master Configaration
= labl-mm-1 WLANs ~ Global Settings
£ Managed Network (2) I Roles & Policies Pva iPve
Slab12) Access Points Monitor ping attack: per 30 sec per 30 sec
© labl-md1
AP Groups Monitar TCP SYN attack rate: per 30 sec per 30 sec
 labl-md2 Authentication
e Monitor IP sessions amack: per 30 sec per 30 sec
Services
Interfaces
Monitor/police gratuitous ARP attack rate: 50 per 30 sec
Controllers
Monitor/police gratuitous ARP attack action: orop v
System
Tasks Monitor/police CP attack rate: per 30 sec
Maintenance Deny inter user bridging:
Deny inter user traffic:
Deny source routing:
Deny all 1P fragments:
Enforce TCP handshake before allowing date:
v

Page 49 of 201

Prohibit 1P spoofing:

Prohibit AST replay attack:

Log all received ICMP errors:




Aruba Hands—On Lab Guider: ClearPass

BB FF Managed Network - > labX (X : 1-+6) ->labX-md1 /labX-md2 (X : 1--6) ->
Configuration -> Interface -> VLANs, gatf “wireless-user-vlan -> VLAN ID 120" 4583528

VLAN: X20 (X : 1--6) BeE=E#O IPv4 ilit, RIELBFEEEIERE S Portal TIHE.

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS @ admin v
aruba  usimms 2 o1 = S
& Managed Network > lab1 > lab1-md1 N
=) a
] Dashboard Ports [PRoutes  IPv6 Neighbors  GRETunnels  PoolManagement  OSPF  Multicast
 labl-mm-1 WLANS 10t5) =
!
£ Managed Network (2) Roles & Policies ° -
® P
£ 1ab1(2) Access Points - e
™ lab1-md1 AP Groups
= labi-md Authentication
+
Services
VLANs > wireless-user-vian  VLANIDs  Options
Controller 3 1PV4 ADDRESS IPVE ADDRESS ENABLE NAT PORT MEMBERS ADMIN STATE OPERATIONAL 5...  PD CLIENT DHCP SETTINGS =
System l 12 Disabled None I
Tasks
Maintenance
+

PortMembers  IPve  IPvE  More
~ |P Address Assignment

1P assignment: Static v

1P address:

NOTE FEMNEEFHEE md DB TEE AR md 20 IP IERE.

444 FNAEE
15 & Managed Networks - > labX -> Roles & Policies masafligg “+" %80, FIE— role:

labX-guest (X: 1--6) ,

Lol Ll b i CONTROLLERS ACCESS POINTS CLIENTS ALERTS
lab1-mm-1

Managed Network > lab1 New Role Pending Changes ()

Name: lab1-guest |
WLANS Roles
NAME

ashboa e i ntl
EEEETE Roles Policies Applicatic

2 Rules

Access Points default-lap-user-role
default-via-role 3 Rule:
AP Groups default-via-rol les
default-vpn-role 4 Rules
Authentication
authenticated 4 Rules
Services .
voice 41 Rules
Interfaces leader-role 1 Rules
Controllers employee-rhle 1 Rules
Systemn lab1-pg 28 Rules

al
Tasks l:l

EhErEERIrole “labX-guest” , M TFAR “+" X roletEi— “allowall” BYpolicy

a Hewler! Packard
Enterprise company
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. rac (')
Managed Network > lab1 New Palicy Pending Changes ()
Dashboard - -
Roles Policies Applicatig
# Add an ex policy Create a new policy
WLANs Roles Policy type: Session v
NAME Policy name:
allowall > 1
Access Points default-via-role
Position:

AP Groups

authenticated

Authentication
woice

Services
leader-role 1 Rules

Interfaces employee-role 1 Rules

Controllers lab1-portal-guest-logon 28 Rules

System

Tasks

Maintenance lab1-guest Bandwidth Captive Portal More Show Basic View

NAM RULES COUNT TYP POLICY USAG
global-sac 0 session logon, guest, ap-role, stateful-dot1x, guest
appr-labi-glest-sacl 0 session lab1-guest
ab1-gues) 0 session lab1-guest

4.4.5 RNt
15 #E Managed Networks - > labX -> Authentication , ZEGMUAY “AAA Profile” FIZR1ZE|
“lab1-portal_aaa_prof”
aruba

MOBILITY MASTER

CONTROLLERS ACCESS POINTS CLIENTS ALERTS ®
lab1-mm-1

@2 @1 D

admin v

€ Managed Network > lab1 >

&

£ Mobility Master

£ Managed Network (2)
3 lab1-md1

& lab1-md2

FcE “RADIUS Accounting Server Group” 3 “labX-portal dot1 svg” (X:

Page 51 of 201

S Dashboard

Maintenance

[ default-xml-api

Auth Servers  AAA Profiles L2 Authentication L3 Authentication User Rules
Configuration

WLANs AAA Profiles
Roles & Policies © B asa
Access Points @ [ NoAuthAAAProfile
AP Groups @ [B default
| Auth @ [F default-dot1x
Services @ [B default-dotix-psk
Interfaces @ [B default-iap-aaa-prof...
Controllers @ [B defaulemac-auth
System ® [F default-open
Tasks @ [B default-tunneled-use...

[©]

[©]

[§ labl-mac_aaa_prof

| ® [F lab1-portal_aaa_prof

Ep

Pending Changes ()

Advanced

1-6)

aruba

a Hewler! Packard
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= Mar i Network > lab1
Dashboard "
Auth Servers  AAA Profiles L2 Authentication L3 Authentication User Rules  Advanced
WLANS AAA Profiles Server Group: lab1-portal_dot1_svg
Roles & Policies
fault-iap-aaa-prof...
® D defauit-iap-aza-pro Server Group: labi-portal_dot1_svg ~
Access Points @ B defaultmac-auth
AP Groups ® [ default-open Fail Through
® [3 default-tunneled-use... Load Balance:
Services @ [F default-xml-api
Interfaces ® [B labl-mac_aaa_prof
Controllers © [3 lab1-portal_aaa_prof
System [5 802.1X Authentication
Tasks [5 802.1X Authentication Server Group
Maintenance [B MAC Authentication

[5 MAC Authentication Server Group

[5 RFC 3576 server

B XMLAPI server

g4 mEALfA "Pending Changes” REEE

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS
lab1-mm-1

€ Managed Network > lab1 >

4.5 ISIFLER
F1E: TEERE Wi-Fi KZ s 10.X.50.102, &3 SSID: labX-portal,  (X: 1-+6)

28 SSHEZREIMD: 10.X.10.11/10.X.10.12 (X: 1-6) , BBEHRIFFEMD LAIRole,

Pending Changes ()

Pending Changes (:}

F38: WEERE Wi-Fi iZEFim 10.X.50.102 (X: 1-6) , $JFFNIRGES, ERENRNEFBAKS. &

B TIRIE,
v HF#&: guest
v Z9: arubal23



ClearPass Guest

Please login to the network using your username and password.

Username: \

Password: \

Log In

Contact a staff member if you are experiencing difficulty logging in.

AL TIEERBIFTLIEFE, (X 1+6)
v  BEFFPE MD HHAE: Name (FAF%) . Role (8f) . Auth GAEAT)

v 81T show user mac <mac>4pSEERF role E41AIFRENAY.

54 &R ClearPass, #Zl 41% - > Live Monitoring - > i3/a)IRERES
v BERNIERINER

ClearPass Policy Manager

Menu s

£
@ BRI

B an ThiEIBRERER oct 15, 2019 16:57:56 CST
# Live Monitoring The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.
&R
&ite T [All Requests] Lab1-CPPM-1 (10.1.50.41) *.." Last 1 day before Today m
& onGuard &=
L PR EE
B meniam o i
4 Profile and Network Scan iid#: | Service [ @& #task3 Bl Go | ClearFilter | Bm (20 3 iER
FEHEESR Login Status Request Timestamp *
FrHaal 1. 10.1.50.41 RADIUS guest task3-portal-service ACCEPT 2019/10/15 16:56:27
& s

& Blacklisted Users e



Aruba Hands—On Lab Guider:

v REXFANEHER, 8F MR BIRAE, R, JLUEEIMEER

WA WH B

HIERIAR: R0O000001e-01-5da58bc6
B RAFAE (8] Oct 15, 2019 17:05:10 CST
LI ENIRIRR 7C7A914652B7 (SmartDevice / Android / Android)
BP&: guest
iRa)ig#& IP/iw0: 10.1.10.21:0
AR SRR UNKNOWN (100)
FiF S -
PRSS: task3-portal-service
NEAE: PAP
IANER: Local:localhost
AR [Local User Repository]
Re: [User Authenticated], guest-role
EHIMATRCE S task3-portal-profile
AR S5 M AR Disabled
Online Status: @ Online

14 4 Showing 1 of 1-11 records » »l

v Rd BN BIRRE,

WRFEER bt

WE RPN Wi iR

Crcvis | on comouuin | o | mrs J§ 21

Mz, ATLAEZIBLE radius (58

AP guest

EiEENIRIRT: 7C7A914652B7 (SmartDevice / Android / Android)

ihlalig& IP/iRO:  10.1.10.21:0

RADIUS iR

Radius:Aruba:Aruba-AP-Group lab1-group

Radius:Aruba:Aruba-Device-Type Win 8

Radius:Aruba:Aruba-Essid-Name labl-portal
Radius:Aruba:Aruba-Location-Id 94:b4:0f:c1:3f:e0
Radius:IETF:Called-Station-Id 000B869AAF37
Radius:IETF:Calling-Station-Id 7C7A914652B7

Radius:1ETF:Framed-1P-Address  10.1.20.102

Radius:1ETF:NAS-IP-Address 10.1.10.21
Radius:IETF:NAS-Port 0
Radius:IETF:NAS-Port-Type 19

Radine TFTF:Servire-Tvne 1

l4 € Showing 1 of 1-11 records » »

v Rl Ed ERRRE,

WRIFEEE o

BE  BA 'iﬁ.

E3
M=, BILAEZIELE radius (58

REIMATEE task3-portal-profile
RRRERRIRS: UNKNOWN (100)
HITRSWRRRS: UNKNOWN (100)
RADIUS Nl

Radius:Aruba:Aruba-User-Role labl-guest

ClearPass

aruba
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Aruba Hands—On Lab Guider: ClearPass

v min MR EIRNE, W&, aTLAERIBLE radius (R
EE WA W

EFP&IE ID: guest7C7A914652B7-5DASFAEE-2A6F4

Frofad B : Oct 15, 2019 17:05:10 CST

LERETE) & Still Active

WS Active

£IHRE: -

(-6 -

INERIEE: 1

REFHES
NAS TP #hiit: 10.1.10.21:0
NAS IRO2ER: Wireless-802.11
IFAYTE 1D: 7C7A914652B7
FAIEIYEL ID: 000B869AAF37
43051 IP Sidt: 10.1.20.102
Framed IPv6 Address: -
[ RADILIS

|4 « Showing 1 of 1-11 records » »I m




5 TASK4: ARUBA {=HIz2EERE CPPM LR 802.1X JAE

51 HREXK
AR&EEELREZEENIXKEIINELZSAENAELST, REEANNERTLSEARBRBFETRN, FEFAR
ERIRILEIFIENIR, EEENSRIRHIAMCLAR T AP A VLANRI X BIf=HISE,
5.2 SEIBEE
EESEDINES
v EERNEEEET AUINTEMEZNAEARTR, B—FERLTSIENNESR?
gE:

FHZANELST, BIFERE TEFTEATEMEIEH AT, BIFEEHIAEMERKIRITHTARINA
IEARSSRRIE?

EE:
v ERTZAERSEE, BRINNFERET, (ARSI RERRID?
EE:

v ERI802. 1AIERIAR, BANRITRFRSEARIAR, fINSSHIEER T, FIARadiushIRRINEE, XEH
LIS EIEHRS, NTSEBIARIRSSIEAER?

EE:

\

5.3 ClearPass fit&

53.1 FMFHSHAE
B1E: HEIERE - > B - > A8, REALAN "HIEe” BE, BRI ae:

ClearPass Policy Manager Menu =
e
- o + RNAE
= Rt & BARE
doBx & SRR
L3 AT y ndependenti fivid ” be accessed globally through the re 0 policy of any
RS
S b =T DIETE Bl Go | Clear Filter B (1000 428
Q 56
£3 Single Sign-On (SS0) * L ]
G AP a1 [TACACS Super Admin] Super administrator role for Policy Manager Admin
2. [TACACS Receptionist] Receptionist role for Policy Manager Admin

[TACACS Read-only Admin]

[TACACS Network Admin]

5 [TACACS Help Desk]
6. [TACACS API Admin]
[Other]
T Profile and Network Scan 8. [Onboard Windows]

1 mEAHE 9. [Onboard Mac 0S X]



Aruba Hands—On Lab Guider: ClearPass

ERINFAGINEDR, WA TENSEH:

v ¥R leader-role
v ORBE: PSSR

B leader-role |
HAA: W <0 S 1 (A 3R

P

“save Ji Cancel

ERINFAG2HEOR, WA TENSEH:

v 8BFR: employee-role
v RER: TEFRITANAEIER

AT o

g s lemployee-rold |
B Wit F 3 T RYi5 a4 R

)

Sove J Cance |

F22L: WA BE - > B - >AAR . /A LA "RIIERT &, BImTERKS:

aruba ClearPass Policy Manager Menu =
B [] EX» 56 » SiEF

=t} o3z S * Rénugfﬁ'

R G & SHEP
fediidlog o tor Account Settings
oy £ ClearPass Policy Manager lists ail local users in the Local Users page.

o B NE

13 Single Sign-On (SS0)

e # ®m mPI. #h [ e :
£ 1 st | [ ms
L BEENIIE

Gae

£ meesd

o B 2ems

o S WBIAAT

|

+ Profile and Network Scan
O BN




Aruba Hands—On Lab Guider: ClearPass

ERINES1EDP, WA TEHSEH:
v FFID: leader (RIAEFHIERKS)
v EIR: leader-test (BIZKSHIFIE, RE—IRE)
v Ef3: arubal23 (ZKENERZ)
v INIEEE: arubal123 (AIESMAXEREN)
v [ERAF: enable (i)
v fata: leader-role (iZBESE—STOIEN)

MF ID: leader
= leader-test
FTE: eesesesseeeeen
WAEFET:  [ssssssessennea
BERAR: v (EGTERAMAR)
B (Check to force change password on next TACACS+ login)
AE: leader-role
B
f:3 &

1-‘ Click to add

RIS 2MEOP, WA TEHSE:
v FFID: employee (BIFFHERKS)
v BFR: employee-test (EIZIKSHIBIE, RE—MRE)
v Ef3: arubal23 (ZMSHEREME)
v INEEE: arubal23 (AIESMAXEREN)
v [ERAF: enable (@)
v ffa: employee-role (ZABEAER LAY

aruba



Aruba Hands—On Lab Guider:

| EmAmme

AP ID: |employee |

A5 |employee-test |

=D ‘

SETR: ‘

BERARF: ¥ GERTERARAR)

HeE: ) (Check to force change password on next TACACS+ login)
AR [ employee-role v

1.| Click to add...

=n

ClearPass

e
BB
aruvba ClearPass Policy Manager Menu =
Hig (] BE > 5 » AAS
i o h s o FMEF
R @ e £ FNEF
Lo - & SFHAF
Lx AT [5 Account Settings
3 R ClearPass Policy Manager lists all local users in the Local Users page.
- S E
e e — T ["Go T ciar Fier | amm v
G : T ; nE ,
Q&4 Single Sign-on (SSO 1. employee employee-test employee-role Enabled
g ngle Sgn-on ( ) Zs ( leader leader leader-role Enabled
s 3. " groupi-test groupi-test [Other] Enabled
LI BEENIIE ERREMT—E— ERRE S
fod::1:] ‘
fog=f=1:2 )
« B zZeRkR

5.3.2 HIGAIERRSS

B HEEE - > s2FT - > BEXH , REALMHRY "FIBEFHTEESE" &HE, IR ESIR

1TECE S

aruvba ClearPass Policy Manager
(03 [ X » ABRT » BRI
[ B4 M EHPTERE XY
Q"o EE °
L3 HERbFFE Each enforcement policy contains enforcement profiles that match conditions (role, posture, and time) to actions (enforcement profiles).
3 8%
R - T [ Clear it |
= por S AT DETE Sl Go | ClearFilter
©REH "
- T R2RR # 8 EW. £S5 )
& BHRG 13 [Aerohive - Terminate Session] RADIUS_CoA System-defined profile to disconnect user (Aerohive)
fok. ] 2. [AirGroup Personal Device] RADIUS System-defined profile for an AirGroup personal device request
=% [AirGroup Response] RADIUS System-defined profile for any AirGroup request
e ] 4. [AirGroup Shared Device] RADIUS System-defined profile for an AirGroup shared device request
o)
& ::'{::"d NetworkiScan 5 [Allow Access Profile] RADIUS System-defined profile to allow network access
6. [Allow Application Access Profile] icati System-defined profile to allow access to application

Page 59 of 201

Menu s

BT EX M
& SABBIRTREXH
& SHEBIRTREH

87 100 $iER

aruba
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EREXH (B—) &HkR, BATENSE:
v 1E#y: Aruba RADIUS @447
v %R task4-802.1x-leader-profile
v OB EZ

BLE » w@Hl AT » BB » Add Enforcement Profile

Aruba Hands—On Lab Guider:

SE | AT EL B DU
Rt B
e | Aruba RADIUS ST v
£ task4-802 1x-leader-profile
iRAH:
£
#eAl: RADIUS
& OUEE U RR CUmE )
wEHETER: T
View Details
Modify

| --Select-- v

ERMEER-RR, WA TENSE:

v EtE: Radius:Aruba Aruba-User-Role leader-role
BE » 2T » BEZ » Add Enforcement Profile
SRR AT L

BREAX il HE

ClearPass

Aruba-User-Role = leader-role

EEREXH (B4 EIRRP, BATEINSE:

v #&#%: Aruba Radius 3B&IHT
v BFR: task4-802.1x-employee-profile
v OB BT




Aruba Hands-On Lab Guider: ClearPass

LB » W@EHIT » Rt » Add Enforcement Profile
R HATE B O

L =

Him:
B

Aruba RADIUS 88 #1147

|task4-802. 1x-employee-profile

E: i

Iis‘?‘ef’ﬁ:

wEEME: ( Remove
[ View Details
|' Modify

| ~Select- v

ERMEER-RP, WA TEHNSE:

v EtE: Radius:Aruba Aruba-User-Role leader-role

BE » 2H T » BEZH » Add Enforcement Profile

SR AR AT

L
raxt [CEH ®E

Radius:Aruba
s ‘ Clickto add...

Aruba-User-Role = employee-role

B2 BB EE - > EmHHUT - > R, REALEER AILGEFIFTRE" &, BI— D Es TR

aruvba ClearPass Policy Manager Menu —
it
= 5a oJEEEE e o BMEARTER
~ RR 9 & SIS
o = & S EEIR TR
fedi sy o] ClearPass controls network access by evaluating an enforcement policy associated with the service.
fed '3
‘ E‘m s =0 sl ma el B Go | Clear Fitor | S (1000 8] 2
ey
o [ =2RR
& =T - [Admin Network Login Policy] TACACS Enforcement policy controlling access to Policy Manager Admin
mﬁn- 2. ‘ [AirGroup Enforcement Palicy] RADIUS Enforcement palicy controlling access for AirGroup devices
L ERXH 3. ‘ [Aruba Device Access Policy] TACACS Enforcement policy controlling access to Aruba device
o 4R 4, ‘ [Guest Operator Logins] Application Enforcement policy controlling access to Guest application
+ | Profil d Network S
IQB;;‘EEIEH etwork Scan 5. ‘ [Insight Operator Logins] Application Enforcement policy controlling access to Insight application
6. ‘ [Sample Allow Access Policy] RADIUS Sample policy to allow network access
7. ‘ [Sample Deny Access Policy] RADIUS Sample policy to deny network access

BRBENNH—E— = Siti Bigk

aruba

a Hewler! Packard
Enter mpany
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Aruba Hands—On Lab Guider: ClearPass

ERdITIET R, WA TENSEH:

v BFR: task4-802.1x-enforcement-policy
v SEHHITREL: RADIUS
v ENABCEN4E: [Deny Access Profile]

BiE » @EIHIT » e » Fn

SEBIIIT FNE
el e EE

l-’gﬁ’v: 'task4-802 1x-enforcement-policy I ]
HER: I |
y
TR ® RADIUS TACACS+ WEBAUTH (SNMP/Agent/CLI/CoA) FIAERF ) Event
2R B [Deny Access Profile] v NGRS W ATE B

EMNER-RAR, WA TEINSE:
v HI: g5 "Add Rule” BLEWT:
B RINE—MINEZER Tips Role  MATCHES ALL leader-role, [User Authenticated]
B EENESR: task4-802.1x-leader-profile

BLE » EHINT » HI5 » 00
S PAT SR

EHMIT wE

M E ®© REFF—LE O REFELR

Enforcement Policy Rules:

Conditions

[ Move Up 1 ] Move Down | ] Edit Rule ] Remove Rule ]
HNRES o
E3i
o ki
x# E =R #
eader-role > )
. i & )
1. | Tips Role MATCHES_ALL [User Authenticated]
2. | Click to add...
EH TR A
REXHE: [RADIUS] task4-802 1x-leader-profile Move Up |
7 | Move Down |
Remove
—Select to Add-- M

B ERINEZMNEMAER Tips Role MATCHES ALL employee-role, [User Authenticated]
B EEXHE: task4-802.1x-employee-profile orubo

nferprise company



Aruba Hands—On Lab Guider: ClearPass

ANHES °

1

TUER LU T BB % 4«

employee-role B
B
[User Authenticated] &

1. ‘ Tips Role MATCHES_ALL

|
i_‘. CHeR o aoa..

BHMITREX T

BB ITRADIUS] task4-802_1x-employee-profile l

Move Up 1 ]

i Move Down |
Remove

—Select to Add-- v

ERERT R, NEFREHTEE:
B » BHIALT » HAD > N0
SR FIHAT HLEE

EHRGT AN

Eilih T

=t task4-802.1x-enforcement-policy

HAA:

I AT A RADIUS

BRI [Deny Access Profile]

i

MM E: First applicable
Con ns Actions

' |e(aTc:2:,:,:c|’; [user Authenticated] [RADIUS] task4-802.1x-leader-profile

(Tips:Role [User Authenticated]

" lemployee-role) [RADIUS] task4-802.1x-employee-profile

B3 HEIEE - > RS _/EALAERY "AINIRS" ZHE, B RSS:

aruba ClearPass Policy Manager Menu =
(1 3 ] BEE» RS
s
S = Sk
L3 MCAbFFAS This page shows the current list and order of services that ClearPass follows during authentication and authorization.

£ %WE stymee [ B vaeslyl [ Go | ClearFilter | 857 (1000 v | 2R

=8 5 L EE £ ®E
B == ST

& EaNT 1. € 1 [Policy Manager Admin Network Login Service] TACACS TACACS+ Enforcement o

Q%ﬂ%‘ 2. € 2 [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic ) (]

ERETH 3. € 3 [Aruba Device Access Service] TACACS TACACS+ Enforcement (]

T + [T 4. L 4 [Guest Operator Logins] Application Aruba Application Authentication [}

+ M Profile and Network Scan 5. e 5 [Insight Operator Logins] Application Aruba Application Authentication []

{3 FRHE 6. 2 7 lab1-mac-user-defined RADIUS B MAC AE [

7. ( 8 labl-mac Device MAC Authentication RADIUS 7BBE MAC AR (V]

8. e 9 aaa test RADIUS RADIUS Enforcement ( Generic ) (=]

9. L 10 lab1-portal-user-defined RADIUS RADIUS Enforcement ( Generic ) Q

BFREAIH—E— (i) (5 (0]

FERSHIRER, A FENSH:
an/ba

v ZKAY: Aruba 802.1X Wireless



Aruba Hands—On Lab Guider: ClearPass

v AFR: task4-802.1x-auth-service
v DSBS LATATE%RMH
v IRSHIN:
B 1. Radius:IETF NAS-Port-Type EQUALS Wireless-802.11 (19)
m 2 Radius:lETF Service-Type BELONGS TO Login-User (1), Framed-User (2), Authenticate-

Only (8)
B 3 Radius:Aruba Aruba-Essid-Name EQUALS labX-peap (X: 1---6)
A » RS » F
BR4%
Ia Wk mE BT B
#HF: Aruba 802.1X Wireless v
f=ton task4-802.1x-auth-service
Vg ruba 802.1X RHENRS [
W
i L B ARL TS T BRI B
EEHIA: i U 2adiniEh U ErtEis T U BEEiRS U Accounting Proxy

| etin]

LA TR FEh © LITHAEEN:

1. | Radius:IETF NAS-Port-Type EQUALS Wireless-802.11 (19) L]

oo R Login-User (1), Framed-User (2), .
2. Radius:IETF Service-Type BELONGS_TO Authenticate-Only (8) By @
3. | Radius:Aruba Aruba-Essid-Name EQUALS lab1-peap By ®@

ORI TO St

EMEER-RR, SATENSE:

v 1. INIE/ZA:  [EAP PEAP]
v 2. INIEJR:  [Local User Repository][Local SQL DB]

aruba
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BLE » B » 30
IR %
B3 fE  mHMT RE

WAL TTi%: I]'[EAP PEAP| I Move Up | FIMFAT A
| | Move Down |

View Details

Modify

—Select to Add- M

WAL [ [Local User Repository] [Local SQL DB] I move Up1 TEHAES

T Move Down |
|

[-Select to Add— v
HERPEAn: BRACEEMESSIBRANAE. BTRERESWEREE
Service Certificate: --Select to Add-- M View Certificate Details

EReERRP, SRANENRE (FRARNSIUSESRNEHS)
B AERGRE: =

BE » W4 »
N5

RS TAUE aE EH T nE
£ @A -

<

J,' Modify FEANER R 5 R
AT SRR R S

B -
RilFmE: -
M EEE: -
= pi=

EEHITIEIR R, WA TEHSE:
B 1. SEFIITIRER:  task4-802.1x-enforcement-policy (BIEE2AEH BRI HIPITTHRAE)

EE » % » I

k%
B5  ME fE e
FREFMZER: FRAM =Rt EFNAehEetREl
BT A [ task4-802. 1x-enforcement-policy v Fh0FR AR B INAT G
EH TR MRS
HAR:
EontNich-—i7a o R [Deny Access Profile]
N EEE: first-applicable
FH TR E A
(Tips:Role [User Authenticated] taska-802. 1x-leader-profile
| " leader-role) '
(Tips:Role [User Authenticated]

task4-802.1x- | —profil
employee-role) as x-employee-profile

aruba

a Hewler! Packard
Enterprise company



EEEIRP, WNEEHTEE:

BEE » BEF » 0

Aruba Hands—On Lab Guider:

ClearPass

Ji: 63

B WE AE BNk
B
Zal: Aruba 802.1X Wireless
E=tH task4-802.1x-auth-service

B8 Aruba 802.1X ELEAFS

A Disabled

RSN

s

mEL THER

1. ‘Radius‘[ETF
2. ‘Radius:[ETF

L= | Radius: Aruba

NAS-Port-Type
Service-Type

Aruba-Essid-Name

EQUALS
BELONGS_TO
EQUALS

Wireless-802.11 (19)
Login-User (1), Framed-User (2), Authenticate-Only (8)
lab1-peap

AE:

WIETT: [EAP PEAP]

KB [Local User Repository] [Local SQL DB]

AR
Service Certificate:
S

AR
BHI:
FREERER:
BT

Disabled

5.4 =HIZEEE
5.4.1 HRINEEES

task4-802. 1x-enforcement-policy

1 A Web AREFRZ Mobility Master (10.X.50.11) (X : 1
6) -> Configuration -> WLANs R “+" HACIE— ML LEERS

labX (X : 1 -

MOBILITY MASTER
lab1-mm-1

aruba

& Managed Network > lab1 >
(=% Q
£ Mobility Master
& lab1-mm-1
£ Managed Network (2)
& lab1-md1

& lab1-md2

24 General EHL
v 1. Name(ssid):

CONTROLLERS
Dashboard WLANs o
Configuration NAME (551D)

Roles & Policies

Access Points

AP Groups
"

Authentication

Services

Interfaces

Controllers

System

Tasks

Maintenance

IR E

v' 2, Primary usage: Employee

labX-peap (X :

ACCESS POINTS CLIENTS ALERTS

AP GROUP KEY MANAGEMENT

6) , %] Managed Network - >

@ n v
@ admin

INFORMATION

aruba

a Hewler! Packard
Enterprise company
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v 3. Broadcast on: Select AP Groups-->labX-group (X : 1 -+6) (BiEHItaskchE2&6l5E T1Zap

group)
v' 4, Forwarding mode : Tunnel
New WLAN
General VLANs Security Access
Name (ssid): lab1-peap
Primary usage: ) Employee Guest

Select AP Groups v

Broadcast on:

default =
lab1-group -
Forwarding mode: Tunnel v

34 EERFRY VLAN

v" VLAN : wireless-user-vlan

New WLAN
General VLANs Security Access
VLAN: 1 v
1
Hide VLAN 54
Named RULEETEEGIED]
ID(S) =
1
wirel i 120
+

FAE: TEENRE
v 1. Key management: WPA2-Enterprise, RFEIWPARIEIIAIEST
v 2. Authserver: cppm , BR&FEZailabadrEliEIFAIRADIUS(cppm)IAIEIRSSES

Enterprise company



Aruba Hands—On Lab Guider: ClearPass

New WLAN
General VLANs Security Access
v
More Key management: WPAZ-Enterprise v
Secure
cppm
- J
Auth servers:
Personal
+
Open
Reauth interval: 1440 min. v
Less
Secure
Machine authentication: Disabled
Blacklisting: Q

E58: HIISPRIRE
v 1. Defaultrole: guest
v 2. Server-derived roles: Ak
v 3, Derivation method: Use value returned from clearpass or other auth server
v 4, Finish: RfeRm%iEH, THREE
ERSH, BAET 802. 1x NEERIBRERE guest, FAJETLAKA RADIUS (CPPM) AIIEAY, iX[E Aruba £

VSA BitieREdlas, NMAPANEESEESMIIAE ENZERNABNERES TR guest HE) , A
MSEMARABFTUESTRENAR, FRNAEEERRINEENR,

New WLAN

General VLANs Security Access

Default role: guest v
Server-derived roles:

Use value returned from clearPass or other auth server

Derivation method: Use rules defined in table below

Show roles

=3 =3
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60 RBERFHELLE mdigs
v 1. Pending Changes: mBfHiZig
v 2. Deploy changes : sSHiZig

MOBILITY MASTER CONTROLLERS  ACCESS POINTS CLIENTS ALERTS @  admin ~
arubQ  fabtmma - 5 o @ admin
@2 91 T3
= Managed Network > lab1 > Pending Changes |}
Dashboard New WLAN
Configuration
WLANS The new WLAN can be viewed in the WLAN List

) NOTE: The new WLAN has been added to the pending changes list. To deploy all pending changes, click Pending Changes at top right.
Roles & Policies

Access Points
AP Groups
Authentication
Services
Interfaces
Controllers
System

| Tasks

Pending Changes

Pending Changes for 2 Controllers

@ Managed Network > lab1 (2 Controllers)

m Discard changes Deploy changes

54.2 FNAe

$1E: A Web AEFEI Mobility Master (10.X.50.11) (X : 1-+6) , ¥® Managed Network - >
labX (X: 1-+6) -> Configuration -> Roles & Policies g “+” HNBIERNHIBEE (leader-
role ¥0 employee-role) .

MOBILITY MASTER CONTROLLERS  ACCESS POINTS CLIENTS ALERTS @  admin v

QrUbQ lab1-mm-1

91 T
4 Managed Network > labi > |
= a
Dashboard Roles  Polices  Applications  Allases
Mobility Master Configuration
 labt-mm-1 WLANS This section wil require PEF icense to be instalied. Please g to HPE Aruba My Networking Portal to activate license key.
Managed Metwork (2) I | Roles & Policies I
| £ lab1 (2) I Access Points (22D
& labl-md1 AP Groups e — 3
legan 2hdes
3 labl-md2 Authentication N
guest 1 Rl
Services .
a» 35 fules
Interfaces aules
Controllers 7r
stem 23 Rules
24 Res
Tasks
Rules. -

Maintenance -
v Name: leader-role, #FE—/HESRIRAE

Page 69 of 201
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New Role

Name: Ieader-rolel

Cancel

v 1, fEroles2m, ##FE E—SoliEIFAleader-role
v 2. BREATAEBshow Advanced View

MOBILITY MASTER

CONTROLLERS  ACCESS POINTS CLIENTS ALERTS @  admin v
arubQ  btmma o o ® | admin

€ Managed Network > lab1 > Pending Changes ()

& Q| Dashboard

Roles  FPoliies  Applications  Allases

E5 Mobility Master Configuration

 labl-mm-1 WiANs This section will require PEF license to be Installed. Please go to HPE Aruba My Networking Portal to activate license key.

E2 Managed Network (2) | Roles & Palicies

£ lab1 2) Access Paints (58
& lab-md1 2 Croupe A nuies =
nd2 = o 24 Rules -
 labi-ma2 P& authenication e =
swich.ogon s
Services
2nies
Interfaces e
Controllers ke aules
System auhenticated .
- e
Tasks
Maintenance
-+
leader-role
Global Rules
e veRsion source DEsTINATION SERVICHAPPLICATION ncrion

NOTE EESESMAA AINIEEFIR admin BITRIZRTI%RE preferences, A% show advanced profiles

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS ® admin v~
aruba  estmma o . @ a
4 Managed Network > lab1 > Pending Changes ()

Y
£ Mobility Master

Q
Dashboard Roles  Polices  Applications  Aliases

Configuration
Roles 14

 labl-mm-1 Wians
NAME ruLEs

B> Managed Network (2) | Roles & Policies

5 lab1(2) Access Points ‘;i“
© labl-md1 AP Groups 2 s
= labi-md2 Authentication 3 Ruies

Senvices s

Interfaces e
41 Rules

Controllers -

System

Tasks

Maintenance leader-rale Policies Bandwidth Captive Partal More

This section will require PEF license to be Installed. Please go to MPE Aruba My Networking Portal to activate license key.

NAME RULES COUNT T POLICY USAGE

gobasac ] logon, guest, ap-role, statefubdot1,
aportleader.rale sacl [ leader role

eaerroe [ session ]

+

v 1, fEpoliciesEOEMH, EHFHREleader-role
v 2\ H)\EURU'GSD, lr\l—\__'\a.:l e ;E?Ei%*}numl.]o orubo

a Hewler! Packard
Enterprise company
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v" 3. Rule type :

Aruba Hands—On Lab Guider:

INGRIB IR THRIEAIEN) . &Emd Submitiztl

MOBILITY MASTER CONTROLLERS  ACCESS POINTS CLIENTS ALERTS ® admin v
arvbQ ieptmma o2 ©1 }
€ Managed Network > lab1 > Pending Changes ()
=] a
% Dashboard Roles  FPolicies  Applications  Aliases
£ Mobility Master Configuration - 4 e -
 labl-mm-1 WLANS e 1
5 Managed Network (2) | Roles & Policies e :
5 1ab1(2) Access Points
© labl-
lab1-md1 AP Groups leaderrole  Policies  Bandwidth  Captive Portal  More e
9 lab1-md2 Authentication
) This section will require PEF license to be Installed. Please go to HPE Aruba My Networking Portal to activate license key.
Services
\nterfaces NAME RULES COUNT e POLICY USAGE =
Controllers 0 sessn logon, guest, sprle,
0 session Jzager.
System =
[} session [
Tasks ]

Maintenance

lab1

Page 71 of 201

leader-role > Policy > leader-role Rules

(D Drag rows to re-order

1P VERSION SOURCE DESTINATION SERVICEIAPPLICATIGN acmion
MG — :
New Rule for leader-role
Roles
| Ruletype:  (®) Access control Application
lesder-role  Policles  Bandwidth  CaptivePortal  More Basic Vie

leader.role > Policy > leader-role Rules

(@ oragrows to re-order

ClearPass

Access control, Fiig—  permit allf95ehg (BEARBEEMNRETLASHIRIESERR

aruba

a Hewler! Packard
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Roles Policies Applications Aliases

-
leader-role > leader-role > New forwarding Rule
source: Any ~
Destination: Any ~
Service/app: Any v
Action: Permit ~
TOS:
Time range: - None - v Reset
802.1p priority: v
Options: [] Log [ Mirror [ ] Blacklist [ ] Disable scanning
Queue v
] »
-
m Submit
MOBILITY MASTER CONTROLLERS ~ ACCESS POINTS CLIENTS ALERTS 0 w
aruvba lab1-mm-1 " @ admin
& Managed Network > labl Pending Changes ()
=] Q "
b Dashbaard Roles  Policies  Applications  Aliases
£ Mobility Master Configuration 4 Ruies =
= labl-mm-1 WLANSs 41 Rules
Managed Network (2) | Roles & Policies sder-role
S 1ab12) Actess Pois +
& lab1-md1
AP Groups leader-role  Policies  Bandwidth  CaptivePortal  More Show Basic View
- Bk Authentication
This section will require PEF license to be installed. Please go to HPE Aruba My Networking Portal to activate license key.
Services
Interfaces NAME RULES COUNT Tvee POLICY USAGE

0 session logs aperole. statefubdott, gu...

Contrallers

0 session
System
£z
Tasks
Maintenance
leader-role > Policy > leader-role Rules (D Drag rows to re-order
1P VERSION souRce DESTINATION SERVICEIAPPLICATION acTion
v any any any permit

+

v

$£22: XALERSENGZE BB —1HEE employee-role, M) LZEFERAITLARERERN
THIEIEREE, MMIRERFAREIRIEIER,
F3L: BREFRFHREDE mdigE
v 1. Pending Changes: A AaHizigid
v 2. Deploy changes : mfHiZigH

aruba

a Hewler! Packard
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MOBILITY MASTER

aruvba  btmma

4 Managed Network > lab1 >
&
£ Mobility Master
&2 lab1-mm-1
£ Managed Network (2)
€ lab1 (2)
& lab1-md1

= lab1-md2

Pending Changes

Q. Dashboard

Configuration
WLANs
| Roles & Policies
Access Paints
AP Groups
Authentication
Services
Interfaces
Controllers
System
Tasks

Maintenance

ArubabM.A, 8.40.0

Aruba Hands—On Lab Guider:

CONTROLLERS ACCESS POINTS CLIENTS ALERTS @
@2 @1 T3

admin v

Roles  Policies  Applications  Allases

. P e -
employes.role T Rules g =

employee-rale Palicies Bandwidth Captive Portal More Show Basic View

NamE RULES COUNT Tvee PoLICY UsAGE =
globalsad [ session Iogon, guest, ap-role, stateful-d.

apprf-employee-role-saci 0 session employes-role

employeerole 1 session employee-role

+

employee-rale > Palicy > employee-role Rules (D Drag rows to re-order
1P VERSION SOURCE DESTINATION SERVICE/APPLICATION  ACTION =
ot any any any permit

+

Pending Changes for 2 Controllers

@ Managed Network = lab1 (2 Controllers)

5.4.3 iRhNitER

F1E: FH Web AREZRE Mobility Master (10.X.50.11) (X : 1 -+6) , % Managed Network - >
labX (X : 1--6) -> Configuration -> Authentication -> AAA Profiles i%Ii&, s AAA BIEAY
“+" BFIFFER AAA Profile, HEIZRIMSEEERMAY labX-peap_aaa_prof, /s GIERY “+" EFFAT

BRIECEIT

MOBILITY MASTER

arvbQ  tabimma

4 Managed Network > lab1 >
(=1 Q
£ Mobllity Master

= lab1-mm-1

5 Managed Network (2)

Page 73 of 201

Dashboard
Configuration
WLANS
Roles & Policies
Access Points
AP Groups
Services
Interfaces
Controllers
System
Tasks

Maintenance

Discard changes Deploy changes I

CONTROLLERS ACCESS POINTS CLIENTS ALERTS ®  admin v
3

©2 @1 =

Pending Changes (})

Auth Servers Authentication L3 Authentication User Rules Advanced

AAR Profiles AAR Profile: lab1-peap_aaa_prof
R E T =
@ [ default-tunneled-use... Inal role: logon
® [ defaultaml-api MAC Authentication Default Role: guest
@ [ groupl-mac-caching a.. 802.1X Authentication Default Role: guest

@ [ groupl-mac_aaa_prof Download Role from CPPM:

@ [ group-portal aaa pr. Set username from dhep option 12:

@ [B lab1-mac_aaa_prof L2 Authentication Fail Through:

© [B 1ab1-peap_aaa_prof
[3 802.1% Authentication

Multiple Server Accounting:

User idle timeout: secor

[3 802.1X Authentication Server Group
Max P4 for vireless user: 2
[3 MAC Authentication
RADIUS Roaming Accounting:
(3 MAC Authentication Server Group
RADIUS Interim Accounting:
[§ RADIUS Accounting Server Group
RADIUS Acct-Session-Id In Access-Request:
(@ RFC 3576 server
User derivation rules None-

Sl ahcene, =

ClearPass

aruba

a Hewler! Packard
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8825 %1% RADIUS Accounting Server Group, fEABEEES, M Server Group THIFIFERIEEZHI
BSELEIEER labX-peap-dot1_svg. mthA AR Submit %4,

MOBILITY MASTER CONTROLLERS ~ ACCESS POINTS CLIENTS ALERTS ®

Orubo lab1-mm-1 © o = admin v

€ Managed Network > lab1 > Pending Changes ()
& Q -
i3 Dashboard Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced
£ Mobility Master Configuration —_— N
& lab1-mm-1 WLANS AAA Profiles Server Group: labl-peap_dot1_svg
@ umauupE .
£ Managed Network (2) Roles & Policies ©8
default-tunneled-use... Server Group: lab1-peap_dot1_svg v
6 lab1(2) Access Points
@ [ default-xml-api
AP Groups Fail Through:
P @® B groupl-mac-caching_a... #
Authentication Load Balance:

® [ groupl-mac_aaa_prof

Services @ [3 groupl-portal_aaa_pr...
Interfaces ® [ labl-mac_aaa_prof
Controllers @ [§ labl-peap_aaa_prof
System [3 802.1X Authentication
Tasks [F 802.1X Authentication Server Group
Maintenance G MAC Authentication
[§ MAC Authentication Server Group
(5 RFC3576 server
[ AMLAPI server h
AnihaAMVA R A0

F3L: EERFARLLES mdigsg
v 1. Pending Changes: A fasfHizie
v 2. Deploy changes : mhiZi%sH

MOBILITY MASTER CONTROLLERS ~ ACCESS POINTS CLIENTS ALERTS .
aruba = ebtmma o e . ®  admin
€ Managed Network > lab1 > Pending Changes ()
& & Dashboard -

Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced

£ Mobility Master Configuration R N

& lab1-mm-1

WLANs ARA Profiles Server Group: labl-peap_dot1_svg
£ Managed Network (2) Roles & Policles L e -
£3 lab1 (2) Access Points ® [ default-wnneled-use. Server Group:  labl-peap_dot1_svg -
@ [ default-xml-api
AP Groups @ [ groupl-maccaching a... Fail Through:
| Authentication @ @ grouptmac.asaprof Load Balance:
services ® [ groupl-portal_asa pr...
Interfaces @ [3 labi-mac_aaa_prof
Controllers © [ labi-peap_aaa_prof
System [@ 802.1% Authentication
Tasks [B 802.1% Authentication Server Group
Maintenance E MAC Authentication
[3 MAC Authentication Server Group
[3 RFC 3576 server
% XML API server , -
=1
Pending Changes

Pending Changes for 2 Controllers

@ Managed Network > lab1 (2 Controllers)

a Hewler! Packard
Enterprise company
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5.5 ISIFLESR
5.5.1 £iF LEIKEXIERICH

el
Sl

Sl

Sl

5.5.2 CPPM L&EHEIAILCH
£ #KF WA - > Live Monitoring - > iAE)IRIES , BEEIEHIISAIECER.
WRPAFIE R L WIS, FRATAT DR A Je 4ok A ity

aruvba ClearPass Policy Manager Menu =—
[T ] %47 » Live Monitoring » 1 [T R #R3S N
= . o
@ un G URIR ERIEFAE oct 09, 2019 16:58:21 CST O =575z
= Live Monitoring The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.
St ¥ [All Requests] [_§ Lab1-CPPM-1 (10.1.50.41) “.5" Last 1 day before Today
SonGuard &
EN o se
FERMA -
- iT§E28: Request ID v EE ]
+ [ Profile and Network Scan Rea I | | m
F HitEER Username Login Status Request Timestamp v
FEEEE 1. [10.1.50.41 RADIUS employee task4-802.1x-auth-service ACCEPT 2019/10/09 16:57:45
F?ﬂ?ﬁﬂ'&?é% 2. 10.1.50.41 RADIUS employee task4-802.1x-auth-service ACCEPT 2019/10/09 16:24:21
& Blacklisted Users 3. [10.1.50.41 RADIUS lab1-test task1-test-service ACCEPT 2019/10/09 14:21:57
aruba ClearPass Policy Manager Menu =—
1.3 [} 3% » Live Monitoring » 0 iR #7285
. oy ZhRIF
EE © Uy ERER 2% oct 00, 2019 16:58:56 CST O =3k

= ¥ Live Monitorin

SHEEER

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

itz Y [All Requests] [ j Lab1-CPPM-1 (10.1.50.41) *" Last 1 day before Today
&onGuard &3
E s izt
Bt il .
o i 828 | Service v [B% v |task m Clear Filter ) E
+ [ profile and Network Scan ‘ | sk | |
- S T S
FEpsEss il 10.1.50.41 RADIUS employee task4-802.1x-auth-service ACCEPT 2019/10/09 16:57:45
F;fﬁ%)%ﬂﬁ% 2. 10.1.50.41 RADIUS employee task4-802.1x-auth-service ACCEPT 2019/10/09 16:24:21
5 Blacklisted Users BrREMM N —E—

I
v EHXKIANLER, EF HBE SIHERNS, WE, aEZImLSEE aruba

a Hewler! Packard
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BRIE: ACCEPT =
EAFARRTF: R0O0000051-01-5d9da109
B BAfn e Oct 09, 2019 16:57:45 CST
SR TAARIRF 7C7A914652B7 (Computer / Windows / Windows)
Bra: employee
HEE 1P/ 0: 10.1.10.21:0
FmEafintts: UNKNOWN (100)
it FARRS -
B task4-802.1x-auth-service
WAERE: EAP-PEAP
WAER: Local:localhost
AR [Local User Repository]
=I=H [User Authenticated], employee-role
EERIHATELE S 4 task4-802.1x-employee-profile
B AR Disabled
Online Statns: M Online

v Rl RN EIRRE, MR, JUETLER

wE WY HE
Bra: employee -
IR EAARRST 7C7A914652B7 (Computer / Windows / Windows)
HAEE IP/RO: 10.1.10.21:0
RADIUS &k
Radius:Aruba: Aruba-AP-Group lab1i-group
Radius:Aruba:Aruba-Essid-Name lab1-peap
Radius:Aruba: Aruba-Location-1d 94:b4:0f:c1:3f:e0
Radius:IETF:Called-Station-Id 000BB69AAF37
Radius:IETF:Calling-Station-Id 7C7A914652B7
Radius:IETF:Framed-MTU 1100
Radius:IETF:NAS-Identifier 10.1.10.11
Radius:IETF:NAS-IP-Address 10.1.10.21
Radius:IETF:NAS-Port 0
Radius:IETF:NAS-Port-Type 19
. Dadinic - TETE-Crrmsira_Tunn 2 R
|4 4 Showing 1 of 1-2 records » »

v Rl T BRRAE, W, JLERIREER

aruba
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EREAES °
HE @A i

S ATR B S task4-802.1x-employee-profile
FirEHRNES: UNKNOWN (100)

Tt T2 RRS: UNKNOWN (100)

RADIUS BEL

Radius:Aruba:Aruba-User-Role employee-role

v R TR ERRRE, R, JLUERIREER

| #wEmEn °
RE @A W

EP%iE ID: employee7C7A914652B7-5D9E1038-DAAG0
FritEtiER: Oct 09, 2019 16:57:46 CST

| AR Still Active

#&: Active

HIFEHE: -

e -

WAL= iE8: 1

[

NAS 1P Hhil: 10.1.10.21:0
NAS Ui O 2# Wireless-802.11
HFO 3 ID: 7C7A914652B7
BTIF g 1D: 000B8GOAAF37
A 1P Hhdk: 10.1.20.102
Framed IPv6 Address: =

e A : -

|4 4 Showing 1 of 1-2 records » Show Configuration

5.5.3 =z FESIALCR

$1E: @Y SSH ZBREF labX B9 mm 15488 E, A show global-user-table list AJLAEE HpipTAHIFEE
FF%IZE, ALAEEHREFIIALEKS, INEENAE, REASAIESE, IREEY IP, Z&imhI MAC it
hb. L4ETXEXAY AP-Name, ESSID £

(labl-mm-1) [mynode] #show global-user-table 1ist

Auth Al e s phy  Pr

groupi-gu MAC i a-VHT groupl-mas ng_aaa_prof

(1ab1-mm-

jc1obal




6 TASK5: ARUBA §&4l22£5F CPPM SCIRERREMBAIE (MAC + PORTAL)

6.1 HPE:

BR&ELERF B portalNERSTURATTEMES, FEFIRERIANIR, AT RENEEREEMELIR
¥, RFZRPES RERLTELHHNEERRRSIEEHTWebNEER, ZEBRAMACERATAILR
HBAME., ATUMACGAERIHHTER, EXRMAGAERFEEHEE EERportaiMEFERIBFAE.

6.2 SCINBER
ERFNMR
v' ClearPass§tE—SSIDEEEMACAIE, XHPortallAiE, 4{APLECEI—MNEFASAUESK:

ER:

v ClearPass EBEREMACAIERRSS, AIPtECEI— NEMRSAIESK

ZE:

v EESE:
B ClearPassfiiE

*
*
*

BB — \portal AP RE
ClearPassBEE—1MAC Cachingi\ilEBRSS, FARILECportal SRk, FHERFEndpointHuEeE

ClearPassEiE— MMACINIEIRSS, FRITEEmaciAiEissk, FIFAMAC cachingiAEM RS
EndpointSuBE{TREBEIALE, FHREEFINEFS

B AR

*

*
*
*

EE—SSID:labX-mac-caching, HERMACGAIEFPortabAE ,
INIEBRSS 2818MCPPM IP :10.X.50.41 ,

PortaliAiERirole: labX-mac-caching-guest-logon, pIhfE%k1Srole: guest

MaciAilEf53k18role: guest (X: 1--6)

6.3 ClearPass fit&8
6.3.1 b0 Portal ERTAMHE



Aruba Hands—On Lab Guider: ClearPass

v Portal REE &/ Flab3fguest-login TUAE, XBEARBES
6.3.2 i mac caching IAEBRSS

F1E HEBE - > BHET - > EXH , [REANEY “HIGEFHTEESEG" &, Ein— aEsihT
(=N

£ "ERENMH" EIRFREA TESE:

v #&#R: ClearPass SLKEFTEHIHAT
v R&FR: task5-update-endpoint

A E » EElRT » BEXH » Add Enforcement Profile

EHIHITECE 4
=R ClearPass A EFTEHIAIT
B task5-update-endpoint
i8A:
e/
ESiH Post_Authentication
B & : idli73
BEaEn®: 1 Remove A& A
View Details
Modify
£ "B ERRHhEATESH:
v B
® 1. Endpoint Username = %{Authentication:Username}
m 2. Endpoint Guest Role ID = guest-role
® 3. Endpoint MAC-Auth Expiry = %{Authorization:[Time Source]:One Day DT}
B 4. Status-Update Endpoint = Known
ECE » BHAIT » BET » Add Enforcement Profile
BEIMITE B
RE HE
ERY £-1: "

1. | Endpoint Username = %{Authentication:Username} i)
2. | Endpoint Guest Role ID =  guest-role i
3. | Endpoint MAC-Auth Expiry = 9%{Authorization:[Time Source]:One Day DT} b
4. | Status-Update Endpoint = Known T

=k | Click to add...

£ "BE" #R-EhiEH#HTEE:
v BE. EERERR, et "FE aruba



Aruba Hands—On Lab Guider: ClearPass

EE » @HHiT » BE3H » Add Enforcement Profile

SREIMATECE S
EESf Et m
EEXH:
SR ClearPass E{RERIRHINT
¥ lab5-update-enpaint
1580 lab5E ffrendpoint¥E Efc B T
E.'H Post_Authentication
BiE: Accept
BEENR: -

1 Endpoint Username = % {Authentication:Username}

2 | Endpoint Guest Role ID = %{GuestUser:Role ID}

3. | Endpoint MAC-Auth Expiry = %{ Authorization:[Time Source]:One Day DT}
4 | Status-Update Endpoint = Known

g2 WA E - > s2FT - > BEXH , /ARy "FIBEFHTEESE" &, IS EHR
1TECES S

£ "ERENMH" EIRFREA TESE:

v 1&#%: Aruba Radius 3BFH1T
v BFR: task5-guest-profile

BH » |BHT » BBEXH » Add Enforcement Profile

BEIATE E S
Rt EE

BiE: Aruba RADIUS 32T 4

B task5-guest-profile

BieR:
GA

ES3i2H RADIUS

B (- I3 i) il

REEF*: Remove AR EE
View Details

Modify

--Select-- +

£ "B ERRREATESE:
v JEM: Radius:Aruba Aruba-User-Role labX-guest (X: 1--6)

Bl » J|EMT » BEXH » Add Enforcement Profile
SEEIATE B U

EESH m e

1. | Radius:Aruba Aruba-User-Role = lab1-guest

2. [ Click to add...
£ "HE" SR RN EHTRE:
v HE. BERERR, FRE RE




Aruba Hands—On Lab Guider: ClearPass

BEHE » BHHAT » BEXHE » Add Enforcement Profile

S ATECE ST

ERxf  RE

BB
iR Aruba RADIUS SE#IH4T
B task5-guest-profile
AR

HERY: RADIUS
#B1E: Accept
R EAsI%:
Rt

£S5} & !
1. | Radius:Aruba Aruba-User-Role = lab1l-guest

Enforcement profile has not been saved

B35 WEIECE - > EFIHUT - > R, REAMR RINEFHITRE R, EI—DEHRTRE:
£ "EHHT EIRRREA TESE:

v FFR: task5-mac-caching-enforcement-policy
v ERAECESME: [Deny Access Profile]

BeE » SEHIRAT » HE » R

SREIHITRES
WHIAT PN
&R task5-mac-caching-enforcement-policy |
AR [ |
_ ®,
EHIRITRE: © RADIUS TACACS+ WEBAUTH (SNMP/Agent/CLL/CoA) NEERF Event
| BARE S [Deny Access Profile] g TSRS TR E S

£ "I RS TESE:
v Conditions: i “Add Rule “, ECBUITE8#, HaE e
B %4 Tips Role MATCHES ALL guest-role & [User Authenticated]
B EEHE: task5-portal-profile (ZEE 1L BIZEAIFIE L)

OF'UDQ



MR

Aruba Hands—On Lab Guider:

LA LA TR i
kB ENF i |
. guest-role
1. ‘ Tips Role MATCHES_ALL [User Authenticated] o b
2. | Click to add...
FHATEEH
I
= DL —
(Hovepcwn,, )
| --Select to Add-- ¢)

o o |

E BE SRR E TR
v NS SERERE, HEE RE

B E » BHIAIT » REE » 0

ClearPass

SRBIHITERES

BHAT A
BHIAT:
¥ task5-mac-caching-enforcement-policy
HeR:
SRAITRE: RADIUS
BRI E [Deny Access Profile]
Fm:
HMEEEE: First applicable

Conditions Actions

1. [Jlﬁsﬁmnﬁ:;’;ﬁ-"'”“ guest-role [RADIUS] taskS-guest-profile, [Post Authentication] task5-update-endpoint

FAL HEIEE - > k55, _EAMRK "7FINRS" &, EIn—71RS:
£ "IRss" ERRPEENTSH:

v ZEAN%RE: RADIUS Enforcement ( Generic)
v RBFKES: task5-mac-caching-service
v EZEIN: B (FR)
v IRSHIN:
m 1, Connect Client-Mac-Address NOT EQUALS %{Radius:IETF:User-Name}

m 2 Radius:Aruba Aruba-Essid-Name EQUALS labX-mac-caching (X: 1-6) aruba

Hewlet! Packard
Enterprise company
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Aruba Hands—On Lab Guider: ClearPass

ECE » iR » R

il

RE  BEEHRT  BE

RADIUS Enforcement ( Generic ) v

task5-mac-caching-service

task5-mac-cachingiAiEARSS

®

4

AR BRI TSEHI AT RIREE 58]
B BEm: B ZRRREM O EITERMEN O BEXFES ) Accounting Proxy |
it

PLETR BEH O LITHiAERM:

1. | Connection Client-Mac-Address NOT_EQUALS %{Radius:IETF:User-Name} By w
2. | Radius:Aruba Aruba-Essid-Name EQUALS lab5-mac-caching By m

3. | Click to add...

£ “NE" #ER-RPERENTSE:

v 1. INIERAE: [PAP]. [CHAP]. [MSCHAP]
v 2. IANIEJ&: [Local User Repository][Local SQL DB]

BH » B35 » &

RS

RS #1 R HEBIHRGT W

o o ECTITTE AL
[CHAP]
IMSCHAP] [_Move Down | ]

--Select to Add-- v

IAER: [Local User Repository] [Local SQL DB] Move Up 1t IR
Move Down |

Modify

--Select to Add-- ¥

HmAFR . C BAMEEMES S RIANAIR, BTUERF SRR

Service Certificate: --Select to Add-- 5 View Certificate Details

£ "B ERRPERENTSH:

v' "[Endpoint Repository][Local SQL DB]"
v "[Time Source][Local SQL DB]”

aruba

a Hewler! Packard
Enterprise company



Aruba Hands—On Lab Guider: ClearPass

R » K55 » &

BRSS

RS  AE EECE REBE O EERGT B

BRHEEE: MR RIS BRI RS (33957 A
MR RiEREE
1. [Local User Repository] [Local SQL DB] [Local User Repository] [Local SQL DB]
MR ERA B G R MR E A -
[Endpoints Repository] [Local SQL DB] Remove ARANFTAER
[Time Source] [Local SQL DB] View Details
--Select to Add-- *
£ "fA8" EIRRR, ERAREINERE (EAIBSTUSESRNEHS) :
v RBNGTREE: =
EE » B » Rt
BR%S
WE T wHaG R
eI _-Select-- 3| Modify AT R BRET R RS
BRI
588
Birmes:
HUMAT R
i A

£ "EHNT EIRRR, RENTSH:

v SEFHITIRRES . SRR TIREE THISEE H K Elab5-mac-caching-enfocement-policy”  (BIETEIAEE
FENERI 1 TR

E » RS » &N

AR5
HS  WE  EE AB ]
{EFIETFREER: EAME—SEPEFNRENR SRR
| SRS Sl task5-mac-caching-enforcement-policy % FNFREST
EHATERE AR R
BieR:
BRARCE S0 [Deny Access Profile]
AT HE: first-applicable
1 SRR TR RS
1 (Tips:Role guest-role task5-guest-profile, task5-update-endpoint

[User Authenticated])

£ "HRE" ER-RPNEREHTEE:
v R EERERR, /& "RE RHE

Heul
Enterpri

aruba




Aruba Hands—On Lab Guider: ClearPass

B » %5 » i

eSS
ms_we_sn me  wwao [P
BRSS:
5 H RADIUS Enforcement ( Generic )
B taskS-mac-caching-service
iR task5-mac-cachingiAMER S
AR Disabled
k330 H #
RS Hm
CELA TR R &
il ‘ Connection Client-Mac-Address NOT_EQUALS % {Radius:IETF:User-Name}
2. ‘ Radius:Aruba Aruba-Essid-Name EQUALS lab5-mac-caching
TAJE:
A7 3: 1. [PAP]
2. [CHAP]
3. [MSCHAP]
TAIER: [Local User Repository] [Local SQL DB]
| WmmPRA:
Service Certificate:
B
BEHEREE 1. [Endpoints Repository] [Local SQL DB]
2. [Time Source] [Local SQL DB]
=-)=H
R BRI
BHIMTT:
{EREFNER: Disabled
EBUATIRES: task5-mac-caching-enforcement-policy

6.3.3 %&b mac IAERRSS

F1E: HEEE - > \BHHT - > BEXH , KEaMRY "FIBEESHATEESE" &, BI— N EsT

BB 4
£ "BREXMH" ERRHREA TESE:

v 18R EFradiusHEESIHT
v Z¥R: task5-return-username

Q

rJ

ba




Aruba Hands—On Lab Guider: ClearPass

EH » WHINT » EH » Add Enforcement Profile
EEITECE S

R -

iR EF RADIUS MEBSIRIT 3
B lab5-return-username
A8 maciAEA RS 1EHIEE Elporta AR ERFIA P &
4
BE: RADIUS
HRIE: 0 E= O EE O MR
REATIR: Remous bR A
View Details
Modify
--Select-- v

£ "B ERRRRATESE:
v J@M: RadiusIETF User-Name = %{Endpoint:Username}

BCE » JEHINAT » BEXH » Add Enforcement Profile
SREIMATE B S

[ et R

1. | Radius:IETF User-Name = %{Endpoint:Username} i

T [ Ok to add-.
£ "HE" BN EEHTEE:
v HE: gERERR, FHat RE

EE » EHMT » EEXH » Add Enforcement Profile

SEEIRATREEX
Enforcement profile has not been saved
eaxe e [ETY

EEXH:
BiR: EF RADIUS B95s8I34T
£ lab5-return-username
ik H maciAEM SR HIE5E G portaBAERT ERHIER P B
HR: RADIUS
#®iE: Accept
REENIR: o
- -4

o 2R b |

il Radius:IETF User-Name = %-<{Endpoint:Username}

2L HE EE - > S@FIHIT - > R, REANE RIBEEIHTRE" R, EIn— R TR
£ "EEIT BRI TESE:

v BFR: task5-mac-enforcement-policy

aruba




Aruba Hands-On Lab Guider: ClearPass

R » BHNGT » B » 0D
SR AT IRES

EEAT LU
i men |

E task5-mac-enforcement-policy

il H

)

EHIAITRE. © RADIUS () TACACS+ () WEBAUTH (SNMP/Agent/CLI/CoA) ) RIFEFF ) Event
| BB E A | [Deny Access Profile] ] \| A nFE R TR E S

£ "B RS TESE:

v Conditions: g5 “Add Rule “, BEBESHUT, FaEHRE

LSS
€ 1.Tips Role EQUAL [User Authenticated]
€ 2 Authorization:[Time Source] Now DT LESS THAN %{Endpoint:MAC-Auth Expiry}
€ 3.Authorization:[Endpoints Repository]  Unique-Device-Count EXISTS
€ 4.Endpoint Guest Role ID EQUALS guest-role

B BREXHE:
& task5-guest-profile (755 126 BHIFIEX14E)
& task5-return-username (ZE5E 1RGN E X 1)

Ui LA TR itk
1. | Tips Role EQUALS [User Authenticated] TR
2. | Authorization: [Time Source] Now DT LESS_THAN 9%{Endpoint:MAC-Auth Expiry} P
3. | Authorization:[Endpoints Repositary] Unique-Device-Count EXISTS P
4. | Endpoint Guest Role ID EQUALS guest-role o
5. | Click to add...
SEFITRE
EE R [RADIUS] task5-guest-profile m
[RADIUS] task5-returr
Move Down |
--Select to Add-- 3

£ "B ER-RPRNEEHTEE:
v BE BERERR, At "RE EH aruba

a Hewler! Packard
Enterprise company
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BE » ST » HES » H0

SEBURATHRES

L = |
BT
Exai task5-mac-enforcement-policy
15E8:
ERBIMITREL: RADIUS
ERIARCE S [Deny Access Profile]
Hm:
MR First applicable

Conditions Actions

(Tips:Role [User Authenticated])
(Authorization:[Time Source]:Now DT %{Endpoint:MAC-Auth Expiry}) ~ ~ - ~
(Authorization:[Endpoints Repository]:Unique-Device-Count ) [RADIUS] labS-guest-profile, [RADIUS] lab5-return-username
(Endpoint:Guest Role ID guest-role)

Enforcement policy has not been saved

s

B3 HEIEE - > kS _/EAMRY "FI0RSS" &, EI—MRS:
£ "IRSs” EIRPEEINTSH:
v #U1%E$E: RADIUS Enforcement ( Generic)
v ZFMES: lab5-mac-service
v RSN
B 1. Connect Client-Mac-Address EQUALS %{Radius:IETF:User-Name}

B 2 Radius:Aruba Aruba-Essid-Name EQUALS labX-mac-caching (X: 1-+-6)
BE » |E » H
iFE2]
WE B AE EMRE EE
PR RADIUS Enforcement ( Generic ) $
=¥ lab5-mac-service
g labs maciAiERS

©

£

HAEE ) BRI B AT R R 8]
BRI O S0 |0 R2WREM O FIHERREN O EEXHES O Accounting Proxy
BRSSHM

CEEE O 8 O LTREEMN:

1. | Connection Client-Mac-Address EQUALS %-{Radius:IETF:User-Name} g
2. | Radius:Aruba Aruba-Essid-Name EQUALS groupl-mac-caching g
3. | Click to add...

£ “INE" EIR-RPERENTSE:

v 1, TAEAE: [MAC AUTH]
v 2. INIEE: [Endpoint Repository][Local SQL DB]




Aruba Hands—On Lab Guider: ClearPass

RE » W5 » 0
ARss

U WE PRG-I

NER AR Move Up | TRFAES

Move Down |

View Details
Modify

--Select to Add--

[[Endpoints Repository] [Local SQL DB] Move Up HINFHAILR

Move Down |

Modify

a

IAER:

--Select to Add-- ¥
HmmsEEn: T BRMEBENES HROANNR, BTUERF SHREEH

Service Certificate: --Select to Add-- $ View Certificate Details

£ "B ERRPRENTSH:

v' "[Endpoint Repository][Local SQL DB]"
v "[Time Source][Local SQL DB]”
iE » fEF » R

BRSS

BE  INE EECE A BT BRE

AR R MRS SRS RN (M TBIN)
AR mEREE
1. [Endpoints Repository] [Local SQL DB] [Endpoints Repository] [Local SQL DB]

SRR
[Time Source] [Local SQL DB]

Modify

--Select to Add--

“«

£ "fAe" EIRP, ERARENRE (FARSETUSESRNEHS)
v ABENgTRER =

BE » 05 » Hh

-5

BE AT ETT I
| s Select--

Modify Ernlibiip et
RERETEREER

iR -
BiAmE: -
HUMTAE % -

& At

# EHIT BIEE, RENTSM: b

a Hewler! Packard
Enterprise company



Aruba Hands—On Lab Guider: ClearPass

v REHITRES . EEEIHITERIE TR R B task5-mac-enfocement-policy”  (BIEIEEZEF BT
EH TR

BCE » 0S5 » Hm

BRs5
BE  ME B me LT HE
{EREEFER: T{ERM E—eEhEENARNT 2R R
| [-LEREH task5-mac-enforcement-policy 3 | IR R BT R
EBIMITHEFHES

iR

EUABCE S [Deny Access Profile]

M EEE: first-applicable

&= ERATTRC R
(Tips:Role [User Authenticated])

(Authorization:[Time Source]:Now DT %{Endpoint:MAC-Auth Expiry}) g ~ g -

L (Authorization:[Endpoints Repaository]:Unique-Device-Count ) labS-guest-profile, labS-return-username
(Endpoint:Guest Role ID guest-role)

£ "HRE" SR-RPNEREHTEE:
v HE BEARERR, /T "RE &

EE » BBFE » o

RS
Service has not been saved

WE  AE  BR BB EERT m
BRsS:
R RADIUS Enforcement ( Generic )
Bfn: task5-mac-service
ie8: taskS5-maciliEfES
HR: Disabled
B BRI -0y

BRS AN

PUECLA AR =1

il | Connection Client-Mac-Address EQUALS % {Radius:IETF:User-Name}

2. | Radius:Aruba Aruba-Essid-Name EQUALS lab1-mac-caching
IAIE:
MR [MAC AUTH]
AL : [Endpoints Repository] [Local SQL DB]
HFmAPRAN: =
Service Certificate: -
12
BILFMRES: 1. [Endpoints Repository] [Local SQL DB]

2. [Time Source] [Local SQL DB]

At
AT RES: -
HEEIRT:
{EFREFRIEER: Disabled

EHl T HRRE: task5-mac-enforcement-policy




6.4 EHlzEEeE
6.4.1 HRMEXES

F1L: FH Web 5FX{ERE] Mobility Master (10.X.10.11), #kZ Managed Networks - > labX ->

Configuration -> WLANs (X : 1--6) , | “+" HABE—MFFNTEEERS

€ Managed Network > lab1 >

& < Dashboard WLANS 1
£3 Mobility Master
NAME (SSID)
~ Managed Network (2)
Roles & Policies
& lab1-md1 Access Points
&) lab1-md2 AP Groups
-
Authentication
Services
2 BCE SSID BfR. EERIR. W AP-Group [ #E. AR
v" Name (ssid): labX-mac-caching(X: 1-+6)
v Primary usage: Guest
v Broadcast on: lab1-group
v' Forwarding mode: Tunnel
New WLAN
General VLANS Security
Name (ssid): lab1-mac-caching
Primary usage: Employee Guest
Select AP Groups v
Broadcast on:
default
lab1-group
Forwarding mode: Tunnel ™

%3 & VLAN
v VLAN: wireless-user-vlan

Access



Aruba Hands—On Lab Guider: ClearPass

New WLAN

General VLANs Security Access

VLAN: wireless-user-vlan v

Hide VLAN details

45 BLE portal AIEST

v Auth servers: cppm

v CPPM host: 10.X.50.41 (X: 1-+6)

v' CPPM page: /guest/guest-login.php (7F 4.3.3 55 3 2E506)ZEHZIE)
New WLAN

General VLANs Security Access

Captive Portal Options:

. cppm
ClearPass or other external captive portal PP

Internal captive portal with authentication
Auth servers:
Internal captive portal with email registration

Internal captive portal, no auth or registration
No Captive Portal CPPM host: 10.1.50.41
CPPM page: fguest/guest-login.pl

Redirect URL:

58 THRRSEE
New WLAN

General VLANs Security Access

Default role: lab1-mac-caching-guest-logon

6.4.2 (& portal I\IEELE




Aruba Hands—On Lab Guider: ClearPass

¥ ZE|Managed Network - > labX -> Configuration -> Authentication -> L3Authentication /7 “Captive
Portal Authentication” , & “labX-mac-caching cppm prof” (X : 1-+6) , {EXA0ITESE

v Use HTTP for authentication: [5H
v Login page: http://10.X.50.41/guest/guest-login.php (X:1--6) (https {&% 3 http)

(ECEEEN, #414.4.2)

6.4.3 &N MACAE
15 #ZF Managed Networks - > labX -> Configuration -> Authentication, FEGMIADE “AAA
Profile” , ¥ “AAA Profile: labX-mac-caching aaa prof” (X : 1 -+6)

— Managed Network > lab1 >

Dashboard Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced

Configuration

WLANSs AAA Profiles

Roles & Policies ® [B NoAuthAAAProfile

Access Points @ [F default

AP Groups @ [5 default-dotix

|Authentication @ [B default-dotix-psk

Services ® (5 default-iap-aaa-prof...

Interfaces ® (5 default-mac-auth

Controllers ® [J default-open

System ® [5 default-tunneled-use...

Tasks ® (B default-xml-api
Maintenance ® [J labl-guest-register._...

@ [5 labl-mac-caching_aaa...

E)

@ [F labl-mac_aaa_prof

245 {8 MAC Authentication Profile 5 “labX-mac” (X: 1+-6) , BSFATHE “Submit’

nnnnnnnnnnnnnnnn
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Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced

AAA Profiles MAC Authentication Profile: lab1-mac

© [ default-tunneled-use... MAC Authentication Profile: labl-mac v

® [F default-xml-api

@ [F labl-guest-register ... Delimiter: none hd
O [F labl-mac-caching_aaa... Case: lower v
(5 802.1X Authentication
Max Authentication failures: 0

[% 802.1X Authentication Server Group

Reauthentication:
5 MAC Authentication

Reauthentication Interval: 86400 sec
5 MAC Authentication Server Group

Use Server provided Reauthentication Interval:
5 RADIUS Accounting Server Group

[§ RFC 3576 server

[ XML API server

%35 188 MAC Authentication Server Group /3 “labX-mac-caching dot1 svg” (X: 1-+6) , Rt
T/ "Submit”

Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced

AAA Profiles Server Group: lab1-mac-caching dot1_svg

@ [§ default-tunneled-use...

® [F default-xml-api
® [5 labl-guest-register_... Fail Through:

Load Balance:

Server Group: lab1-mac-caching_dotl_svg

O [ labl-mac-caching_aaa...
[5 802.1% Authentication
[5 802.1X Authentication Server Group
[ MAC Authentication
[5 RADIUS Accounting Server Group
[3 RFC 3576 server

[5 XML API server

6.4.4 RIOiTER
FE12: EX" RADIUS Accounting Server Group” 3 “labX-mac-caching dot1 svg” (X: 1--6) , M

ATA "Submit”
aruba

a Hewler! Packard
Enterprise company

Page 94 of 201



Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced

AAA Profiles Server Group: lab1-mac-caching dot1_svg

default-tunneled-use...
® 06 Server Group:| lab1-mac-caching_dot1_svg v

® [B default-xml-api
® [3 labl-guest-register_... Fail Through:
© [B labl-mac-caching_aaa... Load Balance:
[5 202.1X Authentication

(3 802.1X Authentication Server Group

[5 MAC Authentication

[5 MAC Authentication Server Group

(5 RFC 3576 server

3 XML API server

g4 mEALfA "Pending Changes” REEE

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS @
lab1-mm-1 -

& Managed Network > lab1 > Pending Changes ()

6.5 ISIFER

F1E: TEERIMERXA&E 10.X.50.102 (X: 1-6) , £RimZEEES|SSID: lab1-mac-caching
v EBSTTEHISE | @Bidshow userdsd, ERTCLEEEE FABIATS

20 BERE| ClearPass, #kZl 51 - > Live Monitoring - > i5[AiRERES, BFEIAIEC=R (1/3) |
v BT ERAI TR BLPCEC R T task5-mac-service, TAIESR



Aruba Hands—On Lab Guider: ClearPass

aruvba ClearPass Policy Manager Menu ==
it sl
EE © hiaPRERSR oct 15, 2019 17:45:30 cST © BRI
[+ Live Manitoring The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain
& BREED
ikl T [All Rex -
quests] § Lab1-CPPM-1 (10.1.50.41) s" Last 1 day before Today
& onGuard i m
B iR
B Rifim
[4 Profile and Network Scan i #48: | Reauest ID CTE Sl Go | Clear Filter 8720 5 2R
FaitEEn | #  server Source Username Service Login Status Request Timestamp
FznaEs 1. |10.1.50.41 RADIUS 7c7a914652b7 task5-mac-service REJECT 2019/10/15 17:44:38
i

3% IREFEEMKLE 10.X.50.102 (X: 1-6) , FIFFXISS
v BIANEEURL, ERENERTUEPBAREFSE: guest, BH3: arubal23, SEER.
aruba ClearPass Guest

Please login to the network using your username and password.

Username: [guest |

Password: [eeeseses|

=]

Contact a staff member if you are experiencing difficulty logging in.

v BRZF|ClearPass, k& &= - > Live Monitoring - > I5[0JiRERES, BEEIANIEICSR (2/3) , LEATEA]

AILPCECRtask5-mac-caching-service, TAIERIH.

aruba ClearPass Policy Manager Menu —
Ry =il
S © JhIE)ERERSE oct 15, 2019 17:46:00 CST © BRI
|44 Live Monitoring The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain
& BREED
Bim T [All Requests] § Lab1-CPPM-1 (10.1.50.41) *5" Last 1 day before Today 3
#FonGuard Fih
B sy iiass
DR - )
|4 Profile and Network Scan i 488: | Request ID DIETE) I R co | clearFiiter | 85 (20 ¢ iR
FEIEER Source Login Status Request Timestamp »
FEHEESR . 10.1.50.41 RADIUS guest task5-mac-caching-service ~ ACCEPT 2019/10/15 17:46:00
-
@i 2. | 10.1.50.41 RADIUS 7c7a914652b7
E iarklictad Heare

task5-mac-service REJECT 2019/10/15 17:44:38

v REALERIER, £ "HME "G ETRE, EEEEIBEESE.

=]

aruba

a Hewler! Packard
Enterprise company



Aruba Hands—On Lab Guider: ClearPass

WA WH iHm

RIEHRIRE: R00000025-01-5da59558
FI RAFNadE): Oct 15, 2019 17:46:00 CST
LIFENFRRR 7C7A914652B7 (SmartDevice / Android / Android)
BrPA: guest
ihlelig& IP/iR0O: 10.1.10.22:0
RERBIIRRTE: UNKNOWN (100)
i PRI S -
BE%: task5-mac-caching-service
INIEF: PAP
AR Local:localhost
IR [Local User Repository], [Endpoints Repository], [Time Source]
mE: [User Authenticated], guest-role
BHIMATEE X task5-update-endpoint, task5-guest-profile
BRSSEEAAE: Disabled
Online Status: @ Online

4 € Showing 1 of 1-18 records » »i Show Configuration m

v ' RN CEIRPIR, EEREIIMLER.

HE BV Wi iR

mPa: guest
LIREHARIRE: 7C7A914652B7 (SmartDevice / Android / Android)
ihia)ig# IP/iw0:  10.1.10.22:0

RADIUS iR o

Radius:Aruba:Aruba-AP-Group lab1-group
Radius:Aruba:Aruba-Device-Type Win 8
Radius:Aruba:Aruba-Essid-Name labl-mac-caching
Radius:Aruba:Aruba-Location-Id  94:b4:0f:c1:3f:e0
Radius:IETF:Called-Station-Id 000B86DD2F00
Radius:IETF:Calling-Station-Id 7C7A914652B7
Radius:IETF:Framed-IP-Address  10.1.20.102

Radius:IETF:NAS-IP-Address 10.1.10.22
Radius:IETF:NAS-Port 0
Radius:IETF:NAS-Port-Type 19

Radins TFTF:Servire-Tvna 1

4 4 Showing 1 of 1-18 records » »i
v R "Bl EmR, AR, BEREIBEER.

aruba

a Hewler! Packard
Enter mpany
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WRILEES °
EE WA e

EHIMATECE 4 task5-update-endpoint, task5-guest-profile
RARSIARS: UNKNOWN (100)
HitZ2RRIRE: UNKNOWN (100)

RADIUS WiEL =

Endpoint:Guest Role ID guest-role
Endpoint:MAC-Auth Expiry 2019-10-16 17:00:00
Endpoint:Username guest
Radius:Aruba:Aruba-User-Role labl-guest

Status-Update:Endpoint Known

14 « Showing 1 of 1-18 records » »i L1 ko] Show Configuration E

v mRin “itER EIR, R, BEREERIMEER.
EE WA Wy

EFPRIE ID: guest7C7A914652B7-5DA5F972-8118E
FrofET B)EE: Oct 15, 2019 17:46:00 CST
LERETE)EE: Still Active
WS Active
£ IFFREA: -
ji-E:=3:0H -
INERTES: 1
[ZEAES L ©)
NAS IP Hbht: 10.1.10.22:0
NAS IRCI%E: Wireless-802.11
Y s 1D: 7C7A914652B87
FRIFIYSS ID: 000B86DD2F00
43051 1P Hbtik: 10.1.20.102
Framed IPv6 Address: -
P IAATF: RADTLIS

14 <« Showing 1 of 1-18 records » »i

aruba

a Hewler! Packard



v BRECPPM, HEIRE - > nm, R "Bt  EERnEMG

REWR o
ji s m 8 Policy Cache
_§: i |
1.| Guest Role ID = guest-role By @
2.| MAC-Auth Expiry = 2019-10-16 17:00:00 By @
3.| Username = guest By @

‘)

v  BREIFAFFEMD: 10.X.10.11/10.X.10.12 (X: 1-6) , @i dshow useripSEERAFIRES

545 WIEFRFHAIE, SSHEREIMM: 10X50.11 (X: 1-6)
v BEESRIAPERaERE L

v BERFIBPATEEHIEE10.1.10.11, BAF T,

v @it “show user” BERAFELXIRES



v ZEREF|ClearPass, #Z| 5#= - > Live Monitoring - > ihRERERES, BBINIEER (3/3) , LEASHEA]

KIICEZtask5-mac-service, AERIH.

ClearPass Policy Manager

Menu s

“LEs L] &30 » Live Monitoring » ih[GBRER &
P o RIS
[EEL hialPRIEER oct 15, 2019 17:55:37 CST @ BRI
# Live Monitoring The Access Tracker page lisplay of per-session access activity on the sel
& EREEE]
Fite T [All Requests] Lab1-CPPM-1 (10.1.50.41) *." Last 1 day before Today [ i |
& onGuard &
B s
B meiam
44 Profile and Network Scan idi#: [ Service smas Bl Go | ClearFilter | Bm 20 :iEF
FEHEESR Login Status Request Timestamp *
FreERY . 10.1.50.41 RADIUS guest task5-mac-service ACCEPT 2019/10/15 17:54:57
et 10.1.50.41 RADIUS quest task5-mac-caching-service ~ ACCEPT 2019/10/15 17:46:00
& Blacklisted Users
10.1.50.41 RADIUS 7c7a3914652b7 task5-mac-service REJECT 2019/10/15 17:44:38

v REXFNEER, BE "ME" GIE, EEEREER

m BA  @E  #R

BRRE: ACCEPT
RIEHRR: R00000026-01-5da59771
B HAFNRT (8] Oct 15, 2019 17:54:57 CST
Eim EANATIRE: 7C7A914652B7 (SmartDevice / Android / Android)
BFPa: guest
ihielig# IP/iw0: 10.1.10.22:0
RRAREWRKE: UNKNOWN (100)
Fit B -
BBSS: task5-mac-service
INIEF: MAC-AUTH
IAER: Local:localhost
AR [Endpoints Repository], [Time Source]
j=]=H [User Authenticated]
SEEIMATRCE S task5-guest-profile, task5-return-username
BRSS U Disabled

I« « Showing 1 of 1-7 records » »l BEIURS Show Configuration m m

v BE BN &R, NESREERradiusER
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MRIFAEE °

HE VNN fil iR

BPa: guest
LR EHITRA: 7C7A914652B7 (SmartDevice / Android / Android)
HlELgE 1P/i%0: 10.1.10.22:0
RADIUS iF# (0]
AR ®

Authorization:[Endpoints Repository]:Unique-Device-Count 1

Authorization:[Time Source]:Now DT 2019-10-15 17:00:00
Authorization:[Time Source]:0One Day DT 2019-10-16 17:00:00
Authorization:[Time Source]:One Month DT 2019-11-15 17:00:00
Authorization:[Time Source]:One Week DT 2019-10-22 17:00:00
Authorization:[Time Source]:Six Months DT 2020-04-15 17:00:00
itHEY @

Endpoint Attributes

4 « Showing 1 of 1-7 records » »i ERRS Show Configuration ﬂ

v BE "Wl EImE, WzEClearPassmlizfggiREIE|radius(SR
HE B m e

EEIATACE L task5-quest-profile, task5-return-username

RARSIAIRES: UNKNOWN (100)
FIRSWARS: UNKNOWN (100)

RADIUS WiEL

Radius:Aruba:Aruba-User-Role labl-guest

Radius:IETF:User-Name guest
v BE IR IR, WRradiusitEER
mE WA W

EFPRIEID: guest7C7A914652B7-5DA5FB8B-4FE19
FrigadElE: Oct 15, 2019 17:54:57 CST
£S5 R (B Still Active
R Active
#IFRRA: -
PRSSEE: -
INERTEE: 1
MEFEER )
NAS IP Hbtif: 10.1.10.22:0
NAS i [2E8!: Wireless-802.11
WY 1D 7C7A914652B7
FROFNES ID: 000B86DD2F0O0
S0 1P btk 10.1.20.102
Framed IPv6 Address: -
¢ FP AT 2 -

14 < Showing 1 of 1-7 records » i B m aruvba

a Hewler! Packard
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7 TASKG6:ARUBA i=HIz28ER) CPPM EIiGE BiEAHHALE

7.1 ARER

BEFHEEELGESENKESSIERIGLTEEN, ITEEARLTTSLENERS, MELnEeBNzEY
BRI ZERRKTHEIEMISTURERSIIER, MRLhEWSEER, TESTSEITHERARMER
ZREMGRGETNGER, MMHRIRESCROSZ RS,

7.2 SCIBRE

e ENIITSS
v BRBIEERET AENE FMEIZRABFIAIESZ
EE:
v SSHZANEST, RIIEERE TTEEENTTEMEIIEHANTT, BEBEHITTTEMESRRIHTARATA

UEARSS=2R0E?

EE:
v SHAEEIFHALE, RIIFERET, (RNZAESRNTERIERED?
EE:

7.3 ClearPass fitE&
7.3.1 & SMTP (S8

14 BTN EEskiFalClearPassIEIEIP(10.X.50.41) (X : 1 +6) , MiHEAZEIwelcomel{ThRE,
mifClearPass Policy Manager #&tR, M# A\ ZIFEEETETHE,



« C A Notsecure | 1025041, cti
Hioapps @ MAf @ HE Q RUN Q FHar O nEES @ HAME O —Twom O HNINE
aruba

= ul

AAAPolicy Device

8y ClearPass Policy Manager
BepebesSiet Sonnk

E, ClearPass Onboard
R

© WA 2015 Aruba Networks . (REBFT R4,

@) ClearPass Insight
} RGN FRES . RRUEER

Aruba Hands—On Lab Guider: ClearPass

28 ERIBEERET, I EiE - > JNRIRSEE- > BERIRE , EAURISMTPIRSS SR-FECEHRMNAISMTP

BB, mif (REFEH , = Send Test Email BXSMTPiRSSES

BTN, £ Send Test Email &0

BINKHAE AEmailB it A DMK, mis Send Email , H#27R Successfully sent test email to FR&IERK

.
ESMTPEEEDOR, WA THMSEH:

v IRSERBIR: smtp.126.com (XEREEERAISMTPIRSSZ5HELL)

v BPA: HEERKS
v EL: HREERE
v EAREEALBIE: FSRARBAAIMEIE

Menu =—

“ Configure SMS Gateway

aruvba ClearPass Policy Manager
L - ERaE
[ =
WRE
o n
oo
Lo PO R
J’ﬁﬂﬁﬁ:‘ smip. 126 com
ekl 000l 126 com
e
f’ﬂ:l;’?}#* B A M x0ol 126 com
L3
| anamss 1

FENMPEEpE

(e Tescemit [ sen e s J e v

S RANEEEN
% Support

@ WA 2015 Aruba Networks. FEIFEAH . Oct 10, 2019 10:35:05 CST

ClearPass HBSEI2E 6.7.9.109195 FE CLABV F& orubo
3 Hewlert Packard
Enarpeist compary



Aruba Hands-On Lab Guider: ClearPass

B T T T a—

Message: aruba-test-email

7.3.2 HRILBE portal BiEMRm

F15: BIMTTNEeeskigaClearPassBIBIEIP(10.X.50.41) (X : 1 —-6) , MNMiEAZIwelcomefTEITAME,
mifiClearPass Guest t&tR, MNMHAZHEEIERHE.

€ > € A Notsecure | 10.2.5041/tips/welcome.action w 8 i
Hoapps @ FrE: @ BE Q RUN O FHal @ wiEs $ ENEE @ —Jowm @ EZtes @ SEAES @ AXM @ CeadassPoicyMa. @ ClearPass PolicyMa.. [ msn(z [ msn

aruvba
2 = @
ClearPass

e 01 ¥ & =

AAA/Palicy Device Guest ice 5
g Health Exchange
% ClearPass Policy Manager ClearPass Guest
Role-based Policies, Enterprise-grade AAA with Device AR
Frofiling
g ClearPass Onboard 2 ClearPass Insight
b— eEas RS FEEE. BMHSHEE

aruba

a Hewler! Packard
Enterprise company
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ClearPass Guest Menu ==
hEEER

IhEkPEE

L THTS £ TR TS

% CHRSRENHEKF
HUBE BRSO

f‘ CHRBNREKF
3 RENSRES, B— MRS E .

e IERANE
_ﬁ__] B IS R TR A RS TR

ca| SESMHRES
o] SRSEEETRES USE— 0E

’ R
oo 7 E——

“i WAIHEKA
i et P
4

7' Onboard ° o) BUIHEKF
O RIS — . A ST A
“ mm oIS Y e
] .
AT AENeE x
© Copyright 2019 Hewlett Packard Enterprise Development LP ClearPass Guest 6.7.9.109195 on CLABV platform

g2 mLEEERNET, HEERE - > SNKNIE | BREREWE (35 ZR1IEER43.1)

$34 mpEEENET, K KE - > TH - > B | fEALEER "elEFHEEICTIE" &,
IEIN— AR B AR :

ClearPass Guest Menu ==

s 203 n

guest_register (Default) (EGEE)

RS

- DXERE #: Back to pages
L T2
S

List Views & EEEm
8- [SREE

o, EESEEY

OB WeE o
4 BT
A
- MRETS
[T s i
& EFEBHEIR
¥ sa=En
B
Qs
- PEEF

@ Copyright 2019 Hewlett Packard Enterprise Development LP ClearPass Guest 6.7.9.109195 on CLABV platform

EREMESEMER, WA TEHSEH:
v #F: guest-self-registration (AMZAFEEFMIRENEERIR)
v JEMTRE: guest register (BNizisZE BiFMRmEAIURLIGSEZFRguest_register.php)
v o REER RERT
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ClearPass Guest Menu —

P rp— T — |

[ Bz HESSBEHTIFL, PR NEERTT.
ED ESY B ¥ mirmEemEic

[0 List views E [T ]

W srmmes HEWEEESE
e e "
¥y smiEn
o IR
preEEs
- MIXEFE - f EEVEEMES

* sy

# Back to pages
ClearPass Guest 6.7.9.109195 on CLABV platform

© Copyright 2019 Hewlett Packard Enterprise Development LP

EREXMARECH, TLIEFIClearPassHEBERIETHIRIZEIN4E:

v RMZIpEEAMTE: R, NREREmREINEEEMTE L, RRSERAENURLETR, %
URLHEEHERELS R IMTTERNRE . BBAXELIZFILZ R EMITERURLHME:

http://10.2.50.41/guest/guest_register.php?_browser=1
v BRRE BARERREEO

ClearPass Guest Menu =
. W o IR SR BT S -
S M EENRIBFENT (guest _register)

O Ammaster
] wmEe
i B =vum
D mezsn ¥ Sponsor Confirmation
A a BT
B
b PR : j
- A B mm
- s ‘ = ——
- i F pe
X = =2 " [ 8
;;_Eﬁ:ﬁ i : ) B
L FEEHEA " B T B e l
[
b - O ammsne [
&
P E_—
l"fi‘z’:ﬁwﬁ BRTE == % a3
VT3 AER | BEEB o NASHRRTICE
@ mmEe BER

@@= —
i — -., e

aruba

a Hewler! Packard
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c A l\atm:x.w{ 10.2.50.41/quest/guest register.php?_browser=1 a « 6
Hoapps @ MikE:  AE O UM @ FAME O RFAS 4 HOBE @ 7099 @ EITES @ VEENS @ KAEA @ CleaPassPoliyMa.. @ ClearbassPoliyMa.. [ men [ men
aruba ClearPass Guest

v BEREUERS: BRRBZASREERET, RKRALULEE CERAIREXEE,
RIRFMABARZ LS E(ER

aruvba ClearPass Guest Menu =

Sy W oEC Y TS ] ___E

AR SR SR IETuest-self-registration

EnEMRSie

ek S

7 g S ERBCREEE T
i
AT
BpEE:
itk

Translations:

v iplaESES . JLEXBEREETMREASLENR, sES iRz NEAYRIPHELIRIRRRE,
BETSILIRIZiZ N EmAYRT AR

ClearPass Guest Menu =—

& TE

-, HREFE
==
0 ==
Tl List Views
* wEE:

&8 web BT

v UL ESRS: TUEXERE M mEAR, BXR RN FEUANIRE RS R mEmAE S
URLZ

orqbo
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Menu m—

ClearPass Guest

°
HTMUTR,
{1f $gsr_metadats. nas_login enabled)<p>
Already have an account? <a href=" .
List Views l\:g?:sletzdata.Isglster_uaselm!urlenwd.s)_.ns‘.n. php" Sz
s ECE <o N2}
& web B HTMUERS
4 M=
B EH
- WEEF® .
W i
L TR P . L &“‘!‘b&lﬁ-ﬁ"&hﬁ!iﬂ!‘wﬂ

ALEXBIREIMATIENRERS, BRI TS

ClearPass Guest

Menu

>
UTAEREeme N,
<p>

Qg EEES
$ FEmEE HTMLITSS:
& moEEe
& om
- HEETE
=
i =
I List Views —
*
&l web B2
4 mm

kY=
wy HiEETE HTMLEH:
[1 e T
U T AR
- sEmimn
|

pEEEs

- ST

v [EHERERRS: JIMEXBERERPATNIEIAS, TLASRA T, T, BMEAREESFHIUSH
EWSHEBRSHEDEAR, ARFMEAIRBEME SRS,

ClearPass Guest

Menu =

aruba
i ° -
onboard
~ EE
- AEETE A ERETER
=500 Gﬁﬂ Eﬁi: ju]
B
EL RGeS TEorS o v
* pige _(OEFRRA : email ) v
R
* oo
* TR IR
g | (EERU | BB MRESADE ) T
ErT T POE e
o — .
T B :
Allow the reply-to address to be overridden
b sl Reply-To: 1If ch d, the reply-te addr
B eave
§ ‘EiEE [ J—
- HEEFR
i .
- 1B NTSMSE I
@ mwem 7% Sponsorship Confirmation
@z =) Require sponsar confirmation prior to enabling the account

B pounioad pass

or downloading a auest raceiot as 3 Dass for use with Aot

ClearPass Guest 6.7.9.109195 on CLABV platform

® Copyright 2019 Hewlett Packard Enterprise Development LP -

a Hewler! Packard
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v" Sponsorship Confirmation#4: AILIEXBIRERBERETREANSEZINE, BKEARBRFEtEIL
FRISE, EAMRKRARXDHESH, BENITREAENIELENAEMZEHANEE

ClearPass Guest

Menu =——

Reply-T —.Izwt'cl—:)w to address to be overridden
B suszi
SMs: [ Send an SMS to the sponsor natfying them of the request
= ur overria
RENEES: O MERESURCHRE
B account overrides
(No override) ¥
Role Ovs

Extend Expiration:

© Copyright 2019 Hewlett Packard Enterprise Development LP ClearPass Guest 6.7.9.109195 on CLABV platform

v BFRED: JLUEXBRESFRUEHNERINE, XENERNERZEIMREBENERR, BATZ
BiEMRENERTER B ER. REERRENETHTTPREAERD (RARINRELRS
KFClearPassfIBEIER, FTLAGR—RHTTPAIXENY. MRFEEREMHTIPSKIXEN, BHTHE
BRI ERAIPUblic IER) . BUARULENE S EERIVIEREAIURL, AiEEE BT

ClearPass Guest =

Menu —

AFHERP-EFSE\BSE 7

— Guest browser performs HTTP form submit

BGABE

v EREFRINFPost-Authentication®#fs: AJLIAEXBIREERNHNIRBEXAE, BERKSHIER

EREIIREASIERIRE. EATLURETUAIEMINERIEXNE, ATLUERGNFIEZT BRI
SHYendpoint,
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aruvba ClearPass Guest Menu =

aruba ClearPass Guest Menu =

y i o Moo S
% onboard o [ B

HTMUERY:

HTMLTRY:

v BHER, HRKSERUKREBIRSIFES : XBORBEARIIANT, $HYIEERSIFERD,

RABRBEMIRS PN, REmbRFENRE, TARAXILE B EMAERE.

ERER i

* mpagenr: O

Cloud Identity

BEESA

" iy

F42: 7 hEEERE] B, KB B2 - > m@E - > 8EEM | [KREHBEEIEMRAEguest-self-
registration , HAZRIIERE, REHAIRERT,
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ClearPass Guest

guest-salf-registration Quest_register (Defauit) (FSE
[ 3o e (6= & 0 ) ravitors ot o 05
Y TEeEE Gme STFEG

© Copyright 2019 Hewlett Packard Entarprise Development LP

£ [BEXRIAPEIC] A, aJLAEEIClearPassHERIEIEMRIZET4E:
v KRR EANFIEMRERRBRRE

aruba ClearPass Guest
y WR 7 » B » BE » SHEH
5 Onboard [ BENRRBPEIC (guest_register)
‘o ER 0
YT o
B mukF
| g PEEEH 0]
i =rmEs b whae »
8y 2| HERA
_ = I- * o Spor firms
R HE EliA R
= = H
] . =
Tl Uist viaws = ] A
» B s I = & 5m
et B2 ) 2R
B = T =
B TR Ml F
A\
D amEsE [

| enm= ] mxEn
| mam | mE=@ g

@

@ Copyright 2018 Hewlett Packard Enterprise Development LP

£ [EHFRPFE] P, JUEHLEEIHTEPRESFERAS:

v sponsor_email: ¥iZ=FEREHA

T —

@ CURFEIRANECIN

ClearPass Guest 6.7.9.109185 on CLABY platform

Menu —

§ seERnEERRE
> BT

ClearPass Guest 6.7.9.109195 an CLABY platform

ClearPass

aruba

nferpr
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ClearPass Guest Menu ==

o ESR R B

[ EHFELFE (guest_register)

© Copyright 2019 Hewlett Packard Enterprise Development LP ClearPass Guest 6.7.9.109195 on CLABV platform

7.3.3 RIKBEE portal ERIE

£ mHREEREY, K3 RS - > TmE - > B8 |, ST “"guest-self-registration” X ZETAIERAY
IDEEIEMRERHTRE (XBORERE Fguest-self-registration AR, ZA oM FE—THIRIE.
kR, BIAR. XASHEREH)

aruba ClearPass Guest Menu =

§ euEEEEEITE

@ REEES
) e
83 g
| B |
- IS
e @+ Back to pages.

#+ guest-self-regisiration guest_register
e QEs HEE R =1 9 Translations w Launch w 253

—roamEs () BS

== o, EEEEY

G EEEE

n
4 BA
B
- BT
L1 Eeoand 1
L BTEEER
& EEEn
L
iR
w» BT
& M=
B ==wm
By wiw

© Copyright 2019 Hewlett Packard Enterprise Development LP ClearPass Guest 6.7.9.109135 on CLABV platform

g2 mEEIEMIREguest-self-registration FRUERIZEH, AJLABZIBEEIERINAYERINEURL L, IEET
ICEZERTEAIURL, FHEFHAREI— A, BIFEEERHlss Cht&captive portal profile
HRIlogin urlfEM. BPAXERGENEIRIFRILEERNHAIURLHE::

http://10.2.50.41/guest/guest_register_login.php?_browser=1

aruba
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aruba ClearPass Guest ey =
o i o JIES
Onboard

ol Em]f}ﬁ;ﬂ @ BIESTISENEHCIE

[i et

&% el hud
£ Quest:sell-registration (et fr——
rma Q#ss )R 3 35 G Tronsiations ey Lau
—remEE () R Ee
&+ Back to pages
w, EREEY
€ EEER
arise Development LP ClearPass Guest 6.7.9.109195 on CLABV platform
C A Not secure [§10.2.50.41/guest/guest register_login.php? browse a # 6
Hoagps @ MiA: % AE O RN O CEAT O CTEN @ TET @ —T0n @ HEeeE @ NEEES @ KZA O Cleadass PoiyMa. @ ClesrPass oy M. [l men ) [ msn
aruba ClearPass Guest
meaE |
L =3
wE b
e
unt? Click Here

7.3.4 (EPRERFR AHBIFERIAULERE

F1E: MHEEEREP, HEEE - > [ - > &k |, | “Sponsorship Confirmation " , & TFHEAYISE
Bl A, MRERANBKRARABEHRRRITES (XBEYMEK[/TE T Sponsorship
Confirmation {5, ZA=HW FE—{TAE. fRiEMAE. BIA. MIRERRZE)

NOTE HRRBATLAEREE Sponsorship Confirmation RABIARIEIRFEIZ(EX.




ClearPass Guest
=7 » B ~ Bt » 01
ITEEER TSR
BN TEEM FAUERYH,
[i =]
&Y
s Account List e ]
y Certificate Expiry = L)
[ pownload Receipt A L2l
 Guest Account Expiry = L]
" &y GuestManager Receipt =
Wurrims @ One accoun per e =
- N -
i [ sms Receipt -2
[ sms spansor confimmation Alert awE B
prErEE Sponsor Device Provisionin ==
w» AEEFR 2 Sponsarship Confirmation Wizard
iy mx [T LT B @ . ) Tordetons iy BaE
s g
© o ¢y Sponsarship Confirmation (2) wazard "
QSpnnsurship&)nﬂrmiﬁnn (test) ‘Wizard =
Q Two-column scratch cards 2-column Fem =)
13 T () e SRHET v

& Back to receipts

& EESEY

B, -

Aruba Hands-On Lab Guider: ClearPass

Menu ==
& (FwizardRIRSRAG TENEIE
g IRSRIHTEN

F248: WRGFFIENERRAFBABRMAEIRSponsorship Confirmation(3) H{T4wiE:

ClearPass Guest
P - s En s ET
N EEER TEMRE

W
i Account List i @z
= fey— £ Certificate Expiry = @z
o -] [} pownload Receipt o =
FY=a £ Guest Account Expiry = =i
- HixEFE £ GuestManager Receipt -4 s
[i Eesn i
£ One account per page = £
L BFEHAEH
[ sMS Receipt anr ]
_B SMS Sponsor Confirmation Alert g =]
£ Sponsor Device Provisioning \azard B
£ Sponsorship Confirmation vizarg ==
‘Sponsorship Gonfirmation (2) Wizard =2

2 Sponsorship Confiration (3)

£ Two-column scratch cards 2-column B =]

13T ) W= S .

B Back o receipts
« EREEY
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ClearPass Guest Menu =

*

= L0 B

‘}J’ Advertising Services ‘j.f Advertising Services

WeurzEEs HEEE:
LETEEER

| usernama

FR ) [visitor_name
4 vsitor_phon
SEEke e

<p>

{if trus}

& visitor has requested access naming you as the sponsor.
{¢u. source|rawurlencodel&{/if}token={Su.register token|za
{elset

& visitor has requested access naming you as the sponsor.
Do you <a href="{'guest register confirm.php'|MNwaGetAppUrl:false:$u.require auth}?{if Su.source}gsr_id={Su.source|rawurlencode}&{/if}token=
{S$u.register token|rawurlencode}sconfimm=1" targes="_blank">confim</a>

or <a href="{'guest_register confimm.php'|MwaGecZppUrl:false:$u.require suth}2{if Su.sourcs)}gsr id={Su.sourcs|rawurlencode}&{/if}token=
{$u.register token|rawurlencode}sconfimm=0" targes="_blank">reject</a> the recuest.

{/if}

XHE= BB T TEAMER, X LMRIEEBR AR ZAMGRIARG, miClick HeregEfigi@iLIP
#elibisEIZClearPass, MAREIARIEE ENE HTRGE (BHREIZMEHH L ELIUHZ AT

AT EEguest _register_confirm.php BIEENN http://x.x.x.x/guest/ (x.x.x.xBlClearPassfETRIPIHELE, AT
LARAHEIP, el AEXSMNAIZRIP)

BT ClearPass EEEHESEIFRINAE, LA NSKANMERR, (MNEHAITIGRAGINGEIREN, HHEMNER
NOTE  ZFPRABRMESHINERRERN T BIEMREAREKSHUERE, BPAZNBRERRT. MEXFIOESHINRE
f7, BAIEFERE TPIOESBRINIEN, BEL.

aruba
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<p>

{1f true}

& visitor has requested access naming you as the sponsor.
$u.source} gsr_id={$u.source|rawurlencode}&{/if }token={$u.regrsce
{else}

& visitor has requested access naming you as the sponsor.

Do you <a nref="{'guest register confivm.php'|MwaGetlppUrl:false:$u.require auth}?{if Su.scurce}gsr id={$u.source|rawurlencode}i{/if}token=
{Su.register token|rawurlencode}éconfim=1" target="_blank">confirm</a>

or <a href="{'guest_register_confirm.php'|NwaGetAppUrl:false:Su.require auth}?{if Su.source}gsr id={Su.source|rawurlencode}s{/if}roken=
{$u.register token|rawurlsncode}sconfimm=0" targec="_blank"sreject</a> the request.

{/if}

</p>

£330 WHEEERET, KB KBS - > #iF - > TEHEEY |, IBEEE "PX(Chinese)” , ItemikE
Sponsorship Confirmation (BPRZARIGIHE) , WHOESBIFABMHERHITES:

ClearPass Guest Menu =
T - BN - B TS

)J[EQEX zh)

use this form to manage transiations on felds, forms, views and print templare:

Item: | Sponsarship Confirration .
Select the item for custom trandiations.
Lo pa || Loadthe contents of a\_uc; file
F loaded from the Translations action can be wloaded here
&F
FIEEEY, =TS -

Current Configuration:

B

Default Translation:

Current Configuration:

|2 guest is requesting visitor access

Default Trandation: g s i

AT

wizard_tithe:

Current Configuration:

wizard_sublitie:

TR

WA TEE L BT

Current Configuration:

[Account Details

FERMETIESHFEER, REFAFHRBEINEN URL BTENFIEE, AR IREERREMERRAR

NOTE
INBBAHEAR,

aruba
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ClearPass Guest Henu =

Current Configuration:

Account Detads

Default Transiation: | Tl

wizard_field_header:

i
Py e, BAn e e

83 the spons:
gister_token

B?1LE $u.3curce)gar_id=

[ Pty
i; =FHAER Current Configuration:
EEER,
o
EEEE
- AEE
R =
B m=EE
s
- LTS
™omE

de s /i }eaken=

&1/4f reken:

AEEAMIAENIE, ca href=r{'guest_register_confirm.php' (HuaGetAppUsl: false:u.require_suth) 2(3f Su.sourcelgsr_i
raurlencode) =n_blank"> St/ a> Sekithhe > WAR,

source [rawsrlancodel (/48

Tz Default Translation:
@ Fidd Customizations

By o

equize_suth)7{if §u.source)gez_id=(5u.scurce| zawarlencade}d {/if }taken=

$u.scurce] rawur

eh)2[1Ff Su.source]gar_ ode) & [/1f) token=

wizard_notes:

Insert v

WAEDT

current Configuration:
< Powered by {nwa_torknk icon=images/con-anuba?2x22 png” text="Anba Networks hitp/www arubanetwarks conv{fwa_iconlink]

¥4 Default Translation H [ ) P 25 ¥ U1 3 SCA SCAF b, JF 4k 42 7E guest_register_confirm.php BIE 1 50
http://xxx.x/guest/ (xx.xxBIClearPassfIEIRIPHbLL, TTLAZRAMIIP, tBETLARIIRAIAKIP), FA1E#&H .

¥ ltem E ik FESponsorship Confirmation(3)--BI 2 BT8R, TEFERI 5> T [ wizard_notes SCAHE 1% A Rif
TH SCARSCAAE S ARED, )5 e s RS e 4

L ES-B% -0
M EEEEM (zh

use ¢ manage transia
«ms, [SX(Chiness) 7|
@S Selea e laaauace foe oeing hogd oo
] saEmas teem; | Sponsorship Confrmation (3) v
&) s Select the item for custom transiatioos.
i Losd File; ) Loadthe cortents of a local file
» T *  Files downloaded from the Transations action can be uploaded here.
I B .
- BT
P artiies [Epenscrskip Confirmation (3)
= Current Configurati
L = FERER Frent Cohgelion i
¥y R

Currant Gonfiguration:
A guest s requasting vistor acoess

wizard_tite:

I8 Field Customizations Current Configuration:

I EE

vizard_subtitie:

LS

Current Configuration:

[Account Details

wizard_field_headar:

i

aruba
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o
P | vizard fidd header:
o %

=

{1f true)

B visieor tas sequerced access nasiag o as che spouace. Elease < BowCen( Mo //10.1.50. 3/ Guere/Gues segisues cont statse: sy _auen 203t

Af)token={$u.regiou A2 i 3 blank®>click here</a> o confimm or reject the request.
(eise)
3 visicor tas seguenced access nantng 1o as che sponsce
you <a href=t('guest tegister +2alonih auth7(if Su.acurce) gar_id=($u.acurce| rawurlencode)s(/if)soken=
Qurrent Configuration: lsu register_token|rawurlencodel Lcmhm—!" Target~" t hunk">mv.hmln

©r <a hrer="i'guest_regiscer : ni20ag Su  sam(s: )61/8)zoken=

(5u, regiater mxmmmunm:e,xcmnnm' ‘Ver—"__blm')x!:z‘:(/v request.

(/12

<>

(lf true}

TeEER RV EEArs . [k nretmr meupr//20.5 50, & Y mvplatar cont g 12l PP S—

(5u. source it = Srgee

{else)

AR RRCIERERASAANE,

Do you <a hrefa®('guest register confim.php'| :falsess e auth)?{if Su. z_sdeaisu

weard notes: 5\. register : :nkn-lrwxl:n:aﬂ:\kmhm-)' target="_} b.nnk")uﬂ'.!mn(/u)
b <a teatr 1 guass. segisves. e s : sdmis susnse
- <oken | Tawurlens .xcon.u-—e- urvr-"_nhnx-)nmez(/o Tre request.

¥ Field Customizations
o R

.

Cur Configuration: =
rent Configureton: . Powsred by (owa_iComioK on -aruba22,22 png’te= work it w arbanetworis com/wa,_iconink)

wizard_footer:

* pAFR

@ Gotoitem

B

FAL: BEIZBIZB7.3.208 V) % portal H E M WU, £ 2 A0 61 B EMN TS R mET, fE
Sponsorship Confirmation #4737, 1&XEmail Confirmation i&#:Sponsorship Confirmation(3), # /g fiid

TRIFIE %A

aruba ClearPass Guest Menu =

o @ Sponsorsmp Lonnrmacion .
o W
Ba: ¥ Require sponsor confiration prior to enabling the account
7 Onboard
Require sponsors to provide credentials prior to sponsoring
TAUDRSSEE:  1f checked, the sponsor will need to successfully suthenticate prior to approving the request
The sponsar’s operater profile must have the Guest Manager > Remove Accounts privilege
L
v
* syarz (BRI : sponsor emnl )
- The fidd contaning the sponsor's emal address.
8] wxEms Emall Confirmation: SPonsorship Confirmation (3) v
The plain text or HTML print template to send to the sponsor.
. 8) mesmas
Earod R . !:fzw_,ﬁ
* TEEZRF ¥.
R emasarERTEnEEETLER ]
Reply-To: Allow the reply-to address to be overridden
" If checked, the reply-to address will be overridden by the guest’s email field.
. SMSEX
SMS: Send an SMS to the sponsor notifying them of the request
E UI Overrides
. @
i
firmation Title:
Confirmation Tie: | & ride the adiauk page e (8
<p>
(if 1S_confirm_success)
A guest has requested your confirmation for guest access
(else}
(/if}
</p>
HTMLER:

aruba
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7.3.5 RIBAIERRSS
F1E: KA EE - > |BFEHT - > BEEXE , SthabHr "HAneEs T ESUE" &,

1TECE S

aruvba

Aruba Hand:

s—0n Lab Guider:

ClearPas

HEIN—IREH

ClearPass Policy Manager
BH » BFRIT

EHPATRE

REXE

{3 Single Sign-On (SSO)
Pl Tl

oy 1

GBBENIR

4 Profile and Network Scan
£ WA

L
© K#HE 2015 Aruba Networks. EEIREAH.

ok HE17]

EEREXMHHERRH,
v 1E#R: Aruba RADIUS @447

Page 119 of 201

that match com

&5

[Aerohive - Terminate Se:

[AirGroup Personal Device]
[AirGroup Response]

[AirGroup Shared Device]

[Allow Access Profile]

[Allow Application Access Profile]

[ArubaOS Switching - Bounce Switch Port]
[Aruba0S Switching - Terminate Session]
[Aruba0S Wireless - Bounce Switch Port]
[ArubaOS Wireless - TACACS Read-Only Access]
[Aruba0S Wireless - TACACS Root Access]
[ArubaOS Wireless - Terminate Session]

[Cisco - Bounce-Host-Port]

[Cisco - Disable Host-Port]

[Cisco - Reauthenticate-Session]

[Cisco - Terminate Session]

[Deny Access Profile]

[Deny Application Access Profile]

Nean Arrace Drnfilal

Oct 11. 2019 11:01:43 CST

WA THRSE:

+

[ Go | Ciear Fitter

Application
RADIUS_CoA

RADIUS_CoA

RADIUS_CoA

TACACS

TACACS

RADIUS_CoA
RADIUS_CoA
RADIUS_CoA
RADIUS_CoA
RADIUS_CoA
RADIUS
Application
oantic

enforcement profi

R

System-defined profile to disconnect user (Aerohive)

System-defined profile for an AirGroup personal device request

System-defined profile for any AirGroup request

System-defined profile for an AirGroup shared device request

System-defined profile to allow network access

System-defined profile to allow access to application

System-defined profile to bounce the switch port on ArubaOS Switching products.

System-defined profile to disconnect the user on ArubaOS Switching, HP ProCurve and HP UWW
products,

System-defined profile to bounce the switch port on ArubaOS Mobility Controllers, Multi-Port APs &
Mobility Access Switches.

System-defined profile for TACACS read-only access on ArubaOS Mobility Controllers, Aruba Instant
APs & Mobility Access Switches.

System-defined profile for TACACS root access on ArubaOS Mobility Controllers, Aruba Instant APs &
Mobility Access Switches.

System-defined profile to disconnect the user on ArubaOS Mobility Controllers, Aruba Instant APs &
Mobility Access Switches.

System-defined profile to bounce host port (Cisco)

System-defined profile to disable host port (Cisco)

System-defined profile to re-authenticate session (Cisco)

System-defined profile to disconnect user (Cisco)

System-defined profile to deny network access

System-defined profile to deny access to application

ClearPass #8121 6.7.0.100195 F2 CLABV F&

Gueram.dafinad nenfila tn dran tha raniact
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v BFR: task6-guest-register-profile
v OBME B
ELR » S@FIAT » BBE X fF » Add Enforcement Profile
SEH TR E U
m

15 | Aruba RADIUS 32 #0T i
Fr: taskB-guest-register-profile

REA:
2

Er RADIUS
Eatr: © BF O fEm Bk ]
wEEE: [ Remove |

| View Details
| Modify

| —Select— v

ERIEERRP, WA THNSEH:

v JEM: Radius:Aruba Aruba-User-Role guest-register-role

NOTE ZABHEJINEANEEDE, CPPMIREAPAEEAEREN

BE » 24T » BB » Add Enforcement Profile
EHIPTRE

el = i

%N B &
1. | Radius:Aruba Aruba-User-Role = Enter role here By &
I Bl 1
B2 BE BE - > BT - > REg , _REA LMY AIEETHTIRE" R, B R TR
. T 178 1 =] .
aruba ClearPass Policy Manager Menu =
[T Py =5 - mmnis » W
o un M EHIT e
AT 0
Fodi4isii g ClearPass controls network access by evaluating an enforcement policy associated with the service
GRS
b o Rs: [E% viaa | Sl Co | clearFiteer | 871000 v | 2R
& 7k
: & e W zp. xm W)
Q56 45 [Admin Network Login Policy] TACACS Enforcement policy controlling access to Policy Manager Admin
£ Single Sign-On (SS0) 2. [AirGroup Enforcement Policy] RADIUS Enforcement policy controlling access for AirGroup devices
& FiAe 3. [Aruba Device Access Policy] TACACS Enforcement policy controlling access to Aruba device
4. [Guest Operator Logins] Application Enforcement policy controlling access to Guest application
5. [insight Operator Logins] Application Enforcement policy controlling access to Insight application
6. [Sample Allow Access Policy] RADIUS Sample policy to allow network access
7 [Sample Deny Access Policy] RADIUS Sample policy to deny network access
BAR - £ | [(Sit] [
14 Profile and Network Scan
£ REHE
© MIFTH 2015 Aruba Networks. REFIHRH. Oct 11, 2019 11:13:40 CST ClearPass MBI EIEEE 6.7.9.109195 /8 CLABV F&
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ERdITIET R, WA TENSEH:

4 BFR: task6-guest-register-enforcement-policy
v SERHIHATREL: RADIUS
v EUAECE4: [Deny Access Profile]

SREAT RS
sty [

task6-guest-register-enforcement-policy

Y

B HINATEER ® RADIUS TACACS+ WEBAUTH (SNMP/Agent/CLT/CoA) HRER Event
mmAH LRV ESTIRT

ERNER-RR, BATENSH:
v #: R "Add Rule” ECEWNT:
B RINE— ISR GuestUser RoleID  EQUALS 2
B RIIEZMRNEZEER Tips Role  EQUALS  [User Authenticated]
B FEENHER: task6-guest-register-profile

BLE » &HIT » FBE » 00

SEHIIAT g

EH T BE
MR o EFF—ILE O ARFALE
Enforcement Policy Rules:

Conditions Actions

[ Move Up 1 ] Move Down | ] Edit Rule l Remove Rule ]
i
LRA T i E 1T
xa B =5 !
1. | GuestUser Role ID EQUALS 2 By o
2. ‘ Tips Role EQUALS [User Authenticated] By @
|
I
BHMITRE
s = [RADIUS] taskB-guest-register-profile Move Up 1
Move Down |
Remove
--Select to Add-- v
eTE FSEs 2= o4 e,
EMERTRR, WEFREHITEE:

BLE » BHNAT » HBE » 50
SERIHAT FRE

AT
EHNIT:
EFR: task6-guest-register-enforcement-policy
AR
B HIITRE: RADIUS
ZHABL BT [Deny Access Profile] orubo
- el

HMNFEELE: First applicable
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Conditions Actions
(GuestUser:Role ID 2)

il task6- t- ter-profil
‘ (Tips:Role [User Authenticated]) askb-guest-register-profiie

|3 BEIEE - > RS REALAN "HRINRS" &E, BIn—MRS:
aruvba ClearPass Policy Manager

871000 v | 2R

®E
o
©
°
©
°
S AU
£3 W
4 54
© WRAA 2015 Aruba Networks. FRETHTHHH . Oct 11, 2019 11:29:16 CST ClearPass MMERS 6.7.9.109195 F M CLABY F&

EIRSSIEI-R, WA TEHNSE:

A4 RADIUS Enforcement (Generic)

BFR: task6-guest-register-auth-service

IUEcI: LATRE &M

ARSSHAM -

m 1. Radius:IETF NAS-Port-Type EQUALS Wireless-802.11 (19)

m 2 Radius:IETF Service-Type BELONGS TO Login-User (1), Framed-User (2), Authenticate-
Only (8)

B 3, Radius:Aruba Aruba-Essid-Name EQUALS labX-guest-register (X: 1-6)

ASEENEE NN

BE » 8BS » F0

MR%
= RURECNE T

£ H RADIUS Enforcement ( Generic ) M

o taskB-guest-register-auth-service

REA | |

Y
N 2 R, AR I AT VPG
£330 =R e REM Ehaees Eilh BB S O Accounting Proxy

REH

I8 EE% © LLTFHAEEM:

1. | Radius:IETF NAS-Port-Type EQUALS Wireless-802.11 (19) []
N Login-User (1), Framed-User (2),
2. | Radius:IETF S =T BELONGS_TO o
adius ervice-Type - Authenticate-Only (8) &
3. | Radius:Aruba Aruba-Essid-Name EQUALS lab1-guest-register By ®
ook

fEINEEIR-RAR, MATENSE: aruba
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v 1. JNIEAE: [PAP]
v 2. INIEE:  [Guest User Repository][Local SQL DB]

B > §5 > F0
%

B ENTE AE EEbT SR

W% [FW] I voveuws: AR
! T Move Down |
[ Remove |

[T

—Select to Add-- v

AER [’Euest User Repository] [Local SQL DB] Move Up AR

[ Remove |
[~Select to Add— K2
HEAFEMN: BAEELLESAROMMNFIE, ATHEAFERSRES

Service Certificate: _Select to Add— v View Certificate Details

ERGERRP, SRANENRE (FRARNSIUSESRNERS)
v ABBgRE: =

BR » RS » F0
RE
5w ol mans  wE
SRS [ —— g R EAA R
MRS

HBA:
A
AR
i AE

ERdITIEL P, WA TENSEH:

v BEHITRES: task6-guest-register-enforcement-policy ( H75E2 45+ 67 #) % I 77 F MK

BE > 5 > #0
e
gy Wi mt [ELicl ==

ERFFNER RN L—2BEPEENARNE SRR

Iﬁﬂ AT taskB-guest-register-enforcement-policy v I ARINEFEE TR
SEHBTRRS RS

HBA:

2HiAm BT [Deny Access Profile]

A EE % first-applicable

B iTER ECH

1. (GuestUser:Role ID FQUALS 2) taské-guest-register-profile

EEEIRR, WNEEHTEE:
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BE » RS » B

BR%
WS WE M@ ST
) -5
e RADIUS Enforcement ( Generic )
B task6-guest-register-auth-service
i
AR Disabled
BoEm -

BESS

IR LT R 2% 2

1. ‘ Radius: IETF NAS-Port-Type EQUALS. Wireless-802.11 (19)

2. ‘ Radius: IETF Service-Type BELONGS_TO Login-User (1), Framed-User (2), Authenticate-Only (8)
3. | Radius:aruba Aruba-Essid-Name EQUALS lab1-guest-register

WiE:

TEFT [PAP]

WIEE: [Guest User Repository] [Local SQL DB]
FEm AEam:

Service Certificate

=

B AR

EHlh T

EAEFNER: Disabled

BT task6-guest-register-enforcement-policy

< EEEH Next—

7.4 =HIsEEE
741 FEZES

ClearPass

1 (FH Web FEFZ Mobility Master (10.X.50.11) (X i 1 - , & Managed Network - >
labX (X : 1--6) -> Configuration -> WLANs g5 “+” ﬁ)\@]ﬁ_—ﬁ?ﬁﬂ’gﬁﬁﬁaﬁﬁv

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS

aruba iektmm o ® | admin ~

€ Managed Network > lab1 > 9
& & pashboard WLANs o
£ Mobility Master Configuration NAME (5510 AP GROUP KEY MANAGEMENT INFORMATION
 labi-mm-1
£ Managed Network (2) Roles & Policies
Access Points
& lab1-md1 AP Groups
&2 lab1-md2 Authentication
Services
Interfaces
Controllers
System
Tasks

Maintenance

F2%: General .%% JJX%
v" Name(ssid): labX-guest-register (X : 1-6)
v" Primary usage: Guest

v Broadcast on: Select AP Groups-->labX-group (X : 1-+6) (BiEHJtaskehfE&EIE T1Zap

group)
v" Forwarding mode : Tunnel

aruba




New WLAN

General VLANs Security Access

Name (ssid): lab1-guest-register
Primary usage: Employee Guest

Select AP Groups v

Broadcast on:
default

lab1-group -

Forwarding mode: Tunnel v

3% EERFAY VLAN

v VLAN : wireless-user-vlan

ERSd, MRS RIEtask P BELEIF 7 LA BIVLAN ID, BRAFAITRTLAEVLANRI SR EEEERS
BRIVLAN, XEBEEAJi%ERwireless-user-vlan,

New WLAN

General VLANs Security Access

VLAN: wireless-user-vlan v

1
Show VLA 5
wireless-user-vian

FA4: REFENRE
B 1. clearpass or other external captive portal: %
B 2 Authservers: cppm , BM&EZFIlabaEIiEIFAIRADIUS(cppm)IAIEIRSSZS
m 3 CPPM host:  10.X.5041 (X : 1 --6) izt RFEBNEMRAZALRIAEFHNES

BipaskEg, BILHRIAERE AT LURRZEARR.
B 4 CPPMpage: /guest/guest register login.php? browser=1 ,iZpageEscaicppm LB
ZORFNERNEEERN—RD, BINEHEEINERNEME I EMAIAIL.
XBERFERATEZRIhtp://FELIURL, (EIPHEUEIERS . XERSS B Ehttps://clearpass-ip &
%, BRhttps//FELA). ¥MaASE, #2RURLE



https://clearpass-ip/

Aruba Hands—On Lab Guider: ClearPass

https://10.2.50.41/guest/guest_register login.php? browser=1, 1ZURLELRcaptive portal profileshfJLogin
page

B 5  Redirect URL: http://www.arubanetworks.com, iZURLEFAZIAIEEFERINN T EfkEE
New WLAN

General VLANSs Security Access

Captive Portal Options:
[ ClearPass or other external captive portal I cppm2

Internal captive portal with authentication
Auth servers:

Internal captive portal with email registration

Internal captive portal, no auth or registration +

No Captive Portal CPPM host: 10.2.50.41
CPPM page:
Redirect URL: http://www.arubanei

E58: HIPRIRE
m 1, Defaultrole: lab1-guest-register-guest-logon (ESBENEIEIFAY, FEPortalAIERIRY
fata, XhZlaaa profiledrfinitial role)
B 2 Finish: mREGETAMFinish BEiRH, TRASEER

New WLAN

General VLANS Security Access

[Defau\t role: lab1-guest-register-guest-logon I

[ sac J Fnion |
%65 EM Captive Portal Authentication EZ&, Managed Network - > labX (X : 1 -+6) ->

Configuration -> Authentication -> L3 Authentication ->Captive Portal Authentication ->labx-

guest-register cppm_prof (X : 1--6) . 7E Login page Y https B4 http, BESaTREIMEERTHSE
aruba



http://www.arubanetworks.com/
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PEERR, e Submit IHIRRECEEN. (EREIA aruba clearpass RERIZBSIRSESIE
B, WNRFE https PebkiE, EREINFERRWESRIEBS NS clearpass H{EMA) .

[ ]
MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS @ admin v
arubQ ebtmmi 2 E ~ .
€ Managed Network > lab1 > @
& Q a
Uhshibosrd AuthServers  AAAProfiles L2 Authentication | L3 Authentication | User Rules  Advanced
© labl-mm-1 — © [ Captive Portal Authentication SR — .
® [ default
£ Managed Network (2) Roles & Policies Default Guest Role: guest v
5 lab1 (2
6 lab1(2) Access Points = Redirect Pause: 10 sec
& lab1-md1 AP Groups ?
P @© [3 lab1-portal_cppm_pro... User Login ¥

& lab1-md2
Authentication
O 0 S Rerberos Alshenmkcation R

Logout popup window: v
Senvices @® [@ Stateful NTLM Authentication CORPORLP.
Use HTTP for authentication:
Interfaces ® [3 VIAAuthentication
Controllers © [ VIA Connection Logon wait minimum wait 5 Y
System © [ ViAWeb Authentication Logon wait maximum wait 10 sec
Tasks @ [@ VPN Authentication logon wialt CPU utilization threshold: 60 %
Maintenance ® [B WISPr Authentication N K aicaten i A
Show FQDN:
Authentication Protoco: PAP -
[. Login page: hitps://10.2.50.41/gu ] <
‘ ,

ArubaMM VA,

Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced

O &
[ ocwa=me - [ - v
© [ lab1-guest-register
G server Group Redirect Pause: 10 sec
@ (3 lab1-portal_cppm_pro. User Login: =
© (F Stateful Kerberos Authentication Guest Login:
Logout popup windaw: ~

@® [5 Stateful NTLM Authentication

Use HTTP for authentication:
® [ VA Authentication

® [ ViAComecton Logon wait minimum wait: 5 sec
® [® VIAWeb Authentication Logon walt maximum wait: 10 sec
@® [@ VPN Authentication Ingon wait CPU utilization threshold: 60 *
© B wispr Authentication Max Authentication failures; 0
Show FQDN:
Authentication Protocol: PAP ~
ogin page hitph#/10.2.50.41/gud ]

Welcome page: fauthiwelcome hitmi
S B33

F78: BREREFHREDLE md RS
n 1. Pending Changes: mdia FARNZILH
| 2. Deploy changes : mi%i%H

aruba
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MOBILITY MASTER CONTROLLERS ~ ACCESS POINTS. CLIENTS ALERTS .
arvba iabimma o o . @  admin
€ Managed Network > lab1 >
& a
Dashboard AuthServers  AAAProfiles L2 Authentication L3 Authentication  UserRules  Advanced
£ Mobility Master Configuration [ —— —_—_— ]
Defauit Guest Role: guest v
& lab1-mm-1 WLANS © [3 labl-guest-register_...
£ Managed Network (2) Roles & Polldes 3 server Group Redirect Pause: Ll sec
£ lab1 (2) Access Points ® [ labi-portal_cppm_pro... User Login: &
= lab1-md1 AP Groups @ [F Stateful Kerberos Authentication Guest Login:
Vi =
B Lab1-md2 - @ [3 Stateful NTLM Authentication LoBout popUp vIndon
| Authentication o= Use HTTP for authentication:
WVIA Authentication
Services Logon wait minimum wait 5 sec
® [ VA Connection
Interfaces
® [F VIA Web Authentication Logon wait maximum wait: 10 sec
Controllers
@ [ VPN Authentication Iogon wait CPU utilization threshold: 60 %
System
y @ (B WISPr Authentication
Tasks Max Authentication failures: 0
Maintenance Show FQDN:
Authentication Protocol: PaP A
» Login page: hitp://10.2.50.41/gut
Welcome page fauth/welcome.html

AfUbAMNNA, 8.4.0.0

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS @ admin v

Qrubo lab1-mm-1 @2 @1 T3

= Managed Network > lab1 >

Dashboard New WLAN
Configuration
WLANS The new WLAN can be viewed in the WLAN List
Roles & Policies MOTE: The new WLAN has been added to the pending changes list. To deplay all pending changes, click Pending Changes at tap right.
Access Points
AP Groups
Authentication
Services
Interfaces
Controllers
System
| Tasks

Maintenance

Pending Changes

Pending Changes for 2 Controllers

@ Managed Network = lab1 (2 Controllers)

Discard changes Deploy changes

7.4.2 #=b0 Portal EE:EM
ARBESEFE4 4. 3ETHEREE.

743 HNA6
F1E: HH Web AREZRZE| Mobility Master (10.X.50.11) (X : 1 -+6) , % Managed Network - >
labX (X : 1-+6) -> Configuration -> Roles & Policies gt “+" HANRIE—NAIIAE (guest-
register-role) ,
aruba

a Hewler! Packard
Enterprise company

Page 128 of 201



Aruba Hands—On Lab Guider: ClearPass

MOBILITY MASTER CONTROLLERS ~ ACCESS POINTS CLIENTS ALERTS ® | admin v

QrUbQ lab1-mm-1 21 -

€ Managed Network > lab1 >

& & Dashboard
£5 Mobility Master Configuration

= labl-mm-1 WLANS This section will require PEF license to be installed. Please go to HPE Aruba My Networking Portal to activate license key.

B Managed Network (2)

> lab1 (2 les 13

waME  gus

= labl-md1 AP Groups
logan 2 Rl
3 labl-md2 Authentication )
1 R
Services g
Interfaces

Controllers

System

Tasks

Maintenance

v Name: guest-register-role, FEE—MAEZEPortabAIEfEIKERIrole

New Role

Name: guest-register-role

| cancal | submit_
v 1. fErolesEH, ¥ E—SOlIFAIguest-register-role
v 2. BREATHEMshow Advanced View

NOTE ZEEBRAMEA LANEEFRadminf T HIFIZFRF kR preferences, ik show advanced profiles
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MOBILITY MASTER

CONTROLLERS ACCESS POINTS
lab1-mm-1

@2 @1

CLIENTS ALERTS ®

admin

aruvba
€ Managed Network > lab1 >
@ pashboard -

&
Roles  Policies  Applications  Aliases

£ Mobility Master Configuration :

Pending Changes ()

& lab1-mm-1 WLANS Roles 15
£ Managed Network (2) | Roles & Policies NAME RULES =
£ lab1(2) Access Points authenticated 2 Rules :
= labl-md1 AP Groups woice 41 Rules
© lab1-md2 Authentication et 1=
employee-roie 1 Rules
Services labi-portal-guest-logon 28 Rules
Interfaces lab-guest 2 Rules
Controllers SRS,
System Rules l ]
Tasks
Maintenance guest-register-role
Global Rules
IP VERSION SOURCE DESTINATION SERVICE/APPLICATION  ACTION
MOBILITY MASTER CONTROLLERS  ACCESS POINTS CLIENTS ALERTS @  admin v
aruba restmma o e _ @  admin

€ Managed Network > lab1 >

=Y a

Pending Changes ¢,

Pashboard Roles  Policies  Applications  Aliases
£ Mobility Master Configuration
NAME RULES
D lab1-mm-1 WLANS
authenticated 4 ules -
> Managed Network (2) | Roles & Policies
voice 41 Rules
S Access Points B e
& lab1-md1 AP Groups employeerole 1 Rules
& labl-md2 Authentication lab-portal guestlogon 28 Rules
labi-guest 2 Rules
Services #
Iab1-guest-register-guestiogon 28 Rules
Interfaces .
guest register-role 0 fules Tk
Controllers +
System
Tasks guest-reg) I Policies Captive Portal  Wlare Ishuw Basic V I
NAME RULES COUNT TVPE POLICY USAGE
Maintenance
globalsadl o session logen, guest, ap-role, stateful-d
appet-guest register-role-sac 0 session guestregister-role
guest-regster roie o session guest register-role
+

\

Page 130 of 201

2. HAZIRules&EO, mis “+" SIS HN,
Access control, #iE— N permit allf9zkEE (BARGHIRSIRAT LS ERRTE
SCRRMERIF IR TRIEIIERN) . &famE Submitizi

3. Rule type

1. fEpoliciesEEME, M guest-register-role

aruba
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MOBILITY MASTER
lab1-mm-1

aruba

€ Managed Network > lab1 >
=% Q
£ Mobility Master

Dashboard
Configuration

& labl-mm-1 WLANS

CONTROLLERS

@2 @1

ACCESS POINTS

Aruba Hands—On Lab Guider:

CLIENTS ALERTS ®

T2

admin v

Pending Changes ()

£ Managed Network (2)
£ lab1 (2)
© lab1-md1

| Roles & Palicies
Access Points

AP Groups

5 lab1-md2

Authentication
Services
Interfaces
Controllers
System

Tasks

Maintenance

Arubamit

Roles  Policies  Applications  Aliases
T UL s e-GUESLIUGUN 25 W N
| guest register-role 0 Rules W v
+
guestregister-role  Policies  Bandwidth  Captive Portal  More Show Basic View
NAME RULES COUNT Tvee POLICY USAGE
global-sacl 0 session logon, guest, ap-rode, stateful-d.
apprf-guast-register-role-sacl 0 session guestragister-rols
II guest-registar-role 0
+
guest-register-role > Policy > guest-register-role Rules (D Drag rows to re-order
1P VERSION SOURCE DESTINATION SERVICE/APPLICATION ACTION =
»
Pending Changes
New Rule for guest-register-role . .
Ruletype:  (®) Access control Application
g gi i Policies Captive Portal  More
+
g gister-role > Policy > g le Rules (@ Drag rows to re-order

ClearPass

NOTE

STEEER.

NRXBTEERISUbmitTRIEEE R, BEAction EEUIETaME, AEBEIEFEPermit, XFESubmitiZt
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Roles Policies Applications Aliases

guest-register-role > guest-register-role > New forwarding Rule

IP version: IPvd v
Source: Any
Destination: Any
Service/app: Any
Action: Permit
TOS:

Time range: - None -
802.1p priority: v
Options: Log
Queue: v

v Reset

$2 EERFHREISEMIRS

] 1. Pending Changes:

] 2. Deploy changes : mdhizi&il

MOBILITY MASTER

arubQ  ebimma

4 Managed Network > lab1 >

& S pashboard

£ Mobility Master Configuration

G2 lab1-mm-1 WLANS
> Managed Network (2)
& lab1 (2)

&2 lab1-md1

| Roles & Policies
Access Points
AP Groups

&9 labi-md2 Authentication
Services
Interfaces
Controllers
system

Tasks

Maintenance

Page 132 of 201

Mirror Blacklist Disable scanning

A LAmTzEl

CONTROLLERS ~ ACCESS POINTS CLIENTS
@2 @1 T2
Roles  Policies  Applications  Aliases
Roles 19
NAME RULES
authenticated 4 Rules
volce 41 Rules
leader-role Aules
employes-role 1 Rules
labi-portal-guestiogen 26 Rules:
labi-guest 2Rules
labi-guest-regster-guest-logan 26 Rules
guestregister-role 1 Aules
+
guestregister-role  Policies  Bandwidth  Captive Portal
NAME RULES COUNT TYPE
globalsac 0 session
apprt-guest register-role-sacl o session
puestregister-ole 1 session
+

Aruba Hands-On Lab Guider: ClearPass

ALERTS

More

POLICY USAGE
logon, guest, ap-role, stateful-d
guest-register-role

gusstragister-role

® admin v

Show Basic View

aruba
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Pending Changes

Pending Changes for 2 Controllers

@ Managed Network > lab1 (2 Controllers)

m Discard changes Deploy changes

7.4.4 &Nt

14 2 Web SRERE| Mobility Master (10.X.50.11) (X : 1--6) , % Managed Network - >
labX (X : 1-+6) -> Configuration -> Authentication -> AAA Profiles i%Ii&, sE AAA BIEAY
“+" BFIFFTERI AAA Profile, XEIZRIMISEEEMM labX-guest register_aaa_prof (X :
16) , )R BIER “+" EBFFENEEI.

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS ®  admin v

arubQ it o2 =

€ Managed Network > lab1 > )
=) Q
L] Dashboard AuthServers | AAAProfiles JL2 Authentication L3 Authentication  User Rules  Advanced
2 Mobility Master Configuration —_—
u @ [F derErRIAreRa e .. MAC Authentication Default Role: Buest
S lab1-mm-1 WLANS
@ [3 default-xmi-api 802.1X Authentication Default Role: guest
£ Managed Network (2) Roles & Policies e 8
I -guestregister_... Download Role from CPPM:
EE
Access Points cats
[ 802.1X Authentication Set username from dhep option 12
£ lab1-md1
AP Groups [3 B02.1X Authentication Server Group L2 Authentication Fail Through
(=] o
lab1-md2 [ MAC Authentication Multiple Server Accounting:
Services [B MAC Authentication Server Group User idle timeout: secor
Interfaces [3 RADIUS Accounting Server Group
Max IPv4 for wireless user: 2
Controllers G RFC 3576 server
RADIUS Roaming Accounting:
System [3 XML AP server
RADIUS Interim Accounting
@ [ labl-mac_aaa_prof
Tasks o RADIUS Acct-Session-d In Access-Request:
@ [3 labl-peap_aaa_prof
Maintenance User derivation rules: -None-  ~

@ [3 1abl-portal_aaa_prof
Wired to Wireless Roaming: ~

Reauthenticate wired user on VLAN change:
Device Type Classification: v

Enfrra DD

b

245 155#E RADIUS Accounting Server Group, FEGINEREEOS, M Server Group THIFIERFIEEZ B
ASEX0IEEFAY labX-guest-register dot1 svg (X : 1--6) . mtEAa FARY Submit %5,

aruba

a Hewler! Packard
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MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS i
aruba  “isstmma | zdmn ©
@2 @1 T2
€ Managed Network > lab1 > @
= Q .
é Dashboard AuthServers  AAAProfiles 2 Authentication L3 Authentication  User Rules  Advanced
Mobility Master . — z
£l Configuration TR . .
© lab1-mm-1 WLANS

@ [ default-open Server Group:| lab1-guest-register_dot1_svg v
£ Managed Network (2) Roles & Policies

® [@ default-tunneled-use...

B lab1(2) Access Points @ [B default-xmh-apl Fail Through:

£ lab1-md1 AP Groups © [ labl-guestregister_. Load Balance:
2 lab1-md2 |Authemi“mn [® 802.1X Authentication

Services [3 802.1X Authentication Server Group

Interfaces B MAC Authentication

Controllers

System

Tasks (3 RFC 3576 server

Malntenance [ XML APl server

@ [3 labl-mac_asa_prof

@ [3 labl-peap_aaa_prof

@ [3 labl-portal_asa_prof

ArubaMM-VA, B.4.0.0

F3L: EEREHELLS md ik

v 1. Pending Changes: A tAaEFH%i&H
v 2. Deploy changes : miZi%iH

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS ® admin v
aruvba lab1-mm-1 o2 © 1 P

€ Managed Network > lab1 >

Pen Changes ()
=] a =
B“ Dashboard Auth Servers  AAA Profiles L2 Authentication L3 Authentication  User Rules  Advanced

Mobility Master B —— X
oy Configuration @ |3 Geeaacao . B
S lab1-mm-1 WLANS

@ [@ default-open Server Group: labl-guesi-register_dotl_svg
2 Managed Network (2) Roles & Policies @ [B defaulttunneled-use...

& lab1 (2) Access Points @ [ default-xmi-api Fail Through:
2 lab1-md1 AP Groups O (3 labl-guestregister ... Load Balance:
3 lab1-md2 | Authentication (3 802.1X Authentication
Services 3 802.1X Authentication Server Group
Interfaces [B MAC Authentication
Controllers [3 MAC Authentication Server Group
Tasks [ RFC 3576 server
Maintenance 5 ML API server
@ [3 labl-mac_aaa_prof
@ [B labl-peap_asa_prof
® [ labi-portal_aaa_prof -
: »
tassn ascs =
Pending Changes

Pending Changes for 2 Controllers '

@ Managed Network > lab1 (2 Controllers)

m Discard changes Deploy changes

aruba
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7.5 ISFLER
7.5.1 RiHMATEEXBIGZEEM
HAMEMRLRE b, RBRFTFRS S NEEMLL, #EEAZIClearPass HIGuestEFIAME L.

ClearPass Guest

BRE

—

s O psmmnsg
2%

unt? Click Here

<
& Copyright 2010 Hewlett Packard Enterprise Development LP

(¥ e

aruba ClearPass Guest

$ SR R
L N

B

a#

==
miClick Here, #AZIBFMATRME.

OF'UDQ
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6146520 7Rip= 101201 028 0 + B & § Q) Notwork Login

aruba ClearPass Guest

<
|© Copyright 2019 Hewlett Packard Enterprise Development LP

ARG TR RERGS AR,

* EATRF: T

. [
s mAEREE.

[
S WA BT
ERAEERMENNS L
" s O fowsammn

* smem

2T #n

< >
© Copyright 2019 Mawlett Packard Enterprise Developmaent LP
[ e
Q) bt/ 10,2504 /guest/guest register_receiptoho. Q x
aruba ClearPass Guest
FERARTROBER DS,
Vour account is currently awaiting confirmation. This page will refresh every 30 seconds.
— . c——
baggioyang126.com
HRARRTMR: ERENPD\INETEE.
. yangzhengxin
i RAENZE.
semes: 8 thengxinyangshpe.com
wEER: o 456920
| BMEE 1145 2018, B30 T
A FEMRESHERRSE. DN, HINSEES,
s T 12 PR 200 620 T
Disabled
b AR+ EF BRSO RENSR.
< >

|© Copyright 2019 Hewlett Packard Entarprise Development LP

ERERRASKENZLEZ B EMIEEHEEMY, FERRANWET.
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wil FEEE 46 2m @ 9 70% ==
< WA A T v
Wireless access request from:
zhengxin.yang@hpe.com
#} 20:37
AE K FH

zhengxin.yang@hpe.com
arubQ ClearPass Guest

& IEFETERIBIEE 54X R

BRIKPIFAES

AP &: zhengxin.yang@hpe.com

£4: yangzhengxin

BiE:

THIEIEERBEIERIBRABIAIUNR, BEIba eIt

AR,
#A%H: Q) Aruba Networks

© Copyright 2019 Aruba, a Hewlett Packard Enterprise company.

B EEEH QEE g

FHERRAES, ZRENKSERAERSE, MAUERANLET.

BRAmEE: ERENESHADMEE.

Baggioyang@126.com

Baimaian: ARERSEABRQTES.

amma: ¥

weza: ff 456920

. BWF, 11 +8 2019, 85:38 TF
= SERR. EENT. AIESRES.

12 +A 2019,

< >
© Copyright 2019 Hewlett Packard Enterpriss Development LP

R R e —

In 10 seconds you will be automatically redirected to http://www.arubanetworks.com.
Click here to go there directly.

Click here to bookmark this page.

[t |

7.5.2 CPPM EEHIAILICHE
aruba

a Hewler! Packard
Enterprise company

Page 137 of 201



Aruba Hands—On Lab Guider: ClearPass

ClearPass Policy Manager Menu ==
o » Live Monitoring = ¥ FRIZE
P I EERRSE Oct 11, 2019 20:59:05 CST P EELE

7 [AIl Requests] § Lab2-CPPM-1 (10.2.50.41) " Last 1 day before Today

& onGuard &

B ity
L pa - ;
e it . - =3 BR[100 v|ieR
8 Profile and Network Scan idikE: Request 1D a8 + o ar Filte
S EEE Source [ Request Timestamp +
FEHEGE 1 10.2.50.41 RADIUS zhengxin.yang@hpe.com S s ACCEPT 2019/10/11 20:58:46
] service

tasks-guest-register-auth

FBlackiisted Users 2 | 10.2.50.41 RADIUS zhengxin.yang@hpe.com e ACCEPT 2019/10/11 20:47:23
5. |10.2.5041 Application admin [Guest Operator Logins] ACCERT 2019/10/11 17:15:36
4 |10.250.41 Application admin [Guest Operator Logins] ACCERT 2019/10/11 16:45:32

BrRRALNA—-E—

R o
e e .
© EHIATH 2015 Aruba Networks. RESFEMA.

v
Oct 11, 2019 20:59:07 CST ClearPass MEEI2E 6.7.9.109195 78 CLABY T

v REALRINER, £ "ME "G RRNE, EEEEIMEER.

Jﬁﬁi WA S

SIERIR:
SECEEIER

L83 F AR T -
BFRE:

g & IP/HR0:
Ragpma RS

[i:5=5
WA
AIFIE:
FEATIE:

AE:
RN ATER B 3
MRS i T

4 4 Showing 1 of 1-4 records » »I

ACCEPT
RO0000001-01-5da07c86
Oct 11, 2019 20:58:46 CST
7C7A914652B7 (Computer / Windows / Windows)
zhengxin.yang@hpe.com

10.1.10.21:0

UNKNOWN (100}
FiFEsRRE -

task6-guest-register-auth-service
PAP

Local:localhost

[Guest User Repository]

[Guest], [User Authenticated]
task6-guest-register-profile

Disabled
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v RiE BA CERRPNER, EEREIIPLER.

1z PN we s

HPE: zhengxin.yang@hpe.com

IR T RN 7C7A914652B7 (Computer / Windows / Windows)

iHEsE IP/wO: 10.1.10.21:0

RADIUS &k L)

Radius:Aruba:Aruba-AP-Group lab1-group
Radius:Aruba:Aruba-Device-Type Win 8
Radius:Aruba:Aruba-Essid-Name  labl-guest-register
Radius:Aruba:Aruba-Location-Id  94:b4:0f:c1:3f:e0
Radius:IETF:Called-Station-Id 000B8G2AAF37
Radius:IETF:Calling-Station-1d 7C7A914652B7
Radius:1ETF:Framed-IP-Address  10.1.20.102

Radius:1IETF:NAS-IP-Address 10.1.10.21
Radius:IETF:NAS-Port 0
Radius:IETF:NAS-Port-Type 19

Radius:IETF:Service-Type 1

-
4 « Showing 1 of 1-4 records » »l Show Configuration

v R "Bl Em PR, EEREIBEEE.

w2z w0 iz
2 TR B it task6-guest-register-profile
REFeRARE: UNKNOWN (100}
Hitma RS UNKNOWN (100)

RADIUS IfE;

O

Radius:Aruba:Aruba-User-Role guest-register-role

aruba
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v [T T CERRTIR, EEEEIIBLER.

BE @A Wb
EF£i%E ID: zhengxin7C7A914652B7-5DA0EBB2-D11CD
FiaETERE:  Oct 11, 2019 20:58:47 CST
fshtjEgh:  Still Active
K& Active
& IERE: -
RESHA:
ERER: 1
HA 0

14 « Showing 1 of 1-4 records » »l Show Configuration -

7.5.3 {ZH:@ EEHMECR

h ap name profile

Tabl-gu is 9 Tabl-g
Tabl-portal 94 Tabl-portal_aaa_pro

otal entr
(labl-mn-1) [my




8 TASK7: ARUBA #=#lgSsErk CPPM SCIR TACACS +3IAIE

8.1 MRFE%
BRP&EZEHTarubafIFiE TR FIRHEIBERKSHERALIIIENERR, RETEERKSHZS, FEiNth
=H T AR S MK S BB AR EEENRE.

8.2 CIEBIR
v BEHIIEERET AN EERETAENEIS, B—FEaERINALES?

X

v HRZALESR, BIFERE TERTENTELMEHIEHAMTT, BIFEEH IR ARRTIA
IEARSSRRIE?

EE:

v EITACACSIAIERIAF, FNRITIFEARIAR, fIIMREERIIRIEEER, FIATACACSHIRINIY
g8, REHARBMHAEIEHRS, NMEIARRIEERRISENR?

EE:

8.3 ClearPass fitE&
8.3.1 i NAS Client
SEF_ETPHINRIREERE, HPMMEHRTEIRE TACACSHE=ZIA.
8.3.2 FMFHKSHAE
B HBEKE - > B - > A8, /REALAN "HIIAE" ZE, BRI He.

ClearPass Policy Manager Menu =—
T ] mn - gt me
N
Qs & :)\%E
e & BHAR
Re gl lsid ] Roles exist independentiy of an individual service and can be accessed globaily through the role-mapping policy of any service.
fod 45
:-‘;jg i AETT ol co | 87 (1000 ¢ 22
{3 Single Sign-On (550) ) LI il
1. [TACACS Super Admin] Super administrator role for Policy Manager Admin
2. [TACACS Receptionist] Receptionist role for Policy Manager Admin
3. [TACACS Read-only Admin] Read-only administrator role for Policy Manager Admin
4 [TACACS Network Admin] Network administrator role for Policy Manager Admin
5. [TACACS Help Desk] Help desk role for Policy Manager Admin
6. [TACACS API Admin] API administrator role for Policy Manager Admin
T [Other] Default role for another user or device
# Profile and Network Scan 8 [Onboard Windows] Role for a Windows device being provisioned
£ HRE 9. [Onboard Mac OS X] Rale for a Mac OS X device being provisioned
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ERINFAGINEDR, WA TENSEH:

v #BFR: aruba-tacacs-read-only-admin
v R BFRIEEEENR

IR ]
EF: aruba-tacacs-read-only-admin
iHER: i F RiEEE SR |

s

ERINFAG2HMEOR, WA TENSEH:

v BFR: aruba-tacacs-root-admin

v R FREERRUR

REAE o
EFr: aruba-tacacs-root-admir] |
HAR: i, 7 TR E 1 1R R

s

F22L: WA BE - > B - >AAR . /A LAn "RIIER" &, BImTERKS:

aruba ClearPass Policy Manager Menu =
B [] EE » 5 » FitAF
oo € & BitiFe
fediidlog o tor Account Settings
GRS ClearPass Policy Manager lists all ocal users in the Local Users page.
o B IME
Q5 iz AP D BT I il o | cica Fiter | B8R 20 ¢ B
o I — | 1. e— —, | p———. .. p—
L3 St | | mes
O BEENIR
Gam
£ meesd
o eewR
$ EHRT
4 Rt
+ |4 Profile and Network Scan
O meRi R

ERMKES1EODR, WATEHSE:
v AFID: aruba-read-admin (BPFFHZERIKE)
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v BFR: aruba-read-admin-test (BIZMKSHIBIE, RE—IMrE)
v B arubal23 (ZKEHIETRZRD)
v INEEE: arubal23 (AIESMAIXERERN)
v |BRAF: enable (&ik)
v fAf&: aruba-tacacs-read-only-admin (ZBBEESE—LS+EIER)
AP ID: aruba-read-admin
HEFE: aruba-read-admin-test
2k
WS
BHAR: < CEFPES AE AR
EMER: (Check to force change password on next TACACS+ login)
AE: | aruba-tacacs-read-only-admin v |
EH
EH #

ERINKS 20O, MATERNSE:

v FFID: aruba-root-admin (BIEFHIERIKS)

BFR: aruba-root-admin-test (EIZKSHIZIE, RE—MFX)
FHY: arubal23 (ZKSHERZ)

TNIEZRS: arubal23 (BIEEMA—RERE)

[SFFEF: enable (&ik)

fata: aruba-tacacs-root-admin ((ZABEESE—LSHEIEMN)

A N N N NN

aruba
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HF ID: aruba-root-admin
=tk aruba-roct-admin
FER:
BHEAF: ¥ (RS AP )
B (Check to force change password on next TACACS+ login)
j=)=:H aruba-tacacs-root-admin v
JEtE
EH B
1 | Click to add...
e
FLERE:
aruba ClearPass Policy Manager Menu =
(i3 L] EE > 8 > FiAER
" ° o A P
- it P PN
e = & BB
L3 LbARFHE [z Account Settings
GRS ClearPass Policy Manager lists all local users in the Local Users page.
BT
Lk ik A D v EmEr =3 71000 v | 2%
R
- Qs
£2 Single Sign-On (SS0) 1. | [ aruba-read-admin aruba-read-admin aruba-tacacs-read-only-admin Enabled
& 2. | O eruba-root-admin aruba-root-admin aruba-tacacs-root-admin Enabled
Fot T employee Employee-test employee-role Enabled
L BSTINSE 4. | quest quest-test quest-role Enabled
GAE 5. | O jma jma employee-role Enabled
o ‘?fﬁéw@ 6. | O jmat jmat guest-role Enabled
i ;gﬁiﬂ -2 | O labitest labt IS [Other] Enabled
o a;mﬁ 8. | O leader leader leader-role Enabled
£ REXIT ERREARE—E— it | [#5
P
oy
&EEa
L REER

£x Event Sources
+ |4 Profile and Network Scan
CERE

8.3.3 FIMMIERRSS

B BRI EE - > 2T - > BEXH , REALMARY "IAIEFHVTECESE" &, IR RS
1TECEN

aruba
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aruba ClearPass Policy Manager Menu ==

{13 [ X » ABRT » REIH

£ i M SEHITRE X

& SABBITREXS

ok & SUBHATRERSE

13 MEAhFFIE Each enforcement policy contains enforcement profiles that match conditions (role, posture, and time) to actions (enforcement profiles).

3 BB

S wite: &n wa S o | ciorFier | 27 (00 ¥)ien
©REH -y "

HR2eRR 8 BW. £ L)

& BURGT 1, [Aerohive - Terminate Session] RADIUS_CoA System-defined profile to disconnect user (Aerohive)

3 REE 2. [AirGroup Personal Device] RADIUS System-defined profile for an AirGroup personal device request
mCE X 3: [AirGroup Response] RADIUS System-defined profile for any AirGroup request

h ] 4. [AirGroup Shared Device] RADIUS System-defined profile for an AirGroup shared device request
+ |4 Profil Network

o ;;I{:;nd letwock:Scan 5 [Allow Access Profile] RADIUS System-defined profile to allow network access

6. [Allow Application Access Profile] i System-defined profile to allow access to application

EREXH (F—1) ERRHR, BATENSH:
v 18R BEFTACACS+HJESIHIT

v #BFR: task7-aruba-controller-tacacs-readonly-access

Bim » BEIMAT » BLRCH » Add Enforcement Profile
SEHIATECE SO
el RS #EE

EF TACACS+ FI8HIMiT M
task7-aruba-controller-tacacs-readonly-access
TRER: |
£
HA: TACACS
RAE: BE B4 i3

B &R Remove
View Details
Modify

--Select-- v

EIRSSER-FH, WA THEHISE:

BPRZ5!I:  15(Privileged)

Fm%iRsS: Aruba:Common

Authorize Attribute Status: ADD

Aruba:Common  Aruba-Admin-Role = read-only

<N XX
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BLE » BAINIT » BLEXH » Add Enforcement Profile

EEPUTERE M

BLEXiE I a e
A5 PR Rl 15 (Privileged) v
Fi e R 252 Aruba:Common S TACACS+ RE T

‘——Se\ecl—— v ‘
Authorize Attribute Status: |aApD v
EHRES: ZFMEN TACACS+ RS/, B FEEMFH xml - Update TACACS+ Services Dictionary
RN
Aruba:Common Aruba-Admin-Role = read-only Ee) o
e Click to add...

EREXH (B2) #ERER, RATENSEH:

v fER: EFTACACS +HBREIHAT
v AFR: task7-aruba-controller-tacacs-root-access

B » @FHIT » BR3H » Add Enforcement Profile
SEEHUTE B U

[oxr IS

| EF TACACS+ FREHIINIT v
EFR: |task?-aruba—controIIer—tacacs-root—access
1HEE:
~
i TACACS
#BIE: o BF O iEE O MR

REANF: | Remove
|  View Details
| Modify

| -Select-- v |

ERRSSIEI-RR, WA THENSE:

BPRH:  15(Privileged)

Fmi%iRsS: Aruba:Common

Authorize Attribute Status: ADD
Aruba:Common  Aruba-Admin-Role = root

<N X X

aruba
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BLE » BRMIT » BB » Add Enforcement Profile

SEHIFATELE O
R ]
AREBAL: 15 (Privileged) v
- Aruba:Common S TACACS + REFE
—Select-- 'J
Authorize Attribute Status: | ADD v
TEFIRS: ZiFNET TACACS+ RS/, B LI5S EIEH xml - Update TACACS+ Services Dictionary
ISR
=S =

‘ 1. Aruba:Common Aruba-Admin-Role = root By | ]
s Click to add..

|2 BE EE - > BT - > REg , _RaA LR AIEETHTRE" ZE, BRI TR

aruba ClearPass Policy Manager Menu =
AR
o &n oJEEEE e S FREEBIATT RS
~—== = & SABHIRTRE
e - & S EEIR TR
L3 UEALFFRS ClearPass controls network access by evaluating an enforcement policy associated with the service.
3 MEss
£ R E iges: (&6 ta )l G co ] crearFiter | 2 (1000 ¢) 25
QB
HeewR # . B #E L)
& BT 1. [Admin Network Login Policy] TACACS Enforcement policy controlling access to Policy Manager Admin
Eiﬁn- 2. [AirGroup Enforcement Palicy] RADIUS Enforcement palicy controlling access for AirGroup devices
3 BEt 3. [Aruba Device Access Policy] TACACS Enforcement palicy controlling access to Aruba device
R 4, [Guest Operater Legins] Application Enforcement policy controlling access to Guest application
+ [+ Profile and Network Scan =
5 W 5 [Insight Operator Logins] Application Enforcement policy controlling access to Insight application
6. [Sample Allow Access Policy] RADIUS Sample policy to allow network access
7. [Sample Deny Access Policy] RADIUS Sample policy to deny network access

BRRETH—E— [CARERRETY
fERdTIET R, WA TERNSE:

4 BFR: task7-aruba-device-access-enforcement-policy
v SEHEEATEREY: TACACS
v ENAERESUE: [ArubaOS Wireless — TACACS Read-Only Access]

BE » BHIMIT » Fh » Fio

SEFIRAT B
BT PRI 3
B {task7-aruba-device-access-enforcement-policy |
1HBA:
A
BB TR RADIUS ® TACACS+ WEBAUTH (SNMP/Agent/CLI/CoA) EAER Event
HIER B [Aruba0s Wireless - TACACE ¥ AmEa TR B

EHNGEIR-RAR, A TENSE:
v Hl: =3 “Add Rule” EBWT:

AINE—NRN
aruba

a Hewler! Packard
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v %R Tips Role MATCHES ALL aruba-tacacs-read-only-admin, [User Authenticated]
v EEEXHR: task7-aruba-controller-tacacs-readonly-access

BB » WHINT » 559% » 70
SR AT S

N EE: ® EEFE—MLER I HA LR

Enforcement Policy Rules:

Conditions Actions

Add Rule [ Move Up 1 ] Move Down | Edit Rule Remove Rule

HRPRES

|

MLELL T FraEt:
3] £:4: E=HH i
aruba-tacacs-read-only-admin
1. | Ti Rol MATCHES_ALL w
ps ole - [User Authenticated] &
NICK o add. ..
B TECE SO
Bl E i fta: task7-aruba-controller-tacacs-readonly-access
| | Move Up 1 l
[ [ Move Down |
Remove
—-Select to Add—- v

BRnE =

v FHR2: Tips Role MATCHES ALL aruba-tacacs-root-admin, [User Authenticated]
v BECEN42R: task7-aruba-controller-tacacs-root-access

aruba

a Hewler! Packard
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E3: 3
MELLL T P A%
3. £-4: EHF i
aruba-tacacs-root-admin -
1. Role MATCHES_ALL fUiEr Authenticated] By @
2. |
SRt TTEE o
BLE A task7-aruba-controller-tacacs-root-access
( Move Up 1 l
‘  Move Down 1
--Select to Add-- v

EMERITRR, HNEPREHTEIE:
BE > BHINT » FW > 0
SR HITRAT FRE

e S

EE T

£ task7-aruba-device-access-enforcement-policy
iR

EHlmiTRA: TACACS

BRABLE OFF [ArubaOS Wireless - TACACS Read-Only Access]
po 10 H

HMF G E First applicable

Actions

Tips:Role aruba-tacacs-read-only-admin
. [Lgse':' Authenticated]) Y task7-aruba-controller-tacacs-readonly-access
(Tips:Role aruba-tacacs-root-admin

. task7-aruba-controller-tacacs-root-access
[User Authenticated])

3L HEIEE - > k55, ~EALMARY AR R, EIn—M RS

aruvba ClearPass Policy Manager Menu =
iR [] ®E > RE
[ =8 M RS
L BB © & FHEES
WA FF o This page shows the current list and order of services that ClearPass follows during authentication and authorization.
el
ST it A e— Y - | i 27 100 + | 2%
HRsh # B BE. 4% » s "
o EeA
* T 1. € 1 [Policy Manager Admin Network Login Service] TACACS TACACS+ Enforcement (=]
Q%% 2. € 2 [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic ) [}
EREXH 3. € 3 [Aruba Device Access Service] TACACS TACACS+ Enforcement (]
+ -§. [T 4. L 4 [Guest Operator Logins] Application Aruba Application Authentication Q
+ | Profile and Network Scan 5 8 s [Insight Operator Logins] Application Aruba Application Authentication (]
3 GG 6. ( 7 lab1-mac-user-defined RADIUS 70BE MAC AE (V]
7. e 8 labl-mac Device MAC Authentication RADIUS MAC AE (V]
8. e 9 aaa test RADIUS RADIUS Enforcement ( Generic ) (=]
9. L 10 lab1-portal-user-defined RADIUS RADIUS Enforcement ( Generic ) Q
SR AWE T —E— EHTET L] St Mg

aruba
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EIRSSIEL-R, WA TENSE:

v 2R TACACS+ Enforcement
v B#R: task7-aruba-device-access-enforcement-policy
v IOEI: LUNFE &M
v IRSHIN:
B 1, Connection Protocol EQUALS TACACS
m 2 Connection NAD-IP-Address EQUALS 10.X.50.11 (X : 1 68 MM[WIPH4L)
BE » B5 » Fm
B

}E% WE e EHbhir  #E

TACACS+ Enforcement

EFR: aruba-device-access-enforcement-policy
hEq: [
P
HE BRI H AT FIRE iR E]
EEIEE: AR

LRE 0 #5sk © UTHERN:

1. Connection Protocol EQUALS TACACS By ]
2. | Connection NAD-IP-Address EQUALS 10.1.50.11 By @
3. | Click to add.
TEMNEERRAR, A TENSH:
v IANUER: [Local User Repository][Local SQL DB]
B > RS » F0
&=
RS VS @E R R
AER: [Local User Repository] [Local SQL DB] 1 Move Up 1 ST AESR
| Move Down 1
[ Remove |
—Select to Add-- v
HEALEH: BAEEES SROMANGIFR, AT EARSSRES
FERBERRFR, SRAMEINEREE (FERSRLISERRTERS)
v RENSIREE: =
B » RS » M
RS
RS NE EECE SEEbGT SR
BEBH: [ [~Select— v Modity | NS kS
3
AERGEFEES
HE:
i BE:
HMIRE B A
1 aE

aruba
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{EEFIITEITRR, BMATENSE:
v IBEIHITERER: task7-aruba-device-access-enforcement-policy (BUZE2 #6151 19 #1177 7

)
EBE » B » Fm
R4
B5 AE e ﬁiﬂ}‘ﬁ.ﬁ wHE
EREEFNER: AL -2 EREENARIIE ST REN
SR TR task7-aruba-device-access-enforcement-policy ¥ i JRANERSE B AT ERE
BHMITHREGEHER
1EA:
EHABR R I [ArubaOS Wireless - TACACS Read-Only Access]
AT B first-applicable
Eid EPMTREXN
(Tips:Role aruba-tacacs-read-only-admin ~ ~ - ~ -
1. [User Authenticated]) task7-aruba-controller-tacacs-readonly-access
(Tips:Role . aruba-tacacs-reot-admin task7-aruba-controller-tacacs-root-access
[User Authentlca_ted])
s = AY & ] [1%3
EMERR-RR, WEEHTEE:
BE » RS » Fm
e
WS OME fiE g
R%:
B3l TACACS+ Enforcement
E=a aruba-device-access-enforcement-policy
REe:
R Disabled
EEET:
IR
LA, TP & 1
1. ‘ Connection Protocol EQUALS TACACS
2. ‘ Connection NAD-IP-Address EQUALS 10.1.50.11
BhAE:
AR [Local User Repository] [Local SQL DB]
FEASEAN:
fa&:
FERAT R
EHEMIT:
FEAEEFNER: Disabled
BRI AT RN task7-aruba-device-access-enforcement-policy

FAE: KR EE - > kRS |, BRI CIRANAERS AR :
ClearPassZ2AL M, BAMSERSHRINT — Aruba Device Access Service fRSS, 1ZRSSAIPTECHLAY
28, tBAIEE JarubafitacacsiEKIRFZEPSM AT HIXE service (M EZETRMLAICERN) .

BN LUB 2 B iEtask7-aruba-device-access-enforcement-policy i 8% | Aruba Device Access
ServiceZHi,

aruba
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Menu ===

ClearPass Policy Manager

[ AE> RS
RS
R ; FARE
& SHES
This page shows the current list and order of services that ClearPass follows during authentication and authorization.
] [ o | clearFilter BF (=4
| 152 & xn #ig ®
1 [Policy Manager Admin Network Login Service] TACACS TACACS+ Enforcement [
£F Single Sign-On (SSO) 2 [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic ) [
L3 A AR 3 [Aruba Device Access Service] TACACS TACACS+ Enforcement [
fol 15 7 [GUEst Operator Logine] AFUBE A AT
L RTINSE 5 [Insight Operator Logins] Application Aruba Application Authentication )
g:zmj 6 task1-test-service RADIUS RADIUS Enforcement ( Generic ) [
B et 7 task2-mac-service RADIUS 28 MAC GE ]
3 Y
- GEane 8 task3-portal-service RADIUS RADIUS Enforcement ( Generic ) [
o 9 task4-802. 1x-auth-service RADIUS Aruba 802.1X Wireless [
L3 BBH 10 task5-mac-caching-service RADIUS RADIUS Enforcement ( Generic ) []
- 4 B 11 task5-mac-service RADIUS RADIUS Enforcement ( Generic ) (-]
Qg 12 task7-aruba-device-access-enforcement-policy TACACS TACACS+ Enforcement [ I
o | = — p—
& e EE B ET R —-E— X St BR

£ Event Sources
aruvba
ga% : HE% : i%ﬁwg
2L ofl:-ES $ 5
O BEFHFRS, BELETZEER LB TR R

WiF B i

ClearPass Policy Manager

SHMES:

1 [Policy Manager Admin Network Login Service] A [Policy Manager Admin Network Login Service]
2 [AirGroup Authorization Service] e TACACS+ Enforcement
ruba Device Access Service] | = TACACS
- Qs Uest Operator Logins] e Service for access to Policy Manager Admin for network users
£ Single Sign-On (550) 5 [Insight Operator Logins] ) Disabled
& 6  taski-test-service
b 7 task2-mac-service
£ e ( (Connection:NAD-IP-Address
Gmm 8 task3-portal-service AND  (Connection: Protocol
& R 9 taska-802. 1x-auth-service
L EatR | 10 task5-mac-caching-service
- FEnmaT 11 task5-mac-service
L5 [ 12 task7-aruba-device-access-enforcement-policy I
GBS
R & v s R co | cearFiner | 27 (100 v | 27
# | 1= EFr xR B
1 8 1 [Policy Manager Admin Network Login Service] TACACS TACACS+ Enforcement [=]
2 o 2 [AirGroup Authorization Service] RADIUS RADIUS Enforcement { Generic ) []
3 L= 1 task/-aruba-device-access-enforcement-policy TACACS TACACS+ Enforcement
4 o 4 [Aruba Device Access Service] TACACS TACACS+ Enforcement []
5 g 5 [Guest Operator Logins] Application Aruba Application Authentication []
6 L6 [Insight Operator Logins] Application Aruba Application Authentication []
7 e 7 task1-test-service RADIUS RADIUS Enforcement { Generic ) [=]
8 0O s task2-mac-service RADIUS 7ZBE MAC AIE []
9 g 9 task3-portal-service RADIUS RADIUS Enforcement ( Generic ) (]
10. 0 10 task4-802.1x-auth-service RADIUS Aruba 802.1X Wireless []
11. 8 1 task5-mac-caching-service RADIUS RADIUS Enforcement { Generic ) []
12 0 12 task5-mac-service RADIUS RADIUS Enforcement ( Generic ) []
BErRERME—E— i g# S ik

Page 152 of 201
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& B EBRIAruba Device Access Service 5K, mth MASIRHEY, MESTELLREH, FRiZservicet X
=T,

1LHRESL | S
# LA -
i, 1
2z 2
=8 3
4. 4
5 5
6. 6
7. 7
8. 8
&L 9
10. 10
11. 11
12. 12

BrRERNE—E—

o - BE-15]
# LA -
i 1
2, 2
3. 3
4. 4
5 5
6. 6
7 7
8. 8
9. 9
10. 10
il 11
12
ETRRREE—E—

MEERA
EFr

[Policy Manager Admin Network Login Service]
[AirGroup Authorization Service]
task7-aruba-device-access-enforcement-policy
[Aruba Device Access Service]

[Guest Operator Logins]

[Insight Operator Logins]

taskl-test-service

task2-mac-service

task3-portal-service
task4-802.1x-auth-service
task5-mac-caching-service

task5-mac-service

v as
£

[Policy Manager Admin Network Login Service]
[AirGroup Authorization Service]
task7-aruba-device-access-enforcement-policy
[Aruba Device Access Service]

[Guest Operator Logins]

[Insight Operator Logins]

taskl-test-service

task2-mac-service

task3-portal-service
task4-802.1x-auth-service
task5-mac-caching-service

task5-mac-service

T ekl Wl

xR
TACACS
RADIUS
TACACS
TACACS
Application
Application
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS

(E Go | Clear Fitter |

xR
TACACS
RADIUS
TACACS
TACACS
Application
Application
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS

&

TACACS+ Enforcement

RADIUS Enforcement ( Generic )
TACACS+ Enforcement
TACACS+ Enforcement

Aruba Application Authentication
Aruba Application Authentication
RADIUS Enforcement ( Generic )
2B MAC IAIE

RADIUS Enforcement ( Generic )
Aruba 802.1X Wireless

RADIUS Enforcement ( Generic )
RADIUS Enforcement ( Generic )

Bix

TACACS+ Enforcement

RADIUS Enforcement { Generic )
TACACS+ Enforcement
TACACS+ Enforcement

Aruba Application Authentication
Aruba Application Authentication
RADIUS Enforcement ( Generic )
2BE MAC TAIE

RADIUS Enforcement ( Generic )
Aruba 802.1X Wireless

RADIUS Enforcement ( Generic )
RADIUS Enforcement ( Generic )

wE
(=]
(]
(]
(]
o
(=]
]
[V)
(]
(]
(-]
EEIDD =4 5 (o]

875 1000 v | 2R
wE

OOOOOOOOHOOO

ECAREEARE T

aruba
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8.4 i=HIzREcE

8.4.1 <N TACACS BRS3EeFIIRSSEE4E

15 5/ Web AERE| Mobility Master (10.X.50.11) (X : 1--6) , | Mobility Master ->
Configuration -> Authentication -> Auth Servers i All Servers TEY “+" HNEBIE— M FESALE
IRS5E8.

MOBIUTYMASTER  CONTROLLERS  ACCESS POINTS
lab1-mm-1

arvba

4 Mobility Master >

£ labl-mm-1
B Managed Network (2)
£ 1ab1 (2)
& labl-md1

& labl-md2 System

1P ADDRESS / HOSTNAME

teral

7t New Server & /R ¥ & :
v" Name(ssid): cppm-tacacs-server
v IP address/hostname: 10.X.50.41 (X : 1 -6 BHCPPMHIZEESIEIPHELL)
v Type: TACACS
v Submit: SRR EE

New Server
Name: cppm-tacacs-server
IP address: ‘ 10.1.50.¢1| ‘
Type: TACACS V¥

BRI 63 FAJauth server:  cppm-tacacs-server, HAZENAUEIRSSESAVRIEE T,

v 1. KeyflIRetype Key: arubal23
v' 2. Session authorization: 4%k

. . aruba
v 2. Submit: MEEIRAEE e s



Aruba Hands-On Lab Guider: ClearPass

Auth Servers Advanced

-
All servers 2
NAME TYPE 1P ADDRESS / HOSTNAME SERVER GROUP =
cppm-tacacs-server TACACS 10.1.50.41 cppm-tacacs-sg o
Internal - - default internal
Server Options

Host: 10.1.50.41

Mode: ™

Fesswn Buthonzstion 2 ]
-

525 /i Server Groups TH “+" HAGIE—MRANAIEIRSS 284,

MOBILITY MASTER

CONTROLLERS  ACCESS POINTS cuienTs ALERTS
aruvba labl-mm-1 @2 1 g

4 Mobility Master >

=) Q Fconfiguration | | ey uanced
FB Lo ) Roles& Policies
= labl-mm-1 l | Authentication I Server Groups *
£ Managed Network (2) L HAME servers FAIL THROUSH LOAD BALANCE SERVER RULES
£ 1ab1(2) Interfaces defaut: ' - - '
8 lab1-mdi Controllers e ! - - !
3 labl-md2 System
+
Al Servers 2
Hame e 1P ADDRESS / HOSTNAME stRvER GROUR
ppmiacacs-arvar Tacacs 1104
Internal - - defautt internal
+

AnbSMMAA 2400

7£ Add Server Group & & E:
v" Name(ssid): cppm-tacacs-sg
v Submit: REHEREE

Page 155 of 201
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Add Server Group

Name: cppm-tacacs-sg

=3

7t Server Groups T fiifi cppm-tacacs-sg, 7& Servers &I & 1R 345,

Mo sidi NHEIE “+” BEABRAUEIRSS 25 H iR & 1 .

MOBILITY MASTER

Aruba Hands—On Lab Guider: ClearPass

HEHL server group F 4 4E A

@  admin v

Pending Changes ()

CONTROLLERS  ACCESS POINTS CLIENTS
arubQ  ebtmms P ‘ =
€ Mobility Master >
=] Q izur,
= Configuration Auth Servers  Advanced
£ Mobility Master Roles & Policies —
&3 labl-mm-1 | Authentication Server Groups 3
E5 Managed Network (2) Services NAME SERVERS FAIL THROUGH
£ 1ab1(2) Interfaces defautt 1
qternai |
3 lab1-md1 Controllers =
& lab1-md2 System I e
License

Server Group > Cppm-tacacs-sg  Servers  Options  Server Rules

sssssssss

ENE R S AL O B 1, e VR E AR F I R 25 52

B Add existing server:  cppm-tacacs-server

B Submit: RERREE

New Server for cppm-tacacs-sg

cppm-tacacs-server

Internal

£ Server Groups | fidi cppm-tacacs-sg, #4k%:fF Options K& I N &

m 1. TACACS accounting: 4%k

Page 156 of 201

e Add existing server ) Add new server

(O Drag rows to re-order
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m 2 TACACS command:
3. Submit: RTHIEREE

MOBILITY MASTER

Configuration

Aruba Hands—On Lab Guider:

ClearPass

aruba i CfM;RDLLERs .n:iczls; POINTS chumrs ALERTS ®  arubaroot-admin v
4 Mobility Master >
& @ Configuration Auth Servers  Advanced
£ Mobility Master Roles & Policies R
& labl-mm-1 | Authentication Server Groups *
5 Managed Network (2) Services NAME SERVERS FAIL THROUGH LOAD BALANCE SERVER RULES =
B 1ab1 (2 Interfaces dafavk 1 1
rcermsl
© labl-mdi Contrallers — - . -
cppm-tacacs-sg W
£9 labl-md2 System [] i \_/]
License +
Server Group > CPPM-tacacs-sg Servers server Rules
Fail through:
Load balance:
TACACS accounting:
TACACS commands: Action /] Configuration Show
B =]
F38: FrrirlzrZzg ma ix
. . s .-\-.g
L] 1. Pending Changes: A LfmR&izi
s
| 2. Deploy changes : mfziz
MOBILITY MASTER CONTROLLERS  ACCESS POINTS CLIENTS ALERTS ® | admin v
QrUbQ labl-mm-1 @2 @1 =1 S
& Mobility Master > Pending Changes )
& Q| Configuration AuthServers  Advanced
= Mobility Master Roles & Policies R
& labi-mm-1 | Authentication Server Groups 3
5 Managed Network (2) Services MAME SERVERS FAIL THROUGH LOAD BALANCE SERVER RULES
B 1ab1 2 Interfaces defauic ! !
ik Controllers e ! '
cppm-tacacssg 1 [ &
 labl-md2 System
License +
‘Server Group > cppm-tacacs-sg Servers  Options  Server Rules (@ Drag rows to re-order
NanE Tvee 1P ADDRESS TRIM FQDN MATCH RULES =
cppm-tacacs server Tagacs 1015041

0

Pending Changes

Pending Changes for 1 Group

@ Mability Master (0 Controller)
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8.4.2 RIMEERABAIE

Aruba Hands—On Lab Guider: ClearPass

F14: A Web FEFE Mobility Master (10.X.50.11) (X : 1 « « « « < 6) , % Mobility Master
-> Configuration -> System -> Admin iR Enable local authentication 2F/5kY.

MOBILITY MASTER
QrUbQ lab1-mm-1

& Mobility Master >

=}

£ Mobility Master

Roles & Policies

& labl-mm-1

Authentication

CONTROLLERS  ACCESS POINTS CLIENTS ALERTS

General Aw-Wave CPSec  Certificates ~ SNMP  Logging  Profiles  Whitelist  More

- Management User

B> Managed Network (2) Services
T v et Enable console block:
5 labl-md1 Controllers
= labl-md2 | system wame o
License
+

> Admin Authentication Options

> Admin Authentication Servers

g2 EZINE N, d4mds Admin Authentication Option,

MOBILITY MASTER

QI"UDQ labl-mm-1

& Mobility Master »

a @  configuration
E> Mobility Master Roles & Policies
© labl-mm-1
£ Managed Network (2) Services
lab1(2) Interfaces
3 Iab1-md1 Controllers
 lab1-mad2 System
License

CONTROLLERS ~ ACCESS POINTS CLIENTS ALERTS

T

General Admin AlrWave CPSec Certificates SNMP Logging Profiles Whitelist More

~ Management User

Enable loc:

Enable console bioc)

Management Users

+*

W USErS with certificate authenticatio
> Admin Authentication Options

» Admin Authentication Servers

7 Admin Authentication Option O T % &: .
v 1. Enable: @ik (HMANE, XEHEHIREA SNERINEINAERS SN EE RS HITIAIL)

v 2. Server Group: IEBFEZ B EBHEIENcppm-tacacs-sg

v Submit: AHIEREE

@ admin v




General Admin AirWave

> Management User

CPSec Certificates SNMP

[ ~ Admin Authentication Options

Default role

Enable:

MSCHAPVZ:

Server group:

J

Management telnet access:

Login activities persistence period:

Login banner text:

Banner has to be accepted:
WEBUI AUTHENTICATION
Username/password:

Webui HTTPS port (443) access:

Logging Profiles Whitelist More

Client certificate:

server certificate:

Idle session timeout:

Re-authentication timeout:

$E34:

B Deploy changes :

aruvba

4 Mobility Master >
=%
B2 Mobility Master

= lab1-mm-1 Authentication
5 Managed Network (2) Services
B 1ab1 (2) Interfaces.
5 lab1-md1 Controllers
2 labl-md2 | system
License

Page 159 of 201

MOBILITY MASTER

lab1-mm-1

a

Configuration

Roles & Policies

default v

minutes v

minutes v

BeERFHRELEE md iR
B Pending Changes:

it b nb gl
REizi%H

CONTROLLERS  ACCESS POINTS CLIENTS ALERTS

© 2

General Admin AlrWave

> Management User

~ Admin Authentication Options
Default role:
Enable:
MSCHAPVZ:
Server group:

Management teinet access

Login activties persistence period:

Login banner text

Banner has to be accepted:
WEBUI AUTHENTICATION
Usemame/password

Webul HTTRS port (443) access:
Client certficate

Server certificate:

dle session umeout:

Re-authentication Imeout:

@1 1

CPSec  Certificates  SNMP  Logging  Profiles

root v

cppm-tacacs-sg v

o days

efault

15 minutes v
minutes

Aruba Hands—On Lab Guider:

@ admin v

Pending Changes ()

ClearPass

aruba
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Pending Changes

8.5 IS

Pending Changes for 1 Group

() Mobility Master (0 Controller)

£

8.5.1 CPPM LEFHIAIECH

arvba

Aruba Hands—On Lab Guider:

ClearPass Policy Manager

)
- 4 Live Monitoring
& EEEE
&g
& onGuard E#
SEnEE
= [ Profile and Network Scan
A ee it
& Network Scan
& Discovered Devices
SEiteEs
FEHEES
FuREs
& Blacklisted Users

v REALERINER, £ "ME "SRR, EEEEIIBLER.

ClearPass

Y [All Requests]

31 Lab1-CPPM-1 (10.1.50.41)

5" Last 1 day before Today

175 [Request ID v aE ]

| Go | ciear Fifter

Username

aruba-read-admin
aruba-read-admin
aruba-read-admin
aruba-readenly-admin
aruba-root-admin

aruba-root-admin

enforcement-policy

task7-aruba-device-access-

enforcement-policy

task7-aruba-device-access-

enforcement-policy

task7-aruba-device-access-

enforcement-policy

task7-aruba-device-access-

enforcement-policy

task7-aruba-device-access-

enforcement-policy

task7-aruba-device-access-

Login Status

ACCEPT
ACCEPT
REJECT
REJECT
ACCEPT

ACCEPT

2019/10/15 23:34:34
2019/10/15 23:33:08
2019/10/15 23:32:34
2019/10/15 23:32:26
2019/10/15 23:29:49

2019/10/15 23:26:43

1. 10.1.50.41 TACACS
2. 10.1.50.41 TACACS
3. 10.1.50.41 TACACS
4k 10.1.50.41 TACACS
5. 10.1.50.41 TACACS
6. 10.1.50.41 TACACS
7. 10.1.50.41 TACACS
8. 10.1.50.41 TACACS

admin

admin

task/-aruba-device-access-

enforcement-policy

task7-aruba-device-access-

enforcement-policy

REJECT

REJECT

JEE! wR s ER

%1% ID:
AFE:
g[8
=

T0000001f-01-5da690ed
aruba-root-admin

Oct 16, 2019 11:39:25 CST
AUTHEN_STATUS_PASS

1

I4 « Showing 1 of 1-20 records » »
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v miE ER IRIRTER, EEREEIILER.

TACACS+ SiGiEfiEa o

= Bl = =

RAFE: aruba-root-admin -

235 ID: TO000001f-01-5da690ed

R [E]: Oct 16, 2019 11:39:25 CST

s AUTHEN_STATUS_PASS

i3 TACACS_AUTHENTICATION

HE: -

FEFm IP : 10.1.50.11:tty0

iR IP: 10.20.2.182

HHEEN ©
Authentication:Full-Username aruba-root-admin

Authentication:Full-Username-Normalized aruba-root-admin

Authentication:Source [Local User Repository]
Authentication:Status User
Authentication:TacacsAuthenService AUTHEN_SVC_LOGIN -

I4 « Showing 1 of 1-20 records » »l

v RiE RER IR, EEEEIILER.

E  aF e

Policies Used -

REE® task7-aruba-device-access-enforcement-policy
AR [Local User Repository]

BE: aruba-tacacs-root-admin, [User Authenticated]
BRI task7-aruba-controller-tacacs-root-access

14 <« Showing 1 of 1-20 records » i

aruba

a Hewler! Packard
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v RiE RN CRIRRER, EEREIILER.

AN
w2 wr s [

Commands Used Status

Request Time
Oct 16, 2019 11:39:25 CST

shell exec Pass

I+ « Showing 1 of 1-20 records » »i

8.5.2 EHIFE EEEHALCH
MM ¥z il 2% 7] LLfd FH ClearPass L[] aruba-root-adminll 5 5%, 1M H.aruba-root-adminliK 5 1 DLk i) #1347 Aic

B MR AT

MOBILITY MASTER CONTROLLERS  ACCESS POINTS CLIENTS ALERTS
arvba lab1-mm-1 : =
& Managed Network > Qo
2 WLANS
= ShowwLan -

& CLIENTS
Grouped by healtt -

E" a Dashboard

£ Mobility Master

= labi-mm-1

Infrastructure

£ Managed Network (2 Traffic Analysis
£ 12b1(2) Security
= lab1-md1 Services
£ labl-md2 Configuration
ki
Clienss

Maintenance

USAGE
&

Thrsughput (byrs)

((p)) RADIOS
R e

_ Transmitted Received

07 MB has been transferred in the last 15 minutes

WLANS are currently active

Channel Quality

aruba

a Hewler! Packard
Enterprise company



E CONTROLLERS  AC
1

WLANS

Nai Location Model

iabl—mm—l Buildingl.floorl
labl-mdl  Buildingl.floorl
Tlabl-md2 Buildingl.floorl

ArubaMM-VA
Aruba7010
Aruba7010

Tabl-mdl
9a:af:37] #m

Redirecting to Managed D shell

(labl-md1) [MpC] #
labl-md1) [mpC] #
-md1) [Mpc] #

(labi-md1) [moc] #J

MMz il 2% 7] LA FH ClearPass - fijaruba-read-adminllk 5 & 5%, 1M H.aruba-read-adminlik 5 AN 0] LG5 il 28 3647

Pic B 5 ORI A

MOBIL CONTROLLERS ACCESS POINTS
ab1-mm-1

& Managed Network

CLIENTS
lab1(2)
lab1-md1
ab1-md2 Configurat eless Clie
Maintenance
JSAGE

ed 536 bps
22 4 kbps
228 kbps

configuration

UPDATE
UPDATE
UPDATE

CLIENTS ALERTS

WLANS

RADIOS

Config

Clients
LANSs are currently a

Config ID

T



labl-mm-1
& Managed Network

Jashboard WLANS

Maintenance

(labl-mm-1)

MO

ArubaMM-vA
Aruba7010
Aruba7010

Tabl-mn-1
Jabl-md1
Tabl-md2

10.1.50.
10.1.10.
10.1.10.

Buildingl.floorl
Buildingl.floorl
Buildingl.floorl

None

4.0.
None 8.4.0.0

terminal
r Configuration End with CNTL
(1abl-mm-1) [00:0b

7] (config) #mdc
ror:You do not ha

permission to te this command

Clabl-mm-13 [00:0b
(labl-mm-1) [00:0b

MM il 847528 AT LAZK SE 48 HI A HiL R ad min K5 2 5%

ab1-mm-1

ACCESS POINTS

& Managed Network

Q  CLIENTS

USAGE

. 194
Transmitted 3.24 kbps m—
ceiced 229

ENTS AL

configuration
UPDATE

UPDATE

UPDATE SUCCESSFUL

config s config ID

ferirep

o

LT DK {2 ] 453047 TG L B SORTERAE

ALERTS

WLANS

il (o) RADIOS



(1ab1i-mm-1
(labl-mm-1

CTSDT=TIT=T
(labl-mm-1
(Tabl-mm-1

10.1.50.11
10.1.10
10.1.10.12

—md1)
(labl-md1)

[myno
[myno

None

[voc] #8

Tabl-mn-1
Jabl-mdl
Tab1-md2

WLANS

Buildingl.floorl
Buildingl.floorl
Buildingl.floorl

ONTROLLERS

Mod

Arubavm-va 8
Aruba7010
Aruba7z010

ACCESS POINTS

ENTS ALERTS

Configuration

config ID
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9 TASKS: INSIGHT IR Bah4ERkIRERR S

9.1 HPE:

RRFEFIHERNITENESINLERR CADPXE. AUIRE. KERES) |, INERERiRIERBFSE, LA
RAFERImEENIEIREIE, RERBENEMIRE, LIMET THRMNEFERRBR.

REY, SERIEELSRANIRNE, ZRRETE5ERR, BRERFRE DR TERS.

9.2 SCINRERR

v ClearPassBmMlInsighti&Etk, AILSLHMIBEXIREFFIBEN EZIhEE, aLigX. S5F. B84k
=, BETLABZEmailiyA R BaiRis e EE [EMEAXIRRNSIIEEER

v EESRUOT:

m 1. FEInsightIhgg;
m 2 Bl@Insight Report, iBXKLabXFrEiEHEsAENRadiuSINECRERMIRE;
B 3. BEInsight Alert, HE—Z&iH5DFFPIAIERBOREREE IR, FFESE,

9.3 ClearPass fig&

9.3.1 FIF Insight g

58145 f£ClearPass Policy Managerd, ¥J7 E1% - > [RSEETERS - > RSHFAE , REALNRSES, #H
N IRSSEEECE FRiE.

L= R (] & > RB[EER > RE[/EE

(e o ARSERECE

-
. EER (]

2 Em

#° ClearPass Portal
+ e FEPFIBR
C RESREER
& i Publisher fE%58: Lab1-CPPM-1 [10.1.50.41]

S AFEE
P MR # RBERE EEIRO BiERO

P 1. Lab1-CPPM-1 10.1.50.41
o SNEBAR SR B REERNE—E—
R
o || P
oo R ER
+ % Support




Aruba Hands—On Lab Guider: ClearPass

$E25: 1E IRSEEECE RE, @ik [EH Insight # Enable as Insight Master, i 777 .

B2 » RSHEHEE » MSBEHE - Labl-CPPM-1
fR%5%38E - Lab1-CPPM-1 (10.1.50.41)

m EWSEH  ESSM  REMN M40 FIPS

EHNA: Lab1-CPPM-1
FQDN:
BTN | default 3 TERREEEX
Enable Performance Monitoring Display: Enable this server for performance monitoring display
Insight Setting: [ JB2A Insight Enable as Insight Master ]Current Master:-
Enable Ingress Events Processing: Enable Ingress Events processing on this server
Master Server in Zone: | Primary master v
Span Port: -- None -- ¥
IPv4 IPv6 B
IP Address 10.1.50.41
Management Port Subnet Mask 255.255.255.0
Default Gateway 10.1.50.250
1P Address
Data/External Port Subnet Mask
Default Gateway
ES 10.0.50.20
DNS Settings M 114.114.114.114 m
Tertiary

< EEIRSNRE [ Cancel |

9.3.2 #A Insight RE

%125: 1EClearPass Policy Managerds, ¥TFF Ei#k , 418 Quick Links s ClearPass Insight , A
ClearPass Insight RH,

ﬁ = o fr ) E TR zone
a8 © Lab1-CPPM-1 (10.1.50.41) default
= |
RiTHIEIR
AR | 100
R R B RAER
o ERES | g
4 EEEf ClearPass MfFERF § 50
BIERS | S
R Sttt et et e riest
| o B a e e e a e s R e e B R e e e e
5 mpEs  Tel00 14:05 14:10 14:15 14:20 14:25
Time (mins)
L - |
ik iaE%s ‘ [ - System -+ User -& |0 Wait
g # R
L RERF
A
1 Endpoint Profiler Summary L FHARERE
Endpoint profiling details {3 EERS
ST & Thia)iRERAR
BEBITEBARIE | SIS
BERS |  MERE
RERERIT R IE KA 55 2 REREES
ﬁﬁ $! ClearPass Guest

iy

@ ClearPass Onboard

& ClearPass Insi

“i.ClearPass Extensions
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24 BFRIFEInsight, BEEINEER, FAnsight REERTOTAL AUTHAO0, Bttt s maRan
LabX B9 Wireless Client (10.X.50.102, FAFP4: lab, %f5: Arubal123!) WiFFEHTCAMKRIER, EIE
EFREET T LME (AN labX-peap ) , Fi@idClearPasssepliAE. XtFInsightsi&F~EICR,
BEInsight REREBIANIECRE.

ALerts ) Menu —

aruba e oo & o

Dashboard

Dashboard rrom: ocober 08, 2019 00:00 To: Octaber 08, 2019 15:46

Authentication

Endpoints
Authentication Trend Total Success vs Failed
Guest
Licensing ClearPass Server All ~
Request Count
Network
125
Paosture
10
System Monitor
7.5
Inventory
5
Reports as
Alerts 0
00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00

Administration

9.3.3 &l Insight Report

515: 1EClearPass Insightdr, ¥TFF Reports - > Configuration , mtEABAY Create New Report %5, #
A Create New Report M.,

aerts ) Menu —

arubq e o e & &

Dashboard "
Inventory

* NAME - DESCRIPTION TEMPLATE ENABLE

Reports

Configuration

Custom Reports No data available in table

20~ perpage ® Error ® Completed Page: a

Top 10 Reports Time to Run 30 Days Top 10 Reports Last 30 Days

£52:5: 7E Create New Report BE, BEBUTHS:

Alerts

Administration

v" Report Name: Radius Auth from LabX Controllers

v Category: RADIUS Authentication , 4% RADIUS-Auth Overview aruba

e
Enterprise company
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= Next i
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Notifications: WNFE@ITEMail&iXReport, FE4A)% Notify by Email HEFHBAEFTIES I

HAHRE . mdctEClearPass Policy Managerdhig&E1FSMTP, AB[LAA%ENotify by Email, &

NFTiXEENotify by Email, IRESMTPAIXIES S E7E FEEIEMFHSMTPIRERS

Options: 4%k Include raw data in output , AL ﬁAIﬁEIB‘EEJZCSV?F%‘EE’{JiiéH}reportiE%

Repeat Scheduled Report' 1558% No Repeat , FRFSCIOATEIAIPRE, XEEEENO Repeat, Ul
FRAMBMBEMERIRS, BNEE Daily. Weekly, Monthly

Preset Date Range: uﬁ?ﬁ%@ﬁﬂ'ﬂﬁ?l@ﬁﬁlﬂ, ¥5#E Today , MOmFHAZIZRIRTE

HNT—E

Create New Report

What would you like to see in your

new Report?

Report Name

Notifications

Radius Auth from Lab1 Controllers v ] Notify by Email utput
only I
Description ) RADIUS - Auth Overview jinghao.ma@hpe.com
Description RADIUS - Auth Trend
Notify by SMS ryir
RADIUS - Auth by AuthSrc iy t
RADIUS - Auth by ClearPass
RADIUS - Falled Auth
Repeat Scheduled Report Preset Date Range Date
v v 2019-10-08 12:00 AM to 2019-10-08 6:33 PM
Report Summary
Your RADIUS Authentication > RADIUS - Auth Overview report will contain data from 2019-10-08 12:00 AM to 2019-10-08 6:33 PM.

3L @

g Filters REILIEMN, RERNSUT:

v NADIP STARTS WITH 10.X.

OI"UDQ
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Create New Report

What would you like to see in your new Report?

Field Operator Value

NAD IP v STARTS_WITH v 10.1. @ Add Another

Configure CSV Raw Data Columns

Select and drag to organize the order of columns in your CSV Export.

AVAILABLE COLUMNS SELECTED COLUMNS
Access Point 1 MAC Address ]
Added At 2 Authentication Username ]
Agent Type 3 Authentication Service (]
Agent Version 4 Authentication Status ]
Alerts 5 ClearPass Server o

HRIECSVARIERIIANE, 7E AVAILABLE COLUMNS 4B ERINZ, f: Device Category, Device Family
% B Next HEAT—2

Create New Report

Configure CSV Raw Data Columns

Select and drag to organi

the order of columns in your CSV Export

AVAILABLE COLUMNS SELECTED COLUMNS
Authorization Source 1 MAC Address “
Called Station ID 2 Authentication Username .
|
ClearPass Server 3 Authentication Service “
Conflict 4 Authentication Status &
Device Category S ClearPass Server »
Device Family 6 NADIP &
Device Name 7 Timestamp N
Disk Encryption Input 8 Authentication Method &

Nick Encrumtinn Outr it

Clear All

Logo and Branding

Do you want to change logo info?

fiAReport SummaryWB IR, MR Save RF

aruba

a Hewler! Packard
Enterprise company
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Report summary

Repart Name Radius Auth from Lab1 Controllers

Description

Categary RADIUS Authentication > RADIUS - Auth Overview
Notifications Notify by Email; jinghao.ma@hpe.com

Notify by SMS: None

Schedule Report contains data from 2019-10-08 12:00 AM to 2019-10-08 6:33 PM
Filters 1. NAD IP; STARTS_WITH : 10.1
Raw Data Columns 1. MAC Address

2.4 n Username

3. Authentication Service
4, Authentication Status

5. ClearPass Server

9 n Method
10.0 gory
11. Device Family

Logo & Branding Default Logo and Branding

=

£8435: ¥TFF Reports - > Configuration , ZEENIZCIEEAIReportikZ,
Report NameRIHMNBERFNAT, BERREDET, RFRE, FERRNEITTM. WREE T Notify by

\—/—

Email , IBTESBAIEIEERIERE, miEReportiGEAY S04 HEN Created Reports TUHE, MRib
Report Name&E, sEREHEM T & TEReportE

Dashboard

Inventory

Reports
Confguration: # NAME - DESCRIPTION TEMPLATE ENABLE
Radius Auth from RADILS - Austh Overview Il enaeien® B o &
Custom Reparts E' fiadius Auch from RADIUS - Auth Overview o @ »

Alerts

Administration

Reports - Radius Auth from Lab1 Controllers

Report Summary

Edit Report o

Report Name Radius Auth from Lab1 Controllers

Description

Date/Schedule Report contains data from 2019-10-08 08:00 to 2019-10-08 18:30
Category RADIUS Authentication > RADIUS - Auth Overview

Created Reports

# NAME CREATED AT ~

[ ] Radius Auth from Lab1 Controllers 2019-10-08 18:51

20~ perpage Page:

aruba

a Hewler! Packard
Enterprise company
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9.3.4 &0 Insight Alert

%14 #EClearPass Insightdr, $TFF Alerts , ratEaIAAY Create New Alert %50, # Create New Alert
T,

arubQ  clearass insight o o o ° ALERTs @  Menu =

Alerts
s
# NAME - TEMPLATE LAST ALERT DESCRIPTION MUTE
Alerts
No data available in table

Configuration

Watchiist 20 v perpage @ Critca page ﬂ
Adi n

24 & Create New Alert RE, BBUTHE:

v' Alert Name: Authentication Fail 3 timers per 5 minutes from LabX Controllers

v Category: Authentication , &% RADIUS Failed Authentication

v Notifications: #NE@EIIEmailkixReport, FEE4)% Notify by Email HE T ABNEFIES UZ
4 AHBFE . WS fEClearPass Policy Managerdi&E4FSMTP, AL AAiENotify by Email, &
NFiEAi%ENotify by Email, IRESMTPIEIESEH7E ITEEEMPNISMTPIRBRS

v Filter: ig& NAD IP STARTS WITH 10.X.
v Trigger: i®& Critical 3 5 Minutes

M= Save {77

Create New Alert

Alert Name Category Notifications
Authentication Fail 3 timers per S minutes from Lab1 Controllers Authentication v Notify by Email
Description jinghao. ma@hpe.com
Notify by SMS
Filt
&  Add Another
l 1.
Trigger
Severity Threshold Interva ]
itical 3 H
Alert summary
Notify when RADILS failed authentications with selected filter exceed 3 in 5 minute(s)

nnnnnnnnnnnnnnnnn
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%3% BT EmESRAEMN LabX B9 Wireless Client (10.X.50.102, FBF4%: lab, Z3: Arubal23!) K
HE&MEER:, EnEEEpiEmETeIEEPortaB\IETCZ4MEE labX-portal , TE3#HAYPortal TaE)
HIRHIKSEE, SOHNELMNBILIRERKSEE, FHARSoHE, MWEInsighta LA

ALERTS it#1, INTFERIER @, mtRExAlertsic®, fEAlert Name LN, &E Alert History ig
F, RO NS 1ZHEBR Alert Details , A BEEERINAIERIHEMaciIFEFPS.

arubQ  crearpass insigt e e ° ° M=nu =

Create New Alert

Q

" NAME - TEMPLATE LAST ALERT DESCRIPTION MUTE

[ — &
Configuration

e n o] pepe @ Gnen we @ R

Alerts + Authentication Fail 3 times per 5 minutes from Lab1 Controllers

Alert Summary Edit Alert o

Alert Name Authentication Fail 3 times per 5 minutes from Lab1 Controllers
Deseription
Alert Summary Alert configured with threshold 3 and interval  minute

Category Authentication > RADIUS Failed Authentication

Alert History

# SERVER COUNT BEGIN DATE END DATE CREATED AT -

1 all 8 2019-10-09 14:15 2019-10-09 14:25 2019-10-08 1424

Alerts © Authentication Fail 3 times per 5 minutes from Lab1 Controllers

Drill Down

Description

Alert Summary Alert configured with threshold 3 and interval 5 minute

Category Authentication > RADIUS Failed Authentication

Server all servers

Count or more 8

Begin Date 20191009 14115

End Date 2019-10-09 14:25

Created At 2019-10-09 1424

Filter auth.nad_ip: STARTS_WITH : 10.1
TIMESTAMP CLEARPASS SERVER MAC USER ERROR

2019-10-09 14:21:48 Lab1-CPPM-1 None lab11-test User not found

2019-10-09 14:21:05 Lab1-CPPM-1 7c7a9146236e c User not found

2019-10-09 14:20:57 e7a9146236e b User not found

2019-10-09 14:20:48 JFcla9146236e a User not found

2019-10-09 14:20:25 None task]-test User not found

2019-10-09 14:20:08 Lab1-CPPM-1 None taskl-test Internal error in RADIUS server
2019-10-09 14:19:59 Lab1-CPPM-1 None task1-test Failed to classify request to service
2019-10-09 14:18:49 Lab1-CPPM-1 88108fbae168 88108fbae168 User authentication failed

aruba

aHewier! Packard
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10 TASK9: CPPM iNIEE A QISR bR

10.1 BFER
PR EMRE TR, TSR R TR E .

10.2 SEIRE R

v ClearPassEHHY 15[A)iRIRES FHHCR T BRAEREXER, 81F RADIUSIEKIRIERA. ClearPass
IHEEME. ClearPassiZiUEtE. Kin/EiE. RADIUSIIA(SE. TAERWRIERER F, B9 NER
FRFPRSAIECRRN AT SRIERIE LAV AR

v ONEEHES R
m 1. &F ClearPassi|aifizas , HIBRAVAILER, REBXNMNATAIECREFE;
B 2 NREFENHASAEER, BEEABCRN AMPANSZEEREMER , AaTHEIAMERRRR;
B 3. IRAEFEENMANAECSE, —20fgClearPassskRINERAIEERK, —2aTREClearPassizZ 7IAIE
iEK, (BENASIRERRFNEIClearPassHIMLRIRETIRPHEHLZHHEF—EL.
10.3 ClearPass INEIRIRES A
10.3.1 iFRIREERTSEBESRMECR

514 1£ClearPass Policy Managerdh, $JFF 440 - > Live Monitoring - > i58)IREZEE, ABELBRAIERD
R, BEAHANEAIINICR, S88AEEMINCR, RER—FANECRAUUEESFMAPALER, 235!
R EFRHE | AL it ZIR HRH, ERFRER.

ClearPass Policy Manager Menu =
@ En S © SRS
'-"’; cess Tracker page provides a real-time display of per-session access activity on the selected server or domain.
Fite
#onGuard =i T [All Requests] Lab1-CPPM-1 (10.1.50.41) Last 1 day before Today [ |
LELEii=)
BRms
Pmmz :ndﬁelwork Scan it | Request 1D EFT Gl Go | Cear Fitter | .
FEERE # Server Username Service Login Status Request Timestamp
SEREES 1. |10.1.50.41 leader taskd-802. 1x-auth-service ACCEPT 2019/10/09 17:23:39
Fumes 2. |10.1.50.41 leader taskd-802. 1x-auth-service ACCEPT 2019/10/09 17:06:16
FBlacklisted Users 3. |10.1.5041 emplayee taskd-802. 1x-auth-service ACCEPT 2019/10/09 16:57:45
4. 10.1.50.41 employee task4-802.1x-auth-service ACCEPT 2019/10/09 16:24:21
5. |10.1.5041 lab1-test taskl-test-service ACCEPT 2019/10/09 14:21:57
6. 10.1.50.41 labl1-test REJECT 2019/10/09 14:21:48
7 10.1.50.41 REJECT
8. 10.1.50.41 REJECT
9 10.1.50.41 a REJECT
0. 10.1.50.41 taskl-test REJECT
1 10.1.50.41 taskl-test REJECT
12, |10.1.50.41 task1-test REJECT
13, |10.1.50.41 88108Mae168 REJECT
14, |10.1.50.41 5cc307d90212 REJECT
5. [10.1.50.41 88108fbac168 REJECT
6. [10.1.50.41 5cc307d9b212 REJECT 2019/10/09 09:49:11
7. [10.1.50.41 c lab3-portal-service REJECT 2019/10/08 21:07:46
8. [10.1.50.41 jma1 lab3-portal-service ACCEPT 2015/10/08 21:07:21
19. |10.1.50.41 b lab3-portal-service REJECT 2019/10/08 21:07:09
20. |10.1.50.41 a lab3-portal-service REJECT 2018/10/08 21:07:00
ErRERAN—E—»
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WRIFAES °

|E BN RBE & |

BRIRS: ACCEPT
RIETIRR R00000053-01-5d9da71b
B HAFRT (8] Oct 09, 2019 17:23:39 CST
KR ENARIRE: 7C7A914652B7 (Computer / Windows / Windows)
RP&: leader
hE)gE IP/iH0: 10.1.10.21:0
ARRDINRIRE: UNKNOWN (100)

it FA 2% -
R task4-802.1x-auth-service
INERIE: EAP-PEAP
IMER: Local:localhost
BUR: [Local User Repository]
AR [User Authenticated], leader-role
SREIATE B S : task4-802.1x-leader-profile

1« <« Showing 1 of 1-20 records » » 784 Show Configuration @ m

824 1 hiRERES _EAThREX, AILABEAMIRY 3i8Es SRTEBEETERIAESR, JLUBEANN B
IR MIE EBREBRERALCREE, BUG LM HE &, FTLMENETNRNS, UREKER
HHEREFREL, 7E Available Columns 5hi%#% Host MAC Address , fatE A&l , B {577, XEL1EH
IRERES P B REIHMACHELE,

- .
B 3RERAR Oct 09, 2019 17:59:48 CST © SR
The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

¥ [All Requests] | Lab1-CPPM-1 (10.1.50.41) “+" Last 1 day before Today
i13888:  Request ID i mat Rl Go | Clear Filter |

Login Status Request Timestam
1. ‘ 10.1.50.41 RADIUS leader task4-802.1x-auth-service ACCEPT 2019/10/09 17:23:39
2. ‘ 10.1.50.41 RADIUS leader task4-802.1x-auth-service ACCEPT 2019/10/09 17:06:16
3. ‘10.1.50.41 RADIUS employee task4-802.1x-auth-service ACCEPT 2019/10/09 16:57:45
4. ‘ 10.1.50.41 RADIUS employee task4-802.1x-auth-service ACCEPT 2019/10/09 16:24:21

¥ » Live Monitoring » i5[E)5RERE}
1hie)BRERE] Oct 09, 2019 18:03:58 CST © BRI

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

Select Server/Domain: | Lab1-CPPM-1(10.1.50.41) ¥

$E42333828: | [All Requests] $)ir 4 Add
#ZEMEEE: Last 1day 4 before B BEREH
Select Columns:

Available Columns Selected Columns
prataye LOUMNS

A pe Server

NAS IP Address m Username Move Down
|Monitor Mode Service

Enforcement Profiles: Login Status

NAS Port Request Timestamp H

i33828:  Request ID DEEEE Sl Go | Clear Fiter | 2% (20 %) ER
# | Server Source Username | Service | Login Status Request Timestamp ~
1. ‘ 10.1.50.41 RADIUS leader task4-802.1x-auth-service ACCEPT 2019/10/09 17:23:39
2 \ 10.1.50.41 RADIUS leader task4-802.1x-auth-service ACCEPT 2019/10/09 17:06:16

38 BNTEREmERIEMN LabX g9 Wireless Client (10.X.50.102, FBF4%: lab, Z#53: Arubal123!) &
ToeMERZR| labX-mac 5, EFnEZEIPortalA\IECZMES labX-portal , {E58HAIPortall@
EEA IS leader, B0: aruba BTN, IBTONELN, BRA IKS: leader, mi: L0

mpany
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aruba123 HTIANIE, PARIBASAELRY, BN IKS: guest, Zf5: arubal23 #ATIAUE, TAUERLDD,
IER&IREMACHBHE,

v Host MAC Address =y

VAY3Y GO TR%HL/_\ I}l-:l -FEAE
—RUsernamegguestiAIERLL,

K,

4% » Live Monitoring » TAIE13RER2%
hIEIEREREE Oct 10, 2019 21:35:04 CST

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

¥ [All Requests]

§ Lab1-CPPM-1 (10.1.50.41)

id384%: | Host MAC Address

1 10.1.50.41
2. 10.1.50.41
3 10.1.50.41

BRRETE—E—

10.3.2 i&id

F1E: E931ET

=) .

+ | B4&%)7c7a5146236e £ Clear Filter

| Username
RADIUS guest
RADIUS leader
RADIUS leader

IBIERERRR S HAER W R E

PIFEASAEERF, AhE—KBIAPBleadern\IEAMAYCR (BMREH305AIEDS
BN BEKFHEE BVE, AN R %, B EIREE: User authentication failed , it

<LZiHAIMAC>

TIRATAIECR, EERI&RA

task3-portal-service
task3-portal-service
task3-portal-service

BI=RINIEESR, X UsernameXleader\iE

© BRI

“." Last 1 day before Today m

BR(20 & 2%

Login Status Request Timestamp + | Host MAC Address
ACCEPT 2019/10/10 15:21:22 7c7a9146236e
REJECT 2019/10/10 15:06:15 7c7a9146236e
REJECT 2019/10/10 14:29:56 7¢7a9146236e

15 KAYEEHE RADIUS PAP: CLEAR TEXT password check failed , #&RZBREEN, BHMEXBHEIR,

BA Wi | mE
BRINS: REJECT
RIFRIRE: R0O0000005-01-5d9ecfe4
B HAFOR &) Oct 10, 2019 14:29:56 CST

LR EAARIAR:
AP&:

IhENRE IP/i%KO:
AREREIIRTE:

BRSS:
INEFRE:
INER:
BRIUR:
p=:)=:H

EHIHATREX

14 « Showing 3 of 1-3 records » »I

7C7A9146236E (Computer / Windows / Windows)
leader
10.1.10.21:0
UNKNOWN (100)
FTFA SRR -
task3-portal-service
PAP
Local:localhost

[Deny Access Profile]

| Show Configuration il St [l mres Jl % |

aruba
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WRISES o
BE  BA BN

FiIRtUE3: 216
$H1R2E5]: Authentication failure
£IREE: User authentication failed ]
LEIEREVER
[ RADIUS PAP: CLEAR TEXT password check failed]

F2&: AISNENHHIEAEECRF, REEZFKBIIAFEleadert \IERMANICR (BI4RS /928TIAUEC
R®) BN ERFRER BE, mE LR E9R =8, B/R EIRER: Access denied by policy , It
T5KAYEEHR RADIUS Applied 'Reject’ profile , #&7~RF 7T RejectfProfile, #5RE&IELE,

WRIFAER °

BA WU | =R
BRI REJECT
RIERIRR: R00000006-01-5d9ed867
A HRFNE (8] Oct 10, 2019 15:06:15 CST
KinEAARIRRA: 7C7A9146236E  (Computer / Windows / Windows)
AP leader
Thialig# IP/imO: 10.1.10.21:0
RERDINRIAS: UNKNOWN (100)
FivF SRR -
[i-E=H task3-portal-service
NI ! PAP
JAENR: Local:localhost
1EAUR: [Local User Repository]
=1=R [User Authenticated], leader-role
SRHIHATECE S [Deny Access Profile]
1« <« Showing 2 of 1-3 records » »i @ m

WRIEAER °
BE WA B4

FHiR{UI3: 206

£HiRZE5): Authentication failure

|%‘i§§'ﬁ.§: Access denied by policy]
IEIERAY B

[ RADIUS Applied 'Reject' profile ]

%35 SR AReject ProfilefIRE, BE 15 KFMER B9 HE 3o, 88 RS, AMEGE. AR, 81
B BEEIEH, ©E A6 (WAeACearPassHBEAE, HIELE&EHEFHNAERE) , [User
Authenticated] EFRREFWKSZREIEMTN, RITSET leader-role B,
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BA  WE B

B HAFNEY 8] Oct 10, 2019 15:06:15 CST

IR EANTIRA: 7C7A9146236E  (Computer / Windows / Windows)

FF&: leader

Thlalig& IP/iH0: 10.1.10.21:0

RARENVIRE: UNKNOWN (100)

FitF SRER -

BRSS! task3-portal-service

INERIE: PAP

INER: Local:localhost

AR [Local User Repository]
l%@,: User Authenticated]_, leader-role ]
myﬁ: Deny Access Proﬁleﬂ

BRSS I MARR: Disabled

Online Status: Not Available

1« <« Showing 2 of 1-3 records » »i Show Configuration @ m

FAE: EEE - > RS PIEEXMNAYRRS task3-portal-service BE i&HIHT BECE:
EGABCE Y :

[Deny Access Profile] , HTFAFMEL—LENSMBIRIAEGE Y, &F BE - > ®EFiiT - RS $8F
[Deny Access Profile] NECE, ZECEXH AR FZEENXHIRADIUS Rejectfic &304 ;

MM

v first-application, {L5CICECHINI, —EEFGINELE, BHEPUTER, FAERESEMENEH;

v evaluate-all, IUECERFERMIN, FTERMEISRNG, ATEILECRISFMRTIRY sE2FHTE E 4 #HIT,
SR ITEICES M

(Tips:Role MATCHES ALL guest-role [User Authenticated])  task3-portal-profile ,

v Tips:Role F7rClearPassiyEefata,

v MATCHES ALL FRICEEEAE(E, ZClearPassERToES & guest-role #1 [User Authenticated] &
BF, $4T task3-portal-profile BE&S4,

T BE - > E@FT - >IR3 &EF task3-portal-profile WECE, 1ZECENX{F/IRADIUS AcceptBtENX
1%, [EIRYA&iXRadius:Arubaf@fAruba-User-Role=lab1-guest, Bp#5Arubafcsiz=Hlzs T A& User-Role (It
role A&z HIZRFPIBE)

B TR Bleaden AIEEMANIEREA, ClearPass/yBit Y [User Authenticated] 0 lead-role &,
ACECERA, RRLABAT T ERAECE Y [Deny Access Profile] 5RRE.
v BIEEEIREFRguest AUERIIATAIECSRS, ClearPassoEicAt: , EEBTECE
Xt , FBFTEAruba oA HISS RIS . anoa
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BEEFMPNERWREFTRES ERFMER PRI M PRI RADIUSIER. iHEREME. BUENE |, LR
IRSS R . e, BRI T FEERGE DT,

AR Aruba otz Hl 28 b AP 3KEN Y role 5ClearPass T A& BYAruba-User-Role A—%, EEE Aruba-
User-RoleB#R5ArubaFikiztlzshE N BroleBIREET—, AOS6.xiRAAdroleX AN, EESAruba-
User-RoleBff5ee—2, AOS8.xiEAFrole fAXH KNG,

BE » BRS5 » 448 - task3-portal-service
fBSS - task3-portal-service

HE RS AME AE L

EREENER: O ERMN E—REREENAENRSRAEY
RHIRATIRES: [ task3-portal-enfocement-policy ?)

EHHATREFHAES
BA:

ERIABCE S [Deny Access Profile]]
HNNHEEE: first-applicable

SEBRTR R

(Tips:Role guest-role ~ ~ )
L. [User Authenticated]) task3-portal-profile

BCE » SBEIRT » BEEBXX » Edit Enforcement Profile - [Deny Access Profile]
SREIHATECESUE - [Deny Access Profile]

REXH R

BB
BfR: [Deny Access Profile]
AR System-defined profile to deny network access
HE: RADIUS
BRiE: Reject
wEATIR: -
Bt
KB B

EE » s85H1T » BEEEXX4 » Edit Enforcement Profile - task3-portal-profile
SRHIMITECE XY - task3-portal-profile

BEZME R

[T=74i
B task3-portal-profile
EEA:
YERY: RADIUS
B Accept
wEHETIFR: -
[EHE:
Ry =T -
1. Radius:Aruba Aruba-User-Role = lab1-guest

aruba

a Hewler! Packard
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10.3.3 BESEHEERSIMAMERYIRE

F14: BOTEREmEFEMEMN LabX B Wireless Client (10.X.50.102, FBF4Z: lab, Z#3: Arubal23!) &
T MIERER| labX-mac 5, EFNEEZIPortaB \IELLRMLE labX-portal , 38 Porta\IERE.

88245 EClearPass Policy Managerdr, FTFFELE - > WL - > 1855, FEOURENEIREEZIR LabX-MDs ,
e RIERFIFHER B ETRE P 7Rttt E508: 10.1X.10.0/24 , = Save #ZHIRZ.

aruba ClearPass Policy Manager

HiR L] BEE » NE » i8&
s ozl s
w BE
13 HERbFF R
RS A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.
=iNE
e sisss: (EH fmat B Go | Cloar Fittr |
Qgﬁ? ‘ # " Bl IP i FRittht FCT]
£xSingle Sign-On (SSO) L 10.1.10.0/24
GAEE ERBETIN—E—
el I}
GESENIIR
e)::)::)
G RBR
Tarewn
& SEHIT
£ BRI
GEEXE
&P
e |
GinEd
GREBR
{3 Event Sources
14 Profile and Network Scan
O REEHE

Wi E AR

SNMP ZHliRE SNMP EA§E CLIRE OnConnect Enforcement ®iE

B Lab1-MDs
IP SiFMithtl: | 10.11.10.0/24 | (40, 192.168.1.10 3¢ 192.168.1.1/24)
EA:

| A
RADIUS HE®: T TAIE:  eesssssssccccce
TACACS+ HEHRH: sesesssecsssens IME:  essssssssssnes
RN Aruba |=

fEF RADIUS CoA: # RADIUS CoA i#[1: 3799
Enable RadSec:

]

3% EHE1EPEHAPortaB \IETTE A kS guest-test, Z579: arubal23 HTIAIE, IAIERM, 12
7 Auth server timeout , #EClearPassif|aliREREghidiE Username &2 guest-test BIAIED
5, B ESIERRELENSE | HISSREREALLS, RETEmR: 000
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—=EClearPass kKIENAIEEX; —FEClearPassiIZENAIEEXRK, (BEKRIE, RFUEBAREERTEEZEEANAS
BEARENRIEEZFFE, JBHLZTFEAR—H. ClearPassWEIREMLIZZFIFEPRHINASIERZ LIEH
RADIUSIER, SiEHEZRA—E, 7 B0 - > SHEESE Picx, JLUBY HHEEESE A

¥4 » Live Monitoring » i5/6)3RE72%
hiE)BRERE] Oct 11, 2019 00:18:16 CST © BB
BAESHEETEMECENSR

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

¥ [All Requests] § Lab1-CPPM-1 (10.1.50.41) “" Last 1 day before Today ‘ ‘
143888 [ Username 4 8&%) guest-test Ell| Go | ClearFilter BR(20 ¥)ER |

| Username | Login Status Request Timestamp ~ Host MAC Address

54:5: 1EClearPass Policy Managerth, FJFF G540 - > SHFEESS , A9 LAERI4% RADIUS ERROR
4, BfE5EE guest-testlkEINIERIAGEI—E, RFAF—KEE ZASEHFHES . F Description
RADIUS authentication attempt from unknown NAD 10.X.10.11:41559 , #&/=UZZI > %1 NAD
10.X.10.11R9RADIUSTAIEBE R, TR2EMETRZ2ZNADRRINFIMBIREFIR, BHEMZIREFIEIPEL
FRIELAR,

v IBARFITCEHEERT T AR4ZRADIUS ERRORIER?

aruba ClearPass Policy Manager Menu =
2 > BRERH
© un J BEEES
#Live Monitoring The Event Viewer provides reports about system-level events. All attempted upgrade, patch, and hotfix installations are logged here. %IFIRSE: | Lab1-CPPM-1(10.1.50.41) +
Finie B
Fitm o n—— = oy
FonGuard & iitE: +oaat S Go | CloarFitter | B7 (20 %R
Boima .
ggﬁ&m > RADIUS ERROR Unknown Oct 10, 2019 23:58:24 CST
4 Profile and Network Scan p 34 RADIUS ERROR Unknown Oct 10, 2019 23:58:19 CST
s 3. RADIUS ERROR Unknown Oct 10, 2019 23:58:14 CST
& 4. RADIUS ERROR Authentication Unknown Oct 10, 2019 23:58:09 CST
FEdis 5. | Policy Manager UI INFO Logged in None Oct 10, 2019 21:28:48 CST
& Blacklisted Users 6. | Policy Manager UI INFO Logged in None Oct 10, 2019 14:12:54 CST
7. ‘ Admin UI INFO Export Success Oct 10, 2019 10:27:03 CST
8. ‘ Admin UI INFO Backup None Oct 10, 2019 10:26:42 CST
9. | Policy Manager UI INFO Logged in None Oct 10, 2019 10:26:19 CST
n I Aisa AMlacaiia meA Cusea - Maaa Ase 1A 010 AAED FOT
3 o
AEEMFARER
Source RADIUS
Level ERROR
Category Authentication
Action Unknown
Timestamp Oct 10, 2019 23:58:24 CST
Description RADIUS authentication attempt from unknown

NAD 10.1.10.11:41559

aruba
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8854 fEClearPass Policy Managerdr, TFF ELE - > WL - > 1855, FEOURENEIREEZIR LabX-MDs ,
AR RIERETFMEE BEPREE RADIUSHEZEE (BRI test123 , | Save 1ZEHIRF.

REREFEER e

SNMP EEliRE SNMP EAEE CLIRE OnConnect Enforcement Ei

B Lab1-MDs
IP = F Mttt : 10.1.10.0/24 (540, 192.168.1.10 5 192.168.1.1/24)
15%BA:
Z
[repws stz [crecrerenneed NE: | feevenseneenes ]
TACACS+ HEBE:  sescescscscsens JAME:  sesscsscssenses
HRIE R Aruba |~
/2 RADIUS CoA: # RADIUS CoA i%M: 3799

Enable RadSec:

g6 J[Save ]| cancol

265 1 Wireless Client fYPortab AIETRE SN S guest-test, Z585: arubal23 BTIAUE, TAUERRE,
127~ Auth server timeout , #EClearPassifaliREReSidiE Username &2 guest-test BRAIEER, 7R
RESIEETIEINVELENESR |, REhRERESREIZAECR.

¥4 » Live Monitoring » Jh[aIRERES
THIE]ERERSE Oct 11, 2019 09:45:55 CST

MRS EELEMETER

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

¥ [All Requests] 1| Lab1-CPPM-1 (10.1.50.41) “.s" Last 1 day before Today
133888 [ Username v B& ) guest-test [ Go | Clear Filter |
#Server Source Usemame — _lService | Login Status R

g74: f£ClearPass Policy Managerd, ¥JFF %41 - > %ﬁﬁé&% , TEAINEILAERI45E RADIUS ERROR =
4, EtESEE guest-testiKSIAIENRTE—, RA—REE ZASHFHEE , BF Description
Failed to decode RADIUS packet - Received packet from 10.1.10.11 with invalid Message-
Authenticator! (Shared secret may be incorrect) , IRRIEZZFIHATEERIER, BIEMKREDIE
RADIUSHEZZEAR,

orubo
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B » PHEER

BHEER
The Event Viewer provides reports about system-level events. All attempted upgrade, patch, and hotfix installations are logged here, iGEHERRS5 28 | Lab1-Ci
i8E: (8 aat S o | Clear Filter |
# L SR -
1. RADIUS Authentication Unknown Oct 11, 2019 09:46:44 CST
2. RADIUS Authentication Unknown Oct 11, 2019 09:46:34 CST
T RADIUS Authentication Unknown Oct 11, 2019 09:45:08 CST
4. ‘ RADIUS Authentication Unknown Oct 11, 2019 09:44:58 CST
[ mermerzmme °
Source RADIUS
Level ERROR
Category Authentication
Action Unknown
Timestamp Oct 11, 2019 09:46:44 CST
Description Failed to decode RADIUS packet - Received

packet from 10.1.10.11 with invalid Message-
Authenticator! (Shared secret may be incorrect.)

10.3.4 i@ ClearPass 83 HAIERMIRE

FE14: BiIWebUIZEZRHBM LabX f§ MM (10X.50.11, % admin, 22 arubal23) , $TFH
Managed Networks - > labX - > Configuration - > Authentication , 7£ All Servers Fhgath cppm
ET 51 Server Options 5% IP address / hostname &8 10.1X.50.41 , gath Submit IZHIIR3E, =
HAEABIIAY Pending Changes , TE3#HAY Pending Changes 1&7~Ed = Deploy changes , F&
BeE R HIRS.

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS
aruba  “atmms o3 o =

€ Managed Network > lab1 >

(=t Q
*
bashboard Auth Servers  AAAProfiles L2 Authentication L3 Authentication  User Rules  Advanced
£9 Mobility Master —
> Managed Network (2) WLANS Server Groups 5
£ lab1 (2) Roles & Policies NAME SERVERS FAIL THROUGH LOAD BALANCE SERVER RULES
= lab1-md1 Access Points default 1 - - 1
= lab1-md2 AP Groups iniermal 1 1
labi-peap_doti_svg 1 1
| Authentication
[ 1 0
Services
+
Interfaces
Controllers All Servers 2
System NAME TVPE |PADDRESS / HOSTNAME  SERVER GROUP
Tasks [[coom RADIUS 10.1.5041 ] lab1-peap_dot! svE labi-ma.
Internal - - defaultinteral

Maintenance

Page 183 of 201



Auth Servers AAA Profiles

Server Options

Name:

L2 Authentication

cppm

L3 Authentication

IP address / hostname:

10.11}50.41

Auth port:
Acct port:
Shared key:
Retype key:
Timeout:
Retransmits:
NAS ID:

NAS IP:
Enable IPv6:
NAS IPv6:

Use MD5:

Mode:

€ Managed Network > lab1 >

Pending Changes

1812

1813

| Pending Changes for 2 Controllers

[v] (+) Managed Network > lab1 (2 Controllers)

Aruba Hands—On Lab Guider:

User Rules Advanced

Pending Changes ()

ClearPass

g8245: 1£ClearPass Policy Managerdh, ¥JFF EIE - > [RFS5E5E1EES - > RFSEEEE , HAHRTIRSSE TS
B WEEETS =, K WEHTS BB AiSmREsEe, INEEEHEAE , K Start FF

yaileE.

aruba

iR °
(=80 °
ER °

o uE
#ClearPass Portal
= RP AR
& RBREE
~IEEE
FEEER
FEEAT R
il
& AR AR
#*SNMP trapiS s
#Syslog B

Page 184 of 201

HE » BEREEE » BEEER
fEssEmnE

Publisher [§&#: Lab1-CPPM-1 [10.1.50.41]

1. Lab1-CPPM-1
ERBEMHE—-E—

ClearPass Policy Manager

10.1.50.41 default

(03 O e X

Menu =

@ a8 A HEHIE i)

°r AR

i EEEREEEE

¢ NetEvents E#%

" Clear Machine Authentication Cache
* Virtual IP Settings

& *H Subscriber

o MERRINSH

Insight

Enabled

aruba

a Hewler! Packard
Enter mpany
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SR (R tar.gz 7 RBR)

WENATAE
AHGHT
P ERER IR RSSO A AR
v EIRMALIED %S ETE: 60 secs. |
TR 23 0 25 FI D BTeE
Back up ClearPass configuration data
Logs from Performance Metrics
priz = el S|
HIERIHERRE 1

Advanced Options for Packet Capture

d

3 1 Wireless Client fYPortab AIETRE SN MKS: guest-test, Zf3: arubal23 #TAIE (GFE: £
— IR BN E607, FrLAZEREC0RPRFEMIALE) , TAUERM, ##72 Auth server timeout , 7£
ClearPassfy W& HE B/EPRM here EIHNE, BERTE Download File TEIMEX Y, BEREL
Wireshark$TFF, idiEradiusisZ, mIlLAMEIAClearPasskliZEIradiusiRZ, =& RUIEIARIAIERIradiusii
X, BifEMMIERadius Server cppm BYIP address / hostname &J&A 10.X.50.41 ,

v IBARFITIERR T LA ERadius ServerIPEEEIFIRIAI, BB ARBRSSE ClearPassiIAZIRADIUSIAIE

BR?
e = ° wEAE @
EfEE SR e Collect logs complete

IETEH3E BAREEE. .. IETEHE B TEERE. .

INFO - Collecting logs in the range 2019-10-10 to 2019-10-11 INFO - Collecting logs in the range 2019-10-10 to 2019-10-11

INFO - Collecting PacketCapture... INFO - Collecting PacketCapture...

INFQ=Canturing network traffic for 60 seconds... INFO - Capturing network traffic for 60 seconds...

Clic o stop capturing network traffic INFO - Created Policy Manager log dump
cppm-logs-2019-10-11-10-48-20.tar.gz
INFO - The file can be accessed by logging into https://Lab1-(
Collect logs complete

Download File Close Download File

orqbo
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11 TASK10: CLEARPASS £E8$¢51H

11.1 BPER

RARHERESAINERSSE, TINERENTREHURGESE, BERRSINERAEIESEENTE
INE, ERNSSIANERSSFIMEFERENERE, BRESENA—H, HAXNEEFENBHMEY, EBREaRm
INARKS.

11.2 SEIR RS

v ClearPass3z#ClusterfEg¥Zety, & ClearPassaILISIMG—EIBNSG—EE, SaZEEIEEBNRSE,
FrEEtE%t—1EPublishertisa E52mt, BEIEEREIFRFESubscribertisms.,

v AEREEFMAbCRESER, BRBRARIERREASR, BEFREEPublisherEESubscriber

11.3 ClearPass Cluster s£8¥Ei &

11.3.1 7R3 Cluster 8%

FFECluster&EBF REEESubcriber mBEcE, Publishertisaigbkid10.3.1FT, EEHA10.3.25E7,
AT EBINPRTFSubscriberism:

15 WebUIERIEASubscribertimaAdClearPass, 7EClearPass Policy Managersh, 17 €12 - > g5588
EIEEE - > [RSREE, REALMAY ERL Subscriber §EEE,

aruba ClearPass Policy Manager Menu =—
iR [ ©3H » BEREES » RENEN
= N e @ B BRI
2] . RS REE ¥ EAREEE
T i EERERMERER
e O i NetEvents BR
J* Clearpass Portal C?ear MachievAuthentlcation Cache

ngs

= AP

nﬁ%gﬁ@a RERENBR
sEE Publisher fi%88: Lab5-CPPM-1 [10.5.50.41]
# aSRE
P AR # ESNE . wENO BiEO B Insight [T EXESEE
] Y Lab5-CPPM-1 10.5.50.41 - default - Enabled -
e rous e sncs )l w6 J n [l cewuo | %0 mwsis
2

4 RBRNRMER
<. Support

28 EHRY 7400 Subscriber T SEEFEAUN THE:
v Publisher IP: 10.X.50.41 (#E/9Publisherts saf9ClearPass IP)
v Publisher Zf5: arubal123  (E/9Publisherti mAYClearPass AappadminZZig)

v /) Save ZH{R7F, ClearPassHAINACluster&sgt,
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N Subscriber & o

Publisher IP 10.1.50.41

Publisher 2253 esnenn|

) ELRIEZ BVRE A HEEER () FELRIEZBIA S A RERE

WARNING:
« Configuration changes will be blocked on the publisher during initial
cluster sync as part of this operation.
o ISHIER I ARSSEE E AR N AR IT AL, EEARBAS IS AR INAIEE X L
VPRI,

3. FiFClearPassfiIA\Cluster&Ederlife, S Make subscriber complete , g Close #&EXAEN.

N Subscriber & o ]

Make subscriber complete. Re-login after sometime

INFO - 10.1.50.41: - Backup databases for AppPlatform
INFO - 10.1.50.41: - Backup databases for PolicyManager
INFO - 10.1.50.41: - Backup extensions

INFO - Config database lock released

INFO - Subscriber now replicating from publisher 10.1.50.41
INFO - Retaining local node certificate

INFO - Subscriber replication and node setup complete
INFO - Notify publisher that adding subscriber is complete
INFO - Subscriber added successfully

|Make subscriber complete. Re-login after sometime '

AL EEF—LER, FHEFRIEASubscriberiimfIClearPass WebUl, FEIRR REERIGONE; @
EEIHANE, BERRIREEEAMERF , FaazClearPassiRsEe8ESubscriber, TEEHAINIRE
E=RPublisher,
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RETRKEME; NRTEREDNR, FEREREERLHIERF

Admin Login

FAF%&: admin

=

11.3.2 b0 Virtual IP

ClearPassEBLINAIEITTRED, BT @ ClusterEEBE R4, AEERLHVirtual IP (VRRP) , HIIEEERE
Virtual IPf9% & ClearPassEEE— N FMIMER, ASLIERARLabshClearPassEifiiFAREIFMMES, FRLATE

iRECEVirtual IP, LANSBEATESLIRERE MR HECEVirtual IPRISE,

15 BFRPublisher, #EClearPass Policy Managerdh, FJFF 1% - > [RSSEEETHSE - > RSHEE , M
A LR Virtual IP Settings $%E, TE38HHAY Virtual IP Settings SHFIEFMALLTRAS:

v Virtual IP: 10.X.50.40

v" Virtual Host ID: 1 (VRRP ID, AE5FM+EH{BVRRP ID;#58)
v Primary Node: LabX-CPPM-1 (3&3FPublisherti /=)
B Interface: 10.X.50.41 [MGMT] (EEFETEO)

v Secondary Node: LabX-CPPM-1 (3%&3FSubscriberig)
B Interface: 10.X.50.41 [MGMT] (EEFETEO)

/R Save RERRTF .
HFAXLY LabF & ClearPass RE—F MM ER, ATLAVirtual IPFAECE LT, &7 Primary and

Secondary nodes must be in same subnet ,

nnnnnnnnnnnnnnnn
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ClearPass Policy Manager
I » REVEDS » BEVEE

RESEBREE

wa ©

#* ClearPass Portal

ClearPass

Menu s

& iRE BRI

T BHSBTE
o EREEEERK
= NetEvents Bfx

hentication Cache

s SERINBE
- i Publisher f§583: Lab1l-CPPM-1 [10.1.50.41]
FEEEIT
= BizHO Insight RS
FAUHTIHR 1. Lab1-CPPM-1 10.1.50.41 S default o Enabled =
Pl 2. ‘ Lab5-CPPM-1 10.5.50.41 - default - Enabled Oct 11, 2019 15:08:33 CST
i ShEpRRSSER - a =+ i
i —E— 5 I
> SNMP trap @i BTEERNE— 5 A | [ &6 | (%8 | (Cleanup | | % | | H#31% | | Mk Subscriver |
#° Syslog E#f
Configure Virtual IPs for ClearPass High Availability

No Virtual IP has been configured
Virtual IP Details -

Select IP version: O 1Pva IPV6
Virtual IP: 10.1.60.40
Virtual Host 1D: 1 (1-255)
Node. Subnet
Primary Node: Lab1-CPPM-1 %

10.1.50.41 [MGMT] % 255.255.255.0

Secondary Node: Lab5-CPPM-1 % 10.5.50.41 [MGMT] # 255.255.255.0

Enabled:
Configure Virtual IPs for ClearPass High Availability
Virtual IP Primary Node Secondary Node Status
No Virtual 1P has been configured
Primary and Secondary nodes must be in same subnet
Virtual IP Details -
Select IP version: O IPva IPv6
Virtual IP: 101.50.40
Virtual Host ID: 1 (1-255)
Node Interface Subnet
Primary Node: Lab1-CPPM-1 %

10.1.50.41 [MGMT] 3 255.255.255.0

Secondary Node: 255.255.255.0

Lab5-CPPM-1 %
Enabled:

10.5.50.41 [MGMT] %

[ Resot [ veieto | sve | Gioso |

F2: YVirtval IPECERING, FEEEMMAEIEIAIERadius Serverf§IPEI_ E—EECERVirtual IP, ANSCIGZ

BRILEAPER.

11.4 IGIFER
11.4.1 1§ ClearPass E£EPIRS

B1E: 9BIERPublisherfiSubscriber, #EClearPass Policy Managerfld & Hfd E£EHIRZS TEBRILABE R

&ClearPass, —NEPublisher, —N2Subscriber, JRESERZOK,
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aruba ClearPass Policy Manager Menu =
sl L El - | Default?
Ei
RIEAER [T =
R wE ENE Zone e Last Replication Status
e BT R R R R0 L] Lab1-CPPM-1 (10.1.50.41) default Publisher - oK
= amEE L] Lab5-CPPM-1 (10.5.50.41) default Subscriber Oct 11, 2019 13:36:52 CST OK
& [ERIAM ClearPass [TIBEF
e o mmm—— [RequestProcessingTime ¢
% ERRT o
ERBTHBNHT .
& &g g
EEA £
o RERR
RERF

& Endpoint Profiler Summary

4+ Endpoint profiling details )
= 2 - @ System -+ User -= 10 Wait Pﬂllﬂy Manager‘

ﬁ ;g:?fiﬂmﬁﬂ
F2: pHIEFRPublisherfiSubscriber, fEClearPass Policy Managerdh, T =12 - > R552551EES - > IF
a], HiAlicenseiFAIHMERESH, MERFZIETF S LicenseLAK N BfERFLicense 2B EBERIEIRE.
(AsLE6LabrZezEyClearPass ADemokliads, AiffiALicenseBEEFEF)

aruba ClearPass Policy Manager Menu =
Wi L 5 » EsEENE »

e N 7 ¥ Reresn count
ER o

P 2 The Licensing page shows all the licenses activated for the ClearPass cluster. A ClearPass Platform license is required for every product instance.

# ClearPass Portal

= P FIAR
P W EEE  ERET

FESBER SERFIFATIEEE

SETER

PR 1 Onboard 100 0 2019/10/11 13:45:05

5 2 OnGuard 100 0 2019/10/11 13:45:05
@ ShamssE 3 Access 100 0 2019/10/11 13:45:05

#*SNMP trapiEiss

waikmE bl EAEF

RS 1P Hiht FHERE RMAFEIEEEA
1 10.1.50.41 ClearPass Platform Permanent c

@ Activated Mar 14, 2019 21:25:31 CST
2 | 10.5.50.41 ClearPass Platform Permanent - @ Activated Mar 14, 2019 21:38:51 CST

WEHAE RS mna [l

TFAERE FFERETE BERT WNASTAHEERR
1 OnGuard Permanent 100 - @ Activated Mar 14, 2019 21:27:07 CST
2 | Onboard Permanent 100 - @ Activated Mar 14, 2019 21:26:42 CST
3 | Access Permanent 100 S @ Activated Mar 14, 2019 21:26:04 CST

11.4.2 ERERS
@idEpublisher HRII—MKES, Esubscribetim FEEREREEELE.

214 ZRPublisher, fEClearPass Policy Managerdh, FJH BiE - > B - > Af, abalEml iFnge
& iRz, SRR RIFTR S SEEFRA BFR: testcluster , /& Save #ZERTF .
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aruba ClearPass Policy Manager
[0 ] EE» 5 » B8
[ a8 o FE
oo ©)
foddi3iic] Roles exist independently of an individual service and can be accessed globally through the role-mapping policy of any service.
L RE
MU s & flmas B Go | cloar Fier | 2 (B 3)eR
OR # | Bl 8
Q B84 n [AirGroup v1] Role for an AirGroup protocol version 1 request
1} Single Sign-On (S50) 2 [AirGroup v2] Role for an AirGroup protocol version 2 request
L3 RBEP 3. [Aruba TACACS read-only Admin] Default role for read-only access to Aruba device
el 4, [Aruba TACACS root Admin] Default role for root access to Aruba device
L3 BEENFIR N i P .
-‘Q 55 [BYOD Operator] Operators with this profile can view and manage their own provisioned devices
03 mEast 6. [Contractor] Default role for a contractor
B w2RR 7 e [T Operators with this profile can self-provision their devices, for use with MAC authentication
! i_ : [ 9 on] and AirGroup sharing.
& ﬁm?;m | [Employee] Default role for an employee
& REXH [Guest] Default role for a Guest

MRS )

BFR: testcluster | |

BiEA:

Z

F28 FITHEE - > B - > AAEF, REa Ay AnEF §EE, mREh FINAEER SHEEFEA
LUTHA:

v ERFID: publisheruser
v AFR: publisheruser
v BB arubal23

v INIEZERS: arubal23
v ffs: testcluster

AN #%2EH.

aruba

Page 191 of 201
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aruba ClearPass Policy Manager Menu =—
iR [] EE » 5 » KittAP
= &a ol NS o ARA0AIF
& SARP
L EE & & SHAP
{3 BbRbFHE |2 Account Settings
{3 BE ClearPass Policy Manager lists all local users in the Local Users page.
S IME
LAk itiess: (P D Y Bl Go | ClearFitter | Bn(20 4 ER
fod -]
QB # ® FAFPID. M RE RE
{2 Single Sign-On (SS0) St TR
Lol ith P
L08R
{3 BSENIIR
fod-)=]
{3 mEmE
mAAEF °
P ID: publisheruser
2 publisheruser
A3 secessessssssce
IANEZRS: seseesessecsees
BRAP: (EPEFSAARAP)
ENEE: (Check to force change password on next TACACS+ login)
[ ks | testcluster 4] ]
| §:3
it |

1.| Click to add...

34 EHRSubscriber, #EClearPass Policy Managersh, T BE - > Bip - > 6 , EGILANTIERETE
AN Bk B& testcluster, m Go iZEH#HITILIE, RILAFZEISubscriber EBRIBIEE T testclusterfita ,
FIF BCE - > B - > AR, ERHALAEEISubscriber Et Bzl 7 publisheruserFF.

ClearPass Policy Manager e —
QrUbO RABRIGOMNE; NBWFTEHENE, #ERENERRAHREE o=

miR ] EE» 56 » AR
e ° o RNAE
ok ¢ e & SARE
E J &, SHfe
L LEsbTTA Roles exist independently of an individual service and can be accessed globally through the role-mapping policy of any service.
fediit=y
B it (5 : w s o - ] com e -
£} Single Sign-On (550)
L AP 1. testcluster
L R BRRETA—E— — =
L BEENIIR
el fute

L e
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ClearPass Policy Manager

orUbo REAERIAENER; NRERHEONE, BE:NEREREATET
i (] EE » 5 » FBF
[ ua Ol u) o
o BE ©
13 LERbFFIA
LIRS ClearPass Policy Manager lists all local users in the Local Users page.
+ = IAIE
Q54 Single Sign-On (550) s [ AP D s as )l 3l Go | ClearFilter |
1 Single Sign-On
# ID a
SEOTTS | AF 1 =)=
£ 5 1. publisheruser publisheruser testcluster
{3 BSENNR BRREMMET—E—
fog-:):.)
{3 AEms

4L BIBERPublisherfISubscriber, EClearPass Policy Managerdr, $JFF 471 -

BETLABRERAEIE T testcluster RolefIpublisheruser Local UserfI54ER.

ClearPass Policy Manager

—
Menu e
—

& RIAR
& SN AP
& BimE

1= Account Settings

B 20 #iEF
we
Enabled

et | e |

> HitEER . A

—
Menu e
—

BR(20 %2R

Oct 11, 2019 14:24:52
CSsT
Oct 11, 2019 14:22:13
CSsT

orUbo REAMHENE; NREEHENR, AERRNERERTER
Hif [ i » EitEES
iR © WHItEE#H
- b Live Monitoring The Audit Viewer provides a dynamic report on actions, device name, category of ClearPass component, user, and timestamp.
FhERRE
it N
E—. e 46 s S c- [ ceorii ]
Fax il f=tod
LLES 1. | ADD  publisheruser Local User admin
+ |44 Profile and Network Scan
FERS 23 ‘ testcluster Role
&
ﬁ i;;;i: BRI —E—
or

& Blacklisted Users
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12.1 Task1 SCIREEER
v ClearPassa{faJabE— radiusiAiEiB K

ZE:

TAIEETE fEiA

MZ&inaiRSES (NAS) BRADIUSIHEIER &I1XEIClearPass, AEIFHIBFEKRFIR

1 | RADIUS i SESSR
WERR | oo A DIUSHERE R

2 ARSS ILEC ClearPasstRIEFRRAIRADIUSEZ B, iZimkEHIThcEIClearPassA[ERIBRSS .
3 NIEFTE ClearPass=idEERTENXANAILESZ (RILEHITF) SHAPHITEHEIE
4 |ivEE S5RFthESHhIIESERE, ClearPasstRIBTRENHBDINLR (R RITF)

XRFETRMIGIE

EReMRGRESEN ClearPassiAE, ETZMERIR, SiERADIUSIEERE

5 BRET (FTisE
RERE TR, s,

SEHIHTERIERRIEClearPassTEXAIMN (BfERadiusiEElE. BMANIEREE

A
SRR R FERURLE) B TRE IR AR,

SEHECE X RIEFINEIHRIERM (BNASIESIREIEARIIRadiusiIEY) . —

7 |47
T D PN A

v AREE T HERLANER:
® MM18IP#BiE: 10.X.50.11
m  CPPMEJIPHBiE: 10.X.50.41
B Radiust=#%5: arubal23

B MDilliffradiusdp$2f+4: aaa test-server pap <radius-server> <username> <password>




12.2 Task2 SCHRRBRS

v MAGAIERS, BAFHREFHNRANBFENER, BMtABRRFIZEEAA?
EX: BAPRRNZHEEREHKIYMACHIE

v ClearPassglfalltEi— MMAGAIESK::

ZE: B "IRSMN" EELRadiusiMESRIEXRIB RS MEIRHNMACHIESHERREK S, HEEEHIES
LEt¥maciAiEfiradius serverfi&—MFEMInas-id, @ “IRSHN" htnas-idREKSH.

v' ClearPassa] AR AIERRMMACIAULE
ZE: "FHBRT . "IERT . "BSENSIER" . "SEHEIAEER"

12.3 Task3 SCHRFRER

v MAGAIERS, BAFHREFHBANBFEMER, BMtABREFIZEEEAA?
EX: HPARNEHEREIRIHMACHE

v ClearPassglfa] ILEC—PMACIAIEBK :

ZE: B "IRSIMN" EELRadiusiMESRIEXAIB RS MEIRHMACHIESHERREK S HEEEHIES
LEt¥maciAiiEfiradius serverftE—MFERInas-id, @id “IRSHN" Tftnas-id3kKS.

v' ClearPassa]LABBMAIERRMMACIAIE

gx: "FiERT . RS . BRSENNIR . "$SSHIANEER"
12.4 Task4 SCIREBRE

v EEBRIBERET EMAINEANEENALSRT, B ERRetE AISR?
#: 802.1AE (EAP-PEAP)

BENA802. 1 xEE LI —FIEAPIGIEREY, BURT ARIMENIRERAMFHRIEIINEEINEE, KK
UESHEZMEAPEIRIINEEIIREE, XEABFEANE, FXENESRAKRER. &RIEEPZEAIEAP-
PEAPZEE! (AFBIEH) .

v EHOANELR, BAIIEERE TEFTENTLMEHIETAMIT, BIEEHYTEMESFIRTHTARRTIA
IEARSS==1E?

ZX: RADIUS i3s3




Aruba Hands—On Lab Guider: ClearPass

-aﬁ L | —]
FAF Login & x NAS (RADIUS Client) RADIUS k55 2%

5 X RADIUS HMS IR 55 3% 0 522 UDP 1812/1813 BY ¥ 2 1645/1646

RADIUS

Combines authentication & authorization.

Encrypts only the password.

Requires each network device to contain
authorization configuration.

No command logging.

Minimal vendor support for authorization.

UDP- Connectionless
UDP ports 1645/1646, 1812/1813

Designed for subscriber AAA

A =AMTeH

1. i5RkE A/ -1EBT0 I GAERAE L% ) b
2. BAEHE (NAS) -Wi-Fi BN SRR EEH2%, 1E A NAS %%
3. BEARSS #%-—ANI6UE B 8 w2 — > RADIUS k% 5%
v ENZIAIERSES, BIIEERET, (RNZAESATEE RIEZEIE?
&= 802.1xAANERE

OI"UDQ



EAPoL-Start

EAP-RequestlD

EAP-Response/ID

WERT#2

Access-Request/ EAP-Response/ID

Access-Challenge/
EAP-RequestMDS5-Challenge

EAP-RequestMDS-Challeng

EAP Response/MDS5-Challenge
(challenged password)

EAP-Success/Failure

Access-Request/ EAP-Response/ID
(Challenged Password)

Access-Accept(Accept/Reject)/
EAP-Success/Failure

v RIT G

it BT SR

it IF LR

v ERI802. 1AIERIAR, BANRITRFRSEARIAR, fINSSHIEER T, FIFARadiushIRRINEE, X[E
LREBIHEEIERRS, NMSEEIARIATHIEAR?

& 2. jR[Oaruba-user-role B EEFIIEHIZE, Bi)i&it@mfrole, —4 REleader-role, —1E

employee-role

12.5 Task5 SCIREEER
v ClearPass¥tE—NSSIDEEEMAGAIE, XBGPortalAME, d{EPCHEI— N NEMESRAIESK
., BT “IRSHN” TLECAER - 2 MZ&RE MAC #hik R EHFERX S, HFERE MACAE; AHF

& Portal

v ClearPass EEREMACAIERSS, MAIPCEEI— M ERANAESXK
EX=: &S RSN TEIAMELSBRPZHEEMMACHIEFERERR A EEEMAGAIE; B3 ITELAE

i kA9radius@ttAruba-Essid-Name3RX 3 A RRISSIDiE _ERABAIESK,




12.6 Task6 SLIBEE
v BERNFEERET, hENE EMEOZRABMIAEL R
&BE: PortabAiE (tBRJLAEEmac caching)

EABMNAmac caching, EEESHANLRENR, E9PortaBb\IERIAFFEERBIN TE&NER, BINRE—
ERATEREMEEIANE, ZRIESWTEREFEEI TZ, AR, BERIISEZIENFERZ
Ihge, (REHFEEWSHEREIR, #HESENXBETLEMBHIXEHZIHEORIRE, MATEESHiH{TPortal
INIE,

vV SHZAESAR, BIIEERE NEEEATEMBIIEHAMTT, BB TEMERIZIH T ARRTIA
UEARSS 2R ?
%22. PortalAEESZSSEHIRADIUSIESSE (BEFHETUS=H—)

A =AMITTE:

1. B6uEE (NAS) -Wi-Fi #: N ST kizdiles, 158 NAS %4
2. Portal k%4, HIFRME web TUHIARSS, HI 0O A& s A0 B R MHE
3. BUEARS A -—N b g 2 il 2 — > RADIUS %48

v ERHAEEFMAL, BIIFERET, (MBS RIEHERIG?
&XE: BEiIFEZHIMPortai\iEiRE




Arubafdii BH /" BIEMAERE
]

FEAERN LR Nasac) Porwl 7§ & + RADIUS

1+ HTTP Get: f£EURL

2. HTTP Redirect: £
EMPIEREN
3. HTTP Get: EEMAEZET

4. HTTP M. BFN+HERREERET

5. HTTP Post 1225 M58 (Seihin BEMm @)

F

6. FEFEAREEMUIRES JE1E. WERE . Email)

A

7. WEEIEE+HTTP Post « MEIER

»
>

8. AAA. LiTiE K (Access-Request)

9. AAA: T (Access-
Accept/Access-reject/Atiributes)

=

10+ HTTP AIEM R -
WIFEE (iAiE%MﬁfE}E%EIJ%FﬁE)

12.7 Task7 SCIREEER
v BRBENEERET AIRNEEREFANENGE S, B—HEsERIAESR?
&=2: TACACS+IAIE

RADIUSZE 7 SRIEFIRN. RADIUS RSS2 MAEFin R IXRIARIESZHIEQHESENER. XEHR
RS EBMIIEAIEN, TACACS+FEASE AAA B9 AAA (KRR, IXFLEIRMAISDIIERER T2
SRl 5 F§ TACACS+ #{T7ENFIiEM. Hlan, {FHATACACS+, # el LA{EF Kerberos B {438 iE
1 TACACS+1ZRFNICH. NAS 7E Kerberos fR$388 LRI B MR, BRI TACACS+ JRSESEKR
RER, MAKEFIIESH, NASSIEM TACACS+ RBEE, BEEE Kerberos JRESEE FABIT S5
Wik, RERSSEHMSREAENER.

SIEHHE, RFEHITIIMNIEREE, WRARSRSS TACACS+IRZ=HITHN, BERSRTT
P ERFFERCHINIR. XERTLAEF=HI R SR NRS S LTRSS, BERSEIIEISS
IIEHISE.

v ARAZALELR, HNFEEE TEFENTLMEFIGHANTT, BIFEEH I TEMERIKIH T ARRIIA
IEARSS==0E?

&=. TACACS+IAERRSSSE (ClearPassEIAABFR LIS
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=

D —

[—

[ &7 —_=
J1 /7 Login& 3% NAS (TACACS Client) TACACS Hi 454

X TACACS T Y IR 45 35 115 2 TCP 49

TACACS+

Separates all 3 elements of AAA, making it more
flexible.

Encrypts the username and password.

Central management for authorization configuration.

Full command logging.

Supported by most major vendors.

TCP- Connection oriented
TCP port 49

Designed for administrator AAA

A =AMIeH

1. EKRE (P 12171 SSH/Telnet i AR ¥ Ml ¥ L4 % 7 i
2. HilE#E (NAS) -Wi-Fi N g e gzl as, 19 NAS i
3. KA ST A% -— D RE SR A B 2 > TACACS+ iR 55 4%

v ERZALERSS SR, HNFTEBET, (SNBSS ERERED?
EE: TACACS+HIMEREE

OF'UDQ
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TACACS+

- AUTHENTICATION REQUEST e
- =
AUTHENTICATION REPLY

AUTHORIZATION LEVEL NAS
AUTHORIZATION REQUEST T
TACACS+ o
AUTHORIZATION REPLY a
-
ACCOUNTING USER

v RXTACACSIAIERIRF, BANRItIFpsEIAr, AINREERRIIARIEEER, FIATACACSHYRINIY
B8, IREM+AREIHASEEH RS, NMSEBARRIEERILENR?

ZX: iR[Olaruba-admin-role@#SENEHIzE, FEii)iZitHfhrole, —f=Eread-only (RiEIR) , —\ =2
root ({R#R)

arubq
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