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2 Multiple PSK Aruba Instant

All the WPA2 Pre Shared Key (PSK) based Wireless LAN consist of a single passphrase. This passphrase is used by all the
clients that connect to that WLAN in which its authentication is based on PSK.

Aruba Instant version 8.5.0.1 now supports multiple PSKs (MPSK) for the same SSID. This means that each client
connected to the PSK based SSID will have its own unique PSK that is not shared with the rest of the clients. This feature
requires Aruba ClearPass 6.8.x to be the authentication server.

It should be noted that MPSK solution was designed for the headless devices like printers, TVs, etc. and not designed for
laptops, tablets and mobile devices that support secure authentication using supplicants.

ClearPass 6.8.0

192.168.1.94
-
192 168.1 249
InstantVC
192 .168.1.10

192.168.1.0/24

~

2030F N
\ AP-303H
Q ArubaMPSK

~
AP-303H

2.1 Things you need

e Two IAPs Aruba Instant version 8.5.0.1 or later
e Aruba ClearPass version 6.8.x or later

e A Layer three switch and some WiFi clients

2.2 Overall Workflow

The overall workflow with MPSK solution is as follows

e Before connecting a device to a MPSK based SSID, the user registers the device on a ClearPass Policy Manager
guest-registration or device-registration webpage

e The user receives a device-specific or group-specific MPSK passphrase through the email
e The user then connects their device with their unique PSK to the MPSK based SSID
e The Instant AP performs MAC authentication of the client device against the ClearPass Policy Manager server

e On successful MAC authentication, the ClearPass Policy Manager returns Access-Accept with the VSA containing
the encrypted passphrase

e The Instant AP generates a PSK from the passphrase and performs 4-way key exchange.
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3 Instant AP Configuration

When multiple PSK is enabled on the WLAN SSID profile, make sure that MAC authentication is not configured for RADIUS
authentication. Multiple PSK and MAC authentication are mutually exclusive and follows a special procedure which does
not require enabling MAC authentication in the WLAN SSID manually. Also, ensure that the RADIUS server configured for
the WLAN SSID profile is ClearPass Policy Manager and lastly RADIUS accounting will be added in the upcoming release.

3.1 Aruba Instant ClearPass Configuration

First we need to configure ClearPass as the authentication server.

ClearPass ®
~

RadSec

IP Address 192.168.1.04|

Auth port 1812

Accounting port 1813

Shared key ssssssesssassseses

Retype key LTI T IY I Y]

Timeout 5 sec.

Retry count 3

Dynamic Authorization ‘:‘

AirGroup CoA port 5099

Status-Server Authentication Accounting

NAS-IP-Address 192.168.1.10 hd

‘ Cance' ‘ “

ClearPass @

AirGroup CoA port 5999 ~
Status-Server Authentication Accounting
NAS-IP-Address 192.168.1.10

NAS-ldentifier InstantVC

Dead time 5 min.

DRPIP

DRP Mask

DRP VLAN

DRP Gateway

Service-Type Framed-User 021X Captive Portal MAC
CPPM username

CPPM password

3|Page



3.2 Aruba Instant MPSK Configuration
Here we’ll start with the MPSK configuration by adding a new WLAN.

aruba

bl Dashboard
Overview
Networks
Access Points

Clients

£ Configuration

Networks

l:bl Dashboard
Overview
Networks
Access Points

Clients

£ Configuration

Networks

L.l Dashboard
Overview
Networks
Access Points

Clients

€2 Configuration
Networks
Access Points
System
RF

Security

InstantVC

-
Edit network ArubaMPSK ’ o Basic

Name & Usage

Name JArubaMPSK

Primary usage Employee w

~
Edit network ArubaMPSK ’ o Basic a VLAN

Client IP & VLAN Assignment
Client IP assignment Virtual Controller managed

o Network assigned

Client VLAN assignment o Default
Static

Dynamic

~
Edit network ArubaMPSK } o Basic o VLAN

Security Level

Security Level Personal

Key management MPSK-AES

Authentication server 1 ClearPass v I:.fP +
Authentication server 2 — Select Server — v 4=

Enforce DHCP

Fast Roaming

802.11r

802.11k

802.11v

o Security
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aruvba

Ll Dashboard
Overview
Networks
Access Points

Clients

£ configuration

Networks

InstantVC

lal
Edit network ArubaMPSK } ° Basic a VLAN e Security ° Access

Access Rules

Access Rules Network-based w

Access Rules for ArubaMPSK

# Deny any to all destinations

+

Note that the rule list is ordered -- use the arrow buttons
to move the selected rule up or down

After the successful MPSK authentication, the MPSK passphase is cached with in the Instant Cluster and shared among
the IAPs with in it. We also need to configure the right Security user role.

aruvba

Lul Dashboard
Overview
Networks
Access Points

Clients

£ Configuration
Networks
Access Points
System
RF

Security

InstantVC

» Authentication Servers
> Users
v Roles

Roles Access Rules for Students-Devs

~ #® Allow any to all destinations

Students-Devs

PreAuth +
Shizipad

ShiziLaptop

Offender

SamsungTab

S6-Edge

Shiziphone

Wired-VLAN20

dot1x
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4 ClearPass Configuration

In this section we’ll go through the ClearPass configuration needed for the MPSK solution. Remember you need ClearPass
6.8.x or later. MPSK passphrase requires MAC authentication against a ClearPass Policy Manager server and the only
encryption type that is support with MPSK is wpa2-psk-aes.

4.1 RADIUS Dictionary

ClearPass 6.8 has a new Aruba RADIUS VSA called Aruba-MPSK-Passphrase. This VSA is used with the unique PSK for the
client.

RADIUS Attributes

Vendor Name: Aruba (14823)

17.| Aruba-Calea-Server-Ip [Pv4Address in out
18.| Aruba-Captive-Portal-URL String in out
19.| Aruba-Command-String String in out
20.| Aruba-Device-Type String in out
21.| Aruba-Essid-Name String in out
22.| Aruba-Framed-IPv6-Address String in out
23.| Aruba-Location-Id String in out
24.| Aruba-MPSK-Passphrase OctetArray in out
25.| Aruba-Mdps-Device-Iccid String in out
26.| Aruba-Mdps-Device-Imei String in out

27 Aruiha_MAdnc_Navica-NMama Ctrinn in nut he

4.2 Service Template

We will start with the Service template to build it out.

aruba ClearPass Policy Manager Menu =
Dashboard [] [Configuration » Service Templates & Wizards
[&] Monitoring i Service Templates & Wizards
& ety uaiiin © s To configure service and related policies using the full wizard, click here.
e ® Or filter by service templates for common use cases: | All Templates ~
12 Services
<1 & Authentication .
Q . 802.1X Wired
* Identity To authenticate users to any wired network via 802.1X.
+ [ posture
1 & Enforcement
1 Devices

(@)  802.1X Wireless
=] + Network To authenticate users to any wireless network via 802.1X.
4} Device Groups
g

a Aruba 802.1X Wireless
{3 Proxy Targets %’ To authenticate users to an Aruba wireless network via 802.1X.

Aruba Auto Sign-On

£} Network Scan
Q Policy Simulation Service template for accessing SAML based single sign-on enabled applications using network authenticated identity through Aruba controllers.
o Aruba VPN access with Posture checks

For Aruba VPN dlients connecting remotely to the corporate network, with differentiated access based on the results of Posture checks.

ruba
)
{2 Event Sources |
>
rub

(@)  Aruba Wireless with MPSK
To authenticate devices using an Aruba MPSK.
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Using the Aruba Wireless with MPSK wizard.

Configuration » Service Templates & Wizards
Service Templates - Aruba Wireless with MPSK

Wireless Network Settings Device Roles Enforcement Details

Name Prefix*: ‘MPSIQ ‘

Description

For wireless devices that do not support strong 802.1X authentication, Aruba MPSK allows each device to be assigned a unique pre-shared key during
Device Registration. This service type handles the device authentication from an Aruba Mobility Controller or Instant AP.

£ Back to Service Templates & Wizards Add Service
General Wireless Network Settings Device Roles Enforcement Details

Select a wireless controller from the list, or create a new one

Select Wireless Controller: ‘ InstantVC >

Wireless Controller Name:

Controller IP Address:

Vendor Name: Aruba
RADIUS Shared Secret:

Enable RADIUS Dynamic Authorization:

Dynamic Authorization Port:

SSID Name: WubaMPSH ‘ (Enter single or multiple comma separated SSIDs)
Enable RadSec:

Do not select RadSec as it is not supported for MPSK.

I irel Network i Enforcement Details
Define logical device roles (think tags) that allow for dynamic policy construction. Select an existing role from the dropdown or type a name to create one.
Device Role 1*:
Device Role 2: l:'
Device Role 3: I:l
Device Role 4: I:l
Device Role 5: I:l

General Wireless Network Settings Device Roles Enforcement Details

Create a New Enforcement Policy

Device Role Aruba Role
If |Students-Devs then assign Role [Students-Devs

If | | then assign Role | |
If | | then assign Role | |
If | | then assign Role | |
If | | then assign Role | |
Default MPSK*: [eenscsccncecnes |

Default Aruba User Role*: Employee
<€ Back to Service Templates & Wizards Update Service

The default MPSK that we have configured is arubal23. You don’t have to use this default MPSK and just put some
random value in that case. There are not that many use cases where you want to give out a default value. But if you want
to use it, the aim is to provide a default MPSK for the devices that fall through the logic to get contained using captive
portal and restricted ACL.

ClearPass Policy Manager Menu —
Configuration » Services
Services % Add
£ Import
&, Export All

= Added 2 Enforcement Profile(s)
= Added 1 Enforcement Policies

= Added 1 Role Mapping Policies
= Added 1 service(s)

This page shows the current list and order of services that ClearPass follows during authentication and authorization.
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4.3 Enforcement Profiles

Here are the two enforcement profiles that were created.

aruba ClearPass Policy Manager Menu —
Dashboard L] Configuration » Enforcement » Profiles
o . Add
2] Monitori i Enforcement Profiles ; Import
»j’o Configuration O] & Ex:ort Al !
{¥ Service Templates & Wizards Each enforcement policy contains enforcement profiles that match conditions (role, posture, and time) to actions (enforcement profiles).
12 Services
' EAuthentication Filter:‘ Name ~ H contains ~ ‘ mpsk| &3] m Show records
¥ Identity

Type Description

¥ 'f' Posture
& Enforcement 1. ‘ [J  MPSK Aruba Wireless with MPSK Default Profile RADIUS
£ Policies 5 [J [Registered Device MPSK] RADIUS RetLlJrns a. device's assigned MPSK that was generated automatically during Device
Registration
bed Profiles
+Netw0rk Showing 1-2 of 2

Enforcement Profiles - MPSK Aruba Wireless with MPSK Default Profile

Profile Attributes

Profile:

Name: MPSK Aruba Wireless with MPSK Default Profile
Description:

Type: RADIUS

Action: Accept

Device Group List: =

Attributes:

Type LET Value
1. ‘ Radius:Aruba Aruba-User-Role = Employee
2. ‘ Radius:Aruba Aruba-MPSK-Passphrase = arubal23

Enforcement Profiles - Aruba User Role — Students-Devs

Profile Attributes

Profile:

Name: Aruba User Role - Students-Devs
Description:

Type: RADIUS

Action: Accept

Device Group List: =

Attributes:
Type Name Value
1. | Radius:Aruba Aruba-User-Role = Students-Devs

Enforcement Profiles - [Registered Device MPSK]

This is a default profile.

Profile Attributes

Profile:

Name: [Registered Device MPSK]

Description: Returns a device's assigned MPSK that was generated automatically during Device Registration
Type: RADIUS

Action: Accept

Device Group List: =

Attributes:
Type Name Value
1. | Radius:Aruba Aruba-MPSK-Passphrase = Device's Assigned MPSK
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4.4 Enforcement Policy

This is the enforcement policy that got created.

Enforcement Policies - MPSK Aruba Wireless with MPSK Enforcement Policy

Enforcement Rules

Enforcement:

Name: MPSK Aruba Wireless with MPSK Enforcement Policy
Description:

Enforcement Type: RADIUS

Default Profile: MPSK Aruba Wireless with MPSK Default Profile
Rules:

Rules Evaluation Algorithm: First applicable

Conditions Actions

(Tips:Role Students-Devs)
1. (Authorization:[Guest Device Repository]:Device Account Active true)
(Authorization:[Guest Device Repository]:Device MPSK )

4.5 Role Mapping

Aruba User Role - Students-Devs, [Registered Device MPSK], [Return Device
Sponsor Name - RADIUS User-Name]

And lastly this is the role mapping that got created. Generally with previous ClearPass version you had to
manually create the various roles that you wanted to make use of in ClearPass guest, but now with version

6.8 this service template does it automatically.

Role Mappings - MPSK Aruba Wireless with MPSK Role Map

Policy Mapping Rules

Policy:

Policy Name: MPSK Aruba Wireless with MPSK Role Map
Description:

Default Role: [Other]

Mapping Rules:

Rules Evaluation Algorithm: Ewvaluate all

Conditions Role Name

Students-Devs

1. ‘ (Authorization:[Guest Device Repository]:Device Role ID 3008) k

4.6 ClearPass Service

And here is the complete serviced that was configured.

Services

This page shows the current list and order of services that ClearPass follows during authentication and authorization.

| co | clearFiter

Filter: ‘ Name v|| contains H
# B Order » Name Type Template
1. O 1 [Policy Manager Admin Network Login Service] TACACS TACACS+ Enforcement
2. O 2 [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic )
3. O 3 [Aruba Device Access Service] TACACS TACACS+ Enforcement
4. O a [Guest Operator Logins] Application Aruba Application Authentication
5. O s [Insight Operator Logins] Application Aruba Application Authentication
@, O 6 Lab Aruba 802.1X Wireless RADIUS Aruba 802.1X Wireless
7 O 7z Ariya WiredAOS-S Dotlx RADIUS 802.1X Wired
8. O s Ariya Wired-AOS-S MAC Auth RADIUS MAC Authentication
9. O o Ariya Wired-AOS-S MAC Auth-DUR RADIUS MAC Authentication
10. O 10 Ariya Wired-AOS-S GuestWebAuth WEBAUTH Web-based Authentication
11. O 11 Ariya Wired-AOS-S GuestWebAuth-DUR WEBAUTH Web-based Authentication
12. O 12 [Device Registration Disconnect] WEBAUTH Web-based Authentication
13 O 13 MPSK Aruba Wireless with MPSK RADIUS MAC Authentication

Showing 1-13 of 13

o= Add
£ Import
&, Export All

Show records

Status

000000000000
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Summary m Authentication Roles Enforcement

Name: [MPSK Aruba Wireless with MPSK
Description: To authenticate devices using an Aruba
DSK.
Type: MAC Authentication
Status: Enabled
Monitor Mode: [J Enable to monitor network access without enforcement
More Options: [J Authorization [J Audit End-hosts [ Profile Endpoints [] Accounting Proxy

Service Rule

Matches O ANY or ® ALL of the following conditions:

Operator
1. ‘ Radius:IETF NAS-Port-Type EQUALS Wireless-802.11 (19) o
2, ‘ Radius:IETF Service-Type EQUALS Call-Check (10) ®
3. ‘ Connection Client-Mac-Address EQUALS 9%4{Radius:IETF:User-Name} @
4. ‘ Connection SSID EQUALS ArubaMPSK bl
5
Summary Service Authe ati Roles Enforcement
Authentication Methods: [Allow All MAC AUTH] Add New Authentication Method
[ —Select to Add— -]
Authentication Sources: [Guest Device Repository] [Local SQL DB] Add New Authentication Source
[-Select to Add-- v
Strip Username Rules: [ Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
Summary Service Authentication m Enforcement
Role Mapping Policy: MPSK Aruba Wireless with MPSK Role Map -] Add New Role Mapping Policy

Role Mapping Policy Details

Descripi
Default Role: [Other]

Rules Evaluation Algorithm: evaluate-all

Conditions Role

1. (Authorization:[Guest Device Repository]:Device Role ID 3008) Students-Devs
Summary Service Authentication Roles
Use Cached Results: [ Use cached Roles and Posture attributes from previous sessions
Enforcementbolicy: |MPSK Aruba Wireless with MPSK Enforcement Policy V| Add New Enforcement Policy

Enforcement Policy Details

Description:
Default Profile: MPSK Aruba Wireless with MPSK Default Profile

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles

(Tips:Role A Students-Devs) . . . Aruba User Role - Students-Devs, [Registered Device MPSK], [Return Device
1. (Authorization:[Guest Device Repaository]:Device Account Active true)
. . . Sponsor Name - RADIUS User-Name]
(Authorization:[Guest Device Repository]:Device MPSK )

4.7 Operator Service

We also need to create an operator service so that the users can register their devices after they login to
ClearPass Guest. Here we are using AD as the authentication source.
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Summary m Authentication Roles Enforcement

Name: k}u_ast Operator Logins
Description: ARuthentication service for Guest
application
Type: Aruba Application Authentication
Status: Enabled
Monitor Mode: [J Enable to monitor network access without enforcement
More Options: [ Authorization

Service Rule

Matches O ANY or @ ALL of the following conditions:

Operator
1. ‘ Application Name EQUALS Guest &
2. ‘ Authentication Type NOT_EQUALS 550 T
3. | Clck to add
Summary Service i Roles Enforcement
Authentication Sources: AriyaAD [Active Directory] Add New Authentication Source
[Local User Repository] [Local SQL DB]
[Admin User Repository] [Local SQL DB]
[—select to Add— v
Strip Username Rules: [JEnable to specify a comma-separated list of rules to strip username prefixes or suffixes
Summary Service Authentication m Enforcement
Role Mapping Policy: |——Select—— “ Add New Role Mapping Policy

Role Mapping Policy Details
Description: >
Default Role: =

Rules Evaluation Algorithm: -

Conditions Role
Summary Service Authentication Roles

Use Cached Results:

d Roles and Posture attributes from previous sessions

Enforcement Policy: Guest Operator Logins with MPSK v‘ Add New Enforcement Policy

Enforcement Policy Details
Description: Enforcement policy controlling access to Guest application
Default Profile: [Deny Application Access Profile]

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles

(Authentication: Source AriyaAD)
1. (Authorization: AriyaAD:memberOf Student) MPSK-Operator
(Tips:Role [User Authenticated]) .
2. (o] tor L - Local U
(Authentication: Source [Local User Repository]) [Operator Login - Local Users]
(Tips:Role [User Authenticated]) . .
3. 0] tor L - Ad U
(Authentication: Source [Admin User Repository]) [Operator Login min Users]
4. (Tips:Role Students) MPSK-Operator

Enforcement Profiles - MPSK-Operator

Profile Attributes

Profile:

Name: MPSK-Operator

Description: Enforcement profile for MPSK operator logins
Type: Application

Action: Accept

Device Group List: =

Attributes:

Attribute Name Attribute Value

1. ‘ admin_privileges = Students /
2. ‘ ClearPass: User-Email-Address = %< Authorization:AriyaAD:Email}

The important bit here is the Attributes we are sending back to ClearPass Guest application authentication. The first one
is “Students” which is the name of the operator profile we will configure in ClearPass Guest. The second attribute is the
email address of the use so the MPSK credentials can be emailed to the user.
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4.8 Messaging Server

Part of the MPSK workflow is for ClearPass to email the credentials to the person who is registering their devices. For that
we need to configure SMTP relay server. Here | am using a gmail account

= pashboard
[ Monitoring M Messaging

<" Configuration

3 Administration

Sl sMTP Server
B

L] Administration » External Servers » Messaging Setup

« Configure SMS Gateway

ClearPass Messaging Setup guides you through configuration of the SMTP server for email and SMS notifications.

& ClearPass Portal
— M Users and Privileges
#° Admin Users
#° Admin Privileges

SMTP Settings
Server Name:
Username:
i# server Manager Password:
&P Server Configuration
& Log Configuration
# Local Shared Folders
& Licensing
~ 1 External Servers ‘
#° SNMP Trap Receivers
& Syslog Targets
& Syslog Export Filters
P cosaing seuun
f Endpoint Context Servers
& File Backup Servers
#° External Accounts

Verify Password:
Default From Address:

Emtg.gmai\.com Connection Security: StartTLS ~
» T Port:
Connection Timeout: seconds

Send Test Email Send Test SMS [l Reset [l save |

You can also send the test email by clicking on the “Send Test Email” button ensuring that all is good.
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5 ClearPass Guest

Here we’ll cover the ClearPass Guest configurations that are needed. You can configure the method, complexity, and
length of the MPSK passwords, and whether they will be generated or user-created.

5.1 MPSK Configuration
There is a new MPSK configuration that you can find under Administration -> Aruba Intergrations

aruba ClearPass Guest Menu —
g Guest Home » Administration » Aruba Integrations » MPSK Configuration

I' Devices Configure MPSK

Use this form to make changes to the configuration options for Aruba MPSK.

Administration @

< o2 API Services Auto-Configuration

&Y API Clients @® Do not modify any configuration
API Explorer . O Aways generate unique device Wi-Fi passwords
— Deployment Mode: O al d WiF 4
SOAP Web Services low unique device Wi-Fi passwords
- O Remove MPSK related fields from device forms and views
]l' Aruba Integrations

@ Controllers Password Options

‘«3, AirGroup Configuration * Random MPSK Method ‘ Random lowercase letters excluding vowels e
e The method used to generate a random device MPSK.
.fﬂ MPSK Configuration
. *
&' Check Security Random Password Length: | |\ rr 1 o racters to indlude in randomly-generated pre-shared keys
& Data Retention p . -
= ) * password Complexity No password complexity reguirement
73, Extensions Password complexity to enforce for manually-entered MPSK.
P [ﬁ. Import Configuration MPSK Example: g—wclrngx c Generate

[ h Operator Logins
. Save Configuration
& Plugin Manager

i %8 Support * required field

In most of the cases “Allow generate unique WiFi passwords” is used, Here WiFi password is referred to MPSK. This mode
creates unique PSK for the user since most of the users don’t know if they need it or not or can easily get confused. The
next option “allow unique device WiFi passwords” provides a checkbox in the mac_create form for the user to select it.

aruba ClearPass Guest
Guest Home » Administration » Aruba Integrations » MPSK Configuration

Devices Configure MPSK

Onboard

Configuration

{2y Administration ©
S API Services Auto-Configuration
Y APL Cliznts O bo not modify any configuration
API Explorer
o P . O] oo mammtn e 2ot 0 g
< SOAP Web Services Deployment Mode: O
Allow unique device Wi-Fi passwords
1" Aruba Integrations
1 g (O Remove MPSK related fields from device forms and vievl

s> Controllers
!_‘Lj,AirGroup Configuration

ted for each new device that is registered.

4 Check Security
N « mac_creste: Add field mpsk_snzble

mac_creste: Add field spansor_email
mac_create: Add field auto_send_smtp
mac_creata: Add field smtp_email_field
mac_craata_receipt: Add field mpsk_enable
mac_edit: Add field mpsk_snasble

mac_edit: Add field mpsk_refresh

mac_edit: Add field mpsk

mac_edit: Add fisld mpsk_has_key

mac_edit: Add field smtp_auto_send_field
mac_edit_receipt: Add field mpsk_enable
mactrac_creata: Add field mpsk_snable
mactrac_create: Add field sponsor_email
mactrac_create: Add field auto_send_smtp
mactrac_creata: Add field smtp_smail_field
mactrac_edit: Add field mpsk_snsble
mactrac_edit: Add field mpsk_refresh
mactrac_edit: Add field mpsk

mactrac_adit: Add fisld mpsk_has_key
mactrac_edit: Add field smtp_auto_send_field

& Data Retention

£3, Extensions
B L‘“_‘_"}. Impert Configuration
' ’;ﬂ Operator Logins

, Plugin Manager
+| & Support

Wi-Fi passwords are sent via email receipts and valid SMTP server settings must be provided.

Password Options

Random lowercase letters exduding vowels o
% Random MPSK Method: | g
The method used te generate a random device MPSK,

-

* Random Password Length: =
Number of characters to include in randomly-generatad pre-shared keys.

|Na password complexity requirement o

* password Complexity:
P | Bazsword complexity to enforce for manuzlly- ntered MPSK.

MPSK Example: gwolrngx & cenerzte

San nfiguration
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As seen above you can also choose the MPSK complexity and length but by default is minimum 8 and uses lowercase

letters excluding vowels.

5.2 Operator Profile

Operator profiles are used for a user who is able to log in to ClearPass Guest. You can have different operator profile with

different level of access. Here we need one for the students to be able to login and register their devices.

ClearPass Guest
Home » Administration » Operator Logins » Profiles

Edit Operator Profile (Students)

Use this form to make changes to the operator profile Students.

[Students |

Enter a name for this operator profile. |

* Name:

Description

Comments or descriptive text about the operator profile

Access
These options control what operators with this profile are permitted to do.

Allow operator logins

Enabled:
If unchecked, operators with this profile will not be able to log in.
- Operator Privileges
& Administrator
Select operator permissions for system administration and management tasks.
9 Advertising Services
Select operator permissions for managing advertising content and services
2 APE Services
Select operator permissions for API access and management.
‘" Aruba Integrations
Select operator permissions for access to Aruba integrations.
d' Devices
Select operator permissions for managing devices on a network
& Create New Device O No Access O Read Only @ Full
Operators with this privilege may create individual devices.
& Export Devices ® No Access O Read Only
Operators with this privilege may export a list of devices
& Import Devices ® No Access O Read Only O Full
Operators with this privilege may create new devices from a data source.
& Manage Devices O No Access (O Read Only @ Full
Operators with this privilege may view and manage individual devices.
€ Guest Manager
Select operator permissions for managing guest users for a network.
& Hotspot Manager
Select operator permissions for managing self-provisioned guest access.
@ Tnsight
Select operator permissions for Insight application
- ¥8 1P Phone Services
rivileges:
2 Select operator permissions for IP phone administration and management tasks.
@ onboard
Select operator permissions for managing Onboard device provisioning.
€5 operator Logins

Select permissions for managing local operator logins.

a Pass Services
Select operator permissions for managing digital passes.

g
:
&
< <

i Platform No Access
Select operator permissions for platform administration tasks.

g
g
%
<

@ Policy Manager

Select operator permissions for Policy Manager

g
]
4]

<

' SMS Services
Select operator permissions for access to SMS services.

e
)
3
<

, SMTP Services
Select operator permissions for SMTP services.

£ Configure SMTP Services @ No Access (O Read Only O Full
Operators with this privilege may configure SMTP settings

& Send SMTP Messages O No Access O Read Only ® Full
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225 support services

Select operator permissions for access to support services.

P Translation Assistant

Select operator permissions for tasks related to translation.

Show descriptions
Select the privileges that will be granted to this operator login.

Name

@ ClearPass Policy Manager

O [Contractor]

O [Guest]
User Roles: O [Employee]

[ students

Students-Devs h
10 rows per page ~

Select the visitor account roles that these operators are permitted to use.

| No operator filter V‘
Select the default operator filtering to apply to guest accounts.

* Operator Filter:

User Account Filter:
Enter a comma-delimited list of field=value pairs to create an account filter.

Session Filter:
Enter a comma-delimited list of field=value pairs to create a session filter.

Account Limit:  Maximum number of accounts the operator can create.
Leave blank for no limit.

User Interface
These options control the visual appearance and behavior of the application.

. |(Default) v
" Choose the skin to use for operators with this profile.
Start Page: “Defau":) -

The initial page to show this operator after logging in.

Auto-detect ~
Language:

Select the default language to use for operators with this profile

| (GMT+10:00) Australia/Melbourne; Victoria ~

Time Zone: - = - -
Select the default time zone for operators with this profile.

I override the application’s forms and views
If checked, you can specify different default forms and views to use.

B save Changes

Customization:

5.3 Form Fields

The form that the users will use to register their devices is “mac_create” as seen below. You need to make sure that
“sponsor_email” is enabled.

aruba ClearPass Guest

Guest Home » Configuration » Pages » Forms
Devices Customize Form Fields (mac_create)
¥ Onboard
“& Configuration O
8y Authenticat Use this list view to modify the fields of the form mac_create.
uthentication
+ @ Content Manager © Quick Help 2 Preview Form

q; Guest Manager

Description

o 8
¥ Hotspot Manager Select an option for changing the status
- 1 enabled dropdown Account Status: R
‘®+ Pages of this account.
% Fields 5 mac_auth hidden Is Device:
E!'_] 5.1 mac text MAC Address: MAC address of the device.
m List Views 10 sponsor_name text Sponsor’s Name: ’:I[a(rgilfg the person sponsoring this
'@+ Self-Registrations -
- . . . Email of the person sponsoring this
rgweb Logins 10.1 sponsor_email text Sponsor’s Email: account.
4, Web Pages 20 visitor_name text Device Name: Name of the device.
+ Q Receipts 25 visitor_phone phone Phone Number: The guest's phone number.
* ' SMS Services 30 visitor_company text Company Name: Company name of the guest.
“?;\ Translations 35 airgroup_device_type dropdown Device Type: Select the type of your device.
L) .
\ Assistant 40 mpsk_enable hidden Wi-Fi Password:
Language Packs
% guag 40.2 auto_send_smtp hidden Auto Email:
.ﬁ Field Customizations .
3 40.300000000000004 smtp_email_field hidden Email Field:
.@ Page Customizations
AirGroup uses device ownership and
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You need to further edit that field and add a value to the “Initial value”

Home » Configuration » Pages » Forms

Customize Form Field (sponsor_email)

Use this form to override the field sponsor_email in the form mac_create. % Edit Base Field

Form Field Editor

| sponsor_email ~ |
Select the field definition to attach to the form.

* Field Name:

Form Display Properties
These properties control the user interface displayed for this field. |

Enable this field
When checked, the field will be included as part of the form.

* Rank:

Mumber indicating the relative ordering of user interface fields, which are displayed in order of increasing rank.

Field:

[ Text field ~

* User Interface: - - : L .
The kind of user interface element to use when entering or editing this field.

|Sponsar’s Email: |

Label: — -
Label for this field to display on the form.
Email of the person sponsoring this
account.

Description:

p 1:‘:) Revert

Descriptive text for this field, displayed with the user-interface element.
CS5S Class: l I

Cptional C55 class name to apply to this form field.

€55 Style: [width: 240px; |
COptional CS5 style text to apply to this form field.

Frompt text to display in the user interface element. Requires a HTML 5 capable browser.

Placeholder:

Label After: l - - l
Text to display after the user interface element.

Label After (HTML):

Insert... ™
HTML to display after the user interface element.
You can use Smarty template syntax in this field.

Form Validation Properties
These properties control how the value of this field is checked.

] [Field value must be supplied|

Field Reguired: - — - .
Select this option if the field cannot be omitted or left blank.

[array { 'generator' => 'GeneratorFromSession', 'generator_ar (:} Revert

Initial Value: R — - —— -
value to initialize this field with when the form is first displayed.

[ 1svalidEmail ~ |
The function used to validate the contents of a field.

* validator:

[ (tone) >
Optional name of field whose value will be supplied as the argument to a validator

Validator Param:

array | ~
. 'allow' =>
Validator Argument: array | hd

Optional value to supply as the argument to a validator

|Please enter a valid email address. |

Validation Error: - - — - — ; -
The error message to display if the field's value fails validation and the validator does not return an error message directly.

Advanced Properties
These properties control conversion, display and dynamic behaviours.

Advanced: [ ] |show advanced properties|

The error message to display if the field’s value is not supplied, has an incorrect type, or if conversion fails.

Type Error:
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The initial value should be as shown below.

array ( 'generator' => 'GeneratorFromSession', 'generator args' => array ( 0 =>
'userauth user', 1 => 'User-Email-Address', ) )

The above will populate the sponsor email field with the email attribute of the user who is registering the device.
Remember that “MPSK-Operator” enforcement profile is sending the “%{Authorization:AriyaAD:Email} to Aruba Guest
application.
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6 Testing

So now when the user who is in “Students” AD user group login to ClearPass Guest for device registration, it
authentication request should match the “Guest Operator Logins”

6.1 Device Registration

aruba ClearPass Guest

Operator Login

Username:  |studentl |

Password: ||onoo|oo| |

Upon successful login, the user will see this page. This is a default page and you can customise it like you would with any
Guest Weblogin page.

aruba ClearPass Guest Menu =—
ﬁDevices @

a Create Device
.}f Manage Devices

Unified Visitor Management

 Last successful login from 192.168.1.131 on Friday, 26 April 2019, 1:51 PM

o No failed attempts since last successful login

Devices
“ﬂ)")ﬂ/ Manage devices

+ Create new device

* Manage devices
43‘ Change Language

&) Logout

I'll add the MAC address of my device, give it a name and choose the account expiry. Remember that account expiry can
also be customised to reduce the options and you can also remove “Airgroup” field from this form.

aruvba ClearPass Guest Menu —
_ INEW UEVILE UEINY U Ealeu Uy Stuuens
JT' Devices Create New Device
~8 * MAC Address: @4:d1:azi5€:32:52 )
MAC address of the device
JT" Manage Devices )
- ‘ . larlyap@hpe.com
4 Manage Multiple Devict SponsorsiEmall:t o sr o the nerias sponsering this account
* Device Name: ,Bny"pad )
Name of the device

;] Enable AirGroup

AirGroup: = AirGroup uses device ownership and location information to limit the printers and Apple TVs available to
network users
Account | Now n
Activation:  select an option for changing the activation time of this account
Account | 1 day from now n
Expiration:  select an option for changing the expiration time of this account

A colintRolE: Students-Devs

Notes: W

* Terms of Use: I am the sponsor of this account and accept the terms of use

:

* required field
3 Back to devices
“. Configuration o ’J

Administration [} & Back to main
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Once | have clicked on the “Create” button, | get the following screen.

aruvba

JT" Devices

o1 cate Device

1" Manage Devices

L4 Manage Multiple Devic¢

ClearPass Guest

Home » Devices » Create Device

Finished Creating Device

The device was successfully created.

Create New Device Receipt

MAC Address: A4-D1-D2-5F-32-52

Account Status: Active

Account Activation: Monday, 06 May 2019, 10:13 AM

Account Expiration: Account will expire at Tuesday, 07 May 2019, 10:13 AM

Account Role: Students-Devs
Registered By: studentl

Wi-Fi Password: Generated

\é [Open print window using template... n

’J Back to devices

€ Back to main

Menu =——

¢ Create another device
&1 Manage devices

The credentials for the MPSK should be email automatically to the email address of the user who was registering this
device. You should also be able to view the MPSK credential from “Device Registration”

2
si" Account List
G

Open print window using template... \ ~

Open print window using template...

Certificate Expiry

Device Registration

Download Receipt

SMS Receipt

Guest Account Expiry
GuestManager Receipt

One account per page

SMS Sponsor Confirmation Alert
Sponsor Device Provisioning
Sponsorship Confirmation

Two-column scratch cards

Choosing it will pop a new browser window as shown below.

Wi-Fi Network: Aruba
Device Name: My-iPad

Device Wi-Fi Instructions:

address
2 Connect to the wireless network: Aruba

3 | Wi-F1 password: bmnznslk

4| Device expires: Monday, April 29, 2019 10:46

MAC Address: A4-D1-D2-5F-32-52

1 Make sure your wireless adapter Ad4-D1-D2-5F-32-52 is set o dynamically obtain an IP
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6.2 ClearPass Access Tracker Operator Login

So from Access tracker we see the following two Auth Requests

Monitoring » Live Monitoring » Access Tracker

Access Tracker aApr 28, 2019 10:48:37 AEST © Auto Refresh

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

v [All Requests] 4 poc.clearpass.info (192.168.1.94) '<_s" Last 1 day before Today m
Filter:| Request 1D ~ H contains V| mm Show records

[Device Registration

- ACCEPT 2019/04/28 10:46:38
Disconnect]

il ‘ 192.168.1.94 WEBAUTH A4-D1-D2-5F-32-52

2. | 192.168.1.94 Application student1 Guest Operator Logins ACCEPT 2019/04/28 10:46:02
| = = o

The Request ID #2 is when the studentl login to ClearPass Guest for device registration.

Login Status: ACCEPT
Session Identifier: W00000003-01-5ccd4f7ca
Date and Time: Apr 28, 2019 10:46:02 AEST

End-Host Identifier: -
Username: student1
Access Device IP/Port: --

Access Device Name: =

System Posture Status: UNKNOWN (100)
Policies Used -
Service: Guest Operator Logins
Authentication Method: Not applicable
Authentication Source: AriyaAD
Authorization Source: AriyaAD
Roles: [User Authenticated]
Enforcement Profiles: MPSK-Obperator

While checking the “Input” tab for Authorization attributes, we see the email address of the user

Summary m Output

Username: studentl

End-Host Identifier: -

Access Device IP/Port: -:-

Authorization Attributes

Authorization: AriyaAD:Account Expires 9223372036854775807 [30828-09-14 12:48: T]
Authorization: AriyaAD:Email ariyap@hpe.com

Authorization: AriyaAD: memberOf CN=Student,CN=Users,DC=wlan,DC=net
Authorization: AriyaAD:Name studentl
Authorization: AriyaAD:UserDN CN=studentl,CN=Users,DC=wlan,DC=net

And we are passing that to ClearPass Guest along with the operator profile name.
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Summary Input m

Enforcement Profiles: MPSK-Operator

System Posture Status: UNKNOWN (100)

Audit Posture Status: UNKNOWN (100)

Application Response

Application:admin_privileges

Students

Application:ClearPass:User-Email-Address ariyap@hpe.com

When we clicked on the “Create” button for device registration, it will generate the second WEBAUTH request that

basically will disconnect the device if it was on the network.

Output

Login Status:

Session Identifier:
Date and Time:
End-Host Identifier:
Username:

Access Device IP/Port:
Access Device Name:

System Posture Status:

Service:
Authentication Method:
Authentication Source:
Authorization Source:
Roles:

Enforcement Profiles:

Summary Iml

ACCEPT

WO00000004-01-5cc4f7ee

Apr 28, 2019 10:46:
add1d25f3252
A4-D1-D2-5F-32-52

UNKNOWN (100)

[Device Registration
Mot applicable

[Guest Device Repos
[Guest Device Repos

[User Authenticated]

[ArubaOS Wireless - Terminate Session]. [Aerohive - Terminate Session]. [Cisco -

Output

38 AEST

Policies Used -

Disconnect]

itory]
itory]

Username:
End-Host Identifier:

Access Device IP/Port:

Computed Attributes

Application:ClearPass:

A4-D1-D2-5F-32-52
a4d1d25f3252

Page-Name

Authentication:Full-Username

Authentication:Full-Username-Normalized

Authentication:Posture

Authentication:Source

Authentication:Status

Authentication:Username

Authorization:Sources

Connection:Client-Mac-Address

Connection:Client-Mac-Address-Colon

mac_create
A4-D1-D2-5F-32-52
A4-D1-D2-5F-32-52
Unknown

[Guest Device Repository]
User

A4-D1-D2-5F-32-52
[Guest Device Repository]
a4d1d25f3252
ad:d1:d2:5f:32:52
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Summary Input m

Enforcement Profiles:

System Posture Status:

Audit Posture Status:

RADIUS Response

[Aruba0Ss Wireless - Terminate Session], [Aerohive - Terminate Session], [Cisco -

Terminate Session], [H3C - Terminate Session], [Juniper Terminate Session], [Motorola -

Terminate Session], [Trapeze - Terminate Session], [ArubaQS Switching - Terminate

Session]
UNKNOWN (100)
UNKNOWN (100)

Radius:IETF: Acct-Session-Id
Radius:IETF:Calling-Station-1d a4d1d25f3252
Radius:IETF:NAS-IP-Address  192.168.1.10

Radius:IETF:NAS-Port 0
Radius:IETF:Service-Type 1
Radius:IETF:User-Name student1

Now we should also check the Event Viewer to see if the email was sent to the user.

DEEHLLET [] Monitoring » Event Viewer

@ Monitoring
= ELwe Monitoring
& Access Tracker
gAccounting
& onGuard Activity
Analysis & Trending
nSystEm Monitor
+ BH profiler and Network Scan
& Audit Viewer
P vont Viewer
& Data Filters
@ Blacklisted Users

© Event Viewer

The Event Viewer provides reports about system-level events. All attempted upgrade, patch, and hotfix installations

are logged here.

F\Iter:‘ Source

v ” contains ‘

Source

Admin UL
Guest UL

(S S U C R

[system Event Details

Source

Level
Category
Action

Timestamp

Description

Admin UT
INFO
Email Successful

None

Apr 28, 2019 10:46:48 AEST

From: ariyap@aruba.com
To: ariyap@hpe.com

ClearPass Updater

Policy Manager UI

ClearPass Updater

INFO
INFO
INFO
INFO
INFO

Mail Subject: Device receipt for My-iPad (A4-D1-D2-5F-

32-52)

And this is the email content that was received

arvba

ClearPass Guest

Your device has been successfully
registered and can now be

connected.

Wi-Fi Network: Aruba

Device Name: My-iPad

MAC Address: A4-D1-D2-5F-32-52

Device Wi-Fi Instructions:

Make sure your wireless adapter A4-D 1-D2-5F-32-52 is set to dynamically

obtain an IP address

Connect to the wireless network: Aruba

Wi-Fi password: bmnznslk

Device expiras: Monday, April 29, 2015 10:46

& Copyright 2019 Aruba, a Hewlelt Packard Enterprise company

[ Go | clearFilter

Category
AV/AS Updates

Logged in

Email Successful
Logged in
AV/AS Updates

Action
Success
None
None
None

Success
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6.3 Aruba Instant AP
Now that we have the MPSK, we’ll connect the device to the MPSK SSID.

nstantVC Q [3 @
| student1 192.168.1.131 a4:.d1:d2:5f:32:52 - ArubaMPSK BLDG-A-ATV1 149 AN Students-D fd14:594:8156:26 39 39
il Dashboard
Overview Overview  Client Match ~ AppRF
Networks Info RF Dashboard
Access Points Name student1 Client Signal Speed
) IPv6 Address fd14:5f94:8156:2600:8e1:313a:3231:2cf5 student? wtl -
Clients
IP Address 192.168.1.131 MAC address  a4.d1.d2:5f32:52 Access Point Utilization Noise Errors
£ Configuration os ESSID ArubaMPSK BLDG-A ATV . . _
Access Point BLDG-A-ATV1 Channel 149
} Maintenance Type AN Role Students-Devs

As it can be seen above the device connected successfully. We'll check the authentication buffer as well.

BLDG-A-ATV1# show ap debug auth-trace-buf mac a4:dl1:d2:5£:32:52

Auth Trace Buffer

Apr 28 10:52:55 mac-auth-req -> a4:d1:d2:5f:32:52 24:f2:7f:d5:fa:d3/ClearPass - - a4dl1d25£3252
Apr 28 10:52:55 mac-auth-success <- a4:d1:d2:5f:32:52 24:f2:7f:d5:fa:d3/ClearPass - - success

Apr 28 10:52:55 station-up * a4:d1:d2:5f£:32:52 24:f2:7f:d5:fa:d3 = = wpa2 psk aes
Apr 28 10:52:55 wpa2-keyl <- a4:d1:d2:5f:32:52 24:f2:7f:d5:fa:d3 - 117

Apr 28 10:52:56 wpa2-key2 -> a4:d1:d2:5f£:32:52 24:£f2:7f:d5:fa:d3 - 117

Apr 28 10:52:56 wpa2-key3 <- a4:d1:d2:5f£:32:52 24:f2:7f:d5:fa:d3 - 151

Apr 28 10:52:56 wpa2-key4 -> a4:d1:d2:5£:32:52 24:f2:7f:d5:fa:d3 - 95

BLDG-A-ATV1#

Nowe we’ll view the details of the MPSK local cache

BLDG-A-ATV1# show ap mpskcache

PPSK Cache Table

Client MAC Key Del Expiry Role VLAN ESSID

ad:d1:d2:5f:32:52 590A1BAFAl7E... No = ArubaMPSK 1 ArubaMPSK
PPSK Cache Count:1
BLDG-A-ATV1#

Note that the Del column shows “No” and Expiry columns is empty. This will be the case as long as the device is in the
association table of the IAP. Here is the client association table

BLDG-A-ATV1# sh ap association

The phy column shows client's operational capabilities for current association

Flags: H: Hotspot(802.11u) client, K: 802.11K client, M: VHT Mu beam formee, R: 802.11R client, W:

WMM client, w: 802.11lw client, V: 802.11lv BSS trans capable, P: Punctured preamble, U: HE UL Mu-
mimo, O: OWE client, S: SAE client, E: Enterprise client

PHY Details: HT : High throughput; 20: 20MHz; 40: 40MHz; t: turbo-rates (256-QAM)
VHT : Very High throughput; 80: 80MHz; 160: 160MHz; 80p80: 80MHz + 80MHz
HE : High Efficieny; 80: 80MHz; 160: 160MHz; 80p80: 80MHz + 80MHz

<n>ss: <n> spatial streams

Association Table

Name bssid mac auth assoc aid 1-int essid vlan-id phy
assoc. time num assoc Flags DataReady UAC

BLDG-A-ATV1 24:f2:7f:d5:fa:d3 a4:dl1:d2:5f£:32:52 vy y 1 10 ArubaMPSK 1 a-
HT-20-1ss 2m:59s 1 W Yes (Implicit) 0.0.0.0



BLDG-A-ATV1 24:f2:7f:d5:fa:d0 Db8:41:a4:74:e5:46 vy y 1 20 SG1 1 a-
VHT-80sgi-1ss 17h:38m:1ls 1 WV Yes (Implicit) 0.0.0.0

Num Clients:2

BLDG-A-ATV1#

As soon as the client is removed from this table, you'll see the Del= Yes and the expiry time is set to 16:40 min.

BLDG-A-ATV1# show ap mpskcache

PPSK Cache Table

Client MAC Key Del Expiry Role VLAN ESSID
ad4:d1:d2:5f:32:52 590A1BAFAl7E... Yes 1lom:38s Students-Devs 1 ArubaMPSK
PPSK Cache Count:1

BLDG-A-ATV1#

BLDG-A-ATV1# show ap mpskcache

PPSK Cache Table

Client MAC Key Del Expiry Role VLAN ESSID

ad:dl1:d2:5f:32:52 590A1BAFAl7E... Yes 15m:36s Students-Devs 1 ArubaMPSK
PPSK Cache Count:1
BLDG-A-ATV1#

When the MPSK local cache is available all MPSK authentication will be successful even if ClearPass is not reachable.
However when the Expiry time runs out and ClearPass is not available the MPSK clients can’t authenticate, see below

BLDG-A-ATV1# show ap mpskcache

PPSK Cache Table

Client MAC Key Del Expiry Role VLAN ESSID

PPSK Cache Count:0
BLDG-A-ATV1#
BLDG-A-ATV1# sh ap deb auth-trace-buf 10

Auth Trace Buffer

Apr 29 16:16:47 wpa2-keyl <- a4:d1:d2:5f:32:52 24:f2:7f:d5:fa:d0 - 117
Apr 29 16:16:47 wpa2-key2 -> a4:d1:d2:5£:32:52 24:£f2:7f:d5:£fa:d0 - 117
Apr 29 16:16:47 wpa2-key3 <- a4:d1:d2:5f:32:52 24:f2:7f:d5:fa:d0 - 151
Apr 29 16:16:47 wpa2-key4d -> a4:d1:d2:5£:32:52 24:f2:7f:d5:£fa:d0 = 95

Apr 29 16:16:51 server out-of-service * a4:d1:d2:5f£:32:52 24:f2:7f:d5:fa:d3/ClearPass - -
server timeout

Apr 29 16:17:44 mac-auth-reqg -> a4:d1:d2:5f:32:52 24:f2:7f:d5:fa:d3/ClearPass - -
a4dld25£3252
Apr 29 16:18:02 mac-auth-reqg -> a4:d1:d2:5f:32:52 24:f2:7f:d5:fa:d3/ClearPass - -
a4dld25£3252

Apr 29 16:18:04 server out-of-service * a4:d1:d2:5f:32:52 24:f2:7f:d5:fa:d3/ClearPass - -
server timeout

Apr 29 16:18:21 mac-auth-reqg -> a4:d1:d2:5f:32:52 24:f2:7f:d5:fa:d3/ClearPass - -
a4dl1d25£3252

Apr 29 16:18:22 server out-of-service * a4:d1:d2:5f£:32:52 24:f2:7f:d5:fa:d3/ClearPass - -
server timeout

BLDG-A-ATV1#

And when we reconnect the ClearPass to the network like before all MPSK authentication will get through.

BLDG-A-ATV1# sh ap deb auth-trace-buf 10
Auth Trace Buffer
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Apr 29 16:18:36 wpa2-key3 <- a4:d1:d2:5£:32:52 24:£f2:7f:d5:fa:d0 - 151
Apr 29 16:18:36 wpa2-key4d -> a4:d1:d2:5£:32:52 24:£f2:7f:d5:fa:d0 - 95
Apr 29 16:18:40 server out-of-service * a4:d1:d2:5f:32:52 24:f2:7f:d5:fa:d3/ClearPass
server timeout

Apr 29 16:23:16 mac-auth-req -> a4:d1:d2:5f£:32:52 24:f2:7f:d5:fa:d3/ClearPass - -
a4dl1d25£3252

Apr 29 16:23:16 mac-auth-success <- a4:d1:d2:5f:32:52 24:f2:7f:d5:fa:d3/ClearPass - -
success

Apr 29 16:23:16 station-up * a4:d1:d2:5£:32:52 24:£f2:7f:d5:fa:d3 = =
wpaz2 psk aes

Apr 29 16:23:16 wpa2-keyl <- a4:d1:d2:5f:32:52 24:f2:7f:d5:fa:d3 - 117
Apr 29 16:23:17 wpa2-key2 -> a4:dl1:d2:5£:32:52 24:f2:7f:d5:fa:d3 - 117
Apr 29 16:23:17 wpa2-key3 <- a4:d1:d2:5f:32:52 24:f2:7f:d5:fa:d3 - 151
Apr 29 16:23:17 wpa2-key4 -> a4:dl1:d2:5£:32:52 24:f2:7f:d5:fa:d3 - 95

BLDG-A-ATV1#
BLDG-A-ATV1# show ap mpskcache

PPSK Cache Table

Client MAC Key Del Expiry Role VLAN ESSID

a4:dl1:d2:5f:32:52 8EFA48327CC5... No = Students-Devs 1 ArubaMPSK
PPSK Cache Count:1
BLDG-A-ATV1#

Let’s check ClearPass access tracker.

6.4 ClearPass Access Tracker MPSK Authentication

This is the Authentication request as seen from ClearPass.

Monitoring » Live Monitoring » Access Tracker

Access Tracker apr 28, 2019 11:00:38 AEST @ Auto Refresh

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

¥ [All Requests] § poc.clearpass.info (192.168.1.94) *is" Last 1 day before Today m
Filter: [ Request ID [ contains ]| m Clear Filter Show records

MPSK Aruba Wireless with

1. ‘ 192.168.1.94 RADIUS student1 X ACCEPT 2019/04/28 10:57:00

2. |192.168.1.94 WEBAUTH A4-D1-D2-5F-32-52 [Device Registration ACCEPT 2015/04/28 10:46:38
Disconnect]

3. | 192.168.1.94 Application studentl Guest Operator Logins ACCEPT 2019/04/28 10:46:02

Here is the full detail of the access tracker tabs for this request.

Login Status: ACCEPT
Session Identifier: RO0000003-01-5cc4fasc
Date and Time: Apr 28, 2019 10:57:00 AEST
End-Host Identifier: a4d1d25f3252
Username: student1
Access Device IP/Port: 192.168.1.10:0 (InstantVvC / Aruba)
Access Device Name: InstantVC
System Posture Status: UNKNOWN (100)
Policies Used -
Service: MPSK Aruba Wireless with MPSK
Authentication Method: MAC-AUTH
Authentication Source: Local:localhost
Authorization Source: [Guest Device Repository]
Roles: Students-Devs, [User Authenticated]
Enforcement Profiles: Aruba User Role - Students-Devs. [Reaistered Device MPSKI. [Return Device
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Summary G OQutput
Username: studentl
End-Host Identifier: a4d1d25f3252

Access Device IP/Port: 192.168.1.10:0 (InstantVC / Aruba)

RADIUS Request|

Radius:Aruba:Aruba-AP-Group  InstantVC
Radius:Aruba:Aruba-Essid-Name ArubaMPSK
Radius:Aruba:Aruba-Location-Id BLDG-A-ATV1
Radius:IETF:Called-Station-Id 204c0323a7c0
Radius:IETF:Calling-Station-1d add1d25f3252
Radius:IETF:NAS-Identifier InstantVC
Radius:IETF:NAS-IP-Address 192.168.1.10
Radius:IETF:NAS-Port 0
Radius:IETF:NAS-Port-Type 19
Radius:IETF:Service-Type 10

Summary @SULINE Output
Radius:IETF:Service-Type 10
Radius:IETF:User-Name a4d1d25f3252

Authorization Attributes

Authorization:[Guest Device Repository]: AccountStatus
Authorization:[Guest Device Repository]: Device Account Active
Authorization:[Guest Device Repository]: Device Account Enabled
Authorization:[Guest Device Repository]: Device Account Expired
Authorization:[Guest Device Repository]: Device MPSK
Authorization:[Guest Device Repository]: Device Role ID
Authorization:[Guest Device Repository]: RemainingExpiration

Authorization:[Guest Device Repository]:SponsorName

0
true
true

false

HHCR R R R R HOK

3008
8577

student1

7

And most importantly ClearPass sends back the MPSK, username and user role to Aruba Instant cluster.

Summary  Input [T

Enforcement Profiles:
Name - RADIUS User-Name]

System Posture Status: UNKNOWN (100)

Audit Posture Status: UNKNOWN (100)

RADIUS Response

Radius:Aruba:Aruba-MPSK-Passphrase *#®#®%xssxx
Radius:Aruba:Aruba-User-Role Students-Devs

Radius:IETF:User-Name studentl

6.5 Packet Capture

Aruba User Role - Students-Devs, [Registered Device MPSK], [Return Device Sponsor

Here we have got the packet capture using wireshark with a4:d1:d2:5f:32:52 being the MAC address of the client.

560 13. Apple 5f:32:52 ErmilEes

167895
561 13.108373 HewlettP_d5:fa:d3 Apple_5f:32:52
563 13.310298 Apple_5f:32:52 HewlettP_d5:fa:d3
566 13.312608 HewlettP_d5:fa:d3 Apple_5f:32:52
568 13.312611 Apple 5f:32:52 HewlettP_d5:fa:d3
578 13.312613 HewlettP_d5:fa:d3 Apple 5f:32:52
576 13.377686 Apple 5f:32:52 HewlettP_d5:fa:d3
582 13.551469 HewlettP_d5:fa:d3 Apple 5f:32:52
584 13.552998 Apple_5f:32:52 HewlettP_dS5:fa:d3
585 13.568994 HewlettP_d5:fa:d3 Apple_5f:32:52
587 13.562625 Apple_5f:32:52 HewlettP_d5:fa:d3
590 13.867009 Apple_5f:32:52 HewlettP_d5:fa:d3
591 13.867290 HewlettP_d5:fa:d3 Apple 5f:32:52
594 13.868490 Apple 5f:32:52 IPvemcast 16
585 13.868492 192.168.1.121 192.168.1.133
596 13.926893 Apple_5f:32:52 IPv6mcast_16

802.
802.
802.
802.
802.
802.
802.
EAPO
EAPO!
EAPO!
EAPO!
802.
802.
LLC
802.
802.

11
11
11
11
11
11
11
L
L
L
L
11
11

11
11

182 Probe Request, SMN=2843, FM=0, Flags=........ C, SSID=ArubaMPSK

264 Probe Response, SN=@, FN=0, Flags=........ , BI=1@8, SSID=ArubaMPSK

107 Authentication, SN=2844, FN=0, Flags=........ C

96 Authentication, SN=@, FN=0, Flags=........ , SSID=Wildcard (Broadcast)

233 Association Request, SN=2845, FN=0, Flags=........ C, SSID=ArubaMPSK

194 Association Response, SN=8, FN=@, Flags=........ , SSID=Wildcard (Broadcast)
90 Null function (No data), SN=2846, FN=0, Flags=....... TC

221 Key (Message 1 of 4)
217 Key (Message 2 of 4)[Malformed Packet]
255 Key (Message 3 of 4)
195 Key[Malformed Packet]

99 Action, SN=2847, FN=0, Flags=........ C

102 Action, SN=25, FN=0, Flags=........ , SSID=Wildcard (Broadcast)[Malformed Packet]
200 I, N(R)=16, N(S)=0; DSAP NULL LSAP Group, SSAP NULL LSAP Command

86 802.11 Block Ack Reg, Flags=........ C

194 Data, SN=2559, FN=8, Flags=.p....F.
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Malform packet message on wireshark just indicates that wireshark dissector can't dissect the contents of the packet any
further. Here we are using one IAP to do the remote pcap. But the main thing in the above screen shot is that MPSK goes
through the 4-way key exchange.

Here is the BSS table on the Instant AP.

BLDG-A-ATV1# sh ap bss-table

Aruba AP BSS Table

bss ess port ip phy type ch/EIRP/max-EIRP cur-cl ap name in-t (s)
tot-t flags

24:f2:7f:d5:fa:d0 SG1 2/ 192.168.1.121 a-VHT ap 149E/27.0/28.6 1 BLDG-A-ATV1 O
3d:6h:34m:31s

24:f2:7f:d5:fa:dl Corp ?/? 192.168.1.121 a-VHT ap 149E/27.0/28.6 0 BLDG-A-ATV1 O
3d:6h:34m:22s

24:f2:7f:d5:fa:d2 SG9 ?2/? 192.168.1.121 a-VHT ap 149E/27.0/28.6 0 BLDG-A-ATV1 O
3d:6h:34m:13s W3M

24:f2:7f:d5:fa:d3 ArubaMPSK ?/? 192.168.1.121 a-VHT ap 149E/27.0/28.6 1 BLDG-A-ATV1 O
2d:23h:10m:43s

24:f2:7f:d5:fa:c0 SG1 2/ 192.168.1.121 g-HT ap 1/9.0/22.1 1 BLDG-A-ATV1 O
3d:6h:34m:31s

24:f2:7f:d5:fa:cl Corp ?/2 192.168.1.121 g-HT ap 1/9.0/22.1 0 BLDG-A-ATV1 O
3d:6h:34m:22s

24:f2:7f:d5:fa:c2 SGHY ?2/? 192.168.1.121 g-HT ap 1/9.0/22.1 0 BLDG-A-ATV1 O
3d:6h:34m:13s W3M

24:f2:7f:d5:fa:c3 ArubaMPSK ?/? 192.168.1.121 g-HT ap 1/9.0/22.1 0 BLDG-A-ATV1 O

2d:23h:10m:41s

Channel followed by "*" indicates channel selected due to unsupported configured channel.
"Spectrum" followed by """ indicates Local Spectrum Override in effect.

Num APs:8
Num Associations:3

Flags: K = 802.11K Enabled; W = 802.11W Enabled; 3 = WPA3 BSS; O = OWE Transition mode OWE BSS; o = OWE

Transition mode Open BSS; M = WPA3-SAE mixed mode BSS
BLDG-A-ATV1#

And here is the corresponding Authentication trace from IAP.

BLDG-A-ATV1# sh ap deb auth-trace-buf mac a4:d1:d2:5£:32:52 12

Auth Trace Buffer

Apr 29 14:05:46 mac-auth-req -> a4:d1:d2:5f:32:52 24:f2:7f:d5:fa:d3/ClearPass - -
a4dld25£3252

Apr 29 14:05:46 mac-auth-success <- a4:d1:d2:5f:32:52 24:f2:7f:d5:fa:d3/ClearPass - -
success

Apr 29 14:05:46 station-up * ad4:d1:d2:5f£:32:52 24:f2:7f:d5:fa:d3 = =
wpa2 psk aes

Apr 29 14:05:46 wpa2-keyl <- a4:d1:d2:5f:32:52 24:f2:7f:d5:fa:d3 - 117
Apr 29 14:05:46 wpa2-key2 -> a4:d1:d2:5£:32:52 24:£f2:7f:d5:fa:d3 - 117
Apr 29 14:05:46 wpa2-key3 <- a4:d1:d2:5f:32:52 24:f2:7f:d5:fa:d3 - 151
Apr 29 14:05:46 wpa2-key4d -> a4:d1:d2:5f£:32:52 24:£f2:7f:d5:fa:d3 = 95
Apr 29 14:48:51 station-up * ad4:d1:d2:5f£:32:52 24:f2:7f:d5:fa:d3 = =
wpa2 psk aes

Apr 29 14:48:51 wpa2-keyl <- a4:d1:d2:5f:32:52 24:f2:7f:d5:fa:d3 - 117
Apr 29 14:48:51 wpa2-key2 -> a4:d1:d2:5£:32:52 24:f2:7f:d5:fa:d3 - 117
Apr 29 14:48:51 wpa2-key3 <- a4:d1:d2:5f:32:52 24:f2:7f:d5:fa:d3 - 151
Apr 29 14:48:51 wpa2-key4d -> a4:d1:d2:5£:32:52 24:f2:7f:d5:fa:d3 = 85

BLDG-A-ATV1#
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7 Pre-populating MAC address Workflow

In the previous workflow when the users who want to register their devices for MPSK, had to login to ClearPass Guest
then they would be prompted for a MAC address of their device that they want to register. This could be problematic for

the users since most of them may not even know what the MAC address is and where to get it.

An easier workflow would be to get the user login to ClearPass Guest with their device that needs registration, and we

pre-populate the MAC address field with the MAC address of the device.

7.1 Aruba Instant Configuration

For this workflow, we need to configure a Captive portal profile that redirects the user to Device Registration page. The
external captive portal profile we have configured here is “MPSK-Rego” and URL is “/guest/mac_create.php” as seen

below.

aruvba

Ll Dashboard
Overview
Networks
Access Points

Clients

¢ configuration
Networks
Access Points
System
RF
Security
IDS
Routing

Tunneling

InstantVC

Authentication Servers

Users

Roles
Blacklisting
Firewall Settings
Inbound Firewall

External Captive

Portal

External Captive Portal

Name
default
DemoCP
Offender
Guest-CP
BYOD-CP
MPSK-Rego

+ &

/

2> Custom Redirect Page URL

Then we'll reference that in our Guest WLAN.

Edit network Guest > o Basic

Name & Usage

Name

Primary usage

[Guest

Guest v

MPSK-Rego
Type

IP or hostname
URL

Port

Use HTTPS

Captive Portal failure

Automatic URL Whitelisting

Server offload

Prevent frame overlay

Use VC IP in Redirect URL

Redirect URL

RADIUS Authentication

/guest/mac_create php

Rl - |
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Edit network Guest } © = © v

Client IP & VLAN Assignment
Client IP assignment Virtual Controller managed

e Network assigned

Client VLAN assignment o Default
Static

Dynamic

Edit network Guest } © s © © secuiy

Security Level

Splash page type External v
Captive portal proxy server |

Captive portal profile MPSK-Rego v E‘ +
WISPr

MAC authentication ()

Delimiter character

Uppercase support

Authentication server 1 ClearPass v E‘ ==
Authentication server 2 - Select Server—- v =
Reauth interval hrs.  w
Accounting Use authentication servers v
Accounting mode Authentication

Accounting interval 1 min.
Blacklisting

Enforce DHCP

Edit network Guest } o Basic o VLAN o Security o Access

Access Rules
Access Rules Network-based w

Access Rules for Guest

® Deny webcategory adult-and-pornography to all destinations

® Allow any to all destinations

7.2 ClearPass Guest

We just need to ensure that MAC detect is enabled as shown below. You need to go to Administrator-> Plugin manager
and enabled it and save the changes.
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aruvba ClearPass Guest

- Guest Home » Administration » Plugin Manager

2! Devices MAC Authentication 6.8.0-109592 Configuration

¥ Onboard
Set the configuration options for MAC Authentication 6.8.0-109592.

“%. Configuration

', Administration O] Configure MAC Authentication 6.8.0-109592
- -~ API Services ol Allow users to be detected via their MAC address
" * . Provides access to user configuration for headers, footers, etc on login and registration pages.
g API Clients LS I Please note that a passed MAC can be easily changed by the user, so personal details should not be displayed.
-~ API Explorer Requires a vendor that passed the mac as part of the redirection.
., SOAP Web Services Manage Accounts
n‘ Aruba Integrations Device Filter: Manage Multiple Accounts

Q Controllers Select which views should not display devices (user accounts with the *mac_auth’ field set).

AirGroup Configuration Aruba MPSK Options

0

I} MPSK Configuration |

| Random lowercase letters excluding vowels V|
The method used to generate a random device MPSK.

* Random MPSK Method:
o} Check Security

‘& Data Retention * .
e—z' i RandomBasswondllenoth; Number of characters to include in randomly-generated pre-shared keys.
3, Extensions |
. . No password complexity requirement v
* .
= P d C lexity:
@ Import Configuration assword Lomplexity Password complexity to enforce for manually-entered MPSK.
@. Import Configuration
[ view device MPSKs
o Last Import Display: If selected, device MPSK may be displayed in the list of devices.

— h Operator Logins This is only possible if operators have the View MPSK privilege.

D-' Login Configuration -" Save Configuration

g profiles
. * required field
& Servers
% Translation Rules @* Restore default configuration

N Plugin Manager B (., Back to plugin manager

7.3 Testing the new workflow

So now the user with the device that needs to be registered for MPSK, connects to “Guest” SSID it gets redirected to
“/guest/mac_create.php”

QrUbQ InstantVC Q
~
Overview Wireless (8) Wired (0)
Networks Name IP Address MAC address 0s ESSID Access Point Channel Type Role IPv6 Address Signal
walany-ou re tunL 1oy GUUI A ST U Linua o LU uL s o (R TRV TV DIV
Access Points - 192.168.1.128 84:38:38:46:29:39 Android  SG1 BLDG-A-ATV1 36E AC Sb5-Remote fd14:504:8166:26... 27
Clients DESKTOP-SOID... 192.168.1.133 f0:d5:bf:4b:67:11 Win 10 SG1 BLDG-A-ATV1 36E AC ShiziLaptop - 48

- Guest BLDG-A-ATV1 36 AN External CP fd14:5f04:8156:26... 40

- a4d1d25f3252 @.1.12(} a4:d1:d2:57.32:52

As before the user is prompted for credentials that gets authenticated against AD.

aruba ClearPass Guest

Operator Login

Username: |Student1 ‘

Password: [eeseseed| |
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After successful authentication the user get redirected to Create_Device page.

iPad 1:56 PM 53%

< AN & 192168194 e M + I

aruvba ClearPass Guest Menu =—

JT pevices © Create Device

L cote Device

W1’ Manage Devices

JT" Manage devices

" Last successful login from 192.168.1.120 on Wednesday, 01 May 2019, 5:47 PM

;;l Manage Multiple Devict o No failed attempts since last successful login

New device being created by studentl1,

Create New Device
* MAC Address: @4:d1:d2:5£132:52 ) &

MAC address of the device.

Sponsor’s Email: @nyap@hpe.com J
Email of the person sponsoring this account

Myipad )

Name of the device

* Device Name:

=
(D Enable AirGroup

AirGroup: = AirGroup uses device ownership and location information to limit the printers and Apple TVs available to
network users

Account | Now n

Activation: = gelect an option for changing the activation time of this account.
-
Account | 1 day from now n
Expiration: = select an option for changing the expiration time of this account

Students-Devs
Role to assign to this account

Device Category: SmartDevice
“%. Configuration (]
Device Family: Apple
Administration o
Nevice Name:  Annle iPad

Note that the MAC address gets automatically populated. Once the user registers the device as before, they see the
receipt and gets an email address with the MPSK password.

* Account Role:

iPad ¥ 1:56 PM 53% )

< nn & 192168194 e M + A

aruba ClearPass Guest Menu =
_ Home » Devices » Create Device
JT" Devices @ Finished Creating Device 48 Create another device
g1 Manage devices
=
Jf Manage Devices The device was successfully created.

= M (tiol )
& Manage Multiple Devics Create New Device Receipt

MAC Address: A4-D1-D2-5F-32-52
Account Status: Active
Account Activation: Sunday, 05 May 2019, 2:00 PM
Account Expiration: Account will expire at Monday, 06 May 2019, 2:00 PM
Device Category: SmartDevice
Device Family: Apple
Device Name: Apple iPad
Device IP: 192.168.1.120
Account Role: Students-Devs

Registered By: studentl

Wi-Fi Password: Generated S

-é [Opell print window using template. .. n

Once they know the password they’ll connect to the MPSK SSID as shown below.
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student1

Shizzys-iPhone

Overview Client Match AppRF

Info

Name

IPvé Address
IP Address
0s

Access Point

Type

192.168.1.120 a4:d1:d2:5f:32:52

192.168.1.131 b8:41:a4.74:e5:46
student1
fd14:5f94:8156:2600:8e1:313a:3231:2cf5
192.168.1.120 MAC address
iPad ESSID
BLDG-A-ATV1 Channel
AN Role

iPad ArubaMPSK

iPhone 5G1

ad4:d1:d2:5f32:52
ArubaMPSK
36

Students-Devs

BLDG-A-ATV1 36

BLDG-A-ATV1 36E

RF Dashboard
Client
student1

Access Point

BLDG-A-ATV1

AN Students-D...
AC 5G1
Signal
M
Utilization

fd14:5f94:8156:26. 36 52
fd14.5f94:8156:26... 32 468
Speed
Y
Neise Errors

You should note that | have assumed that the standard Guest authentication services are already configured on ClearPass
Policy Manager.
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8 Prepopulating MAC address with Self Registration

This is a variation on the previous workflow where we configure a self-registration page for MPSK.

8.1 Aruba Instant Configuration

Here we just need to change the URL redirection for Guest clients in the MPSK-Rego External Captive Portal

arvba instantVC
~
Overview » Authentication Servers
Networks » Users
Access Points ?> Roles
Clients > Blacklisting

» Firewall Settings
£ Configuration
2 Inbound Firewall
Networks
v External Captive Portal

Access Points
External Captive Portal

System
¥ Name
RF default
D CP
Security emo
Offender
IDS Guest-CP
Routing BYOD-CP
MPSK-Rego
Tunneling .
+ 4
Services )
» Custom Redirect Page URL
DHCP Server

MPSK-Rego

Type

IP or hostname

URL

Port

Use HTTPS

Captive Portal failure
Automatic URL Whitelisting
Server offload

Prevent frame overlay

Use VC IP in Redirect URL

Redirect URL

RADIUS Authentication
192.168.1.94|
/guest/mac_create_2 pk
443

«©
s

Deny internet  w

The URL for redirection is “/guest/mac_create_2.php?_browser=1"

8.2 ClearPass Guest Self Rego

We need to create a self-registration page with that name.

‘ Cance' J n

But before that we’ll duplicate the create_mac form by going to “Configuration » Pages » Forms”

§ Pages

% Fields

i Forms| =

[] List Views
€+ Self-Registrations

'ﬁWeb Logins

E hotspot_user
Hotspot Manager form that collects customer information.

mac_create *
Create a single device.

| _j’ Edit E Edit Fields f:‘, Reset to Defaults __:_) Duplicate g3 Delete "j_. Show Usage
[\ Translations e Launch

Now we should have mac_create_2 as shown below.

8 Pages
il Fields
D

1] List Views
8+ Self-Registrations

TR \Wah | Anine

Now we’ll create a new self-registration page.

E hotspot_user
Hotspot Manager form that collects customer information.

E mac_create *
Create a single device.

mac_create_2 *
Create a single device.

et o e i e s

Your Details

Create New Device

Your Details

Create New Device

MPSK-Registration
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Home » Configuration » Pages » Self-Registrations

Self-Registrations

Use this list view to manage the pages used for self-registration.

@ Quick Help
& Name Register Page Skin Parent
@+ Guest SEIffREQIStr?t.Ion i : guest_register (Default) (No Parent)
Default settings for visitor self-registration.
§+ MPSK-Registration MPSK-Rego (Default) (No Parent)
2 self-registrations !:} Reload |5h.;,w al rows w

Once you have created the self-registration page go to Advanced Editor to change some of the configurations.

Self-Registration "MPSK-Registration”

d) Master Enable
[Abc] Disabled Message

‘ Define Fields
_Iu Rename Page . .
4 d H v " Sponsor Confirmation

--------------- _| Register Page .’i _J Receipt Page

Title (<] Title Submi

User Database
Header

B

el Header
> Form Title
Redirect Submit .
E Form ) = Login
Guest Actions Message
l lbe| Footer Footer
4 4 Redirect
£ self-Service Portal K Choose Skin
$ @)
__| Login Page | Change Password ) :j Login Delay
T .
|_| Summary Page _J Reset Password ; e'm NAS Vendor Settings

Administrator

Eﬂ Advanced editor

| have highlighted all the fields/areas that need to be changed. First type in the
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Home » Configuration » Pages » Self-Registrations

Customize

Use this form to

Self-Registration (MPSK-Registration) # Back to self-regis!

make changes to the self-registration instance MPSK-Registration.

Basic Properties
Options controlling basic operation of self-registration.

* Name:

Description:

Enabled:

* Register Page:

* User Database:

* Skin:

Prevent CNA:

Advertising:

Translations:

_ [MPsK-Registration
Enter a name to identify the self-registration instance. This is visible only to administrators.

Enter comments about this instance of self-registration. This is visible only to administrators.

Enable self-registration

|mac_create_2
Enter the base page name for the self-registration page.

@ ClearPass Policy Manager
Self provisioned guest accounts are created using this service handler.

| (Default) ~|

Choose the skin for the self-registration pages.

[ Enable bypassing the Apple Captive Network Assistant

The Apple Captive Network Assistant (CNA) is the pop-up browser shown when joining a network that has a captive portal.
Note that this option may not work with all vendors, depending on how the captive portal is implemented.

[ Enable Advertising Services content

[ skip automatic translation handling
Many fields and pages have translations available under Configuration » Translations » Page Customizations. Select this option to keep all text as default.

Access Control
Controls access to the registration page.

Require operator credentials prior to registering the guest

Authentication: 1f checked, access to this registration page will require operator credentials.

Allowed Access:

Denied Access:

* Deny Behavior:

Time Access:

The sponsor’s operator profile must have the Guest Manager > Create New Guest Account privilege.

Enter the IP addresses and networks from which self-registration is permitted.

Enter the IP addresses and networks that are denied self-registration access.

[Send HTTP 404 Not Found status
Select the response of the system to a request that is not permitted.

Enter a list of time ranges during which self-registration is enabled, one per line.
For example, 'weekdays 7:00 to 19:007 Leave blank to enable registration at all times.

The above highlighted area is need to ensure the user gets authenticated as a Guest operator.

Register Pag

Options controlling

Form Title:

Header HTML: [</P>

Footer HTML:  [</p>{/if}

Override Form:

e UL

the appearance of the self-registration page.

Title: [SeF-Registration |
The title to display on the self-registration page.

[seff-Regstraton |

The form title to display on the self-registration page.

{nwa_cookiecheck}
<p>
Please complete the form below to gain access to the network.

Insert... ~
HTML template code displayed before the self-registration form.

[if $gsr_metadata.nas_login.enabled}<p> -
Already have an account? <a href="
{$gsr_metadata.register page|rawurlencode} login.php">3ign In</a> v

Insert... ™
HTML template code displayed after the self-registration form.

[0 Do not include self-registration form contents
Select this option if you want to replace the HTML of the form.
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Receipt Page UI

Options controlling the appearance of the guest receipt page.

Title:

Form Title:

Header HTML:

Footer HTML:

Override Receipt:

Receipt Actions

[Seff-Registration Receipt |
The title to display on the guest receipt page.

[Seff-Registration Receipt |
The form title to display on the receipt page.

jak
The details for your guest account are shown below.
p>

Insert... v
HTML template code displayed before the guest receipt.

\ Insert... ~
HTML template code displayed after the guest receipt.

O bo not include guest receipt contents
Select this option if you want to replace the HTML of the guest receipt.

Options for delivering a receipt to a self-registered guest.

u Download
Enabled:
=1
2 Print
Enabled:

Email Delivery

Enabled:

* Email Field:

Subject Line:

* Email Receipt:
* Email Skin:

* Send Copies:

Copies To:

Reply-To:

. SMS Delivery

Enabled:

[ Enable download of guest receipt

O Enable print window for guest receipts

\ Always auto-send guest receipts by email ~

\sponsor_ernail V|
The field containing the visitor account’s email address.

[MPSK-Receipt

Template specifying the subject line for emailed visitor account receipts.

Leave blank to use the default.

Guests: Visitor account receipt for {$email}

Devices: Device receipt for {if $visitor_name}{$visitor_name} ({$mac}){else}{$mac}{/if}

| Device Registration v
The plain text or HTML print template to use when generating an email receipt.

‘ (Use Default: Use the default skin) ~ ‘
The format in which to send email receipts.

‘ (Use Default: Use ‘Bcc:” if sending to a visitor) ~ ‘
Specify when to send visitor account receipts to the recipients in the Copies To list.

ldefault
An optional list of email addresses to which copies of visitor account receipts will be sent.
Enter '_admin’ to have the email sent to the sponsor's email address.

O Alow the reply-to address to be overridden
If checked, the reply-to address will be overridden by the sponsor_email field.
Leave unchecked to use the global from address.

\ Disable sending guest receipts by SMS v

@ Sponsorship Confirmation

Enabled:

a Download Pass

| Require sponsor confirmation prior to enabling the account

Options for downloading a guest receipt as a pass for use with Apple Passbook.

Not Available:

_ﬁ Your pass configuration does not currently enable passes to be downloaded.

o Ensure that a valid a Pass Certificate has been installed.
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Login
Options controlling logging in for self-registered guests.

Enabled: ‘ Enable guest login to a Network Access Server

* Vendor Settings: ‘AFUba Networks v
Select a predefined group of settings suitable for standard network configurations.

‘ Controller-initiated — Guest browser performs HTTP form submit ~
Login Method:  Select how the user’s network login will be handled.
Server-initiated logins require the user's MAC address to be available, usually from the captive portal redirection process.

urelogin.arubanetworks.com
Enter the IP address or hostname of the vendor's product here.

* 1P Address:

‘ Use vendor default ~ ‘
Select a security option to apply to the web login process.

Secure Login:

[ The controller will send the TP to submit credentials
Dynamic Address: In multi-controller deployments, it is often required to post credentials to different addresses made available as part of the original redirection.
The address above will be used whenever the parameter is not available or fails the requirements below.

‘ Do not check — login will always be permitted ~
Security Hash:  select the level of checking to apply to URL parameters passed to the web login page.
Use this option to detect when URL parameters have been modified by the user, for example their MAC address.

Default Destination
Options for controlling the destination clients will redirect to after login.

|http://www.arubanetworks.com
* Default URL:  Enter the default URL to redirect dlients.
Please ensure you prepend "http://" for any external domain.

[ Force default destination for all dients

Override Destination:
If selected, the client’s default destination will be overridden regardless of its value.

You need to enable Pre-Auth check using App Authentication.

Login Form
Options controlling the appearance of the NAS login form.

O provide a custem login form
If selected, you must supply your own HTML login form in the Header or Footer HTML areas.

Custom Form:

[] override the default labels and error messages
If selected, you will be able to alter labels and error messages for the current login form.

| App Authentication — check using Aruba Application Authentication ~
Select how the username and password should be checked before proceeding to the NAS authentication.

Custom Labels:

Pre-Auth Check:

Require a Terms and Conditions confirmation
If checked, the user will be forced to accept a Terms and Conditions checkbox.

Terms:

| None V|
Select a CAPTCHA mode.

CAPTCHA:

Post-Authentication
Actions to perform after a successful pre-authentication.

Health Check: O Require a successful OnGuard health check
" If selected, the guest will be required to pass a health check prior to accessing the network.

[ ™ark the user's MAC address as a known endpoint

Update Endpoint:
If selected, the endpoint’s attributes will also be updated with other details from the user account.

Login Page
Options controlling the appearance of the NAS login page.

[Network Login |
The page title to display on the login page.

Login Page Title:

{nwa_cookiecheck} A
{if Serrmsg}{nwa_icontext type=error}{$errmsg|escape}
{/nwa_icontext}{/if}
{nwa_text id=7%80}<p>
Header HTML: Please login to the network using your
username and password. i
</p>{/nwa_text}
Insert... ™
HTML template code displayed before the login form.
<p>
Need an account? <a href="
{$gsr_metadata.register page|rawurlencode}.php">Click Here</a>
Footer HTML:  [</p>
Insert... ~
HTML template code displayed after the login form.
Title: [Network Login In Progress...
" The page title to display while logging into the NAS.
Please walt while you are logged into the network...
Login Message:
Insert... v

HTML template code displayad while the login attempt is in progress.

37|Page



Automatic Login
Options controlling automatically logging in from the receipt form.

seconds

* Login Delay:
g bt The time in seconds to delay while displaying the login message.

Cloud Identity
Optionally present guests with various cloud identity / social login options.

Enabled: [J Enable logins with cloud identity / social network credentials

Self-Service Portal

Options controlling details and actions a visitor has to their own account.

Enabled:

Disabled Users:

Silent Login:

Login Page

UI Overrides:

Summary Page

UI Overrides:

Change Password

Change Password:

Extend Expiration:

UI Overrides:

Reset Password

Reset Password:

* Required Field:
Match:

* password Generation:
UI Overrides:

Form Title:

Enable self-service portal
Prohibit disabled users from accessing the service portal

O auto login by IP address
If set, and the user has an active accounting session, they will be logged in automatically.

O Display fields to override UI text and labels

O Display fields to override UI text and labels

[ pisable the ability to change passwords

Extend the account’s expiration time. Leave blank to use the ariginal expiration time.
Example values: 30d, +30d, or 1y.

O Display fields to override UI text and labels

O pisable the ability to reset passwords

| (Secret Question) v
The field containing a value the visitor must match prior to resetting their password.

[0 perform a case-insensitive match on the required field

| Passwords wil be randomly generated ‘
Select the policy for reset password generation.

O Display fields to override UI text and labels

The form title of the room selection page.
B Save Changes

Now let’s double check if we have selected the correct form. Note that we should see “create_mac_2" as the form

Self-Registration '"MPSK-Registration’

(') Master Enable

[ibc] Disabled Message

;L! Rename Page

&

-~ _| Register Page f 3

‘ Define Fields

H v " Sponsor Confirmation

| Receipt Page

B Title Title Submit

User Database

[Ac] l
@ Header - H.eader .
) form Title

Redirect Form Submit o Login

Guest Actions Message
Bod] Footer Footer
R I Redirect
£ self-Service Portal R Choose Skin -~ -
|| Login Page __| Change Password Login Delay

|| Summary Page

NAS Vendor Settings

3 @

_J Reset Password
Administrator

Note that we should see “create_mac_2" as the form
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Customize Form Fields (mac_create_2)

Use this list view to modify the fields of the form mac_create_2. ?

o Quick Help

10

10.1

20
25
30
35
40
40.2

40.300000000000004

44

44.5

45

46

47

ag

49

50

50

61

62

63

66

enabled

mac_auth

mac

sponsor_name

sponsor_email

visitor_name
visitor_phone

visitor_company

airgroup_device_type

mpsk_enable

auto_send_smtp

smtp_email_field

airgroup_enable

airgroup_shared

airgroup_shared_user

airgroup_shared_location

airgroup_shared_role

airgroup_shared_group

airgroup_shared_time

modify_start_time

start_time

modify_expire_time

expire_time

expire_after

do_expire

@ Preview Form

dropdown

hidden

text

text

text

text
phone
text
dropdown
hidden
hidden
hidden

checkbox

radio

text

multiselect

multiselect

multiselect

textarea

dropdown

datetime

dropdown

datetime

dropdown

dropdown

Account Status:

Is Device:

MAC Address:

Sponsor's Name:

Sponsor's Email:

Device Name:
Phone Number:
Company Name:
Device Type:
Wi-Fi Password:
Auto Email:

Email Field:

AirGroup:

Ownership:

Shared With:

Shared Locations:

Shared Roles:

Shared Groups:

Time Sharing:

Account Activation:

Activation Time:

Account Expiration:

Expiration Time:

Expires After:

Expire Action:

Description

Select an option for changing the status
of this account.

MAC address of the device.

Mame of the person sponsoring this
account.

Email of the person sponsoring this
account.

Name of the device.
The guest's phone number.
Company name of the guest.

Select the type of your device.

AirGroup uses device ownership and
location information to limit the printers
and Apple TVs available to network
users.

A personal device is automatically
shared with other devices owned by the
same user.

A shared device has no owner, but more
sharing options are available.

Enter the usernames that will be able to
use this device.

Use a comma-separated list, e.g.
userl,user2,user3, or blank for all
users.

Select the locations where this device
will be shared.

Select the user roles that will be able to
use this device.

Select the user groups that will be able
to use this device.
This feature requires AOS 6.4 or later.

Specify time-based sharing rules for
this device.

Select an option for changing the
activation time of this account.

Scheduled date and time at which to
enable the account. If blank, the
account will be enabled immediately.

Select an option for changing the
expiration time of this account.

Optional date and time at which the
account will expire and be deleted. If
blank, the account will not expire.

Amount of time before this account will
expire.

Select an option for controlling the
expiration of this account. Note that a
logout can only occur if the NAS is
RFC-3576 compliant.
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70

81

85

136.1
136.2
136.3
136.4
800
900
901

902

980
990

role_id dropdown
no_password hidden
no_portal hidden

endpoint_profile_device_category static

endpoint_profile_device_family static
endpoint_profile_device_name static
endpoint_profile_ip static
notes textarea
create_time hidden
remote_addr hidden
http_user_agent hidden
creator_accept_terms checkbox
submit submit

Account Role:

Password Change:

Portal Login:

Device Category:
Device Family:
Device Name:
Device IP:

Notes:

Created:

Create Address:
User Agent:

Terms of Use:

Create

Role to assign to this account.

If set, prevents the user from changing
their own password.

If set, prevents the user from logging
into the guest service portal.

Time the account was created.
This is your IP address.

This is your browser's user agent
string.

Here we have disabled the Airgroup field that you had seen in the previous MPSK registration pages.

When you click on the “review Form” at the top of the page, you should see the preview as shown below. The account
role will be limited to “Students-Devs”

Customize Form Fields (MPSK-Rego)

Use this list view to modify the fields of the forrm MPSK-Rego.

o Quick Help

E Preview Form

Self-Registration

MAC Address:

* gponsor's Email:

* Device Name:

Account Activation:

Account Expiration:

* Account Role:

Motes:

* Terms of Use:

MAC address of the device.

Email of the person sponsoring this account.

Please enter your full name.

[mow ~]

Select an option for changing the activation time of this account.

‘Account will not expire

>

Select an option for changing the expi

[Guest] v
Role to assign to this account.

iration time of this account.

Comments or notes stored with the account.

D I accept the terms of use

Flag indicating that the creater has accepted the terms and conditions of use.

* raquired field

Once we have saved these configuration while on the self-registration page we need to edit the receipt Form.

Self-Registration '"MPSK-Registration”

o Updated self-registration: mac_create_2

[b¢] Disabled Message

L Rename Page

O Master Enable

% Define Fields

--------------- _ Register Page l’i

_| Receipt Page

Bbd Ti (o] il
wbg) Title User Database e
= Header
Abo. Header
-—> Form
Redirect Form Submit
Guest Actions

l E Footer

£ self-Service Portal

ﬁ Choose Skin

Footer

« Sponsor Confirmation

Submit

[ed] Title

Login
Message

l?ec\ ect

\Abc

-]

_| Login Page

_| Summary Page

__ Change Password

_ Reset Password

mljh NAS Vendor Settings

g £%J Login Delay

Administrator
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Once you click on the receipt form, you’ll notice that the form is called mac_create_2_receipt. So you could go directly to
the forms section and edit it there as well. Anyway here we want to disable the “submit” field, this will remove the
“Login” button from the receipt page.

Customize Form Fields (mac_create_2_receipt)

Use this list view to modify the fields of the form mac_create_2_receipt.

© Quick Help [5 preview Form
Description
10 sponsor_name static Sponsor's Name: _
15 sponsor_email static Sponsor's Email: _
20 visitor_name static Guest's Name: |
25 visitor_phone phone Phone Number: _
30 visitor_company static Company Name: _
40 username static Account Username: _
41 password static Guest Password: _
50 start_time static Activation Time: —
60 expire_time static Expiration Time: _
65 mpsk_enable static Wi-Fi Password: _
70 role_name static Account Role: _
75 enabled static Account Status: _
999999  submit submit Log In
_J’? Edit % Edit Base Field f‘_] Insert Before ;" Insert After L Disable Field

So now when you click on the “Preview Form” you should see the below screenshot.

Customize Form Fields (mac_create_2_receipt)

Use this list view to modify the fields of the form mac_create_2_receipt.

€@ Quick Help [ preview Form

Self-Registration Receipt

Sponsor’'s Name: sponsor_name
Sponsor's Email:  sponsor_email
Guest's Name: visitor_name
Company Name: visitor_company
Account Username: ’ username
Activation Time: Monday, 06 May 2019, 5:28 PM

Expiration Time: Monday, 06 May 2019, 5:28 PM

Wi-Fi Password: Generated

Once you have saved all these, you need to make a change to the Receipt templates. In our Self rego page, we were using
Email Receipt = Device Registration

You can find the Device Registration template here. We need to modify it a bit.
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aruvba

«p Guest

¢! Devices

N Onboard

“&. Configuration ©

“g Authentication
+ QJ Content Manager
ﬂ Guest Manager
- 89 Hotspot Manager
8 |Dages
% Fields
Eﬂ] Forms

(71 List Views
€+ Self-Registrations
r,wWeb Logins
A Web Pages
= QReceipts
ﬂ Digital Pass Templates
- Email Receipt
[#3 SMS Receipt
Y rerplates|
T . SMS Services
+ Q‘Translations

Home » Configuration » Receipts » Templates

Guest Manager Print Templates

0 Quick Help

£ Account List

£ Certificate Expiry

_é Device Registration

E Download Receipt

£z Guest Account Expiry

.@ GuestManager Receipt

.@ One account per page

E SMS Receipt

E SMS Sponsor Confirmation Alert
&2 Sponsor Device Provisioning
58 Sponsorship Confirmation

&2 Two-column scratch cards

-~
12 print templates (3 Reload

ClearPass Guest

The print templates you have defined are listed below.

Format

List

Page
Page
Plain Text
Page
Page
Page
Plain Text
Plain Text
Wizard
Wizard

2-column list

Status

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Enabled

Show all rows ~

Here is the preview of it, note the SSID name.

aruba

-p Guest

#1 Devices

B Onboard

“4, Configuration @
.x Authentication
+ Q‘d Content Manager

 Guest Manager

o ) Hotspot Manager
-1 @+ Pages

‘ Fields

m] Forms

[T List Views
§+ Self-Registrations
& Web Logins
4, Web Pages
- | Receipts
ﬂ Digital Pass Templates
4 Email Receipt
ig, SMS Receipt
Y remplates|
+ /@ SMS Services
+ -:_5_‘ Translations

Administration L]

WEe'll change it to the ArubaMPSK SSID that we have configured on Aruba Instant. You can totally customise this receipt

template by editing it.

o Quick Help

4 Name

ClearPass Guest

Format

Status

2 i
|6 Account List

3 . .
=) Certificate Expiry

&é Device Registration

List
Page

Page

Enabled
Enabled

Enabled

3 Edit -:J Duplicate Q Delete ﬂg Permissions. u}_‘ Translations v]. Show Usage \é Preview

Wi-Fi Network: Aruba

Device Name: User Name

MAC Address: 01-23-45-67-89-00

Device Wi-Fi Instructions:

1 | Make sure your wireless adapter 01-23-45-67-89-00 is set fo dynamically obtain an IP address

2| Connect to the wireless network: Aruba

3 | Wi-Fi password: a1b2c3def5

4| Device expires. Monday, May 13, 2019 15.02
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N/ Onboard

“&, Configuration

%Authentication
- Content Manager
q"}'Guest Manager
- 83 Hotspot Manager
= .4 Pages
i Fields
ﬁ Forms

m List Views
‘@ Self-Registrations
rﬁWeb Logins
4, Web Pages
- |52 Receipts
ﬂ Digital Pass Templates
A Email Receipt
{3 sms Rreceipt
&
< {1 SMs Services
+ ‘aé\Trans\atiuns

Home » Configuration » Receipts » Templates

Edit Print Template (Device Registration)

You can make changes to a print template for guest account receipts here.

Templates are made up of three parts: the header, which is the first part of the printed document; the body, which is the list of user a

You can use the following special variables in the template:

{%$u.username}
{$u.password }
{%u.enabled}
{%u.role_name}
{$u.start_time}
{%$u.expire_time}
{%u.expire_postlogin}
{$u.visitor_name}
{$u.visitor_company}
{%u.sponsor_name}
{$u.custom_field}
{%action}

{%$source}
{%result.error}
{$result.message}
{$timestamp}
{$site_ssid}

{$site_wpa_key}

User Fields
User account name
User account password
Non-zero if the guest account is enabled
Role assigned to guest account
Time at which the guest account will become active

Time at which the guest account will expire

Lifetime of the guest account login in minutes after login

User's name

User's company name

Sponsor's name

Custom fields attached to the account

Action taken on account (create, delete or edit)

Source of account action (create_user, reset_password, etc.)

ClearPass Guest

12345678
87654321

1

Guest
1155772123
1155858523
120

Susan Guest
Acme Sprockets

John Sponsor

create

create_user]

Non-zero if an error occurred while creating the guest account 0

Message related to the account creation
Time at which the receipt was generated
SSID of the wireless LAN

WPA key for the wireless LAN

1155752000

Aruba

It uses a number of variables that are all defined in the Guest Manager. We’ll change the Site SSID to ArubaMPSK.

aruba

g Guest

¢! Devices

N’ Onboard
“&, Configuration

.x Authentication
m u Content Manager
§Guest Manager|
- 83 Hotspot Manager
-1 @ Pages
‘ Fields
m] Forms

[T List Views

@+ Self-Registrations
58 Web Logins

4, Web Pages

-1 2 Receipts
a Digital Pass Templates
] Email Receipt
k}, SMS Receipt
=2 Templates
+ .SMS Services
+ l-é) Translations

Lastly you need to change the “Students” operator profile and set “Guest Manager” Access to custom and with only

e

Account Expiry Warning:
Receipt Options

> Site SSID:
Site WPA Key:

Receipt Printing:

General Options

Terms Of Use URL:

Active Sessions:

About Guest Network Access:

T

ClearPass Guest

O Notify users before their user credentials expire
If checked, users will receive an email netification when their device's network credentials are due to expire.

[ArubaMPSK

The SSID of the wireless LAN, if applicable. This will appear on guest account print receipts.

The WPA key for the wireless LAN, if applicable. This will appear on guest account print receipts.

O Require click to print
Guest receipts can print simply by selecting the template in the dropdown, or by dlicking a link.

public/terms.html

The URL of a terms and conditions page. The URL will appear in any terms checkbox with:

{nwa_global name=guest_account_terms_of_use_url}

It is recommended to upload your terms in Content Manager, where the files will be referenced with the "public/” prefix.
Alternatively, you can edit Terms and Conditions under Configuration > Pages > Web Pages.

If your site is hosted externally, be sure the proper access control lists (ACLs) are in place.

If terms are not required, it is recommended to edit the terms field on your forms to 3 Ul type "hidden™ and an Initial Value of 1.

1 e
Enable limiting the number of active sessions a guest account may have.
Enter 0 to allow an unlimited number of sessions.

Insert... V\

Template code to display on the Guest Manager start page, under the
“About Guest Network Access” heading. Leave blank to use the default text,
or enter a hyphen ("-") to remove the default text and the heading.

W save Configuration

allowing access to “Create new Guest Accounts”
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Guest

¢! Devices

N Onboard

P

Configuration

= 2. API Services
£ API Clients
i.a API Explorer
=, SOAP Web Services
- '{" Aruba Integrations
&> Controllers
!ﬁ AirGroup Configuration
13 MPSK Configuration
L Check Security
& Data Retention
,"‘i Extensions
+ @. Import Configuration
- h Operator Logins
D—- Login Configuration

¢

o Servers

ClearPass Guest

Operator Profile Editor

* Name: Students |

Enter a name for this operator profile.

Description:

Comments or descriptive text about the operator profile.

Access
These options control what operators with this profile are permitted to do.

Allow operator logins

Enabled:
If unchecked, operators with this profile will not be able to log in.

- Operator Privieges

& Administrator
Select operator permissions for system administration and management tasks

c;-ﬂ Advertising Services No Access
Select operator permissions for managing advertising content and services.

I

- API Services No Access

I

Select operator permissions for API access and management.

' Aruba Integrations
Select operator permissions for access to Aruba integrations.

.}‘T Devices Custom...
Select operator permissions for managing devices on a network.

I

2 Create New Device O No Access O Read Oonly ® Ful

Operators with this privilege may create individual devices.

& Export Devices ® nNo Access O Read only
Operators with this privilege may export a list of devices.

% Translation Rules
(% Plugin Manager
- %8 Support
"% Application Log
g Contact Support

& Documentation

& Import Devices @ No Access O Read Only O Ful
Operators with this privilege may create new devices from a data source.
2 Manage Devices O Mo Access O Read Oonly ® Ful

Operators with this privilege may view and manage individual devices.

E; Guest Manager Custom...

I

8.3 ClearPass Policy Manager Service
We need to modify an existing [Device Registration Disconnect] Service to match our new page.
Before it was matching mac_create and mactrac pages

Services - [Device Registration Disconnect]

Summary m Authentication Roles Enforcement

Name: |[Dev'|ce Registration Disconnect]

Description: Service to disconnect all headless
devices after they have registered

Type: Web-based Authentication
Status: Enabled

Monitor Mode: [] Enable to monitor network access without enforcement
More Options: O Authorization [ Posture Compliance

Service Rule

Matches (O ANY or @ ALL of the following conditions:

Operator
1. | Host CheckType EQUALS Authentication o
2. | Application:ClearPass Page-Name BELONGS_TO mac_create,mactrac_create o
3 | Click to add...

Now we’ll add mar_create_2 to it as well but since we can’t edit the system default service, we’ll create a copy.
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Services - Copy_of_[Device Registration Disconnect]

Service Authentication Roles Enforcement

Service:

Name: Copy_of_[Device Registration Disconnect]

Description: Service to disconnect all headless devices after they have registered
Type: Web-based Authentication

Status: Enabled

Monitor Mode: Disabled

More Options: =

Service Rule
Match ALL of the following conditions:
Type Name Operator Value
1. | Host CheckType EQUALS Authentication
2. | Application:ClearPass Page-Name BELONGS_TO mac_create, mactrac_create, mac_create_2

8.4 Testing the Self Registration workflow

So now the user with the device that needs to be registered for MPSK, connects to “Guest” SSID it gets redirected to the
new self-registration page we have configured.

QrUbQ InstantvC Q
-~
Overview Wireless (8) Wired (0)
Networks Name IP Address MAC address os ESSID Access Point Channel Type Role IPv6 Address Signal
Caiany-ou tos ool 1ou SULUI tua UL Linua ou DLUGAAL Y uL o oo WOl s UL U
Access Points 192.168.1.128 84:38:38:46:29:39 Android  SG1 BLDG-A-ATV1 36E AC S5-Remote fd14:5/94:8156:26... 27
Clients DESKTOP-SOID... 192.168.1.133 f0:d5:bf-4b:67:11 Win 10 5G1 BLDG-A-ATV1 36E AC ShiziLaptop - 48

a4:d1:d2:5f32:52 - Guest BLDG-A-ATV1 36 AN External CP fd14:5f94:8156:26... 40

= ad4d1d25f3252 Q% 1.120

As before the user is prompted for credentials that gets authenticated against AD.

aruba ClearPass Guest

Operator Login

Username: |5tudent1 ‘

Password: |essesessl |

After successful authentication the user get redirected to the registration page.
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ClearPass Guest

" Last successful login from 192,168.1.120 on Monday, 06 May 2019, 3:32 PM

© o failed attempts since last successful login

Please complete the form below to gain access to the network.

MPSK-Registration

* MAC Address:

Sponsor’s Email:

* Device Name:

Account Activation:

Account Expiration:

* Account Role:

Notes:

* Terms of Use:

* required field

pd:di:d2:5¢:32:52 L

MAC address of the device

-

farlyap@hpe.com
Email of the person sponsoring this account,

[MyNewDev

Name of the device

(ow K3

Select an option for changing the activation time of this account.

(1 week from now n

Select an option for changing the expiration time of this account

I am the sponsor of this account and accept the terms of use

;

J

Students-Devs
Role to assign to this account

Note that the MAC address gets automatically populated. Once the user registers the device as before, they see the
receipt and gets an email address with the MPSK password. Note that there is no Login button on the receipt page as

shown below.

aruvba

ClearPass Guest

The details for your guest account are shown below.

Self-Registration Receipt

Sponsor’s Name:
Sponsor’s Email:
Guest’s Name:
Account Username:
Activation Time:
Expiration Time:

Wi-Fi Password:

Generated

studentl

ariyap@hpe.com

MyNewDev

‘ A4-D1-D2-5F-32-52
Monday, 06 May 2019, 3:52 PM
Monday, 13 May 2019, 3:52 PM

The email that the user receives is as shown below, note that it has the correct SSID that they need to connect to.
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QrubqQ  ClearPass Guest

Your device has been
successfully registered and can
now be connected.

((f;“) Wi-Fi Network: ArubaMPSK e

[ Device Name: MyNewDev
-

MAC Address: A4-D1-D2-5F-32-52

Device Wi-Fi Instructions:

Malke sure your wireless adapter A4-D1-D2-5F-32-52 is set to
dynamically obtain an IP address

Connect to the wireless network: ArubaMPSK h

Wi-Fi password: werwqjps
Device expires: Monday, May 13, 2019 15:52

© Copyright 2019 Aruba, 2 Hewlett Packard Enterprise company.
Once they know their unique PSK, they’ll connect to the MPSK SSID as shown below.

student1 192.168.1.120 a4:d1:d2:5f32:52 iPad ArubaMPSK BLDG-A-ATV1 36 AN Students-D. fd14:5f94:8156:26_.. 36 52

Shizzys-iPhone 192.168.1.131 b8:41:34:74:e5:46 iPhone SG1 BLDG-A-ATV1 36E AC 5G1 fd14:5f94:8156:26... 32 468

Overview  Client Match ~ AppRF

Info RF Dashboard
Name student1 Client Signal Speed
IPv6 Address  fd14:5f94:8156:2600:8e1:313a:3231:2cf6 studenti o Y
IP Address 192.168.1.120 MAC address  a4:d1:d2:5f:32:52 Access Point Utilization Noise Errors
0s iPad ESSID ArubalMPSK BLDG-A-ATV _ _ _
Access Point BLDG-A-ATV1 Channel 36
Type AN Role Students-Devs

You should note that | have assumed that the standard Guest authentication services are already configured on ClearPass
Policy Manager.

Here are the relevant Access tracker request IDs for the device registration.

Co f_[Devis
3. 192.168.1.94 WEBAUTH A4-D1-D2-5F-32-52 Pyﬁo T[ e\_ﬂce ACCEPT 2019/05/06 15:52:44
Registration Disconnect]

4. 192.168.1.94 Application studentl Guest Operator Logins ACCEPT 2019/05/06 15:52:11

And the Event Viewer

System Event Details

Source Admin UI
Level INFO

Category Email Successful

Action None
Timestamp May 06, 2019 15:52:55 AEST
Description From: ariyap@aruba.com

To: ariyap@hpe.com
Mail Subject: MPSK-Receipt
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For troubleshooting you can also check the “Application Log” on the ClearPass Guest side. You should get three
transactions as shown below

ClearPass Guest

Home » Administration » Support » Application Log

Application Log

The events and messages generated by this application are logged here. For in-depth information about an event, click on it.

@ Quick Help Y ritter 4 Export

Keywords: | |

Enter keywords to filter the logs. Use '-' to negate and guotes to group keywords.
<= Time P User Severity Message
2019-05-06 15:52:55 192.168.1.120 studentl Q@ info Guest receipt was sent to ariyap@hpe.com

Successfully created device A4-D1-D2-5F-32-52 in
database MPSK: Yes Account will expire at 2019-05-13
2019-05-06 15:52:44 192.168.1.120 studentl o info 15:52:44 Account role is Students-Devs Account sponsor
is studentl Created by studentl from 192.168.1.120 User
DB: ClearPass Policy Manager

2019-05-06 15:52:11  192.168.1.120 studentl o info Operator login: studentl
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