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Group Based Policies
ACLs, Firewall Rules

Propagation

Carry “Group” context
through the network
using only SGT

Classification
Static or Dynamic
SGT assignments
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nﬂ Enterprise
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Enforcement
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Campus Switch SGACL
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' 0
Non-Compliant Employee Voice Voice

Virtual Network A Virtual Network Voice

Application
Servers

Switch, WLC, AP
or Firewall

O

ISE

Campus Switch

Employee

Virtual Network B

Supplier

& Employee

[ 1{ Suppliers

App Servers
Shared Services

[ " Non-Compliant

1] _ﬁ Non-Compliant

1088 E Shared Services
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oo nge EJ App Servers
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Switch receives policy for - /
only what is connected
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DNA Center U5 T {E7R 2

afralns pNA
CISCO CENTER

What can DNA Center do? Take a Tour.

Need to add functionality to DNA Center? Add applications
Want to learn more about DNA Center? Watch video

X Design

Model your entire network, from sites and buildings to devices and links, both physical and
virtual, across campus, branch, WAN and cloud.

« Add site locations on the network
« Designate golden images for device families
« Create wireless profiles of SSIDs

o ..
& Provision

Provide new services to users with ease, speed and security across your enterprise network,
regardless of network size and complexity.

« Discover and provision switches to defined sites
« Provision WLCs and APs to defined sites
« Set up Campus Fabric across switches

\'\\ Policy

Use policies to automate and simplify network management, reducing cost and risk while
speeding rollout of new and enhanced services.

« Segment your network as Virtual Networks
« Create scalable groups to describe your critical assets
« Define segmentation policies to meet your policy goals

E ASsUurance ...

Use proactive monitoring and insights from the network data platform to predict problems and
ensure that policy and configuration changes achieve the consistent, high-quality user
experience you want.

« Assurance Health

* Assurance Issues

i
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Global settings
Site profiles
DDI, SWIM, PNP

User access

* Virtual networks

* |SE, AAA, Radius

* Access control

* Application control

Provision
4 own e A meseo]

-
[rommreariing b et Bt B s Coovl e e * Sentore

EEEE S8 oot
20 B8 [~}

e Fabric domains

e Device on-boarding
* Device inventory

* Host on-boarding

Assurance

* |Issues and trends

* Performance

* Proactive
troubleshooting
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CISCO CENTER

Network Hierarchy

DESIGN POLICY

Network Settings

PROVISION

Image Repository

ASSURANCE

Network Profiles

Auth Template

Q @ @

2Q Find Hierarchy

v Global
~ Canada
~ Mexico
~ Netherlands

~ USA

Q' Find Buildings
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alialn pNA DESIGN

SISES e POLICY

Dashboard Virtual Network

4

Policy History

| Filter

A
N

Policy Name

Bullding_Utilities-Contractors

PROVISION

Policy Administration

Policy
Type

Access

Contracts

Policy
Version

ASSURANCE

Registry

Modified
By

admin

Description

Policy Modified

Last updated: 5:37 pm

Policy
Scope

TRUSTSEC

i Refresh

Timestamp

14 days ago

il

Feedback
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4 DESIGN POLICY PROVISION ASSURANCE Q 193 =
CISCO CENTER
Devicesi Fabric
1—-—:
i := E
Device Inventory
Inventory (36) Unclaimed Devices (0)
Network Telemetry = Upgrade Status 7 Refresh
" Filter
Device os Sync Last Provision
Device Name -~ IP Address Site Serial Number Uptime 0S Image ¥
Type Version Status Provision Status
Unified ..MS/AMS- 34days . Not
- -34 .11.19. .5.110. -
AMS-AP3802-3 AP 10.11.19.1 Level3 FCW2136NCCJ 01:43:56.450 8.5.110.0 Not Available Managed Provisioned
...MS/AMS- 64 days, asr1002x-univ... Not
AMS-ASRIK-INET Routers 10.11.255.2 Level3 FOX1817GSM2 10:01:31.04 15.5(3)S2 Tag Golden Managed - Provisioned
AMS- Switches ...MS/AMS- 157 days, packages.conf Not
A1, N | .06. -
SW3650.test.com and Hubs 199 1250100 Level3 FOUIRNZERRS 23:53:47.96 R Ac00s Tag Golden Managed Provisioned '5
e
3
Partial w
.../DC/DC- 158 days, asr1000rp1-ad... c Not
ASR1K-CORE1 Routers 10.0.255.42 Levell FOX1521G5SN 0:00:54.04 15.5(3)S2 Tag Golden E:i:ljztlon Provisioned
FinTatisYed 121 dave acriDO0rn oad Panlal Alne
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Health v Dashboards v Issues Manage Vv

Jan 17, 2018 5:40 pm

Last 24 hours v All Domains v

Overall Health D Hide

Overall Health Summary © .:n 17, 2018530 pm

E
NETWORK CLIENT ]
86% Lest 24 Hours ::onxms 88% = Last 24 Hours CLIENTS
Healthv Devices S
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Finance George Baker
‘;ﬁ - G (R BEEERL EEY 090909090 el /) AR\ v
SrclIP:1.1.1.2 Dest Port: 3600
« VT v\ U ] e N
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Forwarding )
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RTP
== DC
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3. HETMGERAEREITRYEE
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Clients

Applicatior

Compliance

TOP 10 ISSUES

Service Provider WAN link at Site SFO is down

DHCP server 168.0.0.2 is not responding to discover requests

2]

Switch C3850-24XS-F1111 interface ethQ is rapidly
toggling between up and down (flaps)

2.4GHz radio Is experiencing high utilization

‘e

=
o
Y

g

TOP 10 TRENDS

WAN utilization on the 1 Gbps Seattle Comcast ethO link for Router
4451-ASR9K has been increasing monthly to 75%

50 Clients in SJC experiencing increasing onboarding times -
802.11 Association

AP SJC29AP001 in San Jose Building have client count
approaching fimit

3 switches in the San Jose site are experiencing a 30% increase
from the average number of interface packet drops
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Health Issues Trends ] Last 24 hours ~ All Domains ~ All Devices ~ L) Search for Usarname. Dovice 1D 1P addrass
= .
B3 . -

3 George Baker

1: GeorheBakerfJiphonefE & %

Name: gbaker Locaton: San Jose, CA Emall: gbaker@email.com Phone: «1414-226-2412 Department: Finance

. FTEREMNER, EREREI b o O s 000 G e
; ZNEEN | i
' 2: GeorheBakerfJiphonef££l % e

| FTERNESRTEEAMEG, o o

| HEABRELFI0ER | o

No Trends

_________________________________________

il 3: GeorheBakerE’\Jiphoneﬂﬁ%}% ___ﬁ ::?;a;ilrr:ir 168.0.0.2 is not resronding to discover requests.
 AWEEZREKEIDHCP
i Server 7 ECHYIPItELE
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Aga 1k Clients impacted ﬁ 10 Buildings impacted
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UPDATE
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Health v Dashb

Top 10 Issues (4

REGEFE B2,
RITE

AdrRunizZ1Tie N T 8E

25 H R

Onboarding
Wireless clients fa

Total occurrences: 39

)ISPF Adjacency F4

Total occurrences: 87

Connectivity

’F Adjacency 3

Total occurrences: 91

L= R—
R —

DESIGN POLICY PROVISION ASSURANCE

OSPF Adjacency Failed on Device " 10.32.255.102" Interface
GigabitEthernet1/0/12 with Neighbor 10.32.255.100

Status: Open v

Suggested Actions (6)

> 1 Ping the neighbor IP to verify connectivity.

F neighbors.

3 3 If the Neighbor is in " Init" state, Check if there is authentication configured using "show run | sec

OSPF", Authentication type and keys should match on both routers

5 4 If the Neighbor is in " Exstart" state. Check if the MTU settings are same on the interface connecting

the routers.

> 5 Check interface GigabitEthernet1/0/12 has any incrementing errors

Run

Run

Run

Run

Feedback
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Advantage

ERIDNA AssuranceZ 4t

Wireless

Apple device insights
Sensors

Heat maps

CMX integration*

Switching

SD-Access Assurance
Control plane

Data plane

Policy plane

“License(1.1hR )

Routing

* Future

Client 360 * Floor Maps
WLC 360
AP 360

Landing page
Drill-down geo maps
Topology

Network health
Client health

Search

Switch 360
Non-fabric insights
ENFV

* 360 pages
* Health score
* Time series
* Issues (device level)
* Neighbor topology
* Path Trace

Router 360
Router underlay insights
ENFV

* App visibility*
* KPls
* Context info

* Jan’18 - @ Launch



33

© 2017 Cisco and/or its affiliates. All rights reserved.



S K 3Eze T

Non-Cisco Firewall:

MINEREFEE] Fabric

el X ) ) I p 2t 41E 388 B R M & I Za B K

i:l:

AR RIEETIZEO. FMIP,

ACL

Ao FaIP

Cisco Firewall :
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Group Tags
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Firewall

= - = Firewall gets Group Based
Tags from ISE



eless

y 4

Social Media

Globalization

A ™

38

© 2017 Cisco an its affiliates. All rights reserved.



