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Clients APs
Network

Total: 1,923 Overall Goodput (bps): 64.0 Mbps
Cluster 2.4 GHz 323 HT 20MHz To Client From Client
Usage 5GHz: 1,600 Goodput (bps): 83.1M 29.8M

. 1% (44 K/3.3 M) N/A
Potential Issues Frames dropped:
Ugast
' Frames types: =

Traffic Analysis Client Health (%) i 54-108 Mbps

31 22 22 29 38 56 80 152 291 1,108 Erame rates:
AirGroup 0 10 20 30 40 50 80 70 80 30 100 N/A
< ity SNR

ecuri

B 12 18 E 206 336 297 218 81 12 ) Channel Quality (%)
ucc < 0 5 20 25 30 35 40 a5 50 55 60 > N/A 16 12

Speed (bps) 23 30 -’-0 NA
Controllers 627 711 4 Noise Floor (dBm)

0 2M 54 M 108 M 300 M 450 M 13G 176G N/A e
WLANS

Goodput (bps) 10 05 2100 -95 75 70 &5 A
Access Points 48 a1 5 | Channel Busy (%)

0 12M 54 M 108 M 300 M 450 M 136 176G N/A
Clients 0 10 20 30 20 50 60 70 80 90 100 NA

Configuration Interference (%)
0 10 20 30 20 50 0 70 80 30 700 N/A
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5 GHz Channels

36 40 44 48 52 56 60 64 100 104 108 7192 196 120 124 128 132 136 140 124 143 153 15 161 165 169 NA

EIRP (dBm)

0 3 6 El 12 15 18 21 24 27 > NA

CONFI

Aruba MM-V




554 0]

BRMRRESET
- TT——

~r ; MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS 1
(@' O ; — — admin v
A VPDQ ti-mm-a © 3 @784 ©2 71923 A1
r ol
’— Managed Network > ’ %Qiéﬁ 2 Qy
Dashboard Performance Summa; —I— AllRadios 5GHz 24GHz
|] Performance r MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS
B Clients ®3 ©783 O3 7T 1913 A
Network . a__—l | *& - QA II:I:II
Total: 1,923 VXYY 3y
Cluster 24GHz 323 HT 20MHz I 1/< I: | ET.I Y ﬁﬁ;ﬁ- ! sl e
Q Y 2 ikrfon Client Health (%) (96 of 1940): Health (%) >= 60 & < 70
Usage 5GHz: 1,600 - 96 % E,] $ E 1]:{ ier Devics Qe PHY p2) Fromes AP Nome Health (%) 4
Potential (liengs 1006668.191 Android  a 79M 122K ABCJDODI-2-AP1S 68 < ks
otentialissues 'L‘:‘ 1653052 Android  a 880 ABC-SPO01-6-AP6 61
Traffic Analvsis Client Health (%) Ihta- 110067528 Android 2 13K ABCJDODI-8-APS 66 rall Goodout (bps): 61.9
Y 100.66.68.13 Android a3 4 ABCJDO01-8-AP10 69
b2 2 sz 4 |
) . m 2 30 20 0 a0 20 - 8 GHz 1550018 Android 3 11K ABCJDO0I-10-APS 63
AirGroup 2 4 >0 80 7 N/A o . R oo, e
Usage oy 1006724113 Android  a 18 ABCSPO01-2-AP4 65 sdput (bps):
cecuri SNR 100.67.120.190 Android  a 5 WuTai-02 60 -
ecurity m ) 206 336 339 297 218 81 12 Potential Issues 100.67.217.134 Android  SGHzn20 ... ¢ 68K  ABCDOO1-10-AP2 60 mes dropped
- T s % o0 30 35 20 25 0 35 50 N NIA 100.67.142.252 Android  a 935 ABCJDO01-5-AP16 63 v | mestypes:
ucc Traffic Analysis Qegtie - >
Speed (bps) 2 3 64 . Frame rates:
Controllers 711 4 AirGroup 60 70 N/A
0 2M 54 1 108 M 300 M 250 M 136G 176G N/A securi !
WLANS seaurity et e
Goodput (bps) -110 -105 65 NA
Access Points N Crannel 2usy 9
2M 54 1 108 M 300 M 250 M 3G 7G b
Client 0 2 5 08 300 50 3 A 860 188 31 16 _
lents 0 10 20 30 40 50 60 70 80 30 100 NA

Interference (%)
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0 100
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Speed (bps)
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Cluster Android
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Cluster E q:iz |Z | Ej E,\J ﬁﬁ'ﬁ To Client From Client
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Usage

Potential Issues

Performance Summary

Traffic Analysis
Performance Client
AirGroup N/A Ll
Network r e —— [
Securi - - Details Next10 >
ty o Cluster speed (bps) (731 of 1949): Speed >= 108 M &< 200 M .
ucc N/A n Radio J
Speed (bpc) 0 Usage Device Client PHY Speed (bps) SNR(dB) Frames AP Na: I
Controllers Potential IssLes Android  a 70 35
. < _all ks - iy N Android  5GHzn 20 .. 17 56
0 2M 54 M 08 M 300 M 450 M 3G 7G N/A A N
WLANS » Traffic Analysis Android a 6 36
Goodput (bps) -1 Android SGHzN 20.. 12 41
Access Points c AirGroup .A:«rdroxd a - i
0 2M 54 M 108 M 300 M 450 M 3G 7G N/A : <ecuri Android 2 43
Clients - ecurity Android  5GHzn20.. 14 31
- - ucc )?rdr01d a z -1
Configuration In | Android  a 6 5 v o
ﬂ Controllers ™ —
L 0 0 M 54 M 18 M 300M 450 M 13G 17G N/A
WLANS L N
2. Goodput (bps)
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Total: 1,923
Cluster 2.4 GHZ HT 20MHz
Usage 5GHz

Potential Issues 150

Traffic Analysis Client Health (36)

AirGroup
Security
ucc
Speed (bps)
Controllers
0
WLANS
Goodput (bps)
Access Points
0 12M 4 M 108 M 300 M 450 M 136G 127G N/A

lie
SEENRFEFE X : BRIAF 1000 1500F TR AEE R 2& 24, AATFIIREWEEA
*50% of frames are transmitted successfully at MCS index 11 at 108 Mbps.
*25% of the frames were dropped in the 1st attempt at 108 Mbps but were successfully
transmitted using MCS index 3 at 54 Mbps in the second attempt.
*The remaining 25% are dropped in both the attempts.

SEFRFEINRE AT E /AR The total bits transmitted (BEAME I EOEIHELL 45 )/ the total air

time(BANHFERYZE OATE]).

Z£451: (500 * 1500 + 250 * 1500) * 8 / (total air time for 50% frames + total air time for 25
% frames retransmitted + total air time for 25% dropped frames) = 40.5 Mbps.
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Network
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Usage
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Traffic Analysis
AirGroup
Security
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- Controllers
WLANS
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Clients
I
36 40 44 48

EIRP (dBm)
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Clients

24 GHz 342
sz 1775
etails Next10 >
Goodput (bps) (230 of 2141): Goodput >= 54 M & < 108 M 2l =
Android a
Android a 44
Android a 56.6 83 53
Android 5GHzn 20 ... 69 8 41 81K
Android 5GHzn20.. 654 46 21K
Android 5GHzn20 .. 39 25K
Android a 61.8 83 44 83K
Android 5GHzn20... 70.8 85 49 156
Android 5GHzn20 ... 35 585K w
=
230
12M 54 M 108 M 300 M 450 M 3G
— — — — T— Il
52 56 60 54 0 04 08 112 16 120 24 123 32 36 40 144 143 153
1 478 9 297
6 El 12 15 8 24 7

All Radios

5GHz 24GHz

From Client

HT 20MHz

100 N/A
60 > N/A
G N/A
G N/A
]
157 161 65 63 NA
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MOBILITY MASTER CONTROLLERS ACCESSPOINTS CLIENTS ALERTS ®
ti-mm-a ®3 © 784 2 2 1923 A1 admin
NS S
) L BT FT A TELLAPH) | T
Performance Summary 7 — & q AllRadios 5GHz 24GHz
N 322
TR RIS IEE, G
clients E#X, FINELS ars
Total: 1,923 Overall Goodput (bps): 64.0 Mbps
24 GHz 323 HT 20MHz To Client From Client
5 GHz: 1600 [N | || Goodput (bps): 831 M 20.8M
Frames dropped: 1% (44 Ki3.3 M) N/A
| Ith = = U(ast
Client H % s/ B
L B BT A FE S APHI_E T — T —
Frame rates:

Y A 37

17802. 111 R ELEE,

o3 2t BY ) o FHIR

> YA N P S
Js §: ﬂ:u lﬁ—i Channel Quality (%)
0 < @ 30 s & 16 12 25 17 9 45 74 1,306
Speed (bps) 0 10 20 30 40 50 80 30 100 NA
1 4 . Noise Floor (dBm)
0 12M 54 M 108 M 300 M 450 M 136G 176 N/A T =
Goodput (bps) 110 105 100 -85 30 75 70 &5 A
I Channel Busy (%)

0 12M 54 M 108 M 300 M 450 M 3G 176G N/A
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Interference (%)

0 10 20

2.4 GHz Channels

1 2

5 GHz Channels

36 40 44 48 52 56 60

EIRP (dBm)

30 40 50 80 30 100 NA
30 20 50 80 30 00 NA

5 G 7 70 1 mm 3 2 NA
64 100 104 108 112 132 936 140 92 143 153 157 161 165 163 A
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Dashboard Performance Summary #ﬁ | Qf—tl—l— Q&APE’] ‘E‘I'EQ 15 =| AllRadios 5GHz 2.4 GHz
%— vl ,EH =5 —_— ’
Performance Clients e
Network
Total: 1,923 Overall Goodput (bps): 64.0 Mbps
Cluster 2.4 GHz: 323 To Client From Client
Usage 5 GHz 1.600 [ | || Goodput (bps): 831 M 29.8M
Potential Issues Frames dropped: 1% (@4 K3.3M) NIA
Traffic Analvsi Client Health (%) \ rames types: —
amic Analysis 31 22 22 29 38 56 80 152 291 1,108 e e rates: S4-108 Mbes
AirGroup 0 10 20 30 40 50 60 70 80 30 100 N/A
Security : Channel Quality (30)
ucc n p o
Speed (bps) 0 10 20 30 40 50 60 70 80 30 100 /A
Controllers 627 711 4
0 2M 54 M 08 M 300 M 450 M 3G 176G N/A APs
WLANS
Goodput (bps) Il Goodput (bps) ‘
Access Points s s Overall Goodput (6ps): 64+ - :
[ 0 2M 54M 108 M 300 M 450 M 136 176 N/A Channel Quality (%) (17 of 1568): Channel... Dot L e
Clients
AP Name Band Channel c —
Configuration Goodput (bps): ABC-JD001- 24GHz 6 5rI Slngsl Quahty' = = 0 ]
Frames dropped: ABC-JDO0O 24GHz 6 57 3
F y ABC-JD001-¢ 24GHz 6 55 1 m
rames types: ABC-JD001-¢ 24GHz 6 54 0
EEREEN: SERBOAPH LIESENEMRARNEN L, FEEZSET0E . e risate Maeate 1 B o
VVl F|1|:I_qE’]:F‘j:jEﬁB/\, O 300/0ij QI@, 30 500/0ij‘:| *ﬂ@, 50 100%jj.|—.E'Ll%l1 Qiﬁ ' ABC- 01-1-AP11 2.4GHz 11 53 0
ZEEREEMERL100, RREEFHRHES. ABC 4-AP13 24GHz 11 59 2
ABC- 5 GHz 52 55 14
Channel Quality (%) ABC- ) 2.4GHz 11 a2 n VT
G T e e s
10 20 30 40 50 60 70 80 90 100
NaAica Elaar fARM\ l
Aruba MM-VA,8.3.0.1
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Dashboard Performance Summary Rfj—t-rl_ %é&APEI‘leﬁgm'iE,%\ AllRadios 5GHz 2.4 GHz
Performance
Clients APs
Network .
Total: 1,923 Overall Goodput (bps): 64.0 Mbps
Cluster 24 GHz 323 To Client From Client
Usage 5 GHz 1.600 [ | || Goodput (bps): 83.1M 29.8M
Potential Issues Frames dropped: 1%@4kia.3M) A
A .  Uwst
Traffic Analysis Client Health (5%) - = -~ - S —
AirGroup 0 10 20 30 40 50 60 70 80 30 100 N/A
. SNR
Security 5 12 18 20 84 206 336 297 218 81 12
ucc e .
Speed (bps) a0 50 60 70 80 30 100 VA
Controllers ) 1 4 . Noise Floor (dB8m)
WLANS 0 2M 54 M 08 M 300 M 450 M 3G 176G N/A
Goodput (bps) 10 105 100 EH -30 85 80 75 70 &5 N/A
Access Points Channel Busy ™~
0 2M 3G 176G N/A .
Chens -
Configuration Interference ( Overall Goodput (bps): 83.2 Mbps
m To Client From Client
;46H o B Goodput (bps): 19.1M 326 M
Ry s S . . 4 an =
fE‘Eﬂs?%EX TE‘EHE‘EUAPﬁﬁTEEE"J}%ﬁfﬂ%E"J%ﬁ? “—u_g%};, -110— -SOdij]_l—.E'%' Qi@ Fram: Noise Floor (dBm) (405 of 1568): Noise Flo... ~~ ~ Nextio .
-80%-75dBm A+ F-EE, -75  BJ-65dBmAE-LL . ZEANE, APHHRBERE e ReCI sou w3
z Channe o .
e (EMEE-65dBm) , BB BN T AR HERFIMAPESBEMIE. — N ES = o 38 s
HIMEF, KA E’\JAPTEEIJm £-100-2-90E % C - 246z 1 3
EIRP (dBm) 5GHz 48 -95 14
2.4GHz 6 -95 4
¥ : SE'CH ?2 95 19 80 = 90 — 100 N/A
ABC- 2.4 GHz -94
NOIS€ AgC.|D001-10-AP10 5 GHz 24 -as 2 —
24 1 | 3
ArubaMM-VA,8.3.0.1 -110 -105 E,IUI_%- -90 -85 -80 -75 -70 -65 N/A
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Dashboard Performance Summary E’l‘%E}Réﬁi—l— %g&APEI\] iigm 1% ,%\ AllRadios 5GHz 24GHz

|F’ev‘formance r—
Clients APs
Network i N
Total: 1,923 Overall Goodput (bps): 64.0 Mbps
Cluster 24 GHz 323 To Client From Client
Usage 5 GHz 1.600 [ Goodput (bps): 831 M 29.eM
Potential Issues Frames dropped: LRI A
Traffic Analysis Client Health (39 o i
AirGroup 0 10 20 30 40 50 60 70 80 30 100 N/A
Securi =
v s 21w ww \ channe Quaiy
uce < 10 15 20 2 30 35 40 45 50 55 60 > N/A
Speed (bps) NA
Controllers 627 711 4
0 12M 54 M 108 M 300 M 450 M 136G G N/A
WLANS
Goodput (bps) 65 NA
Access points s s
0 2M 54 M 108 M 300 M 450 M 136 G N/A
Clients 0 10 20 30 40 50 60 0 80 30 _03 NA
Configuration Channel Busy (%) (42 of 1568): Channel Busy >=... *=*'° fextig - x
i AP Name Band Channel Channel Busy Channel Utilization
ABC-JD001-1-AP9 24GHz 6 39% I
FERIEEN: AZAPFRAETIEEET, HEEMAEFENNEINAREIEL, SGrz 52 4% S—
=BT = 4 22 B 1 R 2 5 E R R -FiT 4R P PR — o _m
ST =% % Ao 18] ) P 28 o b+ B ) R 22 ey L + JEWI-FiF 44 O B R o =
0-60% AIEE-%tE, 60-90%AFFE-EE, 90-100%HE-LI . 1 35% —
6 34% I
S s S LI s, N > - N > P o z 11 37% — - = —
APERTESIE Y 2 F1 F 2= % 1% B (8] F1) F 2= o Eb + 4320 IB) ) A 3R e EE +3EWI-FiF LR R A _ J 36% — ” "
RN \ . —_ R . Voo
S b+ 5 22 RS B0 PR 2 bt R ST N B —— S
0 0 20 30 40 50 60 70 80 90 100 N/A
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Dashboard Performance Summary 7] B/JLELY %g&APEI\]'ﬁFgHﬂ'fE,%\ AllRadios 5GHz 2.4 GHz
Performance .|
Clients APs
Network 0
Total: 1,923 Overall Goodput (bps): 64.0 Mbps
Cluster 24 GHz 323 To Client From Client
Usage 5 GHz 1,600 - Goodput (bps): 831 M 29.8 M
Potential Issues Frames dropped: A
. Uast
Traffc Analys e i e
raffic Analysis B3 S B0 152 291 1108 erame rates: E—
AirGroup 0 10 20 30 40 50 60 70 80 30 100 N/A
o SNR
ecurity m@ 20 [ 206 336 297 218 81 12 \ Channel Quality (%)
UCC < 10 15 20 23 30 33 40 25 50 55 80 > N/A
Speed (bps) NA
Controllers 711 4
0 2M 541 108 M 300 M 450 M 136G 176 VA
WLANS
Goodput (bps) NA
Access Points
0 12M 108 M 300 M 136G 176G /A
Clients WA
WA
Configuration f
1519 24 3 |
0 10 20 30 20 50 &0 70 80 30 00 NA
1 :F-Tl-jﬂﬁf /Ex 1 :FTJEF Eﬂi?('{gi_—l— 1%%;3’7“5}? IJ_'_IE’JH—J-|\ETJ$IJFH$E/\I;[2 1%"2— ? Interference (%) (24 of 1566): Interference >= 1., 7%%'° fesie X
1 apN Channi terference Channel Utilizatio _
FH AT LR IEWI-FigFIESRABSREIWI-FiF 4k, 0-30%RIEEM-GE, 30-40%2 45 s tm vt i oemten
&, 40-100%HE-LI ., EJE:F?)‘EETEE_/J , APRIERZEMS. G e _:_:' S |
-JD001-3 24GHz 6 1% —— -85 -80 75 70 =0 WA
JD001-4-AP7  2.4GHz 6 10% —
-JD001-5-AP11 24GHz 1 12% I - = -
-JD001-5-AP14  2.4GHz 6 17% —— Hﬁ 70 = 80 = %0 _m
-JD001-5-AP9 24GHz 6 1% —
ABCDOO1-9-AP11  5GHz 141 120 —_ =
1520 |
-— 0 10 20 30 40 50 60 70 80 90 100

ArubaMM-VA,8.3.0.1
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Clients 0 10 20 30 40 50 60
Configuration I 2.4 GHz Channels (243 of 1568): 2GHz Channel... i s Rext1o  x
AP Name Channel Interference Channel Utilization - 1
ABC JDm 1% = -90 -85 -80
FEadoR A TN TREMAPHIEEEN B, BLLT RS ;;j ™ - e
EIRPHI SRR . BMEiE Liradiof B2 F19, ME%%EH%W%Z%WZ%E’\JEE%\Z‘E ABCD o — | - -
1jt§9 3:6 \$IJFH /l\1 J'_'\;I?\O ECJ o <:Tgé —
ABC-JDO0 3% —_—
EIRP (dBm) ABCDOO 2% o 3 50 60
ABCJD 9% - .
0 3 ABC-|D 204 — v
ea _
1 2 3 4 5 6 7 8 9
ArubaMM-VA,8.3.0.1 -
12

i . N N = Y ~ A = 1092 ® admin v
OrUbO tj-mm-a %ﬁﬁﬁﬁﬁ?’fgiAPEI‘:,24Gﬂeu @74 O2 = 1923 A " e 4A
— Managed Network > 5G radIOE’]ﬁﬁ?’j—:'fE‘ /\ﬁtt "“aijl?y&\%’ -H II:I:II & Search (o
{5 %0 24 BUEIRPIER o3t BT IZXERIFTS
Dashboard Performance Summa %z&APEI\]'ﬁFgHﬂ 1%,%\ AllRadios 5GHz 2.4 GHz
Performance %
Clients APs
Network 0
Total: 1,923 Overall Goodput (bps): 64.0 Mbps
Cluster 24GHz 323 HT 20MHz To Client From Client
Usage 5 GHz 1.600 Goodput (bps): 831 M 29.eM
Potential Issues Frames dropped: A
Traffic Analysis Client Health (9 i

AirGroup 0 10 20 0
. SNR
Security = —
_,@7':' L Channel Quality (%)
ucc < 0 15 20
Speed (bps) NA
Controllers
0 12M 54 M
WLANS
Goodput (bps) NA

Access Points

=)

2M

Frame rates:
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Qaruvoao tj-mm-a ©3 ©783 O3 = 2416 A ®  admin v
- Managed Network > | NeTtwWworkK ~» N\
Dashboard Clients & APs Top APs A~ pag
Performance Clients APs .
Active: 436 : 783 AP Name Clients Radi( Clients & APs To
Network Low Usage: 1,847 AB AP6 43 Clien
Total: 2,416 Low Usage 39 Usa .
Cluster Unprovisioned: 3 ;raflce C|Ient5 APs AP
Total: - Active: 457 Up: 783
| Usage N 10 X AR
- ext ne
Potential Issues Clients (453 of 241 9) AB
Traffic Analysis ul \ AB
AirGroup List Trend AB
Overall Usage -
. AD
Security Clients C Health (%) Device Role
ucc 4000 ¥ ¥ ¥
100 Win7 tongji.portal
Controllers &-p
000 100 Win 7 tongji.portal
WLANs
71 \Win 7 tanaii nartal
. 0
ACCESS POIntS 19:07 19:11 19:15 19:19 ’
Clients = Total === Low Usage
Configuration
Apps by Usage Apps by Sessions
Clients
Application Sessiol
ys-svc-ftp-data-any 22,872 Fair ~ 40 1
svc-https 13,674 180 1
4,150 Fai 30 1
sys-svc-fip-data-any 2,328 13K 1
1,202 Poor 39K 5
0 5 100

Client Health (%)

Client Health Details

CON
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= ikManaged Network>Dashboard >Potent|al Issues3E, ]
SEEFREN, ESKEE, R REKE

R E P F B E M RE O R Y R IR FIAP{E &,
IRBAPIER, AJLURIEEME) 2 WERAP.

It

pail
L)

AR TR,

arubaQ

MOBILITY MASTER

CONTROLLERS ACCESS POINTS

CLIENTS

ALERTS

: ~ ~ . f admin v
tj-mm-a ® 3 & 784 O 2 < 2386 VANIY! ®
— Managed Network > &
Dashboard Potential Issues
Performance Clients with potential issues: 67 out of 2386 Radios with potential issues: 24 out of 1566
Network 2.4 GHz 5 GHz 24'GHZ "l 5GHz
Low SNR 0 0 High noise floor 2
Cluster Low speed 2 22 BUsy channel
Low goodput 34 13 High interference
Usage High client association
| Potential Issues
Traffic Analysis Radios with potential issues (2 of 1568): Accepts Clients = yes and Band = 2.4 GHz and Noise Floor >= -85
. 10 client From Client
AirGroup
Band Clients Channel Noise Floor (dBm) EIRP (dBm) Channel Utilization Goodput (bps) Frames Frames Dropped Frames Frame Rates Frame Rates
Security 2.4 GHz 6 -78 1 E— 7 0% (0/7)
ABC-SP001-10-AP2 24GHz O© 1 12 o --
ucc
Controllers
WLANS

Access Points
Clients

Configuration



y w5715

HE, ZENHFPYEURBEIEEHISE

aruvba

— Managed Network >

Dashboard
Performance
Network
Cluster
Usage
Potential Issues
Traffic Analysis
AirGroup

Security
ucc
| Controllers
WLANSs
Access Points
Clients

Configuration

BRARRESEN

MOBILITY MASTER
tj-mm-a

- TT——"

= iManaged Network>Dashboard->Controllers3z &, i

H%CP’ET RS
SHSRTMAFFFENEZERS (mmENEEDR) .

T ARV TRT (8],

ALERTS

BERIKS, & FRERIAP

CONTROLLERS ACCESS POINTS
© 3 © 784 O 2 =
Controllers (3)

Name Reachabilit... Health APs Clients Uptime Configuration State Mode! Software Group
v v v v v v v
tj-md1 ® Good 388 1,156 136d 1h Update successful Aruba7240 8.3.0.1_65474 campus
tj-md2 o Good 397 1,222 141d 18h  Update successful Ar...0XM 8.3.0.1_65474 campus
vmc o Good 1 4 136d 3h Update successful MC-VA-50 8.3.0.1_65474 dmz

admin v

o

Default Columns ~

CONFIDENTIAL © Copyright 2015. Aruba Networks, an HP company. All rights reserved.
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m.iiManaged Network>Dashboard->WLANs3Z 8, f#iAMEZEHRENPTERLESWUSHRITER, BREEMESHXEKRFAE, AP
#, radio¥, FHER, RIL1TWIAPTERRE, BMEWRIEBIEW, MRINMEMIBENEEWE 55

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS
®  admin v

Or'UbO tj-mm-a ® 3 ©784 ©2 T 2417 A1

— Managed Network > &) (
Dashboard WLANS (6) Default Columns
Performance To Client From Client
WLAN Clients APs Radios Goodput (bps) Usage (bps) Frames Frames Retried Frames Dropped Frames Retried Frames
Network v v v v v v v v v v L 4
eduroam 87 1,544 69.1M 475M 3820K  2143K  12%(26K/21.. <1%(1.3K/21.. 4% (6.4 K/1...
Cluster iTongji-auto 776 782 1,544 80.1M 209.0 M 1.8M 1.1M 18% (196 K/1... 2% (18K/1.1 ... 150% (1.0 M/6...
tj-renlian 0 4 8 0 0 - - 0 -
Usage 1,550 782 1544 643 M 642.2 M 54M 34M 18% (593 K/3.. 2% (81K/3.5.. 20M 7% (139 K/2...
. gjipsk 2 14K 77 63 0% (0/63) 45% (52/115) 14 0% (0/14)
Potential Issues &b - ) , i ,
tongjipsk-dot1x 3 2 871 49 9 0% (0/19) 0% (0/19) 30 0% (0/30)
Traffic Analysis
AirGroup
Security
ucc
Controllers
WLANSs
Access Points
Clients
All WLANS
Configuration Clients Usage (bps) Device Distribution
3000 15G
500
1000 “
0 0
19:24 19:28 19:32 19:36 19:24 19:28 19:32 19:36
ArubaMM-VA,8.3.0 hers (4) m eduroam (g86) M iTongji-auto (764) M tongji.portal (1534) Others meduroam M iTongji-auto M tongji.porta
CONFIDENT AL & vupyigin cv 1o, miuva 1 TTOrRS =g T COTIPaMT — T TS TeSeTVeu- at s
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= $Managed Network>Dashboard->Access Points32 8, #iAMEHENAPRIIEMAER, BIEHELKEHS, APEIS, FrfEgroup& ¥R,
IPiblb, HEIXBEAZin#l, PIEEE, EIRPAENR, K, EERE, GEIAR, EEENLESFSE

b MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS
QrupaQ tj-mm-a ® 3 @78 O1 = 2439 A1 ®  admin v
— A —
— Managed Network > & ea o8
- Next 50 Default Columns ~
Dashboard Access Points (786)  Radios (1568) AllRadios 5GHz 2.4GHz
Performance To Client
AP Name Band Radio Mode Quality Clients Channel EIRP (dBm) Noise Floor (dBm) Channel Quality Channel Utilization Channel Busy Goodput Usage (bps) Frames Frames Retried Frames Droppe
Network v v v v v v v v v v v v v
ABC-SP0O1 5GHz  Access 5 34 165 32 95 - 16% 6% (2.3 K/3... 1% (5
Cluster ABC-JD001 5G Access Good 33 44 23 87 — 48% 15% (4.2 K/2... 3% (7!
ABC- 5G Access GOOC 64 23 9 - 12% 6% (2.0 K/3... 2% (4¢
Usage ABC- 5 Access 40 23 — 34% 75% (23 K/31... 4% (1.
Potential Issues AB 5G Access GOOC 40 -— 20% 4% (1.6 K/3... 9% (3.
AB 5 GHz Access Good 44 23 — 16% (27 KN17... 3% (5.
Traffic Analysis AB 5 Gt Access 44 23 E 4% 7% (809/11 ... <1%/(
AB 5 Gt Access Good 161 32 I 15% (9.5 K/6... 3% (2.
AirGroup ABC- 5GHz  Access GOOC 48 23 -— 22% 15% (6.2 K/4... 3% (1.
ABC- 5 Gt Access 161 32 [ 11% (19 K/M17... <1%(
Security BC- 5 Gt Access GO0 60 23 - 12% 10% (3.1 K/3... 1% (4
ABC- 5GHz  Access GOOC 165 32 - 9% 11% (2.1 K/1... 1% (2
ucc ABC- 5GHz  Access 25 149 32 = 6% 13% (1.1 K/8....  1%(1
Controllers C- 5 GHz Access G 24 36 23 - 15% 89M 24% (11 K/46... 6% (2.
CD 5G Access G 24 161 32 - 16% 49M 18% (4.6 K/2... <1%/(
WLANS CJD 5GHz  Access 157 32 - 15% 40M 11% (2.5 K/2... <1%/(
CJD! 5GHz  Access 165 32 - 14% 8.8M 9% (4.1 K/4... <1%(_
| Access Points nor connt 2 1 SFUs Arcaee 21 - , s - . ot irra11m  ansd
>
Clients .
All Clients
Configuration 2.4 GHz Clients 2.4 GHz Usage (bps) 5 GHz Clients 5 GHz Usage (bps)
400 TO.?’ 3000 1C
2000
200 0 0
1000
o 1o
0 19:40 19:44 19:48 19:52 0 19:40 19:44 19:48 19:52
- 19:40 19:44 19:48 19:52 19:40 19:44 19:48 19:52
en ® From Client ® To Client

e m From Client
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m.iiManaged Network>Dashboard->Clients3i 8, iR HENTLLIRIIFEER, SELRAAMEKS, P,
wERE, KinhIHFA®, SNRE, XEERR, LfRRER, HRARREF

ESREL RSN TE,

MOBILITY MASTER

CONTROLLERS ACCESS POINTS CLI

ENTS

ALERTS

fERE, Fr

arvba tjmm-a @3 ©783 03 = 2424 A ®  admin v
— Managed Network > G (o
Dashboard Wireless (2424) Wired (0) Next 50 Default Columns ~ §

Performance
Health (%) IP Address Band Radio PHY Client PHY Device Role Forward Mode SNR (dB) Speed (bps) Max Speed (bps) Goodput (bps) Usage (bps)
Network v v v v v v v v v v v v
100 100.68.205.118 24GHz HT20MHz HT20MHz Win10 itongji Tunnel 45 8.0
Cluster 100.68.119.3 5 GHz VHT 20 MHz VHT 20MHz iPhone itongji Tunnel 50
77 100.68.144.188 5 GHz VHT 20 MHz HT 20MHz Win 7 itongji Tunnel 44 3
Usage 55 100.67.65.97 5GHz  VHT20MHz VHT20MHz Win 10 tongji.portal Tunnel 40 4 5
p . 100.67.118.4 5 GHz VHT 20 MHz VHT 20MHz 0OS X tongji.portal Tunnel 46 4
otential Issues 66 100.68.110.199 5 GHz VHT 20 MHz VHT 20MHz Windows eduroam Tunnel 36
Traffic Analysis 77 100.66.37.227 5 GHz VHT 20 MHz VHT 20MHz Win 10 tongji.portal Tunnel 41
55 100.66.246.226 5 GHz VHT 20 MHz VHT 20MHz iPhone tongji.portal Tunnel 48
AirGroup 100.66.141.103 24GHz HT20MHz HT20MHz  WinXP tongji.portal Tunnel 58
100.66.150.238 5 GHz VHT 20 MHz VHT 20MHz iPhone tongji.portal Tunnel a1 4
Security 100.68.29.8 5GHz  VHT 20 MHz VHT 20MHz Win7 itongji Tunnel 33
100.66.214.231 5 GHz VHT 20 MHz VHT 20MHz Win 7 tongji.portal Tunnel 52
ucc 100.67.59.239 5 GHz VHT 20 MHz VHT 20MHz Windows tongji.portal Tunnel 3
C 100.68.211.174 5 GHz VHT 20 MHz VHT 20MHz Win 10 eduroam Tunnel 50
ontrollers 100.66.238.81 5 GHz VHT 20 MHz VHT 20MHz Win 10 tongji.portal Tunnel 34
WLANS 100.67.240.129 5 GHz VHT 20 MHz VHT 20MHz O0OSX tongji.portal Tunnel 37
100.66.228.254 5 GHz VHT 20 MHz VHT 20MHz Android tongji.portal Tunnel 38 -
Access Points 100.67.11.27 5 GHz VHT 20 MHz VHT 20MHz Linux tongji.portal Tunnel 54
100.68.114.98 5 GHz VHT 20 MHz HT 20MHz Android itongji Tunnel 38 V 4
|C|ients 7 100.68.121.184 5GHz  VHT20MHz VHT20MHz iPad itongji Tunnel 39 73M
78 100.68.25.154 5 GHz VHT 20 MHz VHT 20MHz O0OS X itongji Tunnel 55 = 73 M . !
Configuration an 1nnzoac aco C e ANITAA AN AT AL AAEadaes  ieme e ne oc aa
- »
All Clients
2.4 GHz Clients 2.4 GHz Usage (bps) 5 GHz Clients 5 GHz Usage (bps)
400 10 3000 1C
200 0 0
1000
10 1G
— 0 19:42 19:46 19:50 19:54 0 19:42 19:46 19:50 19:54
19:42 19:46 19:50 19:54 19:42 19:46 19:50 19:54
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mifFManaged Network>Dashboard->xx iR — K8, STHALAN? 1%, B L#EANZhelp®iiER, REFZREFHH
7, BRI IZFEHN LR, BsisEMHRERER.

MOBILITY MASTER Ty S x [CESS POINTS CLIENTS ALERTS For Help, click on any text in green italics (223

OrUbQ tj-mm-a 785 O 1 = 9433 A 1 ® | admin v

Displays if the quality of the AP is good

or poor. AP quality is derived based on

— Managed Network > %  Se: o8
the noise floor, channel utilization,
. A A iat Next 50 Default Columns ~
Dashboard Access Points (786) interference, and client association on All Radios 5GHz 2.4 GHz
the AP P
Performance 1 ’ o Client
( AP Nome Band Quality v a
Network v v v r v
AB: Access G 34 - 6% (2.3 K/3... 1% (5 a
Cluster AB Access Good 33 — 15% (4.2 K/2... 3% (7!
AB Access G 2 [ 6% (2.0 K/3... 2% (4¢
Usage AB Access 2 — 75% (23K/31...  4%(1.
Potential Issues Access G [ 4% (1.6 K/3... 9% (3.
Access G I 16% (27 K/17... 3% (5.
Traffic Analysis Access 23 E 7% (809/11 ... <1%(
Access GOO 161 32 — 15% (9.5 K/6... 3% (2.
Air(_‘.,roup Access 438 23 _— 15% (6.2 K/4... 3% (1.
Access GOO 161 32 I 11% (19K/M17... <1%(
Security Access 60 23 - 10% (3.1 K/3.. 1% (4
Access 149 32 = 6% S5M 13% (1.1 K/8....  1%(1
ucc Access GOOC 165 32 [ 9% 34M 11% (2.1 K/1... 1% (21
Controllers Access G 36 23 [ 15% 89M 24% (11 K/46... 6% (2.
Access 161 32 - 16% 49M 18% (4.6 K/2... <1%(
WLANS Access 157 32 [ 15% 27 40M 11% (2.5 K/2... <1%(
Access GOO 22 165 32 -95 - 14% 8.8M 9% (4.1 K/4... <1%(
]ACCESS Points A N1 9 A Ly Arrnce . 51 An o) as a - A0k a 5 A 1 Qo4 1771110 ~ 1041
4 >
Clients .
All Clients
Configuration 2.4 GHz Clients 2.4 GHz Usage (bps) 5 GHz Clients 5 GHz Usage (bps)
400 WO‘E: 3000 1C
2000
200 0 0
1000
woa .
0 19:40 19:44 19:52 0 19:40 19:44 19:52
19:40 19:44 19:48 19:52 19:40 19:44 19:48 19:52
ent m ent W To Client
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A2 CLIF EHIN"show switchinfo™ AT LUZERZH 25 SR TIRSEIE, HhEIEHRRETRA . ELETHK. sI—X B3R
E. EEREXHR. BEHREFTXS. RHERRIERRSHFER.

(t-md1) *#show switchinfo ~ (

Hostname is tj-md1

Console Baudrate: 9600

Location not configured

System Time:Mon Nov 26 18:55:06 CST 2018

Aruba Operating System Software.

ArubaOS (MODEL: Aruba7240), Version 8.3.0.1 (4BiE{ThRA)
Website: http://www.arubanetworks.com

(c) Copyright 2018 Hewlett Packard Enterprise Development LP.
Compiled on 2018-06-23 at 05:24:44 UTC (build 65474 ) by p4build

ROM: System Bootstrap, Version CPBoot 1.2.4.0 (build 49898)
Built: 2015-05-05 07:46:55
Built by: p4build@re_client_49898

Switch uptime is 130 days 47 minutes 2 seconds (4RiIEHI A ELETC)
Reboot Cause: User reboot (Intent:cause:register 78:86:50:2) (E—XERBFEHA)
Supervisor Card

Processor (XLP432 Rev B2 (Secure Boot) , 1500 MHz) with 7382M bytes of memory.
32K bytes of non-volatile configuration memory.

7928M bytes of Supervisor Card system flash.

Config ID: 501  (BzhE, ﬂuikaﬁmijc#%flﬁ, SEFR R HMMIEE 5k )

I 2WAN reAY

. JITL)
CONFIDENTIAL © Copyright 2015. Aruba Networks, an HP company. AII rights reserved.
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VLAN1 is up line protocol is up
Hardware is CPU Interface, Interface address is 00:1A:1E:03:04:10 (bia 00:1A:1E:03:04:10)
Description: 802.1Q VLAN

IPv6 Router Advertisements are disabled

Routing interface is enable, Forwarding mode is enable

Directed broadcast is disabled, BCMC Optimization disabled ProxyARP disabled Suppress ARP enable
Encapsulation 802, loopback not set

MTU 1500 bytes

Last clearing of "show interface" counters 130 day O hr 47 min 2 sec

link status last changed 4 day 3 hr 19 min 30 sec

Proxy Arp is disabled for the Interface

switchrole:MD (ATIEHIZNAE)

masterip:192.168.134.18 (3EEAIMMAIVIPbLE)

IKE PSK: 619¢c93b74d18311069¢cb470433530aece03c15¢c9b4c85525
Configuration unchanged since last save

. (YA RGEET EEcrashfE R, MR Eno, XTREEBE. WMRE crash
information available , ‘RYATRGFEcrashE2, BEH—LALTE)

Reboot Cause: User reboot (Intent:cause:register 78:86:50:2)

CONFIDENTIAL © Copyright 2015. Aruba Networks, an HP company. All rights reserved.
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NIRRT A BCrashiEZ 2, HATTLUBE TEHAICLIEIE, BRGEHMCrashERREAXH, HEEKMfashiAEFEH, &
fil_ﬁft%gw ZizcrashXHEMBIABEBEK L, ETohAEER, HAJLUFIZXH %% Aruba TACHH— 5t FI4bIE .
A< CLIEIR{EWT :

(t-md1) #tar crash

(t-md1) #dir

-rw-r--r-- 1 root root 6710 Jan 5 05:38 AUDITTRAIL-HISTORY.log

-rw-r--r-- 1 root root

-rw-r--r-- 1 root root 58 Jan 11 04:24 crash.tar_md5sum.txt

-rw-r--r-- 1 root root 86928 Jan 11 04:40 default.cfg

-rw-r--r-- 1 root root 9007 Jun 27 2013 default.cfg.2013-06-27_22-11-20

-rw-r--r-- 1 root root 9275 Jun 28 2013 default.cfg.2013-06-28_06-23-34

-rw-r--r-- 1 root root 9339 Mar 18 2014 default.cfg.2014-03-18_05-56-38

-rw-r--r-- 1 root root 10984 Mar 18 2014 default.cfg.2014-03-18_05-59-48

-rw-r--r-- 1 root root 9007 Mar 18 2014 default.cfg.2014-03-18_13-23-44

-rw-r--r-- 1 root root 8457 Mar 18 2014 default.cfg.2014-03-18_13-32-13

-rw-r--r-- 1 root root 18826 Mar 21 2014 default.cfg.2014-03-21_02-07-26

-rw-r--r-- 1 root root 73574 Nov 29 2016 default.cfg.2016-11-29_11-45-10

-rw-r--r-- 1 root root 73643 Jan 5 2017 default.cfg.2017-01-05_16-34-14

-rw-r--r-- 2 root root 79031 Apr 25 2017 default.cfg.2017-04-25_01-30-04

-rw-r--r-- 1 root root 87103 Jan 10 06:58 default.cfg_writemem_2018-01-10_06-58-35
-rw-r--r-- 1 root root 87029 Jan 11 00:37 default.cfg_writemem_2018-01-11_00-37-30
-rw-r--r-- 1 root root 87029 Jan 11 00:40 default.cfg_writemem_2018-01-11_00-40-17
-rw-r--r-- 1 root root 86990 Jan 11 00:40 default.cfg_writemem_2018-01-11_00-40-44
-rw-r--r-- 1 root root 87000 Jan 11 04:39 default.cfg_writemem_2018-01-11_04-39-59
drwxr-xr-x 4 root root 1024 Jan 5 05:41 fieldCerts

-rw-r--r-- 2 root root 79031 Apr 25 2017 original.cfg

drwx------ 2root  root 1024 Nov 29 2016 tpm

CONFIDENTIAL © Copyright 2015. Aruba Networks, an HP company. All rights reserved.
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1 A\"show cpuload’ R

THHRCLIFTEFEEMHEREMSAMNCPUMAGFRIRIER, AILIERTHREMNMERESHIS
HICPUFIAE

(t-md1) #show cpuload current

Collecting System Statistics. This may take around 5 seconds.

top2 - 15:17:22 up 134 days, 18:21, 0 users, load average: 0.15, 0.12, 0.09

Tasks: 178 total, 1 running, 177 sleeping, O stopped, 0 zombie

Swap: 2621312k total, Ok used, 2621312k free, 880128k cached
PIDUSER PR NI VIRT RES SHRS %CPU %MEM TIME+ COMMAND
4173 root 20 073472 10m 5568 S 17 0.2 16645:32 hwMon

4107root 20 0 527m 333m 112m S 11 6.6 16729:32 stm

4185root 20 051456 12m6272S 3 0.2 1101:19 trapd

4370root 20 0 240m 131m 61mS 3 2.6 2887:18 arm

4104 root 10-10 299m 125m 57m S 2 2.5 1287:47 auth

3917root 20 0 154m 16m 3968 S 2 0.3 943:28.36 mysqld

3965root 20 0 157m112m 7168 S 1 2.2 1516:25 wms

3927 root 20 0 454m 149m 12m S 1 3.0 1951:37 fpapps

27524 root 20 0 4544 3072 1856 R 1 0.1 0:00.05 top2
CONFIPENZA263rrgot > 20 0634m 371" 18m°S 1 7.3 183:25.33 fw_visibility
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ARSI LERISAACLIrEREN S TERTS (ATEEREEHEL TRV

(t-md1) #show process monitor statistics
Process Monitoring Action:Log Message

Process Monitor Statistics

Name Restarts Allowed Restarts Timeout Value Timeout Chances Time Started

G 8 0 240 5 Fri Jan 5 05:41:30 2018
/mswitch/bin/packet_filter PROCESS_ RUNNING - 0 240 5 FriJan 5 05:41:31 2018
/mswitch/bin/certmgr PROCESS_RUNNING - 0 240 5 FriJan 5 05:41:31 2018
/mswitch/bin/cryptoPOST PROCESS_ RUNNING 8 0 240 5 Fri Jan 5 05:41:31 2018
/mswitch/bin/sbConsoled PROCESS_RUNNING 8 0 240 5 Fri Jan 5 05:41:32 2018
/mswitch/bin/gsmmgr PROCESS_RUNNING 8 0 240 5 FriJan 5 05:41:32 2018
/mswitch/bin/pubsub PROCESS RUNNING 8 0 240 5 Fri Jan 5 05:41:32 2018
/mswitch/bin/cfgm PROCESS_RUNNING 8 0 240 5 Fri Jan 5 05:41:32 2018
/mswitch/bin/syslogdwrap PROCESS_RUNNING 8 0 240 5 Fri Jan 5 05:41:32 2018

MR LM EHIZKRESEH Pistop, ?ﬂiﬂ‘]_fl&iﬁﬂ‘f%/\iﬁﬁi&"restart, BEERAMETIE.
MRkER, XRikEMstop, IHERIRIERTACHITHH.

(t-md1) #process restart /mswitch/bin/httpd

CONFIDENTIAL © Copyright 2015. Aruba Networks, an HP company. All rights reserved.
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fEIEH|BECLIR mHi N\ "show memory” AT LUZES &I 22 N 7F fa 3 BE
AR BRSO HETEA, NENFreeZAE N EEFFEKTF30M.

(t-md1) #show memory
Memory (Kb): total: 1541032, used: 386280, free: 1154752

7E35#| 22 CLIR E N "show storage”A] LU 5 #8877 fi% 53 (8] fa 2 B3R
FE: FHEUse%MEEREIT80%.

(t-md1) *#show storage
Filesystem Size  Used Available Use% Mounted on

/dev/usb/flash3 1.5G 268.1M 1.2G 18% /flash
/dev/usb/flash4 5.6G 656.8M 4.7G 12% /flash1

CONFIDENTIAL © Copyright 2015. Aruba Networks, an HP company. All rights reserved.
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1 HIzECLIF mit N\ "show inventory" ] LA EF HAIiTH|ss ECPURE, XEUKBRIEERTIE

. ‘jt
'H(_'L‘" ° . _ Power Supply 1 - Present : Yes
(tji-md1) *#show inventory - 12V OK - Yes
Supervisor Card slot :0 : Fan OK - Yes
System Serial# : CX0002729 (Date:02/26/16) : Aruba Model No : 2510057
CPU Card Serial# : AG08044840 (Date:02/25/16) 1 \S{eﬂdlf’:\l& Model NOQ Cé%%gzagé%m_mp
CPU Card Assembly# : 2010153H - Serial No :
. . : MFG Date : 12/24/15
CPU Card Rewsmn : (Rev:08.00) _Output 1 Config - 12V 350W
Interface Card Serial# : AG04003082 (Date:02/25/16) - Input Min - 90V AC
Interface Card Assembly# : 2010085E - Input Max : 264V AC
Interface Card Revision : (Rev:04.00) Main Board Temperatures ;
oo Model Aruoar240 Q1 - Remote 1 Temp. 35 C (shadow of VRM, VDD, CPU)
C AN 1a1a-02-0OA- : - Remote 1 Temp shadow o , B
I(;I(\)/\{I M?C&dg‘rm v +00:12:1€:03:04:10 to : Q2 - Remote 2 Temp 33 C (shadow of VRM, VDD_SOC)
-1a.1e. L :U44 - Local Temp 24 C (shadow of DPI connector)
CPLD Version : (Rev: 3.0) : U29 - Remote 1 Temp 34 C (XLP die temperature)
Power Supply 0 : Present : Yes : Q36 - Remote 2 Temp 26 C (shadow of 98X1422)
: 12V OK - Yes :J2 -DDRATemp 22 C (DDR3 A temp)
- Fan OK - Yes :J4 -DDRBTemp 25 C (DDR3 B temp)
: Aruba Model No 2510057 +J1 -DDRG Temp 22 (DDR3 G temp)
) ) :J3 -DDR D Temp 26 C (DDR3 D temp)
: Veqdor & Model No : QCS DCJ3501-01P : Port 0 Temp 148 C (1G PHY temp)
: Serial No : QCS1552217B : Port 1 Temp 148 C (1G PHY temp)
: MFG Date : 12/24/15 : Port 2 Temp 27 C (10G PHY temp)
: Output 1 Config : 12V 350W : Port 5 Temp 26 C (10G PHY temp)
. Input Min 90V AC Interface Board Temperatures :
- Input Max - 29684V AC :U21 - Local Temp 27 C (shadow of port 1 RJ45)

: Q4 - Remote 1 Temp 25 C (shadow of 88E1543)

CONFIDENTIAL © Copyright 2015. Aruba Nefwvm company. All rights rﬁergﬂv sense 0926 V . Q3 i Remote 2 Temp 33 C (Shadow Of 88X2140)
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Fan O : 9060 rpm (5.473 V),Speed Low
Fan 1 : 8946 rpm (5.473 V),Speed Low
Fan 2 £ 9123 rpm (5.517 V), Speed Low ;Qéiiagep%)\?\;gg/ :#gges
Far_m 3 : 8926 rpm (5.473 V),Speed Low - -\/CC33 3.30V sense 3.378 V
Main Board Voltages : - VCC 18 1.80V sense 1.854 V
ispPAC_ POWR1014A1 \f\z 20V sense 1220V - VCC1 1.00V sense 1.022 V
: . : :VCC12 1.20V sense 1.224 V
: VDD SOC 1.050V sense 1.042 V - VCC12-DVDD 1.20V sense 1.208 V
:VCC IOBD 1V5 1.50V sense 1.528 V
: DDR3BD_VTT 0.75V sense 0.754 V
:VCC 1A 1.00V sense 1.024 V
: IV8_DIGITAL 1.80V sense 1.854 V
: 3V3_MAIN 3.30V sense 3.384 V
:VCC1 1.00V sense 1.026 V
: VCC25 2.50V sense 2.526 V
:3V3 SB 3.30V sense 3.354 V
ispPAC_POWR1014A_B :
: VDD 1.081V sense 1.084 V
:VCC IOAC 1V5 1.50V sense 1.532V
: DDR3AC _VTT 0.75V sense 0.758 V
: VDD_SRAM 1.00V sense 1.048 V
:VCC1B 1.00V sense 1.030 V
: 1V8 _ANALOG 1.80V sense 1.872V
:1V8 1.80V sense 1.858 V
: VDDIO12_XAUI 1.20V sense 1.200 V

15V 5.00V sense 4.998 V
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7E35#| 22 CLIR E M N "show user-table summary’ Al IAEE Y aIiEHIE FREXBERAAENSET ER, &
ER BB ZIPVALEZIPVv6, KANEBHIMESNF.

(SZ-CX-AC-28.MAN.OAWG6000) #show user-table summary

ipv4 wired Users: 0
mac auth: 0
dot1x: 0
captiveportal: 0
vpn: 0
via: 0
other: 0

ipv4 wireless Users: 1311
mac auth: 19
dot1x: 0
captiveportal: 171
vpn: 0
via: 0
other: 1121

ipv6 wired Users: 0
mac auth: 0
dot1x: 0
captiveportal: 0
vpn: 0
via: 0
other: 0

ipv6 wireless Users: 0

mac auth: 0
dot1x: 0
captiveportal: 0
vpn: 0
via: 0
other: 0
Unique Users: 881 Total Users: 1311
ipv4 PSK: 0
ipv4 static-WEP: 0
ipv4 open-system: 754

ipv6 PSK: 0
ipv6 static-WEP: 0
ipv6 open-system: 0
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FEITHIZECLIF mHN"show log all | include ERR "R LAE B HaliTHlss L HAIM R G HEME T R#EF
ERREYF IEEIf.

%I BECLIR mHi N show log errorlog all "A] A& & Y piisHss F Ypi— L2 HE.

WMREE TIRFIEMRNEE, AFRFERZH, RNFRRREETHEHNES, REZHEXHZE
FEEAflashd, FKRERfGE, BidftpthUFHEX AR BEKRT, FRIREKFRAruba
BARZHFEAGR

7E35#| 22 CLIAR E N\ "tar log tech-support” #1” tar crash” (AR Hcerashfz2) -

SRR dir k& FE Attflashdh E5Elogs.tarficrash.tarsctth, FifidftpfEimEl A e X .
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EREIMMITHIZE £, #iN"show ap database long”#p

HIRTS,
(standby IP)

AUL Juvvae 2o oo

H & BFlagfri&fir)

JMe muor ey ) PRV PR S PRIV

(tj-mm-a) [mynode] #show ap database Tong

Mon Nov 26 20:40:36.339 2018

AP Database

24:f2:7f:ca:7b:70

AP Type 1IP Address

ABC-1D001-1-AP1 jd. tushuguan 305 10.26.17.213
ABC-JD001-1-AP10  jd.tushuguan 325 10.26.18.67
ABC-JD001-1-AP11  jd.tushuguan 325 10.26.18.71
ABC-JD001-1-AP12  jd.tushuguan 305 10.26.18.66
ABC-JD001-1-AP13  jd.tushuguan 305 10.26.18.65
ABC-JD001-1-AP14  7jd.tushuguan 305 10.26.18.68
ABC-1D001-1-AP2 jd. tushuguan 325 10.26.24.212
ABC-1D001-1-AP3 jd. tushuguan 305 10.26.17.235
ABC-31D001-1-AP4 Jd.tushuguan 305 10.26.17.232
ABC-1D001-1-APS jd.tushuguan 305 10.26.17.234
ABC-1D001-1-AP6 jd. tushuguan 325 10.26.25.35
ABC-1D001-1-AP7 jd. tushuguan 325 10.26.25.34
ABC-1D001-1-AP8 jd. tushuguan 325 10.26.25.47
ABC-1D001-1-AP9 jd. tushuguan 325 10.26.18. 32
ABC-JD001-10-AP1  jd.tushuguan 305 10.26.25.82
ABC-JD001-10-AP10 jd.tushuguan 325 10.26.17.230
ABC-JD001-10-AP11 jd.tushuguan 325 10.26.18.5
ABC-JD001-10-AP12 jd.tushuguan 325 10.26.17.239
ABC-JD001-10-AP2  jd.tushuguan 325 10.26.25.123
ABC-JD001-10-AP3  jd.tushuguan 325 10.26.25.66
ABC-1D001-10-AP4 jd. tushuguan 325 10.26.18.122
ABC-JD001-10-AP5  jd.tushuguan 325 10.26.18.138
ABC-1D001-10-AP6 Jd.tushuguan 325 10.26.18.125
ABC-1D001-10-AP7 d.tushuguan 325 6.25.99

--More-- (g) quit (u)

pageup (/) search (n) repeat | |

ALUEES

vy

AV M LT VI U

status

Down

103d:11h:6m:51s
57d:20h:54m:51s
57d:20h:54m:48s
57d:20h:54m:22s
57d:20h:54m:16s
57d:20h:54m:5s
103d:11h:12m:22s
89d:3h:41m:42s
103d:11h:4m:57s
103d:11h:7m:0s
57d:20h:56m:44s
57d:20h:56m:19s
57d:20h:56m:44s
57d:20h:56m:43s
89d:3h:39m:21s
103d:11h:7m:10s
89d:3h:42m:10s
103d:11h:10m:10s
103d:11h:9m:39s
103d:11h:8m:57s
103d:11h:8m:51s
103d:11h:7m:36s
103d:11h:8m:18s
103d:11h:7m:19s

PAPOS

<

PR A Sy

Switch

NNNNNNNNNNNNNNNNNNNNNNNN N

MEEWPENWAPELRSEERES (BI4TUp
FAPRIHBTEFEITHIZEIP (switch ip) FFEHIEEITHIES

A S S

Standby IP
0.0.0.0

172.21.2.11
172.21.2.12
172.21.2.12
172.21.2.12
172.21.2.12
172.21.2.12
172.21.2.11
172.21.2.11
172.21.2.12
172.21.2.11
172.21.2.11
172.21.2.11
172.21.2.11
172.21.2.11
172.21.2.12
172.21.2.11
172.21.2.11
172.21.2.12
172.21.2.11
172.21.2.11
172.21.2.11
172.21.2.12
172.21.2.11
172.21.2.12

wired MAC Address

serial #

CNF315507P
CNF3155051
CNF7HN70ZF
CNF7HN713s
CNF3155098
CNF31550D7
CNF315509w
CNF3HN71P3
CNF3155053
CNF31550BB
CNF3155095
CNF3HN723Q
CNF3HN732G
CNF3HN725C
CNF3HN71Y3
CNF331SS0BN
CNF3HN71GO0
CNF7HN7OHL
CNF3HN71FG
CNF3HN71FP
CNF7HN70M4
CNF3HN71TC
CNF3HN72T9
CNF3HN723D
CNF7HN70QB

Port

FQLN
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

Outer IP User
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ERIBIMDIEF L, #iN'show ap active”®<, MEHIEFIZEPMENAPTIERESRBEE. HA,
“Clients” A 2 R~ H Bl <EXEBNMAPRIA[E]Radio LAY i =

“‘Band Ch/EIRP/MaxEIRP"#=B T2~ B8 TAPH IR LIEEE. LA ENER. AITHNEALXENEREFSH

E{j-ﬁaij *#show ap ac

Active AP Table

Name Group IP Address AP Type Flags Uptime outer IP Radio 0 Band Ch/EIRP/MaxEIRP/Clients Radio 1 Band Ch/EIRP/MaxEIRP/Clients
ABC-SP007-2-AP13  sp. x1ngzheng 10.26.12.29 305 daN 96d:0h:12m: 565 N/A AP:5GHZ-VHT:165/31.9/31.9/0 AP:2.4GHz-HT:6/10.0/20.0/0
ABC-SP008-4-AP18  sp. x1nﬁzheng 10.26.9.28 305 daN 96d:0h:13m:11s N/A AP:5GHz-VHT:165/31.9/31.9/0 AP:2.4GHz-HT:11/10.0/20.0/0
ABC-5P001-9-AP9 sp.tushuguan 10.26.2.52 305 daN 89d:3h:5m:26s N/A AP:5GHZ-VHT:36/23.0/23.0/6 AP:2.4GHz-HT:1/12.0/20.0/1
ABC-5P001-1-AP6 sp.tushuguan 10.26.1.74 305 sdaN  129d:22h:52m:57s N/A AP:5GHZ-VHT:153/31.9/31.9/8 AP:2.4GHz-HT:11/11.0/20.0/0
ABC-5P001-2-AP8 sp.tushuguan 10.26.0.96 325 SAdaN 89d:3h:9m:50s N/A AP:5GHZ-VHT:36/23.0/23.0/14 AP:2.4GHz-HT:11/12.0/20.0/5
ABC-5P001-10-AP5 sp.tushuguan 10.26.6.31 305 daN 10d:13h:25m:53s N/A AP:5GHZ-VHT:48/23.0/23.0/0 AP:2.4GHz-HT:6/12.0/20.0/0
ABC-ID001-14-AP17 Jd tushuguan 10.26.18.119 325 AdaN  103d:10h:34m:1s N/A AP:5GHZ-VHT:48/23.0/23.0/0 AP:2.4GHz-HT:11/12.0/20.0/0
ABC-1D016-2-AP7 jd.tiyuguan  10.26.18.152 325 SAdaN 78d:11h:34m:49s N/A AP:5GHz-VHT:149/32.9/32.9/1 AP:2.4GHz-HT:6/11.0/20.0/1
ABC-5P017-1-AP9 TEMPSSID 10.26.8.110 325 SAdaN 57d:4h:57m:30s N/A AP:5GHZ-VHT:44/23.0/23.0/12 AP:2.4GHz-HT:1/11.0/20.0/2
ABC-1D001-10-AP10 jd.tushuguan 10.26.17.230 325 SAdaN 130d:1h:59m:44s N/A AP:5GHZ-VHT:36/23.0/23.0/7 AP:2.4GHz-HT:6/11.0/20.0/0
ABC-5P001-8-AP6 sp.tushuguan 10.26.2.219 305 daN 10d:13h:26m:3s N/A AP:5GHZ-VHT:161/31.9/31.9/1 AP:2.4GHz-HT:1/12.0/20.0/0
ABC-ID001-14-AP2 jd.tushuguan 10.26.25.88 305 sdaN  103d:10h:31m:20s N/A AP:5GHZ-VHT:161/31.9/31.9/1 AP:2.4GHz-HT:6/12.0/20.0/0
ABC-5P008-4-AP21  sp.xingzheng 10.26.9.27 305 dan 96d:0h:13m:9s N/A AP:5GHZ-VHT:153/31.9/31.9/0 AP:2.4GHz-HT:11/9.0/20.0/0
ABC-SP001-9-AP10  sp.tushuguan 10.26.2.51 305 daN 89d:3h:5m:12s N/A AP:5GHZ-VHT:44/23.0/23.0/5 AP:2.4GHz-HT:1/12.0/20.0/0
ABC-5P001-1-AP3 sp.tushuguan 10.26.0.103 325 AdaN  129d:22h:53m:23s N/A AP:5GHZ-VHT:44/23.0/23.0/15 AP:2.4GHz-HT:11/12.0/20.0/3
ABC-SP001-10-AP8  sp.tushuguan 10.26.6.24 305 daN 89d:3h:3m:31s N/A AP:5GHZ-VHT:161/31.9/31.9/7 AP:2.4GHz-HT:11/12.0/20.0/2
ABC-1D001-11-AP5 jd.tushuguan 10.26.18.112 325 AdaN  103d:10h:34m:30s N/A AP:5GHZ-VHT:161/32.9/32.9/0 AP:2.4GHz-HT:11/11.0/20.0/0
ABC-5SP001-6-AP8 Sp.tushuguan 10.26.11.248 305 sdaN  10d:12h:11m:50s N/A AP:5GHZ-VHT:157/31.9/31.9/11 AP:2.4GHz-HT:1/12.0/20.0/0
ABC-1D016-2-AP8 jd.tiyuguan  10.26.18.159 325 AdaN  78d:11h:35m:12s  N/A AP:5GHz-VHT:64/23.0/23.0/1 AP:2.4GHz-HT:11/10.0/20.0/0
ABC-ID001-12-AP9 ]d.tushu uan 10.26.17.225 325 AdaN 103d:10h:37m:365 N/A AP:5GHZ-VHT:149/32.9/32.9/0 AP:2.4GHz-HT:1/11.0/20.0/0
ABC-5P008-1-AP1 sp.xingzheng 10.26.8.222 305 daN 89d:3h:6m:55s N/A AP:5GHZ-VHT:36/23.0/23.0/0 AP:2.4GHz-HT:6/10.0/20.0/0
ABC-5P007-3-AP15 sp.xingzheng 10.26.2.107 305 daN 89d:3h:8m:21s N/A AP:5GHZ-VHT:44/23.0/23.0/0 AP:2.4GHz-HT:1/8.0/20.0/0
ABC-JD001-2-AP6 jd.tushuguan 10.26.24.248 325 AdaN  103d:10h:37m:10s N/A AP:5GHZ-VHT:56/23.0/23.0/2 AP:2.4GHz-HT:6/12.0/20.0/0
ABC-5P008-5-AP9  sp.xingzheng 10.26.9.38 305 daN  96d:0h:12m:55s  N/A AP:5GHZ-VHT:149/31.9/31.9/0 AP:2.4GHz-HT:1/10.0/20.0/0
ABC-SP066-2-AP4 Sp.xuri 10.26.8.12 305 SdaN  89d:3h:8m:56s N/A AP:5GHz-VHT:149/31.9/31.9/3 AP:2.4GHz-HT:6/10.0/20.0/0
ABC-1D001-9-AP6 jd.tushuguan 10.26.25.101 325 AdaN  130d:1h:59m:44s N/A AP:5GHZ-VHT:52/23.0/23.0/10 AP:2.4GHz-HT:6/9.0/20.0/1
ABC-5P008-1-AP7 sp.xingzheng 10.26.8.227 305 daN 89d:3h:8m:14s N/A AP:5GHZ-VHT:161/31.9/31.9/1 AP:2.4GHz-HT:6/10.0/20.0/0
ABC-1D001-14-AP10 jd.tushuguan 10.26.25.61 305 daN 89d:3h:7m:53s N/A AP:5GHZ-VHT:52/23.0/23.0/0 AP:2.4GHz-HT:11/12.0/20.0/0
ABC-SP065-1-AP26 10.26.1.159 334 AdaN 95d:10h:37m:53s N/A AP:5GHZ-VHT:56/23.0/23.0/0 AP:2.4GHz-HT:11/12.0/15.7/0

g da11tan%
--More-- (g) quit (u) pageup (/)

search (n) repeat
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ZREBIMDIEE L, #iA’show ap debug counters”a5 <>, WERIZFFH|ZFEAAHNAPERRIREERIESR.
Hdr, EHBootstrapsHI#EIx X T RebootstVE, NMAPSIEHIZR < BAEmiEEAIsEFERE, SEAPH
2iHlEs 2 18] EGRELBE

(tj-md1l) *#show ap debug counters

AP Counters

Name Group IP Address configs Ssent cConfigs Acked AP Boots Sent AP Boots Acked Bootstraps (Total) Reboots Crash cCurrent License counter Global License counter GSM Info for AP
ABC-1D001-1-AP1 jd.tushuguan 10.26.17.213 0 0 0 0 3 (80 ) 38 N 1/0/0/0/1/0/0 6/5/0/0/6/5/0 42/1/1/1
ABC-JD001-1-AP10  jd.tushuguan 10.26.18.67 495 495 0 0 1 (106 ) 45 N 2/1/1/0/1/1/0 6/5/1/0/5/5/0 40/0/0/0
ABC-JD001-1-AP11  jd.tushuguan 10.26.18.71 495 495 0 0 1 (95 ) 42 N 2/1/1/0/1/1/0 6/5/1/0/5/5/0 40/0/0/0
ABC-JD001-1-AP12  jd.tushuguan 10.26.18.66 495 495 0 0 2 (95 ) 43 N 2/1/1/0/1/1/0 2/1/1/0/1/1/0 40/0/0/0
ABC-1D001-1-AP13  jd.tushuguan 10.26.18.65 495 495 0 0 1 (95 ) 43 N 2/1/1/0/1/1/0 2/1/1/0/1/1/0 40/0/0/0
ABC-1D001-1-AP14  jd.tushuguan 10.26.18.68 495 495 0 0 1 (93 ) 4 N 2/1/1/0/1/1/0 2/1/1/0/1/1/0 40/0/0/0
ABC-1D001-1-AP2 jd.tushuguan 10.26.24.212 0 0 0 0 3 (75 ) 35 N 1/0/0/0/1/0/0 1/0/0/0/1/0/0 42/1/1/1
ABC-1D001-1-AP3 jd.tushuguan 10.26.17.235 0 0 0 0 6 (92 ) 40 N 1/0/0/0/1/0/0 5/4/0/0/5/4/0 42/1/1/1
ABC-1D001-1-AP4 jd.tushuguan 10.26.17.232 495 495 0 0 3 (75 ) 34 N 2/1/1/0/1/1/0 2/1/1/0/1/1/0 40/0/0/0
ABC-1D001-1-AP5 jd.tushuguan 10.26.17.234 0 0 0 0 3 (74 ) 34 N 1/0/0/0/1/0/0 7/6/0/0/7/6/0 42/1/1/1
ABC-1D001-1-AP6 jd.tushuguan 10.26.25.35 0 0 0 0 2 (92 ) 40 N 1/0/0/0/1/0/0 2/1/0/0/2/1/0 42/1/1/1
ABC-1D001-1-AP7 jd.tushuguan 10.26.25.34 0 0 0 0 1 (93 ) 42 N 1/0/0/0/1/0/0 5/4/0/0/5/4/0 42/1/1/1
ABC-1D001-1-AP8 jd.tushuguan 10.26.25.47 0 0 0 0 2 (95 ) 43 N 1/0/0/0/1/0/0 1/0/0/0/1/0/0 42/1/1/1
ABC-1D001-1-AP9 jd.tushuguan 10.26.18.32 0 0 0 0 1 (92 ) 41 N 1/0/0/0/1/0/0 1/0/0/0/1/0/0 42/1/1/1
ABC-1D001-10-AP1  jd.tushuguan 10.26.25.82 495 495 0 0 6 (105 ) 42 N 2/1/1/0/1/1/0 5/4/1/0/4/4/0 40/0/0/0
ABC-1D001-10-AP10 jd.tushuguan 10.26.17.230 0 0 0 0 4 (77 ) 37 N 1/0/0/0/1/0/0 1/0/0/0/1/0/0 42/1/1/1
ABC-1D001-10-AP11 jd.tushuguan 10.26.18.5 0 0 0 0 6 (%0 ) 39 N 1/0/0/0/1/0/0 4/3/0/0/4/3/0 42/1/1/1
ABC-JD001-10-AP12 jd.tushuguan 10.26.17.239 495 495 0 0 4 (79 ) 37 N 2/1/1/0/1/1/0 2/1/1/0/1/1/0 40/0/0/0
ABC-1D001-10-AP2  jd.tushuguan 10.26.25.123 0 0 0 0 3 (86 ) 35 N 1/0/0/0/1/0/0 1/0/0/0/1/0/0 42/1/1/1
ABC-JD001-10-AP3  jd.tushuguan 10.26.25.66 0 0 0 0 3 (83 ) 33 N 1/0/0/0/1/0/0 7/6/0/0/7/6/0 42/1/1/1
ABC-JD001-10-AP4  jd.tushuguan 10.26.18.122 0 0 0 0 4 (87 ) 35 N 1/0/0/0/1/0/0 4/3/0/0/4/3/0 42/1/1/1
ABC-1D001-10-AP5  jd.tushuguan 10.26.18.138 495 495 0 0 3 (87 ) 35 N 2/1/1/0/1/1/0 2/1/1/0/1/1/0 40/0/0/0
ABC-1D001-10-AP6  jd.tushuguan 10.26.18.125 0 0 0 0 4 (89 ) 37 N 1/0/0/0/1/0/0 4/3/0/0/4/3/0 42/1/1/1
ABC-1D001-10-AP7  jd.tushuguan 10.26.25.99 495 495 0 0 3 (84 ) 34 N 2/1/1/0/1/1/0 8/7/1/0/7/7/0 40/0/0/0
ABC-1D001-10-AP8  jd.tushuguan 10.26.17.254 0 0 0 0 3 (78 ) 37 N 1/0/0/0/1/0/0 1/0/0/0/1/0/0 42/1/1/1
ABC-1D001-10-AP9  jd.tushuguan 10.26.25.16 0 0 0 0 4 (79 ) 38 N 1/0/0/0/1/0/0 4/3/0/0/4/3/0 42/1/1/1
ABC-JD001-11-AP1  jd.tushuguan 10.26.18.141 0 0 0 0 3 (86 ) 34 N 1/0/0/0/1/0/0 7/6/0/0/7/6/0 42/1/1/1
ABC-JD001-11-AP10 jd.tushuguan 10.26.18.4 495 495 0 0 3 (76 ) 36 N 2/1/1/0/1/1/0 2/1/1/0/1/1/0 40/0/0/0
ABC-JD001-11-AP11 jd.tushuguan 10.26.17.243 495 495 0 0 3 (77 ) 35 N 2/1/1/0/1/1/0 8/7/2/1/6/6/0 40/0/0/0
ABC-JD001-11-AP12 jd.tushuguan 10.26.18.9 0 0 0 0 3 (74 ) 34 N 1/0/0/0/1/0/0 7/6/0/0/7/6/0 42/1/1/1
ABC-1D001-11-AP13 jd.tushuguan 10.26.25.30 495 495 0 0 4 (75 ) 35 N 2/1/1/0/1/1/0 2/1/1/0/1/1/0 40/0/0/0
ABC-1D001-11-AP14 7jd.tushuguan 10.26.25.31 0 0 0 0 4 75 ) 33 N 1/0/0/0/1/0/0 4/3/0/0/4/3/0 42/1/1/1
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EFEEFIMDIEE L, #iN show ap debug system-status ap-name ABC-JD001-11-AP14 | begin "Power
Status” 3%, AILAEF HATAPREEBARTS

(tj-mdl) [MDC] *#show ap debug system-status ap-name ABC-JID001-11-AP14 | begin "

Power Status"”
Power Status
Item value
Power Supply : POE-AT '
LLDP Power : Successfully negotiated at 25.0w
urrent Operational State : No restrictions (Overridden by LLDP)

Bandwidth Contracts Information

DIR dContract-ID PeruUser uUseCount Rate

contract-ID Rate UseCount Available-Bytes Max-Bytes Policed-Bytes

NSS Crypto Engine state

--More-- (q) quit (u) pageup (/) search (n) repeat |}
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TREIMMIZFIZE £, " show global-user-table list' 4<%, MREMABAAELRFIRESER, TUEEY
BI L2 R iH T2 S UAC (Current Switch)

I B R |

(tj-mm-a) [mynode] %show global-user-table Tist
Mon Nov 26 20:43:50.223 2018

Global users

IP MAC Name current switch Role Auth AP name Roaming Essid Bssid Phy profile Type
10.0.0.16 88:2d:53:06:68:8b 202.120.166.48 tongjipsk LinweiDong-IAP-205H wireless tongjipsk b4:5d:50:59:62:el g-HT  tongjipsk N/A
100.68.1.157 18:5e:0f:1d:ef:34 1630251 172.21.2.12 itongji 802.1x ABC-SP001-7-AP10 wireless iTongji-auto  24:f2:7f:27:a2:b0 a-VHT 1tonq]1 win Xp
100.66.21.105 84:78:8b:7d:44:59 172.21.2.11 tong]i.portal ABC-JD001-9-AP11 wireless tongji.portal 38:17:c3:17:ae:1l a-HT  tongji.portal iPad
100.66.195.237 bc:a9:20:72:a4:dd 172.21.2.11 tongji.portal ABC-5P001-1-AP29 wireless tongji.portal 38:17:c3:0d:28:f1 a-VHT tongji.portal iphone
100.67.142.252 3c:f5:91:40:fb:41 172.21.2.12 tongji.portal ABC-JD001-5-AP16 wireless tongji.portal 38:17:c3:0d:5b:dl a-VHT tongji.portal Android
100.66.132.157 00:bb:3a:82:e7:cd 172.21.2.12 tong]i.portal ABC-1D001-2-AP7 wireless tongji.portal 38:17:c3:0d:36:11 a-HT tongji.portal Kindle
100.66.168.53 70:e7:2c:1b:48:fa 172.21.2.12 tong]i.portal ABC-SP001-8-AP2 wireless tongji.portal 24:f2:7f:27:b0:fl1 a-HT tongji.portal ipad
100.67.67.124  60:21:01:38:93:73 172.21.2.11 tong]i.portal ABC-SP001-6-AP7 wireless tongji.portal 24:f2:7f:27:9c:31 a-VHT tongji.portal Android
100.66.241.57 bc:83:85:f1:be:63 172.21.2.12 tong]i.portal ABC-SP001-8-AP9 wireless tongji.portal 24:f2:7f:27:b2:31 a-VHT tongji.portal win 10
100.67.0.58 d0:57:7b:0e:69:24 172.21.2.11 tong]i.portal ABC-JD001-7-AP2 wireless tongji.portal 38:17:c3:17:a7:31 a-VHT tongji.portal win XP
100.66.218.173 68:07:15:6f:7f:7a 172.21.2.12 tongji.portal ABC-1D001-8-AP9 wireless tongji.portal 38:17:c3:0d:17:11 a-VHT tongji.portal Wwin XpP
100.68.41.182  8c:85:90:53:1e:5b 1750114 172.21.2.12 eduroam 802.1x ABC-ID001-9-AP20 wireless eduroam 38:17:c¢3:17:aa:72 a-VHT eduroam 0s X
100.68.168.33  00:5a:13:17:f3:bf 1452820 172.21.2.12 itongji 802.1x ABC-JD001-10-AP12  wireless iTongji-auto  38:17:¢3:0d:08:c0 g-HT  itongji Android
100.66.121.218 7c:67:a2:76:91:e8 172.21.2.11 tongji.portal ABC-JD001-9-AP9 wireless tongji.portal 38:17:¢3:0d:0d:31 a-VHT tongji.portal win 8
100.67.19.19 94:65:2d:fbh:95:ch 172.21.2.12 tong]i.portal ABC-5P001-7-AP4 wireless tongji.portal 24:f2:7f:27:b0:91 a tongji.portal Linux
100.67.13.103 00:ec:0a:ff:a3:6b 172.21.2.12 tong]i.portal ABC-JD001-8-AP10 wireless tongji.portal 38:17:c3:17:aa:fl a-VHT tongji.portal Linux
100.67.118.13  6c:b7:49:93:4e:ce 172.21.2.11 tongji.portal ABC-JD001-6-AP6 wireless tongji.portal 38:17:c3:17:bl:cl g-HT tongji.portal Android
100.68.40.135 00:b3:62:64:07:b9 1553264 172.21.2.12 itongji 802.1x ABC-JD001-4-AP10 wireless iTongji-auto  38:17:c3:17:cc:90 a-VHT itongji iPhone
100.66.242.242 e0:ac:ch:75:82:52 172.21.2.12 tong]i.portal ABC-SP001-2-AP2 wireless tongji.portal 38:17:c3:17:a7:dl a-VHT tongji.portal 0S X
100.66.163.76  98:5f:d3:d3:7e:d4 172.21.2.12 tong]i.portal ABC-JD001-7-AP1 wireless tongji.portal 38:17:c3:0d:34:11 a-VHT tongji.portal win 10
100.67.162.10 94:87:e0:25:39:f4 172.21.2.12 tong]i.portal ABC-SP001-7-AP8 wireless tongji.portal 24:f2:7f:27:c6:51 a-VHT tongji.portal Linux
100.67.191.68 40:a3:cc:bf:46:ef 172.21.2.12 tong]i.portal ABC-31D001-4-AP7 wireless tongji.portal 38:17:c3:0d:a3:fl a-VHT tongji.portal win xp
100.67.101.215 04:4f:4c:6d:3f:00 172.21.2.12 tongji.portal ABC-31D001-4-AP4 wireless tongji.portal 38:17:c3:0d:23:dl a-VHT tongji.portal Android
100.68.122.129 9c:b6:d0:b9:5c:45 1551305 172.21.2.11 itongji 802.1x ABC-]D001-5-AP10 wireless iTongji-auto  38:17:c3:0c:al:f0 a-vHT itongji win 10
100.66.92. 30 10:1c:0c:1b:63:a5 172.21.2.12 tongji.portal ABC-JD001-2-AP17 wireless tongji.portal 38:17:c3:0d:a9:71 a-HT  tongji.portal ipad
100.66.147.183 4c:66:41:47:0a:90 172.21.2.12 tongji.portal ABC-5P001-2-AP4 wireless tongji.portal 38:17:c3:17:a8:71 a-VHT tongji.portal Android
100.66.64.37 34:08:bc:df :de:ba 172.21.2.11 tong]i.portal ABC-JD001-6-AP6 wireless tongji.portal 38:17:c3:17:bl:dl a-VHT tongji.portal iPhone
100.67.243.1 28:c2:dd:27:c5:a3 172.21.2.11 tong]i.portal ABC-5P001-2-AP3 wireless tongji.portal 38:17:c3:0c:9a:21 g-HT  tongji.portal win 7
100.67.210.154 ¢8:3d:d4:91:41:6d 172.21.2.12 tongji.portal ABC-JD001-3-AP4 wireless tongji.portal 38:17:c3:0d:5b:bl a-VHT tongji.portal windows
100.67.156.161 ¢8:ff:28:77:c4:1f 172.21.2.11 tongji.portal ABC-JD001-2-AP14 wireless tongji.portal 38:17:c3:0d:5a:dl a-VHT tongji.portal windows
100.67.191.29 7c:67:a2:c3:a2:f8 172.21.2.12 tong]i.portal ABC-JD001-7-AP12 wireless tongji.portal 38:17:c3:0d:0e:51 a-VHT tongji.portal windows
100.67.158.54 a0:18:28:18:9 172.21.2.11 tongji.portal ABC-SP001-2-AP3 wireless tongji.portal 38:17:c3:0c:9a:31 a-VHT tongji.portal iPhone

--More-- (q) quit (u) pageup (/) search (n) repeat i
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EFRIFNIMDITHIZE L, HiN’show user-table’d<, MEZMDITHIE P LTI LLEH Yk, EYIERST
LLZSiE R P e0IPHEtE . MACHELE, username. TAEAR. KRinEBFNEFEHIAP NameZE,

(tj-mdl) *#show user

This operation can take a while depending on number of users. Please be patient ....

100

67.

72.250

e8:b2:ac:71:52:e2
f4:31:¢3:9f:41:c3
d0:53:49:11:3b:bd
f4:5c:89:a0:33:e3
48:8a:d2:5¢c:d2:b8
dc:f0:90:a6:bc:8d
64:5a:ed:1d:7a:2e
94:87:e0:15:03:5a
dc:85:de:8f:b4:6a
00:c2:c6:ee:bl:9b
bc:83:85:de:f0:67
dc:2b:2a:86:8¢e:35
e4:f8:9c:b3:1f:c3
£0:18:98:38:fb:c8
f4:31:¢3:14:42:46

1553803
1751421

1552194
90063

1553760

1630137

1753970

1810945@tongji. edu.cn

1451009
1653806

—-More-- kq) quit (u) pageup (/) search (n) repeat |

Role

itongj i
itong]i
tongji.portal
tongji.portal
itongji
tongji.portal
itongji
tongji.portal
tong]i.portal
tong]i.portal
tongji.portal
tongji.portal
tongji.portal
itongji
tongji.portal
tong]i.portal
tongji.portal
tongji.portal
itongji
tongji.portal
tong]i.portal
tongji.portal
itongji
tongji.portal
tongji.portal
tongji.portal
eduroam
tongji.portal
itongji
tongji.portal
itongji
tongji.portal

Age(d:h:m)
00:02:07
00:00:43
00:01:38
00:02:30
00:00:13
00:00:05
00:02:12
00:01:07
00:02:02
00:01:00
00:00:22
00:02:31
00:01:44
00:03:13
00:00:17
00:06:58
00:01:03
00:00:10
00:01:44
00:01:42
00:00:21
00:00:08
00:00:27
00:00:01
00:00:09
00:01:26
00:01:48
00:01:58
00:00:42
00:01:09
00:02:15
00:00:04

Auth

802.
802.

802.
802.

802.

802.

802.

802.

802.
802.

1x
1x

VPN Tink AP name

ABC-SP001-2-AP14
ABC-SP001-6-AP4
ABC-5P001-2-AP8
ABC-5P001-2-AP2
ABC-1D001-8-AP8
ABC-1D001-10-AP6
ABC-SP001-1-AP14
ABC-1D001-3-AP6
ABC-5P001-2-AP15
ABC-1D001-7-AP1
ABC-SP001-10-AP9
ABC-SP001-9-AP3
ABC-SP001-6-AP4
ABC-SP001-2-AP3
ABC-1D001-9-AP8
ABC-1D001-9-AP15
ABC-1D001-2-AP14
ABC-SP001-7-AP5
ABC-SP001-1-AP27
ABC-1D001-3-AP10
ABC-1D001-5-AP7
ABC-1D016-2-AP7
ABC-1D001-1-AP13
ABC-SP065-1-AP27
ABC-SP008-5-AP5
ABC-1D001-8-AP4
ABC-5P001-2-AP12
ABC-5P001-2-AP16
ABC-SP001-6-AP8
ABC-SP001-2-AP7
ABC-SP001-2-AP3
ABC-SP001-2-AP4

Roaming

wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless
wireless

iTongji-auto/38:17:¢3:0c:8b:f0/a-VHT
iTong]i-auto/24:f2:7f:27:c8:40/g-HT
tong]i.portal/38:17:¢3:0c:90:81/g-HT
tongji.portal/38:17:c3:17:a7:d1l/a-VHT
iTongji-auto/38:17:¢3:17:aa:30/a-VHT
tongji.portal/38:17:¢3:0d:59:f1/a-VHT
iTon ji-auto/38:17:c3:0c:9b:70/a-VHT
tongji.portal/38:17:c3:0d:48:f1/a-VHT
tong]i.portal/38:17:c3:0c:83:b1/a-VHT
tongji.portal/38:17:c3:0d:34:11/a-VHT
tongji.portal/24:f2:7f:27:e2:51/a-VHT
tongji.portal/24:f2:7f:27:af :91/a-VHT
tongji.portal/24:f2:7f:27:c8:51/a-HT
iTongji-auto/38:17:¢3:0c:9a:30/a-VHT
tongji.portal/38:17:¢3:17:b3:21/g-HT
tongji.portal/38:17:c3:17:af :dl/a-VHT
tongji.portal/38:17:c3:0d:5a:c1/g-HT
tongji.portal/24:f2:7f:27:c1:31/a-VHT
iTon ji-auto/38:17:c3:0d:1a:50/a-VHT
tongji.portal/38:17:¢3:0d:31:21/g-HT
tong]i.portal/38:17:c3:17:a7:51/a-VHT
tongji.portal/38:17:¢3:17:f7:61/g-HT
iTongji-auto/24:2:7f:27:c8:b0/a-VHT
tongji.portal/a8:bd:27:cd:fd:f1/a-VHT
tong]i.portal/24:f2:7f:27:9f:11/a-VHT
tongji.portal/38:17:¢3:17:d7:21/g-HT
eduroam/38:17:¢3:0c:7e:32/a-VHT
tongji.portal/38:17:c3:0d:a3:71/a-VHT
iTongji-auto/24:f2:7f:27:99:d0/a-VHT
tongji.portal/38:17:¢3:0d:64:31/a-VHT
1Tongji-auto/38:17:c3:0c:9a:30/a-VHT
tongji.portal/38:17:c3:17:a8:71/a-VHT

itongj

itong]i

tongji.portal
tongji.portal
itongji

tongji.portal
itongji
tongji.portal
tong]i.portal
tong]i.portal
tongji.portal
tongji.portal
tongji.portal
itongji

tongji.portal
tong]i.portal
tongji.portal
tongji.portal
itongji
tongji.portal
tong]i.portal
tongji.portal
itongji
tongji.portal
tongji.portal
tongji.portal
eduroam

tongji.portal
itongji

tongji.portal
itongji

tongji.portal

Forward mode
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel
tunnel

Type

iPhone
Android
win xp
win 10
iPhone
iPhone
iPhone
win 10
iPhone
win XP
Android
windows
win XP
iPhone
win 10
win 10
windows
ipad

win XpP
win XP
05 X

win 7

Android

Linux
win XP
win 7
windows
iPhone
win 98
0s X

HoSt Name

User Type

WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
WIRELESS
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- TT——"

ERET/MDITHIE L, N show ap debug client-table ap-name <ap-name>"#%, AIUEEFEEMAPTE

MR ImXEKER, BRERER, BRRERIES.

(tj-md1) *#show ap debug client-table ap-name ABC-1D001-1-AP14

Client Table

MAC ESSID BSSID Assoc_State HT_State AID PS_State  UAPSD Tx_Pkts Rx_Pkts PS_Qlen Tx_Retries Tx_Rate Rx_Rate Last_ACK_SNR Last_RXx_SNR TX_Chains Tx_Timestamp RX_T1
mestamp MFP status (C,R) Idle time Client health (C/R)

d8:1d:72:95:¢7:13 tong]1 portal 24: f2 7f:27:bf:91 Associated AVSEQ 0x2 Awake (0,0,0,0,N/A,0) 445 1040 0 1048 6 13 7 8 3[0x7] Mon Nov 26 20:40:51 2018 Mon N
ov 26 20:40:55 2018 (0,0) 437 100/59

1c:da:27:45:46:12 tong]1 portal 24:f2:7f:27:bf:91 Associated vsEb 0x1 Power-save (0,0,0,0,N/A,0) 194 255 0 152 19 12 9 12 3[0x7] Mon Nov 26 20:47:25 2018 Mon N
ov 26 20:47:57 2018 (0,0) 15 87/59

ac:a2:13:31:6a:8e tongji.portal 24:f2:7f:27:bf:81 Associated sbe 0x1 Power-save (0,0,0,0,N/A,0) 2451 7186 0 984 26 52 48 44 2[0x3] Mon Nov 26 20:47:59 2018 Mon N
ov 26 20:47:59 2018 (0,0) 13 89/83

Num of associated clients: 3
UAPSD: (VO,VI,BK,BE,Max SP,Q Len)
HT Flags: A - LDPC cod1ng, W - 40MHz; S - short GI 40; s - short GI 20

D - Delayed BA; G - Greenfield; R - Dynamic SM PS

Q - Static SM PS; N - A-MPDU d1sab1ed B - TX STBC

b - RX STBC; M - Max A-MSDU; I - HT40 Intolerant; t turbo-rates (256-QAM)
VHT Flags: C - 160MHz/80+80MHz, C- 80MHz, V - Short GI 160; v - Short GI 80

E - Beanformee; e - Beamformer

HT_State shows client's original capab111t1es (not operational capabilities)
MFP Status: C - 1 if the station is MFP capable; R - 1 if the station has negotiated MFP

(tj-nd) *
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M\ show user mac xxx , AJUEFIZZRIHIIFMHEELEKER.

(tj—mdl) *#show user mac 7c:04:d0:29:09:e8
This operation can take a while depending on number of users. PI1

Name: 1553803, IP: 100.68.229.83, MAC: 7c:04:d0:29:09:e8, Age: O
Role: itongji (how: ROLE_DERIVATION_DOT1X), ACL: 79/0
Authentication: Yes, status: started, method: 802.1x, protocol:
Authentication servers: dotlx authserver: srun, mac authserver:
Bandwidth = No Limit

Bandwidth = No Limit

Role Derivation: ROLE_DERIVATION_DOT1X

VLAN Derivation: Default VLAN

Idle timeout (global): 300 seconds, Age: 00:00:00

Mobility state: wireless, HA: Yes, Proxy ARP: No, Roaming: No Tu
Flags: internal=0, trusted_ap=0, 13auth=0, mba=0, vpnflags=0, u
Flags: innerip=0, outerip=0, vpn_outer_indzo, download=1, wispr
IP User termcause:

phy_type: a-vHT-20, 13 reauth: 0, Bw Contract: up:0 down:0, user-

Vlan default: 3021, Assigned: 3021, Current: 3021 vlan-how: 1 DP
Mobility Messages: L2=0, Move=0, Inter=0, Intra=0, Flags=0x0
slotPort=0x2100, Port=0x112a3 (tunne1 4771)

Essid: iTongji- auto, Bssid: 38:17:c3:0c:8b:f0 AP name/group: ABC-

AP IP: 10.26.1.83

RadAcct sessionID:15538037C04D02909E8-5BFBC5BA-11A2

RadAacct Traffic In 136745/15090951 out 255895/321598555 (2:5673/
Timers: L3 reauth 0, mac reauth 0 (Reason: ), dotlx reauth 0 (Re

profiles AaAa:itongji, dotlx:itongji, mac: cP:n/a def-role: logon’

ncfg flags udr 0, mac 0, dotlx 1, RADIUS interim accounting 1
IP Born: 1543226809 (Mon Nov 26 18:06:49 2018)

Core User Born: 1543226808 (Mon Nov 26 18:06:48 2018)

Upstream AP ID: 0O, Downstream AP ID: O

user Agent String: MTOPSDK/1.2.0 (i05;12.0.1;Apple;irPhone)

HTTP based device-id info - Index: 46, Device: ipPhone

overall device-id info - Index: 6, Device: iPhone By: Auth-UA-St
Max IPv4 users: 2

L3-Auth Session Timeout from RADIUS: O

Mac-Auth Session Timeout value from RADIUS: O

Dotlx Session Timeout value from RADIUS: O

Dotlx Session Term-Action value from RADIUS: Default
captiveportal Lo?in—Page URL from RADIUS: N/A

Reauth-interval from role:

Number of reauthentication attempts: mac reauth 0, dotlx reauth
mac auth server: N/A, dotlx auth server: srun

Address is from DHCP: yes
ipuser_notify_action:NoAction/NoAction

Per-user-log pointer 0x309eb7fc (id 28939), num logs 44

RTTS disabled: rtts throughput 101493 rtts_discard O rtts_reest
Repkey-ready: 1, Repke , uuid: 001a1e0304100000003a36b0, buck
User added to cluster ucket -map: Yes

The phy column shows client’'s operational capabilities for curre
Flags: A: Active, B: Band Steerable, H: Hotspot(802.11lu) client,
PHY Details: HT : High throughput; 20: 20MHz; 40: 40MHz;

VHT : Vvery High throughput 80: 80MHz; 160: 160MHZ
<n>ss: <n> spatial streams

ease be patient

0:02:49

EAP-PEAP, server: srun

nnel ID: O L3 Mob: O

_stm_ageout=1
-0

how: 1
assigned vlan:0

0:0:230:17671,3:59287/0:0:4907:13403)
ason:
via-auth-profile: "’

r

(o]

0 rtts_keepalive 0
et: 200 nasip 172.21.2.1
nt association
K: 802.11K client, M: Mu beam formee,

t: turbo-rates (256-QaM)
; 80p80: 80MHz + 80MHZzZ

SP001-2-AP14 /sp. tushuguan Phy-type: a-VHT-20 Forward Mode: tunnel

R: 802.11R client, w: wMM client, w: 802.11lw client Vv: 802.11lv BSS trans capable
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ﬁﬁ[l‘i’hﬂ 15 E/J :.I:EIZE

XX Z Lo ?

%Q)%?I%U%*i‘DAPE’]ﬁ:?\ WA, URZmRERS, REMFES ., BaRAFER

« RHITHIRSAEMBEEESRIERE?
NIz HggpingM K ithilt, WREHRIEERE

+ RadiushRFR/EHREEBIERET(E?
FH”aaa test-server mschap2 <radius-server> <username> <password>"l|iiiRadiusiA

1.|-.E7~EE.|_.EI% #Y_Radlusﬂﬁ%ﬁ?’*tﬂi%ﬂ‘ﬁfhﬂ’l HEER

- DHCPHR SR =EREWIER TIE?
Bishlss B %im OBCE AR AVLAN, EREICAEMN, WRESRFLAREGIPHLL

o TEITHISRE AP Bl R BRI AIE?

WER NIERIE 2 E RIFEIEHIZRS TTEAP Z [BlIEE LU T im O/ TR -
FTP (TCP port 21)

TFTP (UDP port 69)

NTP (UDP port 123).

SYSLOG (UDP port 514).

PAPI (UDP port 8211).

GRE (protocol 47).
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PSS BRI E
_

R ER GBS
tar logs tech-support
copy flash: logs.tar tftp: <external tftp server ip> logs.tar
IR BRER RSB ST 1
tar crash
copy flash: crash.tar tftp: <external tftp server ip> crash.tar
SREUEHI2Eflash &1 31
backup flash
copy flash: flashbackup.tar.gz tftp: <external tftp server ip> flashbackup.tar.gz
IR B I 3% S A e & 10 30
copy running-config flash: default.cfg
copy flash: default.cfg tftp: <external tftp server ip> backup-2xx.cfg
IR B I 3% S A & 10 30
license export license-backup.lic
copy flash: license-backup.lic tftp: <external tftp server ip> license-backup.lic
RIS AT HI R R T B LB LHAPIER
Show ap database long /iERFIBERIAPER
RIS RIS R R A B BUEE
local-userdb export <filename> HRfFIzEH| s A E K-S 2lflash
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- TT——

—iRME, APTEERRBHNEREBESERIRSEEFMEHEER T H .

o EREEBRHE
FERINAAPEHFIERATH UK NIGG ORI ERFE, BERHRINHIER 7 E SAPEZES02.3at
e, MXTimaZRHLARA 7802.3afffl, — A HEEZPoEXR I FBLLDPIY, —FHEZE
PoEAZ #4153 5l it B 3 30W
o WLEHIPE

T Rk 1S IPHbit
*EEE AIPHutE, =& FiABIEDHCPIR1SIPHE, BILLUBIEAP Consoleirn M ERAPFENE Tz

'fTT/l—ﬁ

ToiE R I T LkizThlzs

AP BEIBIERASECE, ZiZDHCP Option43. DNSLUKADPE AR X GIEHIsE P, 853
AP EIEE BTN, RILAEBIZAP Consolein OMEBAP B ohid i3 1TIZH .
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SWEIEIPS (SR L]
IIIIIIIIIIIIIIIIIlllllllllllllllll----____

o FTESI&ITFHIFEIEEE I

PAPI (UDP 8211)

FTP/TFTP

GRE (Protocol IP 47)

SYSLOG

NTP
TR APEE im0 SiEHlzs 1 TE M, MR XLimOWEETIESETELAPTEIEERS), AL
Bt & F 2 S MDIEHIEE L, i\ show datapath session | include <AP_IP>"#4$&EEHEGTH Lk
T A prE ey

(tj-md1) *#show datapath session table | include 10.26.18.66

172.21.2.11 10.26.18.66 17 8515 8211 0/0 0 0 0 pcO 17 1 224 FI 10
10.26.18.66 172.21.2.11 17 8211 8211 0/0 0 0 0 pcO 51 50 33475 FCI 10
172.21.2.11 10.26.18.66 17 8494 8211 0/0 0 0 0 pcO a 2 544 FI 10
10.26.18.66 172.21.2.11 17 8211 8222 0/0 0 0 1 pcO C 0 0 FYCI 10
172.21.2.11 10.26.18.66 47 0 0 0/0 6 56 0 pco a9%94 479767 154762048 F 24
10.26.18.66 172.21.2.11 47 0 0 0/0 0 40 0 pcO a997 467816 54852236 FC 24
10.26.18.66 172.21.2.11 17 8211 8494 0/0 0 0 1 pcO 11 0 0 FYCI 10
10.26.18.66 172.21.2.11 17 8211 8515 0/0 0 0 2 pco 20 0 0 FYCI 10
172.21.2.11 10.26.18.66 17 8211 8211 0/0 0 0 5 pco 5a 0 0 FYI 10
172.21.2.11 10.26.18.66 17 8222 8211 0/0 0 0 0 pcO 13 2 268 FI 10

(tj-md1) *#j
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- TT——"

d API{?'I*ILAT*’L‘»EE@W%E}E

T &Iz SR FIAPIE IS W EPAPLL BRIR SCASMIBE R R E, HBERERRE (k&L Mk, FiH
W) slEOHHRCELR, SSBAPESEL, EEAPEHBEHFHREINR. ERIEFIMD
=HlzE £, #iAN"show ap debug counter ap-name <ap-name>"A] JA & HAPHIBootstapsFflReboot’xX

#, AHE—PFIHELFHEBRERECI.

\L)-muL)

(13- mdl) *#show ap debug counters ap-name ABC-SP001-6-AP8

AP Counters

Name Group IP Address  Configs Sent Configs Acked AP Boots Sent AP Boots Acked Bootstraps (Total) Reboots Crash Current License counter Global License counter GsM Info for AP
/(ch szogn -6- /IxPS sp.tushuguan 10.26.11.248 0 0 0 0 2 (86 ) 67 N 1/0/0/0/1/0/0 1/0/0/0/1/0/0 42/1/1/1
t]-mdl) *#
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EFIETPMMDIEE L, N show ap debug system-status ap-name xxx’ 454, 7] L& F Z BiATbootstrap
(HIEFRER) Freboot (BHER) WHEXERESR, MMALURERTLAAPSHINES?

(tj-mdl) [MDC] *#show ap debug system-status ap-name ABC-JD001-1-AP3

Reboot Information

‘% = AP A Z‘ Y | = [ PSR
l—l% \n IE M 7~E AP rebooted wed Aug 29 16:58:59 HKT 2018; SAPD: Unable to contact switch: HELLO-TIMEOUT. Last rebootstrap reason: HELLO-TIMEOUT, 206 sec before: Last ctrl msg: HELLO len=1447 dest=172.21.2.12 tries=10 seq=0
\ ol stk
GREFIPAPILMBE, XLEis on
v N Eﬁ Date Time Reason (Latest 10)
PR RR R ZOIMERE: - .
- 1969-12-31 16:05:08 Switching to LMS 172.21.2.10: HELLO-TIMEOUT. Last Ctr] message: HELLO len=1447 dest=172.21.2.12 tries=10
LS Y . S 1969-12-31 16:09:04 Switching to LMS 172.21.2.12: HELLO-TIMEOUT. Last Ctr] message: HELLO len=1447 dest=172.21.2.10 tries=10
AP*HACZ IET,I E/\J IXXI Q%]% 1ﬂll:l:|l 1969-12-31 16:13:16 Switching to LMS 172.21.2.10: HELLO-TIMEOUT. Last Ctr] message: HELLO len=1447 dest=172.21.2.12 tries=10
- 1969-12-31 16:17:01 Switching to LMS 172.21.2.12: HELLO-TIMEOUT. Last Ctr] message: HELLO len=1447 dest=172.21.2.10 tries=10
AY E AY M LY
1\
Miel@ (BHEEmp A

| q
2018-08-29 17:28:03 Cluster rebootstrap: switching to LMS 172.21.2.12, Last Event: missed heartbeat to S-AAC when standby-activating

= = HA FaiTover Information -
mAJaclPELE, BRIZAPHE e Rewsen et 10
y
sth=s E,ﬁ ﬁ EIJ = (none found)
=X J=PoE
ftﬁ*}lﬁl\] IX—X-IQgEEEI\Eﬂ Ef)q-t_l‘z Cluster Failover Information
X - L‘ - Date Time Reason (Latest 10)
R Y P iy ; Wl 4 2018-08-29 17:27:56 Delete A-AAC:172.21.2.12, cluster enabled=1. fail-over to 172.21.2.11, sby status=l
ZTYm I B Z
=z M1 H = 3
ﬁ&l‘ilcﬂlﬁ_ , E,\] Eﬂ%AP Recent Control Messages from AP to Controller
. . = s Date Time Message Description
E,\] IXXI z&% 1’tEE %7k HH %ﬁﬁ Sun Dec 2 20:32:02 2018(62 secs ago): SENT REQ type=BW_REPORT len=106 peer=172.21.2.12 seq_num=20796 num_attempts=l rtt=0 secs 04000000650400000007050A1A11EB0400866729040000513C0400000001040000000004000000030400000000020004000000000400
0000000400000000040
|Z.1.‘="' ar ) E I} \\Eyk%% sun Dec 2 20:31:49 2018(75 secs ago): SENT REQ type=BW_REPORT 1en=106 peer=172.21.2.12 seq_num=20795 num_attempts=l rtt=0 secs 04000000650400000007050A1A11EB0400866729040000513680400000000040000001804000000030400000000020004000000000400
éﬁ —_— 0000000400000000040
E I —_— L' I sun Dec 2 20:29:41 2018(203 secs ago): SENT REQ type=KEEPALIVE len=45 peer=172.21.2.12 seq_num=20794 num_attempts=l rtt=0 secs 04000000280400000002050A1A11EB0400866729040000513A045C03D03505FFFFF000050A1A1FFEO000000000
MaBHERER, &
I
AP" = EFA Hy = Rebootstrap LMS
LY "T‘ _______________
|_| found)
HIAR A P < LR E] (rone fourd)
> =32 BRG] B crash Information
NI ESNETEEE. e
(none found)
--More-- (q) quit (u) pageup (/) search (n) repeat i
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S EIEES A

_
o KMKRIHSAPRIXBEERIESR
EFEEF/IMDIE %IJ#J: ¥ N\"show ap debug client-table ap-name <ap-name>"ap <SR ILEF
ENMAPTHRNARIRXEKER, B8R mEETATTHHEER (PS_State)
AR AimH E. TITIRZE (Tx _RateFIRx_Rate) , {5tk (SNR) FZRimpIZSE)RE

—fRMm s, ERREEEINST25dB.

(tj-md1l) *#show ap debug client-table ap-name ABC-SP001-6-AP8

Client Table

MAC ESSID Assoc_State HT_State AID PsS_State UAPSD Tx_Pkts Rx_Pkts PS_Qlen Tx_Retries [Tx_Rate Rx_Rate Last_ACK_SNR Last_Rx_SNR TX_Chains TX_Timestamp RX_T1i
mestamp MFP status (C, R) Id1e time Client health (C/R)

e8:b2:ac:00:0f:98 iTongji-auto 24:f2:7f:27:99:d0 Associated Avske 0x1 Power-save  (0,0,0,0,N/A,0) 9635 33936 0 332 192 173 46 44 3[0x7] Mon Nov 26 20:19:09 2018 Mon N
ov 26 20:19:08 2018 (0,0) 16 100/73

74:81:14:ac:2b:7b iTongji-auto 24:f2:7f:27:99:d0 Associated AvsEe 0x7 Power-save | (0,0,0,0,N/A,0) 298022 161363 O 14437 192 173 51 51 3[0x7] Mon Nov 26 20:19:15 2018 Mon N
ov 26 20:19:20 2018 (0,0) 5 100/73

64:9a:be:26:81:43 iTongji-auto 24:f2:7f:27:99:d0 Associated AvsEQ 0x3 Power-save |(0,0,0,0,N/A,0) 111686 70838 0 5673 96 86 39 35 3[0x7] Mon Nov 26 20:19:17 2018 Mon N
ov 26 20:19:19 2018 (0,0) 6 100/73

b4:ae:2b:34:97:45 iTongji-auto 24:f2:7f:27:99:d0 Associated AvsEBb 0x5 Power-save |(0,0,0,0,N/A,0) 49324 56781 0 5804 144 173 46 47 3[0x7] Mon Nov 26 20:19:22 2018 Mon N
ov 26 20:19:22 2018 (0,0) 3 81/73

dc:2b:2a:86:8e:35 iTongji-auto  24:f2:7f:27:99:d0 Associated Avsee 0x2 Power-save |(0,0,0,0,N/A,0) 2643 3658 0 114 192 173 49 48 3[0x7] Mon Nov 26 20:18:46 2018 Mon N
ov 26 20:18:45 2018 (0,0) 39 100/73

2¢:20:0b:db:la:df diTongji-auto 24:f2:7f:27:99:d0 Associated AvsE 0x8 Power-save  (0,0,0,0,N/A,0) 229215 91594 0 30497 96 86 36 35 3[0x7] Mon Nov 26 20:19:22 2018 Mon N
ov 26 20:19:22 2018 (0,0) 3 73/73

48:bf:6b:d6:89:6c iTongji-auto 24:f2:7f:27:99:d0 Associated AvsEeM 0x6 Awake (0,0,0,0,N/A,0) 10573 5969 0 433 192 173 48 40 3[0x7] Mon Nov 26 20:19:22 2018 Mon N
ov 26 20:19:22 2018 (0,0) 3 100/73

34:ab:37:98:94:13 tongji.portal 24:f2:7f:27:99:d1 Associated AvsEe 0x1 Power-save  (0,0,0,0,N/A,0) 1030371 343094 0 53787 192 173 60 60 3[0x7] Mon Nov 26 20:19:19 2018 Mon N
ov 26 20:19:19 2018 (0,0) 6 98/73

c0:f2:fb:7a:0a:e2 tongji.portal 24:f2:7f:27:99:d1 Associated Gshs 0x6 Power-save  (0,0,0,0,N/A,0) 6986 9886 0 414 144 144 54 52 3[0x7] Mon Nov 26 20:19:21 2018 Mon N
ov 26 20:19:21 2018 (0,0) 4 98/73

e4:9a:dc:80:ef:95 tongji.portal 24:f2:7f:27:99:d1 Associated AvsE 0x7 Power-save | (0,0,0,0,N/A,0) 52938 41341 0 4264 117 156 32 32 3[0x7] Mon Nov 26 20:18:38 2018 Mon N
ov 26 20:18:37 2018 (0 ,0) 47 89/73

bc:9f:ef:8f:a8:03 tongji.portal 24:f2: 7f:27:99 dl Associated AvsE Ox4 Power-save  (0,0,0,0,N/A,0) 145940 114125 0 6248 96 86 55 52 3[0x7] Mon Nov 26 20:19:17 2018 Mon N
ov 26 20:19:17 2018 (0,0) 99/73

--More-- (@) quit (u) pageup (/) search (n) repeat I —— L
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- TT——"

- EERAFPRSWSEEERMRIVLAN
EFRBTIMDITHIZE L, HiN"show datapath bridge | include mac-address” B /R TTLATHISR N — B & &,
AILEER LA FPHIMAC, VLANKIR AR ZEIEER.

..... -— -

ffj-mdl) *#show datapath bridge | include D0:D7:83:3F:2B:EC
D0:D7:83:3F:2B:EC 3021 3021 tunnel 4029 1

(tj-md1) *#§
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- TT——"

- EERAFHIPHIINA G R E I
ERITFIMMDITHIZE L, #iN"show user-table ap-name xxx” AILAR RIEEAP LM TEZRA FYIR (ZB)

MNHPATAEFR LA FRIPHEE. MACHILIE, A& AR BEL&EK. LANMEFRFER.

(tj-md1) *#show user-table ap-name ABC-ID001-1-AP14

Users

1p MAC Name  Role Age(d:h:m) Auth VPN Tink AP name Roaming  Essid/Bssid/phy Profile Forward mode Type  Host Name User Type
100.66.145.153 f4:70:ab:d2:37:27 tongji.portal 00:01:32 ABC-JD001-1-AP14 Wireless tongji.portal/24:f2:7f:27:bf:81/g-HT tongji.portal tunnel Android WIRELESS
100.67.108.226 48:6b:2c:cd:e9:be tong]i.portal 00:01:48 ABC-1D001-1-AP14 wireless tongji.portal/24:f2:7f:27:bf:91/a-HT tongji.portal tunnel Android WIRELESS

User Entries: 2/2
Curr/cum Alloc:1311/2380780 Free:975/2379469 Dyn:2286 AT1ocErr:0 Freerr:0
(ti-nd1) *#l
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- TT——"

- BERHPHBAERERSIESR
ﬂ%ilj’é/rMD? |28, #i\’show datapath session | include “ip_address’&TmERIF A ENSIEES

IE 5183 15 HI g5 B B A S TR AR %1ﬂmﬁQMm'TuﬁéﬁFzﬁEEW%ki%ﬁWme

(tj-mdl) #*#show datapath session | include 100.66.145.153  AEE—
47.100.26.227 100.66.145.153 6 8888 51918 0/0 0 0 12 tunnel 4164 5fe 7 398 23
100.66.145.153 58.205.196.26 6 45049 80 0/0 0 0 0 tunnel 4164 b 5 1497 C 19
100.66.145.153 115.25.211.99 6 54597 80 0/0 0 0 0 tunnel 4164 b 535 31521 C 19
100.66.145.153 58.205.196.26 6 54283 80 0/0 0 0 1 tunnel 4164 1c 7 2830 FC 19
106.15.219.161 100.66.145.153 © 443 40159 0/0 0 0 3 tunnel 4164 8ff 58 13377 17
58.205.196.6 100.66.145.153 6 80 44107 0/0 0 0 0 tunnel 4164 1c 508 717932 F 18
100.66.145.153 120.92.98.14 6 59363 5222 0/0 0 0 7 tunnel 4164 10fe 49 4501 C 19
122.14.229.51 100.66.145.153 6 443 45076 0/0 0 ] 1 tunnel 4164 10fe 113 9056 27
120.92.98.14 100.66.145.153 6 5222 59363 0/0 0 0 7 tunnel 4164 10fe 39 3804 25
100.66.145.153 203.119.215.163 ©6 48273 80 0/0 0 0 3 tunnel 4164 10fd 42 3626 C 19
100.66.145.153 47.100.26.227 6 51918 8888 0/0 0 0 13 tunnel 4164 5ff 12 731 C 19
58.205.196. 26 100.66.145.153 6 80 54283 0/0 0 0 1 tunnel 4164 1c 6 1289 = 12
211.65.195.71 100.66.145.153 6 80 38298 0/0 0 ] 1 tunnel 4164 49 4 490 F 20
115.25.211.99 100.66.145.153 6 80 39652 0/0 0 0 1 tunnel 4164 2d 1073 1512757 F 19
100.66.145.153 211.65.195.71 6 38298 80 0/0 0 0 1 tunnel 4164 49 5 1080 C 19
115.25.211.99 100.66.145.153 6 80 54597 0/0 0 0 1 tunnel 4164 f 553 782355 = 19
100.66.145.153 58.205.196.26 6 51149 80 0/0 0 0 1 tunnel 4164 15 6 2778 FC 19
100.66.145.153 58.205.196.6 6 44107 80 0/0 0 0 1 tunnel 4164 20 433 26430 C 19
100.66.145.153 106.15.219.161 © 40159 443 0/0 0 0 3 tunnel 4164 904 95 19502 C 19
58.205.196. 26 100.66.145.153 6 80 45049 0/0 0 0 1 tunnel 4164 11 4 1207 F 12
100.66.145.153 115.25.211.99 6 39652 80 0/0 0 0 1 tunnel 4164 30 1011 58660 FC 19
58.205.196. 26 100.66.145.153 6 80 51149 0/0 0 0 1 tunnel 4164 18 6 1289 F 12
100.66.145.153 121.51.8.105 6 47640 8080 0/0 0 0 9 tunnel 4164 1104 24 1576 C 19
--More-- (q) quit (u) pageup (/) search (n) repeat |
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. ﬁﬁﬁl):'%@iﬁﬁlﬂ)ﬂ KRG A IE RS = & IEfARY ?
FEIEBIMMDITHIZE £, #iNshow rights <role>"#4, AR RIEEAEINR.

(tj-mdl) *#show rights authenticated

valid = "ves’

Cleanedup = "No’

Derived Role = "authenticated’
Up BW:NoO Limit Down BW:NO Limit
L2TP Pool = default-12tp-pool
PPTP Pool = default-pptp-pool
Number of users referencing it =
periodic reauthentication: D1sab1ed
DPI Classification: Enabled
Youtube education: Disabled
web Content Classification: Enabled
IP-Classification Enforcement: Enabled
ACL Number = 82/0

openflow: Enabled

Max Sessions = 65535

check cp profile for Accounting = TRUE

Application Exception List

Position Name Type Location
1 global-sacl session
2 apprf-authenticated-sacl session
3 ra-guard session
4 allowall session
5 v6-allowall session

global-sacl

Priority Source Destination Service Application Action TimeRange Log Expired Queue TOS 8021p Blacklist Mirror DisScan IPv4/6 cContract

Priority sSource Destination Service Application Action TimeRange Log Expired Queue TOS 8021p Blacklist Mirror Disscan IPv4/6 cContract

Priority Source Destination Service Application Action TimeRange Log Expired Queue TOS 8021P Blacklist Mirror DisScan IPv4/6 cContract

user any icmpvé rtr-adv deny Low 6

Priority sSource Destination Service Application Action TimeRange Log Expired Queue TOSs 8021p Blacklist Mirror Disscan IPv4/6 cContract

1 any any any permit Low 4
any any-v6 permit Low 6

Priority Source Destination Service Application Action TimeRange Log Expired Queue TOS 8021pPp Blacklist Mirror DisScan IPv4/6 cContract

1 any any any-v6 permit Low 6

Expired Policies (due to time constraints) = 0
(tj-md1) *#@
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