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I e
Migration ToolZXIAFEF
B2 hroot/rootl23

Kernel 3.18.8-327.28.2.e17.x86_64 on an xB86_64

igrationTool login: root

Last login: Wed Dec 19 16:38:32 on ttul
[rootBMigrationTool ™1# ifconfig ens168 192.168.1.281 netmask 255.255.255.8
[rootBMigrationTool ™ 1# route add default gw 192.168.1.1 ens168
[rootBMigrationTool “1# echo “"nameserver 114.114.114.114" >> setc/resolv.conf
[rootBMigrationTool ™ 1# ping 114.114.114:114
PING 114.114.114.114 (114.114.114.114) 56(84) bytes of data.

bytes from .114.114.114: icmp_seq=1 tt1=80 time=34.3

bytes from .114.114.114: icmp_seq=2 tt1=Y9 time=25.2

bytes from .114.114.114: icmp_seq=3 tt1=835 time=24.

bytes from .114.114.114: icmp_seq=4 tt1=89 time=26.

bytes from .114.114.114: icmp_seq=5 tt1=98 time=25.

bytes from .114.114.114: icmp_seq=6 tt1=83 time<26.

YA IEENIPENR] |, FEh
EEIPEEIIINCE |, —
EETEDNSEITES

--- 114.114.114.114 ping statistics --—-
6 packets transmitted, 6 received, 8% packet loss, time 5@18ms
rtt minsavg/max/mdev = 24.569,26.955,34.349/3.359 ms
[rootBMigrationTool ™1# ping was.baidu.com
PING was.a.shifen.com (61.135.169.121) 56(84) bytes of data.
64 bytes from 61.135.169.121: icmp_seq=1 tt1=55 time=29.2 ms
64 bytes from 61.135.169.121: icmp_seq=2 tt1=55 time=38.5 ms
C
--— wa.a.shifen.com ping statistics ---
2 packets transmitted, 2 received, 8% packet loss, time 1884ms
rtt minsavg/max/mdev = 29.292,29.925,38.553/8.656 ms
[rootBMigrationTool ™ 1# ping h18145.wasl . hpe.com
’ING lap-esvc.glb.itcs.hpe.com (16.248.72.55) 56(84) bytes of data.
64 bytes from houston4-lap-esvc.itcs.hpe.com (16.248.72.55): icmp_seq=1 tt1=238 time=538 ms
C64 bytes from 16.248.72.55: icmp_seq=2 tt1=238 time=511 ms

aE

WEBREEFHURLANT
https://<ip-add>:5001

R R LR IR RSV EREREEY  |fconfig ens160 192.168.1.201 netmask 255.255.255.0
WP IRt 110 = | Pt 11 7 5D

froatiifigrationioal 18 Route add default gw 192.168.1.1 ens160

HZE MK

Echo “nameserver 114.114.114.114” >> /etc/resolv.conf
#i% EDNS
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QrUbO Moblllty)l\q/lraster Mllngratlon Tool Home
h ) KRN BEZS RN IEE:

¢ BXHEKEZES8X

« 8.XERZEG.X

Home
Action: | ® Upgrade to 8.X | | Downgrade to 6.X Orchestrate MC-VA Preview Config
Select Data Input Type: & XML ’ Manual
Upload Device List (XML): ' Choose File \ No file chosen
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Add Details

VMMHA A .

«  HMM - #E{HMM
« MCM - iZFHIzEMM
« VMM — E#IHLMM

FHLRETRIZR 4 :
 Master-Local
 All Master

aruvbaQ
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Tool Host Computer

IP address:

User name:

Migration mode:

Deployment Mode

192.168.1.201 Vv

VMM v

Existing Deployment Mode

Deployment mode:

Master-Local v

Orchestration

Mobility Master

Devices

Next
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EPEENo”, 8
R EMM

i£Yes:

 ESKXi

« KVM

*  HypeV

Add Details

Orchestration

B & Astandby MM:
* Yes
* No

S,

+  MM-VA-500
+  MM-VA-1K
+  MM-VA-5K

+  MM-VA-10K

Deployment Mode

@’

Orchestration

Yes Vv ESXi
No Vv
MM-VA-500 v

MM 2 E B FE 2
- SENVNERSZ
PR R

:
/

MM = 3K
o XTREMHLEIMF

aruvbaQ
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Enterprise company

Orchestrate MM VM: I
Orchestrate standby N‘M:

Device type: I

ESXi Server

IP address: 192.168.1.248
User name: root

Data store: datastore’
Network adapter 1: INT
Network adapter 2: EXT
Network adapter 3: INT
Allowed VLAN: il

VLAN promiscuous

mode:

Console port: 9000

o JERMLIPHEUE
- ERWARZ5ZHB

Plaase mak

a8 sura sarvar firawall allows this port

Mobility Master Devices

Note: VVSwitch, Virtua!l NIC, VM port group, VLAN ID, VLAN promiscucus mode parameters must be configured on the ESXI server before initiating the migration tool. Only Network adapter 2 which corresponds to GE 0/0/0 will be in Connected

state and can be used as uplink port. Device Status for Connected & Connect at power on should be enabied manually after Orchestration.

For more information see Aruba Mobllity Master Installation Guide.

T
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MM@YIP1t ik

Add Details

MM P
g Ej]ﬁ%éMME,‘JII\HﬁE}RT D Y i'lli.:'uf?:‘v(i Or
S
. i v
o PEHBIE 1P address: | 172.16.0.254
. E‘E*}‘L% User name: I d
« MK (BEHEXHSE Netmask: 255.255.255.0

E ?ft{% ) IP gateway: 172.16.0.1
* VLAN% System name: ArubaMM

o EOKRR
- [EZRK
- HH

A 8]
. BX

MM image file name:
VLAN ID:

Port:

Mode:

Country code:

B & HLicenseE8.x
* Yes

* No

Date (mm/dd/yyyy):

Time (hh:mm:ss)

MNPk F P&

aruvbaQ

a Hewlett Packard
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‘l MNP username: |

ArubaOS_MM_8.3.0.4_67604.0ova Vv & &

1

Access Vv

AD - Andorra W
12/19/2018

21:42:08

GMT v || GMT Vv

Time zone:
Migrate licences: I Yes Vv
Register licences: ~

123@123.com

Mobility Mast

B2 EMMIIER TES:
EHZB5EMMMM License (E2{#£Order
numberflEfFE, S5EEBERNEKR—)

Back

Devices
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Add Details

Deployment Mode

Device Details

Device Table

Add Device/RMEE
B HRRYIT TR

A EEE#HEMaster
AL

NodeB B FHE

FEAINode & FiR

MASTER 192.168.1.1
N
General Details
\I Migrate master: I Yes Vv
/I Node exists: I No W
Node name: I cc
Node will be created as /md/CC on the MM »

aruvbaQ
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IDEVICETYPEJ | IPADDRESS_I | USERNAME_I |8.XIMAGE

Orchestration

Moblility Master

6.X IMAGE

ArubaO3|_70xx_6.5.4.8_65873 0

MAGE PARTITIO

1%3EAdd DeviceB) B TIEE :

AL el

=HlEIP

EHlzEH PR

8 X FiEH (BEEITEN)

%x ®RI&EXH (RERMER, SASHFEHERER
)

8X BEXHEANNTX

Cancel

Back
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aruvba My

3.2

Migration Tool Z#5

Home

Master Migration Tool
Build 3

Home

Mobility Master deployment type
Using existing VM

MNP Z 5

2R R

ER}

NT=]

TR

Host Details
IP ADDRESS TYPE PASSWORD
172.20.10.12 Tool Host Computer root seerane
Mobility Master
IP ADDRESS NODE TYPE MM IMAGE USERNAME PASSWORD
192.168.1.243 MM VM N/A admin sesssane
Licence Migrate
USERNAME PASSWORD
123@123.com
Devices
t-ABORESS _ NODE TYPE MIGRATE MM IMAGE IMAGE PARTITION NODE NAME  USERNAME PASSWORD ENABLE PASSWORD
Master /root/Migration/iImage/ArubaOS_70xx_8.3.0.4 “ad/brycelabic
192.168.1.240 true i g S 0 RS [ [
Controller 67604 c !

aruba

a Hewlett Packard
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Logs -

1

Stant uver Start Upgrade

Migratior

Log out

Topology Type
All Masters

STATUS
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MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS
ArubaMM-VA - > 1 -

— Managed Network > brycelab >

Dashboard - R
Roles Policies Applications

WLANS Roles 13

NAME - RULES
Access Points ap-role 35 Rules

authenticated 4Rules
AP Groups

default-iap 2 Rules
Authentication i

default-via-rale 3 Rules
Services default-ypn-role 4Rules
Interfaces guest 11 Rules
Controllers guest-logon 27 Rules

logon 32 Rules
System
Tasks
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Add Details

VMMAY A .
*  HMM — FE MM

« MCM — =5l gEMM :::::i 17‘2..20.10.12 v
: VMM _ Eﬂ;l*ﬂ'MM Migration mode: VMM~

Tool Host Computer

aruvbaQ
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Enterprise company

Mobility Master

Devices
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MM P4 P

MM F &

— . MM VM

RERRLcense 26X | \rmims ] (o | IRREMM, BRI TLIRE, ELA

Yes . .
No \ sorname ] | aomi S 437 FMDBY P& 4R

Migrate licences: I No Vv

aruba
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Add Details

Device Details

Device Table

EVICE TYPE

Add Device/RMEE
B HRRYIT TR

aruba

a Hewlett Packard
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MASTER

IP ADDRESS

192.168.1.24

Deployment Mode

Mobility Master

USER NAME

6.X IMAGE

IMAGE PARTITIO

1

%3 Add DeviceB)ER TIEE :

AL el

=P

EHIzEH PR

6.X i (BEBHITEN)
6.X BEXHESANNTX

DELETE
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Migration Tool Z#5

OrUbO \Niébili(){ Master M}igrauon Tool Home

0, Bu

Home

Host Details

IP ADDRESS TYPE PASSWORD

172.20.10.12 Tool Host Computer root

Mobility Ma

IP ADDRESS PASSWORD

192.168.1.240 admin

Devices

IP ADDRESS NODE TYPE MIGRATE 6.X IMAGE IMAGE PARTITION USERNAME PASSWORD

RS

ER}
k=2l

NT=]

ENABLE PASSWORD

T0Z.100.1.243  Waster conuoner . que.—— roormigratomimage ATt e ST oot S 6—65673—4 e

FHaRER

Start Over Start Downgrade

aruvbaQ

a Hewlett Packard
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Log out

STATUS

18



Migration Tool_v3.2.3 {28 MNPEZ|n) R4

|‘Dj Eﬂiﬁ HE : 192.168.1.33 Tool Host Computer root J
/2 <Migrate license>1%&IR s l ALERT!

E{J’r%z;R-F ! EE%T&H*EEP%H:{IWJ iESDDRESS NODEIVPE J' Could not connect to MNP. Check network settings like internet connectivity and DNS
<Could not connect to S T |

MNP...>#23~.
S&Migration tools7GE#EEI T

fRmBEI=m6.xZ28 XL icense R
z i) .

Devices
Add Details IPADDRESS  NODE TYPE MIGRATE MM IMABGE IMAGE PARTITION NODE NAME USERNAME PAS! ENABLE PASSWORD STATUS
I REQUIRED I "EHABLE BYPASS' 1S ACTIVE
FAILED-
@ PRE-
Deployment Mode Master Iroot/Migration/Image/Aruba0OS_70xx /md/mynode11/contr l l ‘ I MIGRATI
s 192.168.1,.240 true = = 1M1
Controller 8.3.0.4_67%04 oller1321 ON-
HEALTH
MM VM -cHeck ()
IP address: 172.16.0.254
User name: admin Start Over Start Upgrade
Topology has
custom cert?: No: ¥ 3 Logs - Migration N
Migrate licences: [ZUTB-1Z-T7 T7USUD, 8 147 INFU/MEINFTOCESS| 1asSK VIratuon 1001 rever{oocodaay-ce 1u-44es-9yCCr-50241041020 1| SUCCEEUEU I dUS.6 1 £86452£857 { CUITeEnt . 1UU, SlEWs . DUWNGRAUE CUNIFLETEU, 0@l
100, 'result’: 'SUCCESS', 'migration_type". 'DOWNGRALRE'}
MNP username: [2018-12-19 04:05:34,306: INFO/MainProcess] Receiveq task: MigrationTool.start_migration[54752b14-2795-44da-84b-04207875e2e0]
19048 412 410 NA-NE-24 200 - WWADAMINC NN L Bl otacts
[2018-12-19 04:05:34,371: INFO/Worker-6] Starting new HTTPS connection (1): h10145.www1.hpe.com
[2018-12-19 04:05:40,382;: WARNING/Worker-8] Could not connect to MNP.
[2018-12-19 04:05:40,385: WARNING/Worker-6] —--e-seeseassmneaas
[2018-12-19 04:05:40,386: WARNING/Worker-6] Cleaning Passwords, Keys and Serial Number from Migration Tool
Q r- U b Q [2018-12-18 04:05:40,386: WARNING/Worker-6] ——---——-—----—--
[2018-12-19 04:05:40,388: INFO/MainProcess] Task MigrationTool.start_migration[54752b14-2795-44da-84b-04207875¢2¢0] succeeded in 6.08036311201s: {'current” 0, 'status': 'FAILED-PRE-MIGRATION-
a Hewlett Packard HEALTH-CHECK', 'total": 100, 'result': 'FAILURE', 'migration_type': '"UPGRADE}\n %

Enterprise company
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RS A

GFWzR

BRETIE

HL{th[a]R

\ 4

aruba
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57/ alil,
58 11.
59 11.
60 11.

61 11.

.586132
65 12.068787
66 12.
67 12.
68 12.
69 12.
70 12.
7l 4722,
[/2RT2E
73 12.

.692512

385886
480664
480756
505100
506127

162274
162698
682970
683038
683293
683506
684931
685283

.692673

114.114.114.114
192.168.174.129
192.168.174.129
192.168.174.2
192.168.174.2
Vmware_c0:00:08
192.168.174.129
192.168.174.129
16.250.72.56
16.250.72.56
16.250.72.56
192.168.174.129
192.168.174.129
192.168.174.129
16.250.72.56

192.168.174.129
192.168.174.129

192.168.174.129
192.168.174.2
192.168.174.2
192.168.174.129
192.168.174.129

Broadcast
16.250.72.56
16.250.72.56
192.168.174.129
192.168.174.129
192.168.174.129
16.250.72.56
16.250.72.56
16.250.72.56
192.168.174.129
16.250.72.56
16.250.72.56

TCP
TLSv1
TCP

ES =
TLSv1..

TCP
TCP

TLSv1..

TCP

148 Standard query response @xclbc No such name A MigrationTool S(
79 Standard query ©xcf2e A h10145.wwwl.hpe.com

79 Standard query ©x5875 AAAA h10145.wwwl.hpe.com

142 Standard query response ©x5875 AAAA h10145.wwwl.hpe.com CNAME
158 Standard query response ©xcf2e A h10145.wwwl.hpe.com CNAME lag

42 Who has 192.168.174.2? Tell 192.168.174.1

54 47754 > 443 [ACK] Seq=1 Ack=1 Win=29200 Len=0
309 Client Hello
54 443 » 47754 [ACK] Seq=1 Ack=256 Win=64240 Len=0
1514 Server Hello
620 Certificate, Server Hello Done
47754 > 443 [ACK] Seq=256 Ack=1461 Win=32120 Len=0©
= = in= -0

47754 > 443 [RST, ACK] Seq=263 Ack=2027 Win=35040 Len=0
47754 > 443 [RST] Seq=263 Win=0 Len=0
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aruvbaQ
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MERFHE

Issuer: DigiCert Global Root G2
a\n until:

DigiCert Global CA G2

6:1EE2:41F9AF
SABECCC4108A626B104

TEARIET

https://www.digicert.com/digicert-root-certificates.htm

[root@MigrationTool ~J# curl -v https://h10145.www1.hpe.com
* About to connect() to h10145.www1.hpe.com port 443 (#0)
* Trying 16.250.72.56...
* Connected to h10145.www1.hpe.com (16.250.72.56) port 443 (#0)
* Initializing NSS with certpath: sql:/etc/pki/nssdb
*  CAfile: fetc/pkiftls/certs/ca-bundle.crt
CApath: none
* Server certificate:
il subject: CN=h10145.www1.hpe.com,OU=HPEIT,O=Hewlett Packard Enterprise Co
1 start date: Jun 20 00:00:00 2018 GMT
i expire date: Jun 21 12:00.00 2019 GMT
i common name: h10145www1.hpe.com

x NSS error 8179 (SEC ERROR UNKNOWN ISSUER!

2 Closmg connectlon 0
curl: (60) Peer's Certificate issuer is not recognized.
More details here: http://curl. haxx.se/docs/sslcerts.html

curl performs SSL certificate verification by default, using a *bundle”
of Certificate Authority (CA) public keys (CA certs). If the default
bundle file isn't adequate, you can specify an alternate file

using the --cacert option.

If this HTTPS server uses a certificate signed by a CA represented in
the bundle, the certificate verification probably failed due to a
problem with the certificate (it might be expired, or the name might
not match the domain name in the URL).

If you'd like to turn off curl's verification of the certificate, use

the -k (or --insecure) option.

[root@MigrationTool ~]# AC

L=Palo Alto,ST=California,C=US

EC_ERROR_UNKNOWN_ISSUER
| SEC_ERROR_UNKNOWN_ISSU

Migration Tool KRIFEIEBFE LN

Migration TOO|EE'%;?J§\7]H*E1E:H§M—‘-EE
IS

HRIEB #1498 Fr KDigiCert_Global_CA
G2
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Valid until: 01/2
DigiCert Global CA G2 Serial #

Thurmbprint

Issuer: DigiCert Glo I* al Root G2

):6A:89:15:88:04:06:1E:E2:41:FO:AF
DBHAEE31631F7ABC

SBADESABECCC41084626B104

TEARIET

TLSv1.. 1514 Server Hello
TLSVI.. 620 Certificate, Server Hello Done
TCP 54 35678 » 443 [ACK] Seq=256 Ack=1461 Win=32120 Len=0
TCP 54 35678 » 443 [ACK] Seq=256 Ack=2027 Win=35840 Len=0
| TLSvi. 412 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
TCP 54 443 > 35678 [ACK] Seq=2027 Ack=614 Win=64240 Len=0
TLSv1.. 145 Change Cipher Spec, Encrypted Handshake Message
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[root@MigrationTool Image]# curl -v https://h10145.www1.h
* About to connect() to h10145.www1.hpe.com port 443 (#0)
* Trying 16.250.72.56...
* Connected to h10145.www1.hpe.com (16.250.72.56) port 443 (#0)
* Initializing NSS with certpath: sql:/etc/pki/nssdb
* CAfile: /etc/pki/tls/certs/ca-bundle.crt

CApath: none
* SSL connection using TLS_RSA_WITH_AES_256_CBC_SHA256
* Server certificate:

I start date: Jun 20 00:00:00 2018 GMT

L expire date: Jun 21 12:00:00 2019 GMT

* common name: h10145.www1.hpe.com

s issuer: CN=DigiCert Global CA G2,0=DigiCert Inc,C=US

[root@MigrationTool Image]# openssl x509 -inform der -in DigiCertGlobalCAG2.crt -out certificate-2. pem
[root@MigrationTool Imagel]# cat certificate-2.pem >> /fetc/pki/tls/certs/ca-bundle.crt
root@MigrationTool Image]# certutil -d sql:/etc/pki/nssdb -A -t *C,C,C" -n "DigiCert Global CA G2"

-i certificate-2.pem

% subject: CN=h10145.www1.hpe.com,OU=HPEIT, O=Hewlett Packard Enterprise Company,

Palo Alto,ST=California,C4

> GET /HTTP/1.1

> User-Agent: curl/7.29.0
> Host: h10145.www1.hpg
> Accept: */*
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2.pem

certutil -d sql:/etc/pki/nssdb -A -t "C,C,C" -n

#R B Inss(linux& MR ERHTIR %)

openssl x509 -inform der -in DigiCertGlobal CAG2.crt -out certificate-2.pem

cat certificate-2.pem >> /etc/pki/tls/certs/ca-bundle.crt

"DigiCert Global CA G2" -i certificate-
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